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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-2 CrnocobeH aaMUHUCTPUPOBATH MPOrpPaMMHO-aIapaTHbIe CPEACTBAa 3alluThl WHOOpPMAIMK B
KOMITBIOTEPHBIX CETSIX

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,
OXBaTbIBAIOUIEH COBOKYNMHOCTh NpOOJEM, CBSI3aHHBIX C OOECHeYyeHHEeM 3alIMIIEHHOCTH OOBEKTOB
nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-2 Cnocoben AIIMAHHUCTPUPYET TMPOTrpaMMHO-AINIapaTHBIC CpPEACTBa
aJIMUHHCTPUPOBATh 3aIIUTHI HHPOPMALIUH B KOMITBIOTEPHBIX CETIX

MPOTPaMMHO-aIIaPaTHEIE
CpeJICTBA 3alUTHI
nHpopMaIm B
KOMIIBIOTEPHBIX CETSAX

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-2 CnocobGeH aaMUHUCTPUPOBATH MPOrPAMMHO-AIIAPATHBIC CPEACTBA  3aIUTHI
nH(pOpMaIMU B KOMIIBIOTEPHBIX CETAX

Ne
n/m

HanmenoBanmne
JHCIUATLINH,
ONPEACIAIOIINX Ounas
MEKMCLUIUTMHAPHBIC | (ceMecTp)
CBSI3H 41518

dopma
o0yueHus

1|"Networksecurity" +

2 |International +
information security

3| Ananms +
3aIIUIIEHHOCTH
KOMITBIOTEPHBIX CETEH

4 |be3onacHOCTh +
KOMITBIOTEPHBIX CETEH

5 |MexnyHapoaHas +
nH(pOpMaIOHHAS
0e30macHOCTb

6|CranaapTsl B 00J1acTH +
MHPOPMALIIOHHON
0€301aCHOCTH

7|OkcIryaTanoHHast +
HpaKTHKa




2. Mecto nucuuninabl B cTpykrype OIl 6akanaBpuara:
HucuunnuHa «KoMmbroTepHbIe CeTH» OTHOCHTCA K oOsi3arenbHOM yacTu ydeOHoro mmaHa OIl mo
HanpasyieHuto noaroroBku 10.03.01 - Madopmarmonnas 6€30mMacHOCTb.

HucuuminHa «KoMIbploTepHBIE CETU» U3ydaeTcs B 3, 4 cemecTpax.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM TUCIUTUIHHEL: 8 3.€.

Ounas: 8 3.e.
Bun yueOHo# paboTh Qunas
(Bcero yacos)
O0mast Tpy10éMKOCTb TUCHMILIHHBI 288
KonrakTHast pabora 128
Jlexuuu (Jlexuum) 64
JlaGoparopnsie (J1ab. pab.) 64
CamocrositensHas padota (CP) 88
OK3aMeH 72
3.2.ConepxaHue Kypca:
No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
ouu | .
pao.
O]l0|O
3 cemecTp
1 Nzyuenue cetn CobecenoBanue;
Brinonxnenue
3 3 5 IIPaKTUYECKUX
3aJaHuM;
TectupoBanue
2 Hacrpoiika cereBoi Brimonnenue
ONEePaLIMOHHON MPAKTUYECKUX
CHUCTEMBI 3 3 5 3aJaHuM;
Tectuposanue;
CobecenoBanue
3 CereBble Brinonnenue
MIPOTOKOIIBI U MPAKTHYECKUX
KOMMYHHUKALUH 5 3 5 3aJaHuM;
Tectuposanue;
CobecenoBanue
4 CereBoii noctyn Brinonnenue
MPAKTHYECKUX
3 3 5 3aJaHuM;
Tectuposanue;
CobecenoBanue
5 Ethernet 3 141|5 CobecenoBanue
6 CeteBoii ypOBEHb Brinonnenne
3145 MpaKTHIECKHX
3aJlaHul;
ColecenoBanue




7 TpaHcriopTHBIN Tectuposanue;
yYpOBEHB CobecenoBanue;
5 4 Brinonnenue
MPAKTHYECKUX
3aJaHuN
8 [P-anpecanus Brimosnnenue
3| 4 MPAKTHYECKUX
3aJaHuM;
CobecenoBanue
9 Pazoucnue IP-ceteit Brimonnenue
Ha TOJICETH 4| 4 MPAKTHYECKUX
3aJaHuM;
CobecenoBanue
4 cemectp
10 KomMmyTupyemsbie Brinonnenue
ceTu 3| 4 MPAKTUIECKHUX
3aJIaHHl;
ColOecenoBanue
11 OcHOBHBIE Brinonnenue
KOHIEMLHH 1 4| a MpaKTHIECKHX
HaCTpoiKa 3aJIaHHI;
KOMMYTaropa CobecenoBanue
12 Bupryanbhbie Brinonnenne
JIOKaJIbHBIE CETH MPAKTUYECCKHUX
VLAN 4 4 3aJaHMIi;
CobecenoBaHue;
TecTtupoBaHue
13 Konnenmus Brimonuenue
MapHIpyTH3AIHUHA 3| 4 MpaKTHIECKHX
3aJIaHHI;
ColOecenoBanue
14 MapupyTtuzamnus Brinonnenne
mexay VLAN. 3 3 MPAKTUYECKUX
3aJIaHHI;
Co0OecenoBanue
15 Crarnueckas Brinonnenne
MapHIpyTH3aIIHS. 3 3 MpaKTHIECKHX
3aJIaHH;
ColOecenoBanue
16 Jnaamudeckast Brimonnenue
MapHIpyTH3aIIHS. MPAKTUIECKUX
4 4 3aJIaHMI;
CobecenoBaHue;
TecTtupoBaHue
17 OSPF st onHoit Brimonuenue
obnacTu 4 | 3 MPAKTUIECKHUX
3aJIaHH;
Co0OecenoBanue
18 Cnucku KOHTPOJIA Brinonnenne
noctyma (ACL) 4 | 3 MPAKTUIECCKUX
3aJIaHH;
Co0OecenoBanue




Tema 1. U3yuenue cetu (I1K-2)
Jlexknus.

Jlexums. M3ydenue cerel pa3nuyHbIX MacmTaboB. KIMEHTBI M cepBepbl B CETH, MX TUIBl U BHIBL
OnHopaHrosble ceTH. V3yueHne KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOWCTBA, IPOMEXKYTOUHBIE CETEBBIC
yCTpOWCTBa, ceTeBasl cpena, NPEACTABICHUE CETH, CXeMa TOIOJOTHH M MpEACTaBIeHHE U (YHKLIUU
KOMIOHEHTOB ceTH. CHCTeMBbl JOKaIbHbIX ceTeil. [mobanbHble ceTu. VIHTEpHET M SKCTpaHET: U3y4yeHHe
CEPBUCOB COLIEANIECH CeTU. TEXHOIOruU JOCTyNa B UHTEPHET. I1oaKIIIoueHne yaleHHbIX I10JIb30BaTeIed K
cetu Murepner. Ilopxmouenue npeanpustuii k cetu MutepHer. Coleamasics ceTh: IUIAHWPOBAHUE
pacmmpenus cetu. [locTpoiika HaAeKHON ceTH. YCTOMYMBOCTh K COOSIM B CETH ¢ KOMMYTAIlMEeH KaHAJIOB.
YeroiunBOCTh K COOSIM B CETSAX C MAKETHOW KOMMYHHKaIuei. TeHIEeHIIUU pa3BUTHS CETel: KOHIICMIIUS
BYOD. CoBmectnas pabGora uepe3 MurepHer. O6nayHble BBIYMCICHHS M IEHTPHI 00paOOTKM TaHHBIX.
TexHonornuecke TEHIEHUUU B JOMalIHMX ceTsaX. OpraHusanus CeTH IO JIMHUSAM 3JIEKTPONEepeaaqH.
PaccmoTpenue 6ecrpoBOJHOTO IHUPOKOMOJIOCHOTO HocTymna. M3yueHune ceTeBoil 0e301macHOCTH: YyIpo3bl U
pemeHus mo odecneueHuto 6ezonacHoctu cetu. CeTeBbie apxXuTeKTypbl Cisco.

JlaGopaTopHbie padoThbI.

1.M3yuenue cpeacTB /isi COBMECTHOM pabOTHI B CETH.

2.M3y4yeHue cepBUCOB COLIEIIEICS CETH.

3.CocraBnenue cxemsl ceTh MIHTepHET.

4.M3yuyenue pplHKa BakaHCUH B cepe MHPOPMALIMOHHBIX U CETEBBIX TEXHOJIOTUH.
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

PaccMoTpeTs TEHIEHIIMHN pPa3BUTHS CETEBBIX TEXHOJIOTHN.

Tema 2. HacTpoiika cereBoii onepanuoHHoii cucremsl (ITK-2)
Jlekumus.

Hactpoiika cereBoil onepallMOHHOW CHUCTEMBbI. 3HAKOMCTBO C BO3MOXKHOCTSAMH OIEPALIMOHHON CHCTEMBI
CiscolOS. Haznauenue omnepaiimoHHOM cucteMbl U e€ mectononoxenue. JJoctyn k yerpoiictBy CiscolOS.
MeTton kKoHCOJIBHOTO aoctyna. Meronbl noctymna ¢ nomorisio Telnet, SSH u AUX. [IporpamMMmbl sMmyssmn
TepmuHana. Pexumbl paboTel omeparmonHoi cuctembl CiscolOS. PaccMoTpeHne OCHOBHBIX PEXHUMOB.
Pexxum robGanbHON KOH(UTYpaluu M NOMOJHUTEIbHBIE peXKuMbl. HaBuramus mexnay pexumamu [OS.
Crpykrypa komanna omneparmonHoi cuctembl [0S. CnpaBounoe pykoBoacTBo mo komangam CiscolOS.
PaccmoTpenne koHTekcHO# crmpaBku. IIpoBepka cuHTakcuca komaHi. lopsiuume KIaBUIIM W KIABUIIU
osicTporo BbBoBa. Komanawsl mposepku [0OS. Bo3moxxkHoctu komanabl showversion. I[Iporpamma
PacketTracer: naBuramus o 10S. Hactpoiika yCTpOWCTB M y3/10B B C€TH. 3aIlUTHI JOCTYIA K YCTPOUCTBAM.
ObecnieyeHre 3alUIIEHHOTO JOCTyHna K MPUBWIETUPOBAHHOMY pEXHMY. 3alllUThl JOCTyma K
MmoJib30Baresbckomy pexkumy. lludpoanne mnapons. Cosmanue OaHHEpHBIX cooOmeHuit. daitn
KoHpurypanuu. 3axBarT TekcTta B KoHconu. [loptel m anmpeca: IP-agpecanus, waTepdeichl W MOPTHI.
Anpecanusi yCTpPOWCTB: HAcTpOWKa BUPTyaJdbHOTO WHTep(deiica kKommyHaropa, HacTpoiikalP-agpecos
OKOHEUHBIX YCTPOMCTB BpYy4HYHO. ABTOMarndeckas HacTpoiika [P-aapecoB OKOHEYHBIX YCTPOMCTB.
Kondmuxrer IP-anpecos. [IpoBepka mapameTpoB moakitodeHus: mpoBepka loopback-aapecos Ha okoHEUHOM
ycTpoiictBe. TecTupoBaHue Ha3HaYCHUS HHTEpQElica U TECTUPOBAHUE CKBO3HOTO MTOIKITFOUCHHUS

JlaGopaTopHbie padoThbI.
1 Co3nanue KOHCOJNIBHOU ceccuu ¢ moMonibio TeraTerm.
2 Hactpolika UCXOHBIX TapaMETPOB KOMMYTaTOpa.
3 HacTpolika OCHOBHBIX ITapaMETPOB MOAKIIOUEHUS.
4 Koudurypanus aapeca yrnpapieHUsI KOMMYTaTOPaMH.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
WNHTepakTUBHOE 3aaHUE: TIOJyYEHHUE TOCTYyNa K yCTPOHCTBAM.

Tema 3. CereBble MPOTOKOJIbI 1 KOMMYHHKAuM (ITK-2)
Jlekumus.



[IpaBuna ceTeBBIX MPOTOKOJIOB M KOMMYyHHMKanuil. [IpaBuna oOMeHa NaHHBIMH: yCTaHOBICHHE NpPaBUI U
KoaupoBaHue cooOmieHus. DopMaTupoBaHWE M HMHKANCYISALUS coobuieHus. Pasmep cooOieHus.
Bpemennbsie mapamerpsl coobmenus. [lapamerpsl goctaBku cooOmieHus. IIporokonsl: mpaBuia,
pernamMeHTupyomue crnoco0sl ooMeHa naHHbIMU. CeTeBble NMPOTOKOJIBI. B3aumopelcTBHE MPOTOKOJIOB.
HaGopsl mpotokosoB u orpacieBble cranfapTsl. Coznanue WutepHera m paspaborka TCP/IP. HaGop
npotokosioB TCP/IP u mponecc oOmMeHa naHHbIMH. OpraHu3aliy 10 CTaHapTaM: OTKPBITHIE CTaHIApPTHI.
ISOC, IAB, IETF. IEEE. Crannapr ISO. [Ipyrue opranuzanuu no cTaHAAPTU3ALUN. DTAJIOHHBIE MOJIEIIN:
IIPEUMYLIECTBA MCIOIb30BAHUS MHOTIOYPOBHEBOM Mojenu. JrtanoHHas Mmozaens OSI. Monens mpotokona
TCP/IP. CpaBuenue mopmeneit OSIu TCP/IP. JIBmwkeHWEe MAHHBIX 1O CETU: HHKAINCYJISIUS JTaHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsnus u nenHkancymsus. CeTeBbie
azipeca M ajpeca KaHasa rnepenad faHHbIX. OOMEH JaHHBIMU C IOMOIIBIO YCTPOUCTB B 0HOM cetu. MAC-
u [P-anpeca.lllimo3 o ymomuanuio. OOMeH JaHHBIMU C TIOMOIIBIO0 YCTPOMCTBA MO YATCHHON CETH.

JlaGopaTopHbie padoThbI.
1 TIpoekTupoBaHHE CUCTEMBI CBS3H.
2 W3yyeHue ceTeBbIX CTaHIapTOB.
3 Opranu3zauuu 1o cTaHgapTU3aliu.
4 Vcnonws3zoBanue nporpammbl Wireshark st mpocmoTpa ceteBoro Tpaduka.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
PaccMoTpenue aHamoruYHbIX MPOrpaMM JUIsl IPOCMOTpPa CETEBOTo Tpaduka

Tema 4. Cetenoii noctyn (ITK-2)
Jlekuus.

[Tporokoner ¢usznueckoro ypoBHs. CrocoObl momkmtoueHuss K ceTd. CereBble WMHTEP(HEWUCH TUIATHI.
Hasnauenne ¢usnueckoro ypoBHsa. CpeactBa mepenaud JaHHBIX (Qu3ndeckoro ypoBHs. CTaHIapThbl
¢uznueckoro ypoBHA. OCHOBHBIE MPHUHLMIBI (u3NYeckoro ypoBHA. [IpomyckHass cHnocoOHOCTH U
MPOM3BOAUTENLHOCTh. PaccMoTpenue ¢usnueckoit cpenbl. CereBas cpena. [Ipoknaaka MeaHbIX Kabenel u
ux xapakrepuctuku. Kadens tuna nesamuménnas Butas napa (UTP). KaGenp Ha ocHOBE SKpaHUPOBAHHOM
Butoi mapel (STP). Koakcuanbupiii kabenb. bezonmacHocTh MemHbIX kabenell. OCOOCHHOCTH MPOKIIAIKH
kabeneit Tuma UTP. Pazsémbr UTP-kaGens. TectupoBanue kabeneit UTP. OcoGeHHOCTH TPOKIaIKH
ONTOBOJIOKOHHBIX KaOeneil. KOHCTPYyKIns ONTOBOJIOKOHHOTO KaOeys. THIbI ONTOBOJOKOHHBIX KaOelew.
CeTeBbie ONTOBOJIOKOHHBIE pa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MEIHBIX Kabeneil. OcoOeHHOCTH
OecripoBoAHON cpenbl. Tunbl 6eCIpPOBOIHBIX CPENCTB Mepeaadyn JAaHHbIX. becnpoBonHas JoKalbHAs CETh
(LAN). Haznauenue kaHanpHOTO ypoBHS. [logypoBHM KaHAIOB JaHHBIX. YIIPABJICHHUE TOCTYTIOM K Iepeaadn
naHHbIX. [IpegocraBienne goctyna k cpenae. Buasl Tononoruid. YnpasieHue JOCTYIIOM K Cpeae Nepeaadn
nmaHebIX. Ousmueckas W Jormdeckas Tomosorus. Tomomorms —rroOainpHOM  cetu.  Hawmbonee
pacnpocTpaHeHHble (QU3MYECKHE TOMOJOTuU To0anbHOM ceTu. dusmueckas IBYyXTOYEUYHAsl TOMOJIOTHS.
Jlornueckasi TOMONOTHsSI COBMECTHBIX CPENICTB MEPEeNayu JAaHHBIX. ACCOUMATHUBHBIN AOCTyM. Tomonorus ¢
MHOXECTBEHHbIM J0CTynoM. Kontponupyemsiii qoctyn. KombueBas tomonorusa. Kanp kanana nepenayu
naHHbIX. Kanp, 3aroioBok.

JlaboparopHbie padoThbI.
1 OmpeneneHue CETEBBIX YCTPOUCTB U KaOETLHON CUCTEMBI.
2 IToctpoenue nepexpectHoro kabdens Ethernet.
3 IIpocmotp undopmaruu o cereBoit uaTepdeiicHoi miare (NIC) nmpoBogHBIX U OECITPOBOAHBIX CETEH
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
AHanu3 TOMOJOTUU C MHOXKECTBEHHBIM JIOCTYIIOM.

Tema 5. Ethernet (ITIK-2)
Jlekuus.



[Tpuniun padotsl Ethernet. [Togypouu LLC u MAC. YrpasieHnue A0CTYIIOM K cpelie nepeaadn JaHHBIX.
MAC-anpec: naentudukanus Ethernet. OOpabGorka kaapoB. ATpuOyThl Kaapa: HHKAICYISALUS, pazMep
kaapa. MACEthernet. MAC-anpeca u mecTHaaunarepuynas cucrtema cuucieHus. IIpencraBnenuss MAC-
anpecoB. CkBo3Hoe noakitoueHue. [Iporokon ARP. @ynkuuu ARP. [Tpuniun pa6orst ARP. Ponrs ARP B
mpolecce yIaIEHHOTO OOMEeHa NaHHBIMU. YianeHue 3amnuceit u3 Tabnumbl ARP. Tabmuist ARP Ha ceTeBbix
ycrpoiictBax. [IpoGiemsr ARP u ero mpobiematrka. YcTpaHeHUE MOCIEACTBUN, BBI3BAHHBIX MPOOIEMaMHU €
npotokosiom ARP. OcHoBHast unopmarms o noprax kommyraropa. Tabnauuna MAC-anpecoB kKoMMyTaTopa.
Hacrpoiiku nymiekcHoro pexuma. Oynkius Auto-MDIX. CriocoObl epechlIku Kajpa Ha KOMMYTaTopax
Cisco. bydepuzanus namaru Ha KommyTaropax. OUKcUpoBaHHasE MOny/IbHas KoH(purypauus. [lapamerpsr
MoyIst A7 pazbEMoB KommyTaropa Cisco. Texnonorus CiscoExpressForwarding.
JlaboparopHbie padoThbI.
1 O630p MAC-anpecoB ceTeBbIX YCTPOMCTB.
2 HWcnonb3oBanue nporpammbl Wiresharkuis ananuza xanpos Ethernet.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
Ponis MAC-aapecos.

Tema 6. CereBoii ypoenn (I1K-2)
Jlexknus.
IIpotokonbl cereBoro ypoBHsA. CeTeBOM YpOBEHb B IIpOLiECCE IE€peNaud JAHHBIX. XapaKTEPUCTHUKU
[P-nporokona. Ilaker IPv4 n IPv. Metonsl MapmipyTu3anuu y3ioB. PelieHne o nepeHanpaBlIeHUU y3ia.
103 mo ymomyanuto. Tabnuia Mapmpytuzanuu ysna [Pv4. [Ipumep tabnuisl Mmapiipytusanun y3ia [Pv4
u [Pv6. Pemenne o mepecbulke MAaKeTOB MaplIypTHU3aToOpa. 3alucH TAOMUIBI MapIIpYTU3AUH YIaJIeHHON
ceTH. Aipec CIEAYIOLIEro nepexoaa. YCTporucTBO Mapiuryprusaropa. Ilponeccop u onepanuonHas cucreMa
Mmapuryptuzatopa. [lamsate mapmrypruzaropa. O6benunutenbHas naHenb. MuTepdeiicet LAN u WAN.
3arpy3ka Mapuryprusarop: ¢aiisl bootset. [Ipouecc 3arpy3ku mapiryptusaropa. BeIBox TaHHBIX KOMaH[bI
showversion. HacTpoiika HCXOIHBIX MapaMeTpoB: JEHCTBUS MO HACTPOMKE MapaMeTpOB MapIIypTH3aTopa.
Hacrpoiika unrepdeiico LAN. IIpoBepka koH¢purypaun unrepdeiica. Hactpoiika napameTpoB HuIo3 mo
yMoiryanuto. Vcnons3oBaHue NUIr03a o YMOJIYaHUIO Ha y3JIe U KOMMYTarope
JlaboparopHbie padoThbI.
1 IIpocMoTp 1 aHamM3 TaOIHUIBI MAPIIPYTH3AINH Y3J1a.
2 N3zyuyenne GU3NIECKUX XapaKTEPUCTUK MAPIIypTH3aTOpa.
3 Munnumanusanys U neperpyska MapIirypTu3aropa ¥ KOMMyTaTopa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
N3yuenue pazuuiel mexay [Pv4 u IPv6, a Takke nX METOZOB UCIIOIB30BaHUS.

Tema 7. TpancnoprtHblii ypoenb (I1K-2)
Jlekumus.
[IpoTokon TpancnoptHOro ypoBHsA. Ilepemada naHHbIX. 3HaY€HUE TpPaHCMIOPTHOTO YpoBHs. HanéxHocTh
TpancnoptHoro ypoHs. [Iporokon TCP u UDP. Kpatkoe onucanue nmpoTtokosnoB. Pa3nenenne HeCKOIbKUX
kaHasoB cBs3u. Anpecanus noptoB TCP u UDP. Cermenrarus TCPu UDP. Hagexunas nocraska mo TCP.
[Ipoueccet TCP-cepBepa. Ycranosnenne TCP-coenviHeHUs M €ro 3aBeplIeHHs. AHAJIM3 TPEXCTOPOHHETO
pyxonoxarus TCP. Hanexxnocts TCP: ynopsimoueHHast noctaBka, MOATBEPKIAECHUE U pa3Mep OKHA, MOTeps
JAHHBIX U TOBTOpHas mepenaya. [IpenorBpamenne neperpy3ok. Huskas narpyska UDP no cpaBHeHHIo ¢
HagexHOCThI0. Pa3bopka UDP-mararpammer.  Ilpomeccst u  3ampocki  UDP-cepBepa. Ilpomeccs
UDP-knueHnra.
JlaGopaTopHbie padoThbI.
1 Wcnonb3oBanue nporpammbl Wiresharkuis uzyuenns nporecca Tpexcroponsero pykonoxarust TCP.
2 Hcnonws3zoBanue nporpammbl Wiresharkmns ananm3za 3axsara makeroB DNS u UDP.
3 UcnonszoBanue nporpammbl Wireshark ans ananusa 3axsara ceancoB FTP u TFTP.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
Ycranosnenne TCP-coenunenus



Tema 8. IP-agpecanus (ITK-2)
Jlexknus.
CerteBoie [Pv4-anpeca. Crpykrypa azapecoB. JlBouuHOe mpeacTaBieHue uucen. [[BoumuHas cucrema
ucuucnenus. IlpeoOpa3oBanue JBOMYHOTO ajapeca B JAECATUYHBIMN. HTepakTHBHOE 3aJaHME:
nmpeoOpa3oBaHue JBOMYHBIX 3HAYCHHUU B AecstuuHbie. Macka moncetu IPv4. CereBas u y3nmoBasl 4acTu
IPv4-anpeca. Ananu3 quHbl npedukca. CeTeBoil aapec, aapec y3ia U MHUPOKOBEIIATSILHBINA alpec CeTH.
IlepBbiii m mocneguuit anpec ysna. [loOutoBas omeparus. OnxHoagpecHas, HIMPOKOBELIATENbHAs H
MHoroajpecHas paccelika IPv4. IlpucBoeHue crarudeckoro M AMHAMHUYECKOro azapeca. OpHoanpecHas
nepenava. lllupokoBemniarenpHas nepegaya. MHuoroaapecHas nepenada. [IyGnuunble M 4acTHBIE ajpeca.
AJpeca cienManbHOIO Ha3HAYeHUs. YcTapeBlias KiaccoBas aapecauusd. [IpucBoenune IP-anpecos. CeTeBble
IPv6-anpeca. IlpoGnemsr IPv4 u pemenue IPv6. CoBmecTHOE HCHONB30BaHHE MPOTOKOIOB. IIpoBepka
coequnenus. ICMP. Coobmenns ICMPv4 u ICMPv6. OtnpaBka 5X0-3apOCOB: TECTUPOBAHUE JIOKAIBHOTO
creka. TpaccupoBka MapIIpyTa: TECTUPOBAHUE ITYTH.
JlaGopaTopHbie padoThbI.
1 Wcnonb3oBanue KanbKyasaTopa Windowsc OMOIIBIO CETEBBIX aJIpeCOB.
2 TIpeobOpazoBanue IPv4-aapecoB B IBONYHOE 3HAUYCHHE.
3 Omnpenenenne IPv4-anpecos.
3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.
IIpucsoenue IP-agpecos B cetn

Tema 9. Pazouenne IP-cereii Ha noacern (I1K-2)
Jlexknus.

Paz6uenue IPv4-cetn Ha moaceru. Cermenranus cetd. [Ipuunsl pazouenus mno noacetu. OOMeH JaHHBIMU
MEXIy MOACEeTIMH. 3HAYMMOCTh pa3duenus [P-cetn Ha monceru. [1nan: mpucBoenue agpecos. Pazouenue
IPv4-cetn Ha moncetu. bazoBoe paz0ueHne HAa MOACETH U UCTONIb3yeMble mojceTu. DopMyIbl pas3eeHus
Ha nogcetu. Co3nanue 4, 8 noacereii. Pacuér yznos. Pazbuenne Ha moaceTH Ha OCHOBE TPeOOBaHUMA Y3II0B.
Paz0buenue Ha MoJICeTH B COOTBETCTBHHU C TpeboBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsT Ha TOJICETH C
UCTIOJIb30BAaHMEM MAacCK{ IEpEeMEHHOW JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXHBIX
aapecoB Ha mnoacetu. Macku mnoxaceru nepemeHHol mHbl (VLSM). basoBas wmopens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIAaHUPOBAaHUE ajpecanuu ceTu. llpucBoeHue anpecoB yCTpOHCTBaM.
Ocobennoctu npoexktupoBanusi [Pv6-cetu: cmocoOwl pa3OueHust Ha moxceTH. PacmpeneneHue mouceTH
IPv6. PazOuenue Ha MoJCceTH C UCIOIb30BaHUEM UCHTU(UKATOpa HHTEpderica.

JlaboparopHbie padoThbI.
1 Pa3pabotka u BHepeHue CTpyKTypsl IPv4-ceTn, pa3aeieHHON Ha TOJICETH.
2 Pa3pa0oTka U BHEJpeHHE CTPYKTYpbl aapecanuu VLSM.
3 OtpaboTKa KOMITJIEKCHBIX MMPAKTUYECKU HABBIKOB.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 Pacuet IPv4-noxacereit.
2 Pa3OueHue TOmoIoruil CeTei Ha MOJCETH.
3 M3ydeHue KaibKyJIsSITOpa MOACETEN.

Tema 10. KommyTupyemsbie cetu (I1K-2)
Jlekumus.

[Tpuntun pa6orel NAT u ero xapakrtepuctuku. [IpoctpancTBo yacTHbeix [Pv4-ampecos. TepmuHomorus
NAT. Tunber npeoGpazoBanus ceteBbix anpecoB NAT. Crarmueckoe mpeoOpa3oBaHHE CETEBBIX aJPECOB.
Junamuueckoe mpeoOpazoBanue ceteBbix anapecoB NAT. IlpeoOpazoBanue anpecoB moptoB (PAT).
CpaBuenne NAT wu PAT. IlpeumymectBo NAT. Henmocrarku NAT. Hactpoiika cratuyeckoro wu
muHamudeckoro NAT. Anamus crarmdeckoro mnpeooOpazoBanust NAT. Ilpoepka crarnueckoroNAT.
[Tpuntun paboter nuHamuueckoroNAT. Hacrtpoitka PAT. Ilyt aapecoB. Hactpoiika PAT mis omHOTO
anpeca. Ananmu3 PAT. [lepeaapecauns nopros. [Ipumep mist SOHO. Hacrpolika nepeaapecanuii mOpToB ¢
nomoibto [OS. Tlouck u ycrpanenue Henonanok B pabore NAT ¢ moMorisio koman bl debag.

JlaGopaTopHbie padoThbI.
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Hacrpoiika nepeaapecaruu mopToB Ha Mapuryprusatopalinksys
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1 Onpenenenne tepmunonoruu NAT.
2 Hacrpoiika ctatnueckoroNAT.
3 Omnpenenenue nHboOpMaIUH 00 aipece Ha KaKIOM MEpexoie.
4 Peanu3anus cTaTHYecKoro u nuHaMmmuueckoro NAT.
5 Hactpoiika NAT-niyna ¢ neperpyskoii u PAT.

Tema 11. OcHOBHBIE KOHLENIIUM U HACTPOHKA KOMMYTaTOpa
(IIK-2)
Jlekumus.

[TepBonauanbHas HacTpolika kommyTaTopa. [locnenoBarebHOCTh 3arpy3Kku KoMMyTaropa. BoccranoBineHue
nocse cucteMHoro c6os. CBeToanonHas MHAMKAIMS komMyTaropa. [loaroroBka k 0a30BoMy ymHpaBiIeHHIO
kommyTtaropoMm. Hactpoiika goctymna as 6a3oBoro ymnpapiieHus kommyTtaropam ¢ [Pv4. Hactpoiika mopToB
koMmyTaropa. JyrmiekcHas cBsi3b. Hactpoiika mopToB Ha pusznueckoM ypoBHe. DYHKIHS aBTOMAaTHYECKOTO
omnpeneneHus Tuna kabdemns. [IpoBepka HaCTpoek U yCTpaHEHHE HEIMONAJ0K Ha YPOBHE CETEBOTO JOCTyTa.
[Touck u ycrpaneHue nmpobjeM Ha YpOBHE AOCTyIA K CETH. 3allUIEHHBIN yaaJeHHbIA nocTym. [IpuHmmm
paboter SSH. Hactpoiika SSH. IIpoBepka SSH. PacnpoctpanenHbie yrpo3bl 6€30MaCHOCTH: TEPETIOTHCHHE
tabmuiel MAC-aapecoB, DHCP-cniypunr u ucnons3oBanue ysa3sumocteit npotokona CDP. Tlpaktudeckue
pEeKOMEeHAANU 10 00ecTeueHnI0 0e30IacHOCTU: MHCTPYMEHThI U TECTUPOBAaHUE CETEBON 0€30MacHOCTH.
Aymut ceteBol 0e30MacHOCTH. be30macHOCTh MOPTOB KOMMYyTaTopa. 3alliTa HEUCIONb3yeMBIX IOPTOB.
OtcnexuBanne DHCP-cooGmenuit. [Tpunamun pabots! GyHKIMM 6€3011aCHOCTH MTOPTOB.

JlaboparopHbie padoThbI.
1 ba3oBas HacTpoiika KOMMYyTaTopa.
2 Hacrpoiika nmporoxona SSH.
3 Hacrpoiika mapameTpoB 6€30MacHOCTH KOMMYTaTOp
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
WuTepakTuBHOE 3ajaHE: MOITYYeHHE JOCTyIa K YCTPOWCTBaM

Tema 12. Bupryaasnbie jJokaabHabie ceTd VLAN (ITK-2)

Jlekumus.
CerMeHTanusi BUPTyaIbHBIX JIOKAJBHBIX ceTeld. [IpenmMyIiecTBo BUPTyanbHBIX JIOKaNbHBIX ceTeil (VLAN).
Tunbl BUpTYyanbHbIX JOKaIbHBIX ceTed. ['onocoBbie cetu VLAN. Tpanku BupTyanbHbix ceTed. KoHTpoib
UpoKoBenarebHbIX ToMeHOB B ceTsax VLAN. TerupoBanue kaapoB Ethernet mist unentudukanumu cetu
VLAN. Terupoanue ronocoBoil VLAN. Haznauenue BupTyanbHOU JokanbHOU ceTh. [{namazon VLAN Ha
kommyTtaropax Catalyst. Co3manue BUPTyaidbHOW JOKanbHOM ceTu. Hasnauenme moptoB cerssm VLAN.
W3MeHeHne npuHaANeKHOCTH MOPTOB BUPTYaJIbHON JIOKATBHON CETH. YAalleHue BUPTYaIbHBIX JOKAJIbHBIX
cereit. [lpoBepka mHbopmammu o cetu VLAN. Tpanku BHUpTyalbHBIX ceTeil. HacTpoiika TpaHKOBBIX
kaHayioB. COpOC TPAHKOBOTO KaHaJIa JI0 COCTOSIHHS 1O ymoidaHuto. 3HakoMcTBo ¢ DTP. CornmacoBaHHbie
pexumbl uaTepderica. I[IpoexrupoBanue u obecrneuenue Oe3omacHocTn VLAN. ATaku Ha BUPTyalbHBIC

cetu: cryduHr-aTaka Ha KOMMYTarop, araka ¢ nBodHbIM TerupoBanueMm. Cetbe PVLAN mepumetpa.

[IpakTHyeckue peKoMEHJaluK M0 MPOCKTUPOBAHUIO BUPTYaTbHOM JIOKAJILHOM CETH.

JlaboparopHbie padoThbI.

1 MccnenoBanue MmeTonoB peanusanuu cetd VLAN.

2 Kouuryparus VLAN 1 TpaHKOBBIX KaHAJIOB.

3 Tlouck u ycTpaHeHUE HEMOJIA0K MpHU peanu3anuu cetu VLA
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1 Tlomyyarenu MKUPOKOBEIIATENIbHOM PACCHIIKH.

2 TIporHo3upoBaHue MOBEACHUS KOMMYTATOPA.

3 Ilporno3upoBanue nosenenus DTP.
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Tema 13. Konnenuusi mapmpytusanuu (ITK-2)
Jlexknus.
Havanbnass ycraHoBka Mapmyprusaropa. @yHKIMM — Mapuiyprusaropa. XapaKTEpUCTHKU — CETH.
Heobxomumocts wmapmpytuzanuu.  [lonkmiouenne yctpoicTB. llogxmrouenue k ceru. HInro3er 1o
ymonmuaHuio. JlokymeHTanus cereBod anapecanuu. AxtuBauus [P-agpecannn Ha ysne. CBeroguonHble
MHAMKATOpbl Ha ycTpoicTBe. KoHconbHbIN nocTyn. OCHOBHBIE MapaMeTpbl Mapiryprusaropa. Hactpoiika
OCHOBHBIX IapaMeTpoB Mapuryptusatopa. Hactpoiika napamerpoB IPv4 Ha untepdeiice mapurypruszaropa.
[TpoBepka CBSI3HOCTH ceTed C MpSMBIM MOAKIIoYeHHeM. I[IpoBepka HacTpoek wuHTepdeiica. Perienue
Mapupytuzauuud. KomMmyTtanuss mnaketoB Mexay ceTsamu. DyHKIUsS KOMMYTalUud MapUlypTH3aTopa.
Otnpaska naketa. [lepecbuika Ha ciemyrouuii nepexo. Onepanuu MapuipyTuzanui. VICTOUHUK TaOnuIb!
MapuIpyTu3aluy. 3anucu yaanéHHou cetH. MHTepdelcsl ¢ mpsMbIM MOAKIIOYCHUEM. 3aruCcH TaOJIUIIbI
MapuUIpyTU3aLHK VISl CETEH ¢ IPSIMBIM MOAKIIOUYeHHEM. [IpuMepsl ¢ npsMbIM MOAKIIOUYeHUEM. [IpoTOKOIBI
JUHAMH4YeCcKoM MapiipyTu3zauu. IIpumepsl quaamuueckoit Mapipytuzauuu [IPv4 u IPv6.
JlaGopaTopHbie padoThbI.
1 JlokymeHTaIus CXeMBbI aipecaliy.
2 Hactpoiika uarepdeiicos mis [Pv4 u [Pvo.
3 Unrtepnperanus 3anucei TabIMuLbl MapIIpyTH3ALUH.
3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.
AHanu3 TONOJIOTUH C MHOXKECTBEHHBIM J10CTYTIOM.

Tema 14. Mapmipytuzanus me:xkay VLAN. (IIK-2)
Jlexknus.
Hacrtpoiika wmapmpytuzanuu Mexxay VLAN. Ilpunmunsr pabotsl MapmpyTtuzanumu Mexnay VLAN.
VYerapesmme meronsl Mapupytusauuun mexay VLAN. Hacrpoiika mapumpytusanum mexay VLAN c
WCTIOJIb30BaHUEM YcTapeBiiero meroaa. Hactpoiika uHTEpQeiicoB MapuIypTU3aTop HpU HCIOIH30BAHUHU
ycrapeBuiero Meroga Mapupytuzauuu mexay VLAN. Hacrpoiika mapmpytuszaumn mexay VLAN c
UCTIONb30BaHHEM MeTofa router-on-a-stick. ITpoGnemsr mapripyrtuzamuu mexay VLAN: Hemonaaku B
pabote mopra kommyraropa. [IpoBepka koHdurypauun komMmmyrtaropa. Henmonanku B pabote mHTepdeiica.
ITpoBepka HacTpoek Mapuryptuzatop. Hemomanku B IP-ampecammu. Ommbku B [P-agpecax m mapkax
nozaceru. Ommbku npu Hactpoiike [P-anpeca m macku noaceru. Hactpoiika u pabota koMMyTanuu Ha 3-M
YpOBHE: BBEICHHE B OCHOBBL. Mapmpytuzanus wmexay VLAN depe3 BHUpTyasibHble HHTEP(EHCH
KOMMYyTaTropa U MapupyTusupyemsle noptel. HacTpoiika crarnueckux Ilowck u ycTpaHeHue Hemosamok
KOMMYyTauu 3-ro ypoBHs. [IpuMeps! ycTpaHeHus HENoNa10K.
JlaGopaTopHbie padoThbI.
1 Hacrpoiika mapmpyTtuzanuu Mexay VLAN s kaxxaoro uarepderica.
2 Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q U TpaHKOBOrO KaHasa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1 Tlouck u ycTpaHeHue HEMOIAA0K MapupyTu3anuu Mmexay VLAN.
2 Ilepexox Ha JOKaJbHBIE CETEBbIE KAHAJIBI.

Tema 15. Crarnueckas mapmpyrusanus. (ITIK-2)
Jlexknus.
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Peanusanus crarnueckod mapupyrtusanuu. Joctyn k ynaneHHsIM ceTsM. lIpeumyinecrBa craruyeckoin
MapuIpyTU3aluu. 3ajayd CTaTUYeCKOW MapHIpyTh3alMu. TUObel CTaTHYECKMX MAapLIIpyTOB U HX
npuMeHeHre. CTaHIapTHBIM U CyMMapHbIi cTtatuueckuil Mapmpyt. IlnaBarommii cratndeckuii MapuipyT.
Hacrtpoiika craTmueckux MapHIpyTOB M MapHipyToB mo ymomyanuto. Komanma iproute. Ilapamerps
cienyromero nepexoga. HacTpolika M IpoBepka CTaTMYECKOIO MapuipyTa CIEIYIOLIEro Iepexona.
Hactpoiika mapupytos IPv4 no ymonuanuro. Komanna IPv6 route. Hactpolika HanpsiMyro HOAKIFOUEHHOTO
craruaeckoro mapupyta IPv6. Hactpoiika mogHOCTBIO 3alaHHOTO cTarmdeckoro mapupyta IPv6. O630p
CIDR u VLSM. KnaccoBas aapecanusi cetu. KinaccoBsie Macku nojaceTu. [IpumMep kiaaccoBoro mporokosia
MapuipyTu3anui. M30bITOUHBI pacxol pecypcoB KJaccoBOW ajpecanuu. beckiaccoBas MexaoMmeTHas
mapuipytuzaiusa.CIDR u oObenunenue wmapmpyTtoB. Ilpumep cratuueckoir mapmpytuszauuu CIDR.
Hcnonb3oBanne Macok mozcetu ¢uxcupoBanHou anuabl (FLSM). Macka mozpceTd nepeMeHHOW JJTHHBI.
VLSMB neiictBun.Hactpoiika cymmapueix MmapiipytoB [Pv4. OObeaunenue wmapmpyToB. Pacuér
cymMapHoro wapmipyta. OObeAMHEHHE U pacueT ceTeBbIXx anpecoB I[Pv6. OOpaboTka makeToB C
HCIIOJIb30BAaHUEM CTATUYECKUX MapuipyToB. Crarmdyeckue MaplipyThl M Hepecbulka nakeroB. [louck u
YCTpaHEHUE HEMNOJaJ0K B HACTPOMKAaX CTAaTMUECKOrO MaplipyTa M Mapuipyta o ymondanuro IPv4.
Ycrpanenue npoOieM CoOeTUHEHUSI.
JlaboparopHbie padoThbI.

1 Pazpabotka u peanuzanus cxemsl aapecanuu VLSM.

2 Hacrpotiika o0benuHeHus (arperauu) MapmpyTos [Pv4.

3 Tlouck U ycTpaHEHUE HEMOJIAJ0K CTATUYECKUX MAPIIPYTOB.

4 Tlouck u ycrpanenue Henonaaok VLSM u 00beIMHEHNS MapIIpyTOB.

5 Tlouck 1 ycTpaHEHHUE HEMONAJ0K CTATUYECKUX MAPILIPYTOB

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

Ompenenure CyMMapHBIN CETEBOM aApec CETH U MpeduKc

Tema 16. Iunamuveckass mapupyruzanus. (ITK-2)
Jlekumus.
[IpoTrokonel AMHaAMUYECKOW MapmpyTu3anud. [IpuHmunm paboThl JAMHAMHUYECKOW MapIIpyTH3AIUU.
PazBuTne mpoTokosioB AMHaMuYeckod Mapuipytu3auud. HazHaueHue u pojib MPOTOKOJIOB JTUHAMUYECKOU
MapupyTuzauuu. JluHaMuyeckas MapHipyTh3alus B CPaBHEHMHM CO CTaTHMYECKOM MapuipyTH3alfei.
Hcnonp3oBaHue  cratmyeckod  mapumipytuzauuu. [IpemMymectBa W HEAOCTaTKM — CTATHUYECKOU
Mapuipytusauuu. [IpuHIunel paboThl MPOTOKOIOB MApIIPYTHU3AMU. 3aMyCK MOCJe BKIIOUEHUS MUTAHUS.
CeteBoe oOHapyxkenne. OOMeH naHHbIMH MapiipyTusanuu. Odecnedenne cxoqumoctu. Kiaccudukamms
MPOTOKOJIOB ~ MapuipyTuzanuu. OmnucaHue AUCTaHIHMOHHO-BEKTOPHOTO MPOTOKONA. JIMCTaHIIMOHHO
BEKTOPHBIE aJITOPUTMBI. THUIIBI JUCTAHIIMOHHO-BEKTOPHBIX MpOTOKONOB. Hactpoiika mnpotokona RIP.
OOmbsiBneHus cetu. M3yuenune HacTpoek NMPOTOKOJA MO yMOJYaHHIO. JlnHamMuueckas MapuipyTH3alus 1o
COCTOSIHUIO KaHaa. [IpoToKOJIbI MapIIpyTU3alUK 1O KpaTyaiiemMy myTH. AJIroputm J{edKCcTpbl.
JlaGopaTopHbie padoThbI.
1 Omnpenenenrie KOMIIOHEHTOB MPOTOKOJIA MAPIIPYTU3ALIUH.
2 Craruueckas 1 IMHAMHU4Y€eCKasi MapIipyTHU3aIs.
3 U3yueHue cXxOIUMOCTH.
4 OmnpezneneHue TMCTAHIIMOHHO-BEKTOPHOW TEPMHUHOIOTHH.
5 CpasHuenue npotokoinos RIP u EIGRP.
3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
Hacrpoiika nmporokona RIP B 3apanee BOCIIpOU3BEIEHHON CETH.

Tema 17. OSPFaas ognoii odsnactu (I1IK-2)
Jlexknus.
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OSPF st omHO#M 0o6nacTu. XapakTepUCTUKU MPOTOKoJia. PaccMoTpeHHe anroputMa KpaTyaiiero myTu.
Pazurue nporokona OSPF. Kommonentsr mpotokona OSPF. IlpuHuumnel paGoTel MapHIpyTH3AIHH IO
cocrossHnio kaHama. OSPF st omuoit m Heckonmbkux oOnacteit. Coobmenuss OSPF. WMukancymsimus
cooOmieHnit W TUmbl makeToB. llaker mnpuBercTBUSA. VHTEpBanbl OTIPaBKM MAKETOB MPUBETCTBHSL.
OOHoBneHust cocrosHusi kaHaia. Paboume cocrosnusi OSPF. YcraHoBieHHE OTHOIIEHHH CMEXHOCTH C
COCEIHUMU YCTPOMCTBAMU. BBINEIECHHBI MapLIypTU3aTOp U PE3EPBHBIM BBIACICHHBIM MapIIypTU3aTOp.
Cunxponuzamus 6a3 manHbix OSPF. Paccmorpenne oOmeHa maHHbIMH B pamkax mnporokona OSPF.
Hacrtpoiika OSPFv2 nns omHoit ob6nactu. Wpentuduxauus mapuryptuzaropOSPF.CereBas Tomonorus
OSPF. Pexxumsbl koHurypamun Mapuipytuzaropa.KonpurypauusOSPFv3: cpaBaenue v2 u v3. Hacrpoiika
u npoBepka OSPFV3.

JlaboparopHbie padoThbI.
1 Xapakrepuctuku u TepmuHosiorust OSPF.
2 Onpenenenue Tuna naketos OSPF.
3 Cocrosinue OSPF mjist ycTaHOBIEHUS OTHOIIEHUM CMEXHOCTH.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
Conocrasnenue npotokosioB OSPFv2 u OSPFv3.
ba3oBas HacTpoiika npoToKoia i OAHOI 001acTu.

Tema 18. Cniuckn konTpoJs aocryna (ACL) (ITK-2)
Jlexknus.
[Mpunmun pab6otel ACL-criuckoB mo mpotokoiy IP. Haznauenwe crnmckoB. CpaBHEHHE CTaHIAPTHBIX U
pacumpenusix ACL cnmckoB s IPv4. ®unbrpamus nakeroB. [lpunmun pabotst ACL-criuckos.
CpaBHenue crangaptHelx U pacmmpeHHbIX ACL-cnuckoB mug [Pv4. IlpucBanBaHue HOMEpPOB U UMEH
ACL-criuckam. la6nonnsie macku B ACL-cnuckax. OCHOBHBIE CBEACHHUS O NMPUMEHEHHMH HIaOJIOHHBIX
Mmacok. [Ipumeps! mabnoHHbIX MacoK. Pacuér mabmonHoi macku. [IpuMeph! KIIOUEBBIX CIIOB IAOIOHHON
Mackd. OOmmue pexomeHgammuu 10 cozganuio ACL-cnuckoB. PexkomeHmammu 1o pa3MELICHHUIO
ACL-cnuckoB. Hactpoiika crangaptHeix ACL-cniickoB nns IPv4. 3aganue nopsiaka 3anucei ¥ HacTpolka
crangaptHoro ACL-cniucka. BHyTpennuit anroputm padotsl. [Ipumenenne crannaptasix ACL-crinckoB Ha
unrepdeiicax. Buecenne wusmenenuit B ACL-cnmcku s [Pv4. PemaktupoBaHue CTaHAApTHBIX
HyMmepoBaHHbIX ACL-cnmckoB. ACL-cratuctuka.3amura noptoB VIY ¢ NOMOLIBIO CTaHJAPTHOTO
ACL-cnucka IPv4. IlpoBepka crangaprHoro ACL-cnmcka, ucnosb3yroniero uist 3amurtel nopra VTY.
Crpykrypa pacmupeHHbIXx cnuckoB. Hactpoiika pacumpennbix cnuckoB st [Pv4. Tlouck u ycrpanenue
HernonagokACL-ciimckoB. O6paboTtka naketoB ¢ momouibio ACL-crinckoB. PacnpocTpaHeHHbIE OMIMOKH
ACL-cnuckoB.
JlaGopaTopHbie padoThbI.
1 Bbi0op mabaoHHON MacKH.
2 Tlpunnun pad6oter ACL-crmcka.
3 Pa3menenue crangapTHeIX U pacimupeHHbIX ACL-cnuckos.
4 Hactpolika u npoBepka cranaapTHbix ACL-crnuckos.
5 Hacrpoiika u npoBepka orpanuueHui VTY.
6 Hactpoiika ACL-cniuckoB st [Pv6.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1 Harnsannoe npencrasnenue padotsl ACL-crincka.
2 Hactpoiika ACL-cniucka st kaHanoB VTY

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

3 cemecTp
* mocenraemocts — 10 GamtoB
*  TEKYyIIUHA KOHTPOJIb — 48 0amioB
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KOHTPOJIbHBIE Cpe3bl — 2 cpe3a: 2 6aia, 10 Oannos

npemMuaabHbie 0amisl — 20 6ayIoB

OTBET Ha dK3ameHe: He Ootiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboTsI KOHTpOJs | Oamos
/ cpe3bl
1. | Usyuenue cetn | Cobeceno 4 CobecenoBanue TPEAIIOIaraeT OPraHu3aIuio Oecenbl MPEnoIaBaTes
BaHUE CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI MO ONpeAesIeHHOMY pa3/ieny,
TeMe, mpoOieMe W T.I. Bce 4ieHsl rpynmbsl MOTYT y9acTBOBaTh B
oOCyXJeHnr, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOTIPOCHI U T.1I.
VYCTHBIE  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
Ka4ecTBa yCTHOTO OTBETA MOJIEXKAIIETO OIEHKE:
- IPaBWJIBHOCTH OTBETA 110 COIEP)KAHUIO;
- TIOJTHOTA U TITyOWHA OTBETA;
- CO3HATENFHOCTH OTBETA;
- JIOTHKA M3JIOKEHHUS MaTepHana;
- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX TPUEMOB M CIIOCOOOB pemIeHUs
TTOCTaBJICHHOH y4ueOHOMU 3a/1aun;
- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOU M TEXHUYECKUX CPEJNICTB IPU OTBETE;
- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;
-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.
Brimonne 1 [IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B Majoi
HUe rpymnne (2-3 crymeHTa) Ha OOOPYAOBaHMHM WM KOMIIBIOTEPHBIX
MpaKkTHiec KJlaccax I0 TeKYLIeMY pa3ieily Ml TEMbI TUCIUIUTHHBL
KHX OcCHOBHBIE ~KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
3aaHui MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHS
XapaKTEePUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTA
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  aJITOPUTMOB; HAJIMYME TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL
Tectupos 2 OmeHka TecTa 10 TeKyIeMy paseny WIN TeMe TUCIUIUTHHBL
aHue 2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.
1 Ganna - CTyOeHT NpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.
2. Hacrpoiika Brinonne 1 [IpakTrueckue pabOThI BBHIOIHIIOTCS CAMOCTOSTEIIEHO WM B MAJION
ceTeBoi HUe rpynne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
OTIEPaLlMOHHON |MIpaKTH4eC KJ1accax I0 TEeKYLIeMY pa3ieily WM TEMbI TUCIUIUIHHBL
CHCTEMBI KHX OcCHOBHBIE ~KauecTBa BBIIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
3aaHui MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHS
XapaKTEePUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAaHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYME TECTOBBIX NPHUMEPOB, Ka4eCTBO
paboThI
Tectupos 2 OreHka TecTa 0 TeKyIeMy paseny WK TeMe TUCIUIUTHHBL
aHue 2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B

TECTe.
1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.




Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

CereBble

IIPOTOKOJIBI 1
KOMMYHUKaIIU

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny WM TEMbI JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJTOPUTMOB; HAIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

2 OGamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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CereBoil foctyn

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Tectupos
aHue

OreHka TecTa 1o TeKyIeMy pasaesy Uil TeMe AUCHUTUIMHBL

2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTes
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyXJeHnu, no0aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYCTHBIE  OMpoC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUYECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHAIBHOCTh HCIONb30BaHUSA BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

Ethernet

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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CeTteBoii
YPOBEHB

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

TpancniopTHBIN

YpOBEHB

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

10 6amma — ctyneHT mpaBwibHO oTBedaeT Ha 50-100% Bompocos B
TecTe.

5 Ganna - CTy[IeHT MPaBWIBHO OTBedaeT Ha 25-50% BompocoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

[P-agpecarnus

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax I0 TeKyIeMY pa3leiy WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~ KayecTBa  BBIIIOJIHCHHOTO TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIETO  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePHCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUST; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTeleH; JIeTaJbHOCTh ONHMCAHHSA W HATNISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Cobeceno
BaHUE

CobecenoBanue mpeAroaracT OpraHu3aluio Oecebl MpenoaaBaTesis
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIHOTO BBISIBIICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHbl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyxJeHnu, n00aBisATh HH(OpMaNWIo, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE Ompoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIH, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJB30BaHHBIX IIPUEMOB U CIIOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISAHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOTO Ha
3aJlaHueE.

PaszOnenne
IP-cereii Ha
IMOJICETH

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIHHO WM B MaJjOH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE KauecTBa BBIOJHCHHOTO TPAKTUYECKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIMYHME TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

19
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Cobeceno 4 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
10. [TocemaeMocThb 10 106a710B — CTOIPOLICHTHOE TTOCEIICHIE 3aHATHI CTYICHTOM
5 Oamma — mocemiaeMocTh CTyIeHTa cocTasisieT He menee 80 %
3aHATUN
3-6amna— mocemaeMocTh CTyAeHTa cocTaBiusier He Menee 50 %
3aHATUI
1 Gamnm — mocemaeMocTh CTYIACHTAa COCTaBisieT He MeHee 25 %
3aHATUI
11. [IpemuansHbie OaIbl 20 JlononHUTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TPOCGKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens H
peann3oBaHHBIN Ha mpakTHKe — 20 6aJoB;
- TIOCTOSIHHAsI aKTMBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aIoB;
- TOJTHOCTBIO MOATOTOBJICHHAS K MyOIHMKAllUM CTaThsi 110 TEMaTukKe B
pamKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMaTHKE
n3ydaeMoit qucruruiuHe — 20 0amios;
- ydacTHe B BBICTaBKE M0 TEMAaTHUKE HM3y4aeMON IUCHMIUIMHBL — 20
0aIoB;
- myOnmuKamMs CTaTbdl IO TEMaTHKE H3y4yaeMoil TUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK—10/15/20
12. OTBeT Ha dK3aMeHE 30 25-30 6amIoB — CTYICHT PacKphUl OCHOBHBIC BOMPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTITUIHOM.
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmieTa Ha OIICHKY «XOPOIIIOY,
10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUs
OusieTa Ha OIIEHKY «yIOBIETBOPUTEIHHO
13. HUroro 3a cemectp 100

rmocemraemMocts — 10 6ayuioB

TEKYILIHI KOHTpOb — 40 6amnoB

4 cemectp

KOHTPOJIbHBIE Cpe3bl — 2 cpe3a 1mo 10 6o Kax bl

npeMuanbHbie 6amel — 20 6amioB

OTBET Ha dK3ameHe: He Ooiee 30 0ayuioB

Pacnipenenenre 6aJiioB 10 3aaHKSIM:
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No  [HaszBanue tembl | DopMbl Max. MeTtoauka mpoBeICHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboTHI KOHTpOJs | OayuioB
/ cpe3sl
1. |Kommytupyemsl | Beimonne 3 [IpakTrueckue pabOThI BBHIOIHIIOTCS CAMOCTOSTEIIEHO WM B MAJIOH
€ CeTH HUE rpynme (2-3 cTymeHTa) Ha OOOPYIOBaHMM WM KOMIBIOTEPHBIX
MPaKTHYIEC KJIaccax MO TEKYIIEeMY pa3zely HiIH TeMbI TUCITUILTHHBL
KHX OCHOBHBIE Ka4eCTBa BBINIOJHCHHOTO IPAKTHYECKOTO  3aJaHus
3a1aHUM MO/UTeKAIIETO  OICHKE: TIOJHOTA W TOYHOCTh  BBISBIICHHS
XapaKTEPUCTUK; OPUTUHATBHOCTh MPAKTUYECKOTO PEIICHUS; MTOTHOTA
JOCTUTHYTBIX TOKa3aTesel; NeTalbHOCTh ONHCAHWUS W HATJISTHOCTH
CXeM ¥  aJrOPUTMOB; HAJWYHWE TECTOBBIX IPUMEPOB, KauyeCTBO
paboTHL
Cobeceno 3 CobecenoBaHre MPEAIoNaraeT OpraHu3aIuio Oeceapl MPEnoaaBaTelIs
BaHUE CO CTYACHTaMH IO BOMPOCAM MPAKTUIECKOTO 3aHSATHUS C IENbI0 Ooee
0OCTOSITEILHOTO BEISBIICHUS X 3HAHUH 10 ONpEACICHHOMY pa3ieny,
TeMe, mpoOiieMe W T.I. Bce 4WieHBl rpynmbsl MOTYT y4acTBOBaTh B
oOcyxaeHur, A00aBIATh WH(OPMAIUIO, JAUCKYTHPOBAaTh, 3a]1aBaTh
BOIIPOCHI U T.J1.
YCTHBII OMpPOC MOXET TPUMEHITHCS B  Pa3lUYHBIX (opMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4eCTBa YCTHOTO OTBETA MOAJICIKAIIETO OLICHKE:
- MPaBWJIBHOCTH OTBETA MO COJCPIKAHUIO;
- MOJIHOTA U TITyOWHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- JIOTUKA M3JIOKCHUS MaTepHara;
- palMOHAILHOCTH HCIIOJL30BAaHHBIX TPUEMOB M CIIOCOOOB PEIIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBpPEMEHHOCTh U 3((HEKTUBHOCTH WCIONB30BAHUS HATJISIITHBIX
MOCOOUH M TEXHUYECKUX CPEIICTB IPU OTBETE;
- HCITOJTb30BaHUE JIOTIOJIHUTEIIEHOTO MaTepraa;
-  palMOHAILHOCTh WCIONB30BAHUS BPEMCHH, OTBEJICHHOTO Ha
3a/1aHue.
2. OcHOBHEIE Brimonae 3 [IpakTrueckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO MIIH B MaJION
KOHIIETIITUN U HUE rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
HAcCTpoiika  |mpaKThyec KJIaccax Mo TEKYIIeMy paszelly Wil TeMbI TUCITUILTHHBL
KOMMYyTaropa KHX OcHOBHBIE Ka4eCTBa BBHINIOJHEHHOTO IPAKTHYECKOTO  3aJaHws
3amaHuit MOJUIeXKAIIETO  OIeHKe: TIOJHOTa W TOYHOCTh  BBISIBJICHHS

XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.
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Cobeceno 3 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
Buptyanbhasie | Beimosnne 1 [IpakTrueckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO MIIH B MaJION
JTOKaJTbHBIC CETH HUE rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
VLAN MpaKTU4ec KJIaccax 1o TEKyIIeEMY pa3zeily Ui TEMbl JUCUUILUIMHBL.
KHX OcHOBHBIE Ka4eCTBa BBHINIOJHEHHOTO IPAKTHYECKOTO  3aJaHws
3amaHuit MOJUIeXKAIIETO  OIeHKe: TIOJHOTa W TOYHOCTh  BBISIBJICHHS
XapaKTEPUCTUK; OPUTUHAIHHOCTD MPAKTUIECKOTO PEIICHHS; TOTHOTa
JNOCTUTHYTHIX TOKa3aresiel; NeTalbHOCTh OMHCAHWA W HAIISITHOCTH
CX€M W  aJrOpUTMOB; HaJM4YHWE TECTOBBIX IPHUMEPOB, KadeCTBO
paboTHI.
Cobeceno 3 CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
BaHUE CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
TeMe, mpobieMe W T.I. Bce 4ieHsl rpynmbsl MOTYT y9acTBOBaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINNIO, JIUCKYTHPOBATh, 3a/1aBaTh
BOTIPOCHI U T.1I.
VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTANBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
Ka4ecTBa yCTHOTO OTBETA MOJIEXKAIIETO OIEHKE:
- IPaBUWJIBHOCTH OTBETA 110 COIEPIKAHUIO;
- TIOJTHOTA U TITyOWHA OTBETA;
- CO3HATENFHOCTH OTBETA;
- JIOTUKA M3JIOKEHUS MaTepHana;
- palMOHAIBFHOCTH HMCIIOIB30BaHHBIX TPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;
- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;
- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;
-  palnMOHANBHOCTh HCIONB30BAHMSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.
TecTupon 10 OreHka TecTa Mo TEeKyIeMy pasfesy Uil TeMe AUCHUIUIMHBL
aHne(KoH 10 Gamna — cTyaeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TPOJIbHBI TecTe.

i cpe3)

5 Ganna - CTYJeHT NpaBUIILHO OTBevyaeT Ha 25-50% BOmpocoB B TecTe.
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Konnenmus
MapuipyTU3auu

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIHHO WM B Majod
rpymnne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEKYLIeMY pa3ieiny MM TEMbI TUCIUIUIHHBL

OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTa
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

MapupyTtuzamnu
S MEXIY
VLAN.

Brmonne
HHE
MIpaKkTH4IeC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MaJoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE ~KauecTBa BBIMONHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: MMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTadbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.

Cobeceno
BaHHE

CobecenoBanue TPeAIIoIaracT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUS UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 100aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHATHCS B Pas3iMyHBIX  (QopMax:
(bpOoHTANBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCTh MCIOIB30BaHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M J(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHANBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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Cratnueckasg
MapuipyTU3anus

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIHHO WM B Majod
rpymnne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEKYLIeMY pa3ieiny MM TEMbI TUCIUIUIHHBL

OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTa
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

JnaaMugeckas
MapIIpy TH3AIAS

Brmonne
HHE
MIpaKkTH4IeC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MaJoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE ~KauecTBa BBIMONHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: MMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTadbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.

Cobeceno
BaHHE

CobecenoBanue TPeAIIoIaracT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUS UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 100aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHATHCS B Pas3iMyHBIX  (QopMax:
(bpOoHTANBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCTh MCIOIB30BaHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M J(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHANBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

OrenHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL

10 Gamma — ctyaeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

5 Ganna - CTYJeHT IpaBUIILHO OTBevyaeT Ha 25-50% BOmpocoB B TecTe.

OSPF nnst oqHom
obactu

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckue paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B MaJod
rpymnne (2-3 crymeHTa) Ha OOOPYAOBaHMHM WM KOMIIBIOTEPHBIX
KJ1accax I0 TEeKYLIeMY pa3ieily Uil TEMbI TUCIUIUTHHBL

OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: IMOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYME TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTes
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyXJeHnu, no0aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYCTHBIE  OMpoC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUYECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHAIBHOCTh HCIONb30BaHUSA BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

Crucku
KOHTPOJIS
noctyma (ACL)

Brmonne
HHE
MpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEKYIIeMY pa3/ieiny MM TEMbl JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboTHI.
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Cobeceno 3 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
10. [TocemaeMocThb 10 106a710B — CTOIPOLICHTHOE TTOCEIICHIE 3aHATHI CTYICHTOM
5 Oamma — mocemiaeMocTh CTyIeHTa cocTasisieT He menee 80 %
3aHATUN
3-6amna— mocemaeMocTh CTyAeHTa cocTaBiusier He Menee 50 %
3aHATUI
1 Gamnm — mocemaeMocTh CTYIACHTAa COCTaBisieT He MeHee 25 %
3aHATUI
11. [IpemuansHbie OaIbl 20 JlononHUTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TPOEKT, BHIIOJHEHHBIH TO 3aka3dy paboromarenss W
peann3oBaHHBIN Ha mpakTHKe — 20 6aJoB;
- TIOCTOSIHHAsI aKTMBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aIoB;
- TOJTHOCTBIO MOATOTOBJICHHAS K MyOIHMKAllUM CTaThsi 110 TEMaTukKe B
pamKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMaTHKE
n3ydaeMoit qucruruiuHe — 20 0amios;
- ydacTHe B BBICTaBKE M0 TEMAaTHUKE HM3y4aeMON IUCHMIUIMHBL — 20
0aIoB;
- myOnmuKamMs CTaTbdl IO TEMaTHKE H3y4yaeMoil TUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK—10/15/20
12. OTBeT Ha dK3aMeHE 30 25-30 6amIoB — CTYICHT PacKphUl OCHOBHBIC BOMPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTITUIHOM.
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmieTa Ha OIICHKY «XOPOIIIOY,
10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUs
OusieTa Ha OIIEHKY «yIOBIETBOPUTEIHHO
13. HUroro 3a cemectp 100

HtoroBass omeHka 1o »dKk3aMmeHy BeicTaBisieTcss B 100-0ayibHON 1mikame W B TPaTUIIMOHHOMN

YeThIpexOasIbHONW  IIIKaJIe.

[TepeBon

100-6annbHOM  pEeHTHMHTOBOM OIGHKHM 1O JUCIHIUIMHE B

TPaIUIIMOHHYIO YETHIPEX0aITbHYIO OCYIIECTBISIETCS CIEAYIOIIMM 00pa3oM:

100-0ajuibHasg cucreMa

TpanuuonHas cucrteMa

&5 - 100 6ayutoB

OTIu4HO

70 - 84 Gaiu1oB

Xopo1o

50 - 69 GaiuioB

YIOBIETBOPUTEITHHO
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Memnee 50 HeynosnerBoputenbHo

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
BrinoJiHeHHe NPAKTHYECKUX 3aJaHUM

Tema 1. U3yuenue cetn

1. N3yuenune cpencTs 1151 COBMECTHOM paOOTHI B CETH.
2. N3yuyenue cepBUCOB COLIEIICICS CETH.
3. CocraBneHnue cxeMbl ceTh MTHTepHeT.

Tema 2. HacTpolika ceTeBoi OnepaluoOHHON CUCTEMBbI

1. N3yuenune priHka BakaHcUi B cpepe HHPOPMAITMOHHBIX U CETEBBIX TEXHOJIOTHA.
2. Co3znanre KOHCONMBHOM ceccuu ¢ momolbto Tera Term.
3. HacTtpoiika ncXoqHbIx mapameTpoB KOMMYyTaTopa.

Tema 3. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH

1. Hacrtpoiika OCHOBHBIX ITapaMeTPOB MOAKIIOYCHUS.
2. Kondurypanus anpeca ynpasieHHs] KOMMYTaTOPaMHU.
3. IIpoexkTrpoBaHHE CUCTEMBI CBS3H.

Tema 4. CereBoil noctyn

1. N3ydenue ceTeBbIX CTaHAAPTOB.
2. Opranuzanuu 1o cTaHAapTU3ALMIH.
3. Hcnonp3oBanue mporpammel Wireshark aiis mpocmotpa cereBoro Tpaduka.

Tema 6. CeTeBOl ypOBEHB

1. 0630p MAC-anpecoB cCeTeBbIX yCTPOHCTB.
2. Ucnons3oBanue nmporpammel Wireshark as ananusa kaapos Ethernet.
3. [TpocmoTp 1 aHanu3 TaOIUIBI MAPIIPYTU3ALUH Y3I1a.

Tema 7. TpaHCIIOPTHBIN YPOBEHb

1. N3yuenne pu3mveckux XapakKTepruCTUK MapIIypTH3aTopa.
2. WNuunmanusanys u neperpyska MaplrypTu3aropa 1 KOMMyTaTopa.
3. Hcnonp3oBanue mporpammel Wireshark miis n3ydenus mpoiiecca TpPEXCTOPOHHETO PYKOTIOXKATHS
TCP.
Tema 8. [P-anpecanus

1. Hcnons3oBanue mporpammel Wireshark aiis ananusa 3axBara maketoB DNS u UDP.
2. Hcnonb3oBanue nporpammsl Wireshark asst ananusa 3axsara ceancoB FTP u TFTP.
3. Hcnonp3oBanue kanbkymnsTopa Windows ¢ TOMOIIBIO CETEBBIX apPECOB.

Tema 9. Pa3ouenue IP-cereii Ha moaceTn
1. [IpeobpazoBanue [Pv4-anpecoB B TBOMYHOE 3HAUCHUE.
2. Onpenenenue [Pv4-anpecos.
3. Pazpabotka u BHepeHue cTpyKTypsl IPv4-cetn, pazneneHHON Ha IOACETH.

Tema 10. KommyTupyemeie cetu
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Hacrpoiika nepeaapecaruu mopToB Ha Mapuryprusatopa Linksys.
bazoBas HacTpoiika KOMMyTaropa.
Hactpoiika npotokona SSH.
Hacrpoiika mapameTpoB 6€30MacHOCTH KOMMYyTaTopa.

Tema 11. OcHOBHBIE KOHIIENIIMUA U HACTPOIKA KOMMYyTaTopa
HccnenoBanne MetonoB peanuszanuu cetd VLAN.
Kondurypanus VLAN u TpaHKOBBIX KaHAJIOB.
ITouck u ycTpaHneHue Henonaaok npu peanusanuu cetu VLAN.
JIoKyMeHTaIus CXEMBbI aJipecariiy.

Tewma 12. Bupryanbnsie JJokaibHble cetTd VLAN
Hacrpoiika unrepdeiicoB mist IPv4 u IPv6.
WNuTtepnpeTarus 3anuceit TabauIibl MapIpy TH3AIHAH.
Hacrpoiika mapmpytuzamun Mexay VLAN s kaxaoro uaTepdeiica.
Hactpoiika mapuipytuzanuu mexay VLAN Ha ocHoBe ctanaapta 801.2Q u TpaHKOBOTO KaHaa.

Tema 13. KoHuenuus MapuipyTu3auu
Pazpabotka u peanuzanus cxemsl agpecauuud VLSM.
Hacrpoiika o6beauHenus (arperaruu) mapupytos [Pv4.
[Touck u ycTpaHeHue HEMONMAJOK CTATUYECKUX MapIIPYTOB.
[Touck u ycrpanenue Henonaaok VLSM u o0benMHEHUS MapIIpyTOB.

Tema 14. Mapumpytuzamnusa mexay VLAN.
[Touck u ycTpaHeHue HEMONAJOK CTATUYECKUX MapIIPyTOB.
Omnpenenenre KOMIOHEHTOB MPOTOKOJIA MapIIPyTU3ALIUH.
Cratnueckas u ANHAMHUYCCKAsA MaplipyTHU3anusi.
N3ydenune cxonumMocCTH.

Tewma 15. Cratnueckas MapupyTH3ALMS.
Ornpenenenre TUCTaHIIMOHHO-BEKTOPHON TEPMHUHOIOTHUH.
Cpasuenue npotokosioB RIP u EIGRP.
Xapakrepuctuku u tepmunosnorus OSPF.
Onpenenenue tuna naketo OSPF.

Tema 16. [IluHamuyeckas MapupyTHU3aIMsI.
Cocrosinue OSPF 11 ycTaHOBIEHUS OTHOLIEHUM CMEXKHOCTH.
Conocrasnenne npotokosioB OSPFv2 u OSPFv3.
ba3oBas HacTpoiika npoToKoia i OAHOI 061acTu.
Br160p mabmoHHOM MacKy.

Tema 17. OSPF s onHol oOnacTu
[Tpuniun padorsr ACL-cniucka.
Pa3zMemienne ctaniapTHbix ¥ pacimpeHHbIX ACL-CIIUCKOB.
Hactpoiika u npoBepka crangapTHbiX ACL-CIIUCKOB.
Hactpoiika u npoBepka orpannuenuii VTY.

Tema 18. Criucku kouTpos goctymna (ACL)
Hactpoiika ACL-cniuckoB juis [Pv6.
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basosas HacTpoiika DHCPv4 Ha MapuipyTu3zaTtopa 1 KOMMYTaTope.
Hacrpoiika mapmpytuzatopa DHCPv4 ¢ momomisto Cisco 10S.
[Touck u ycTpaneHue Henonaaok B padbore mapupyrtuzaropa DHCPv4

CobecenoBanue

Tema 1. U3yuenue cetn
UTo Takoe KJIMEHTHI U CEPBEPHI B CETH, UX TUITBI U BUJIBI.
IloHsiTHE OHOPAHTOBBIX CETEH.
Yto Takoe riodaabHbIE CETH.
TexHomoruu 10CTyna B MHTEPHET.
[TogkmroueHne ynaleHHbIX MOJIb30BaTeneil Kk cetu MHTepHer.
Yrpo3sl U penieHus 1o 00ecrneYeHni0 0€30MacHOCTH CETH.

Tema 2. HacTpolika ceTeBoi OnepaliOHHON CUCTEMBbI
MeTox KOHCOJILHOIO 10CTYIA.
Mertons! nocryna ¢ nomomsio Telnet, SSH u AUX.
IIporpamMmbl 3MyJIsILIUA TEPMHHAJIA.
T'opsiune KIaBUIIM M KJIABUIIH OBICTPOIO BHI30BAa.
Bo3moxHocTn komaHabl show version.

Tema 3. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH
IIpaBuia ceTeBbIX NPOTOKOJI0B H KOMMYHHMKALMH.
BpemenHbie mapamMeTpbl COOOIIEHUS.
IIpaBuna, pernnaMeHTHpYOLIKE CIIOCOOBI 00MEHA JTAHHBIMH.
Buabl ceTeBbIX IPOTOKOI0B.

Tema 4. CeteBoil n1oCTyn
Cnoco0bl NOAKJIIYEHUS K CeTH.
Yro Takoe ceTeBble MHTEP(PeEChHI MJIATHI.
CpeacrBa nepeaaum JaHHbIX (PM3MYECKOT0 YPOBHSI.
OcHOBHBbIE MPUHIMIIBI (PU3NYECKOT0 YPOBHSI.
IonsiTue cereBoi cpeasbl.
TomnoJiorusi r;100aJbHOM CeTH.

Tema 5. Ethernet
IIpuauun padorsl Ethernet.
Hpunuun padorsl ARP.
Poabs ARP B nponecce ynaaéHHOro o0MeHa JaHHBIMH.
OcHoBHast uHGOpMAaLKs 0 MOPTAX KOMMYTATOpa.

Texnomnorus Cisco Express Forwarding.

Tema 6. CeTeBoil ypOBEHb
Xapakrepuctuku IP-nporokoJia.
Metoabl MApHIPYTH3ALMH Y3J10B.
YcerpoiicTBO MapiypTu3aropa.

. Kak MMPOUCXOAUT UCITIOJIB30BAHUC MJII03a 11O YMOJIYaHWIO Ha Y3JIC 1 KOMMYTATOpC

Tema 7. TpaHCIIOPTHBIN YPOBEHb

29
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3HaYeHHe TPAHCIIOPTHOIO YPOBHSI.
Ycranosaenne TCP-coennHeHnusi v ero 3aBepuieHus.
Ipoueccsl u 3anpocskl UDP-cepBepa.
IIpoueccst UDP-kiuenra.

=

Tewma 8. [P-aapecanus
CeteBbie IPv4-anpeca.
IIpeoOpa3oBanue IBOMYHOIO ajpeca B AeCATHYHBIM.
IIpucsoenue IP-aapecos.
Onpenenenune IPv4-anpecos.

=

Tema 9. Pa3ouenue IP-cereii Ha moaceTn
CerMeHTAIINA CETH.
IIpuyHbI pa3oueHus Mo MoJACeTH.

OO0MeH TaHHBIMM MEKIY NMOACETAMHU.
3naunmocTh pa3ouenusi IP-ceTtu Ha moaceTn.

B

Tema 10. KommyTupyemblie cetu

IIpuauun padorsl NAT u ero xapakTepuCTHKH.
Craruyeckoe npeodpazoBaHue CeTeBbIX aJPecoB.
JAunamuyeckoe npeodpasosanue cereBbix agpecoB NAT.
IpenmymecTBo NAT.

Henocrarku NAT.

e

Tema 11. OcHOBHBIE KOHLIENIIIMU U HACTPOKKAa KOMMYTaTopa
Yro Takoe QynjaeKCcHasi CBSA3b.
@DyHKIHMA ABTOMATHYECKOI0 ONpeaeIeHUs THIIa KadeJis.

Hpunuun padorsr SSH.

. PacnpocTrpaHeHHbIe YyIpo3bl 6€30MacHOCTH: MepenojaHeHue Tadanubl MAC-aapecos,
DHCP-cnyuHr u ucnosnb3oBanue yassumocrei nporoxonaa CDP.

Tewma 12. Bupryanbnsie jokaibHble cetTd VLAN
CermMeHTAIMs BUPTYAJbHBIX JIOKAJIbHBIX CeTeil.

Tunbl BUPTYAJIBHBIX JOKAJbHBIX CeTei.
Ha3nayeHue BUPTYyaJIbHOM JIOKAJIBHOM CETH.

=

Jdunanazon VLAN na kommyrtaropax Catalyst.

Tema 13. KoHuenuus MapuipyTu3auu
DyHKIUH MApLIyPTH3ATOPA.
Buabl 11/11030B 110 YMOJIYAHHIO.
Kak nponcxogut KOHCOJIBHBIH J0CTYII.

KomMyTanusi nakeToB MexK1y CeTAMU.
IIpumepsl nuHamMu4yeckoil mapupyrtusanuu IPv4 u IPve6.

e

Tema 14. Mapmpytuszanus mexxny VLAN.
Ycrapesmne Metoabl MapmpyTuzanuu Mmesxxkay VLAN.
IIpodaemsl mapmpyTuzanuu Me:xkay VLAN: Henmosiaaku B paboTe mopra KOMMyTaropa.

IIpoBepka HACTPOEK MapULyPTU3ATOP.
Buabl omubok B IP-agpecax u mapkax noaceru.



5. OcHOBBI HACTPOHKH H Pad0THI KOMMYTAallMH Ha 3-M YpOBHe.

Tema 15. Cratnueckas MapipyTu3anus.

JocTyn K y1ajieHHBIM CeTsSIM.
. IIpeumyimecrBa cTaTHYECKO MapLIPYTH3ALUH.
Tunbl cTAaTHYECKUX MAapUIPYTOB U UX IPMMEHEHHe.

KiaaccoBble MaCKH MOICETH.

Tema 16. [lunamudeckas MapuipyTH3aLus.
IpuHuun padéoTel AMHAMUYECKOH MAPIIPYTU3AUM.
. Pa3BuTHe NPOTOKO/I0B ATMHAMHYECKOH MapLIPpyTH3allUH.

Ha3naveHnue ¥ poJib NPOTOKOJIOB JMHAMMYECKOH MAPIIPYTU3ALUH.
Kaaccunpukanusi npoToKoJ10B MapIIPYTH3AIUM.

Tema 17. OSPF st onHO#M o6nacTu
Xapakrepuctuku nporokoia OSPF.
. Kommnonentsl nporokosa OSPF.

IpyuHUMIBI pa00THl MAPIIPYTU3ALUHM 110 COCTOSIHUIO KaHAJIA.
Cunxponnzanus 0a3 nanabix OSPF.

Tema 18. Cnucku kouTposs gocrymna (ACL)
Hpunuun padorel ACL-cniuckoB no nporokoJy IP.
. IIpunomn padorsr ACL-cniuckoB.

IIa6;ioHHbIe Macku B ACL-cninckax.
Pacnpocrpanennbie omudkn ACL-cnuckos.

TecrupoBanue

Tema 1. U3yuenue cetn

1) Bo Bpemst mi1aHOBO# IPOBEPKH TEXHUYECKHUH CTIICITUATMCT OOHAPYX U, 4TO ycTaHoBIeHHOe Ha [TK
MIPOrpaMMHOE 00eCIIeYeHUE OCYIIECTBISIO TalHBIA COOP TaHHBIX 00 UHTEPHET-CcalTax, MOCemaeMbIX
MOJIb30BATENSIMU C IaHHOTO KOMITbioTepa. Kakomy Tumy yrpo3sl mojBepraercs JaHHbINH KOMIbIOTEp?

DoS -araka

Kpaska JITYHOH nH(popManuu

mmnuoHckoe [10

aTraka HyJIEeBOTO JHS

2) Kakoe yTBepkI€HHE OMUCHIBAET CETh C MOJEPKKOM KauecTBa o0cmykuBanus (QoS)?

COoii 3aTparuBaeT MUHUMAJILHOE KOJTMYECTBO YCTPOMCTB.

CeTb 10KHAa UMETh BO3MOXKHOCTD PACHIMPEHHSI B COOTBETCTBUH C OTPEOHOCTSIMH IOJIb30BATENEH.

Certp 0OecrieunBaeT NPOrHO3UPYEMbIe YPOBHH OOCITY>KUBAaHUS [T PA3JIMYHBIX THIIOB TpaduKa.

I[aHHI:Ie, nepcaaBacMbIC IO CCTHU, B TPOLECCC NCpCaavdn HC UBMCHATOTCA.

3) Kako#i T mpoeKTUPOBAHMSI CETEH COYETAET B C€OE roJI0COBBIC, BUICO- U IPYTHE JaHHBIC,
nepegaBaeMble M0 OTHOMY U TOMY e KaHally CBS3U?
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TpaIUIOHHAs CETh
00beAUHEHHAS CETh

CCThb XpAaHCHUA JAaHHBIX

IKCTPaHET
4) lllndpoBaHue Kakux Maposiei BBITIOTHACTCS C MOMOIIBIO KOMaH bl enable secret?

BCE HACTPOEHHBIE NIApPOIU
[IapOJIb IPUBUIIETUPOBAHHOIO PEXKUMA
[1apOJIb KOHCOJIBHOM CTPOKH

napoias ctpoku VT'Y
5) Ju1st 5)KOHOMHH BpeMEHU KOMaH/IbI oriepaninoHHou cuctembl [0S MOXKHO BBOJUTH YacTHUHO. Kakast

KJIaBHINA WM KOMOMHAIINS KJIABHII 3aBEPIINAT BBO?
Tab

Ctrl-P
Ctrl-N
Crpeinka BBEpX

Crpeka BIpaBo

Tema 2. HacTpoiika ceTeBoi OnepallMOHHON CUCTEMBI
1) Kakast komaHaa He MO3BOJIUT MIPOCMOTPETH BCE He3aIUu(pPOBaHHbIE MTAPOJIH, COAEPKAIIUECS B
KOH(UTYpalmoHHOM (haiisie B BHIe OOBIYHOTO TEKCTa?
(config)# enable password secret

(config)# enable secret Secret Password
(config-line)# password secret

(config)# service password-encryption
2) Kakoe ycTpoWCTBO BBIMONHSET POJIb IIUTI032, O3BOJISIS Y3/1aM OTHPABISTh TPADUK K yIaICHHBIM

IP-ceTsim?
cepep DNS

cepsep DHCP
JIOKaJIbHBIM MapIIpyTHU3aTop
JIOKaJIbHBIM KOMMYTaTOP

3) Kakoe yTBepx/ieHHe OMHMCHIBAET 0COOEHHOCTh KOH(UTYypAIlIK UMEHH y3J1a OTIEPALIMOHHON CUCTEMBI

I10S?
Ero makcumanpHas AMHa HE JOJDKHA MIPEBBIIATH 255 CUMBOJIOB.
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Ero HeoOxonumMo 3apeructpupoBath Ha cepBepe DNS.
OHO HEe MOYKET HaYMHATHCS C LUPPHI.

OHO HE JOIKHO COAEPKATh MPOOEIIBI.
4) Kaxue qBa KOMIIOHEHTA 100aBISIIOTCS K MPOTOKOJIbHOMY 050Ky AanHbIX (PDU) Ha ypoBHE nocTyna K

cetu?
KOHIIEBUK

3aroJjioBok IP
3aroinoBok TCP
3arosioBok HTTP

3aroJIOBOK Kajpa
5) Kaxko#i BapuaHT JOCTaBKH COOOIIEHU UCTIONB3YETCS B TOM CIydae, Korja BCe YCTPOMCTBA JTOJKHBI

MOJIYYUTh OHO U TO YK€ COOOIIEHUE OJJHOBPEMEHHO?
TyTUIEKCHAs Tiepeaada

OJTHOAIPECHAsI pacChlIKa
MHOT03JIpEeCHAsI pacChlIKa

IIHUPOKOBEIIATEIIbHAA PACChLIIKa

Tema 3. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH
1) B uém 3akirouaeTcs MpeuMyIecTBO UCTIONBb30BaHUS CTAHIAPTOB ISl pa3pabOTKH U BHEIPEHUS

IIPOTOKOJIOB?
KOHKpETHBII MPOTOKOI MOXKET BHEIPUTD TOJIBKO OJUH IPOU3BOIUTENb.

IIpomyKThI pa3IMUHBIX IPOU3BOAUTENIEH MOTYT YCIEIIHO B3aUMOIEHCTBOBATD.

Paznmuunsie MMPOU3BOAUTCIIN MOTYT B CB06OIIHOM MOPAIKE HAJTO)KUTH BCCBO3MOXKHBIC Tpe6OBaHI/I5I npu

BHCOAPCHUN Kakoro-Jmodo IpOTOKOJIA.

CranmapThl IPEAOCTABIISIIOT TPOU3BOIUTEIISIM CBOOOY IEHCTBHM JIJISl CO3AaHUS YCTPONCTB, KOTOPHIE OyIyT

COOTBETCTBOBATh YHUKAJIbHBIM TPEOOBaHUSIM.
2) Kaxkoii TuI 10CTaBKU UCIIONB3YIOT aJipeca KaHAJIbHOTO YPOBHS?

yIaJIEHHAs! JOCTABKA

JIOKaJIbHAs W yAajd€HHasl 10CTaBKa

JIOKaJabHAas TOCTaBKa

yIaJ€HHas JOCTaBKa C MOMOUIBI0O MapIIPyTHU3aTOPOB

3) Yro npouzoiizer mpu oOMeHe JaHHBIMH MEXTY ABYMS YCTPOUCTBAMH, HAXOSAIITUMUCS B MPEACIIax OHOMN

U TOMH K€ IoJceTu?
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Byner otnuuarsest obnacts y3na B [P-anpecax.
Anpeca KaHaJIBHOTO YpOBHS OynyT n00aBieHs! K 3arojoBky [P-aapeca.
YeTpolcTBO-0TIpaBUTENb OyIET HCIOIb30BaTh MpoTokod ARP mis onpenenenus [P-agpeca nmomyuaress.

Jannblii kaap OyAeT OTIpaBICH MUTI03Y MO0 YMOTYAHUIO JUTSI MTOCIEIYIONICH TOCTaBKU K
YCTPOMCTBY-ITIOJIy4YaTENIO.
4) Kakast opranu3zaiys pa3padoraina 3TaJIOHHYIO0 MOJIEh B3aUMOJICHCTBHS OTKPBITHIX CUCTEM, KOTOpast
MIPUMEHSETCSI B COBPEMEHHBIX CETEBbIX TEXHOIOTUSIX?
ISOC

TIA

ISO

EIA

IANA

5) KakoBa xapakTepHrCTHKa TOMIOJIOTHH «3B€3/1a» TII00aTbHON BEIYNCIUTEIHFHOU cpepl?

Omna TpebyeT, YTOOBI HEKOTOPBIC Y3JIbl PA3BETBICHHUS OBLITH B3aUMOIIOAKIIFOYCHBI TOCPEACTBOM COCIUHCHHUS
«TOYKA-TOYKA.

Ona TpebyeT, uToOBI BCE y3JIbI ObUIH B3aUMOIIOIKIIFOUEHBI TIOCPEICTBOM COCTUHEHHUS «TOUKA-TOUKAY.
Jlnst Bcex y3710B TpeOyeTCsl HaTM4Kue YCTPOMCTBA-KOHIIEHTPATOPa, MOAKIIOYEHHOTO K MapIIPyTH3aTODY.

V3nn1 PA3BCTBICHUA ITOAKIIOYCHBI K ICHTPAJIbHOMY Y31y MOCPEACTBOM COCAMHCHUSA «TOYKA-TOYKA».

Tema 4. CeteBoil n1oCTyn
1) KakoBo Ha3zHaueHHe MO yIpaBICHUs GU3NIECKUM COCMHEHUEM B 3ar0JIOBKE KaHAJILHOTO YPOBHS?
coO0IATh O MepEerpy3Ke Cpeabl

HaYMHATb ¥ 3aBepIlaTh lepeavy JaHHbIX [0 Cpefe
YCTaHOBUTH COETUHEHHE CO CPeIoi

YCTaHOBHUTB JIOTHYECKOE COCTMHEHUE MEKTY y3JIaMU

2) Kakoe nelicTBHe NpeapruHAMAET KOMMYTATOp BTOPOTO YPOBHS IPH MOTYYESHHH ITUPOKOBEUIATEILHOTO
KaJipa TaKoro k€ YPOBHS?

COpacsiBaeT Kajp.

OTtnpaBisieT NaHHBIN KaJp Ha BCE MOPTHI, KpPOME NOPTA, IOJIYYHUBILET0O 3TOT KaJIp.

OTtnpaBiseT 3TOT KaJp Ha BCE NOPTHI, 3aPETUCTPUPOBAHHBIE 7151 TIEPECHUIKH IIMPOKOBEIATENbHBIX
IIaKETOB.

OTtnpapnsieT Kaap Ha BCE MOPTHI.



3) Kakyto komanay unTepdeiica HeoOX0MMO BBECTH Ha KOMMYTAaTOpPE TPETHETO YPOBHS, MPEXKIIC YEM
Ha3HAYUTh TaKoMy UHTEpdeiicy anapec [Pv4?

ip classless
no shutdown
no switchport

switchport
4) Kaxkoii TepMuH Aa€T ONpeiesieHUe BBIYUCIUTEIBHON CITOCOOHOCTH KOMMYTAToOpa IyTeM OIIEHKH 00bEéMa

JTAHHBIX, 00pabaThIBAEMBIX YCTPONCTBOM B CEKYHIY?

CKOPOCTbh KOMMYTAaIlUU
CKOPOCTb MEPECHUIKU

IIJIOTHOCTH IMIOPTOB

dbopMm-paxTop
5) B uem 3akiroyaercs ofHa U3 0COOEHHOCTEH KOHKYPEHTHOTO crioco0a I0CTyIa K Cpefie nepeaadu

JTaHHBIX ?
On ob6pabatbiBaeT O0bIIE HATPY3KH, YEM IIPU UCTIONIB30BAaHUU CIIOCOO0B KOHTPOIMPYEMOTO IOCTYyIIA.

On HUCIMOJIB3YCT MCXaHU3MBbI IJId OTCICIKUBAHUA OUCPCAN NOCTYIIA K CPCAC.

3TO HeeTepMHUHUPOBAHHBIHN CIIOCO0.
OH oueHb XOPOIIO MACIITAOMPYETCs P BHICOKOW 3arpyKEHHOCTH CPEIbI.
Tema 7. TpaHCIIOPTHBIN YPOBEHb

1) Kakyro nadopmarmo MOXXHO TTOJIYIUTh O COCETHEM YCTPONUCTBE € MOMOIIBIO KOMaH 6l show cdp
neighbors detail, koTopyto HEBO3MOKHO 0OHAPYKHUTH TIOCIIe BBoJa KoMaH 16l show cdp neighbors?

wiardopma, KOTopasi HCTIOJIb3YETCsl COCETHUM YCTPOUCTBOM

[P-anpec coceqnero ycrpoiicTsa

TEXHUYECKHE XapaKTEPUCTUKH COCEIHET0 yCTPOiicTBa

UM y371a COCEITHETO YCTPOUCTBA
2) Kakoii Tunt BpenoHocunoro 10 OyneT BeiaBaTh ce0s 32 OOBIYHYIO MPOTPaMMy U 3aITyCTUT CBOM

BPEIOHOCHBIN KO IIPH 3aIycke?
TpostHCKas nmporpamma

BUPYC
4epBb

mmuonckoe [10
3) Coznaiite kaap Ethernet ¢ mpaBUIBHBIME KOMITOHEHTAMHU W OTIIPABBTE KaJIp B MECTO HA3HAYCHHS



VM R TORHEE Npotoxon UDE: FTP ¥ HASHIEEAN
MAC-anpec: 00-E0-86-2D-0C-05 MAC-aaps: O0-E0-09-18-18-BE
IP-afpec: 182168.50.232 IP-aapec: 1921689197

i -

Him 3ok Mo LR RTHETT ]

TCP-afuanT
|P-namet
Kanp Ethernat
OQHECHDG-18-18-8E T Fil 192 168,50 733 15 YRR 16T O-ED-88-70RGC 55

4) PaCHpCI[CJII/ITe KOMITOHCHTLI CCTH IMTOKAa3aHHBIC HA PUCYHKC 1O KaTCTOPHUAM

Kosuyrarop CeTenci NpUHTEp
MP3-npowrpuieatant
Cerepan cpega Mepudpepuiivoe yerpoiicTeo
Yaen CeTesoe YCTPORCTBO

Tema 12. Bupryansabie nokaasHbie ceTd VLAN
1) Kak mMeHHO ceTeBOl YpOBEHb HCIIONb3yeT 3HAYCHNE MaKCUMAJIbHOTO pa3Mepa Omoka ganueix (MTU)?
Jns onpenenenns 3nauennst MTU ceTeBoil ypoBeHB mojlaraeTcsi Ha 00jIe€ BBICOKOPAHTOBBIE YPOBHH.

UtoOs1 3aaath 3HaueHne MTU, ceTeBo ypOBEHb IMoIaraeTcsi Ha ypoBeHb KaHajla JaHHBIX, a TAKKE
M3MEHSET CKOPOCTh Mepe/laur JAHHBIX JUIs KOPPEKTHOU nepenayu OJ0KOB TaHHBIX Ha KaHAJIbHOM YPOBHE

cereBoii moxei OSI.

MTU nepenaércs ceTeBOMY YPOBHIO MOCPEICTBOM KaHAJIBHOTO YPOBHSI.



CeteBoil ypoenb urnopupyetr MTU aiig yBenTudeHus: CKOPOCTH JOCTaBKH.
2) B 1yem 3akirogaeTcst MPEeMMYIIeCTBO pa3OUECHHSI CETH HA MOACETH?
[IpenocTasmisietr 6omblee kKoaudecTBo [P-anpecoB st y310B.

B noncetu copepikuTCs MUPOKOBEIIATENbHBIN TpaduK.
[To3BosIeT MPOBOANTH MHKATICYIIALIUIO PA3TUYHBIX TUIIOB MMAKETOB JAHHBIX.

Hckmouaer He0OX0AMMOCTD B UCIIONB30BaHUM MPoTOoKona ARP.
3) YUro npencrasinser codoit IP-agpec 192.168.1.15/29?

azpec MOACETH
aJpec MHOTOaApECHOM PaCChUIKU
aJpec OHOANPECHON PACCHUIKU

LIMPOKOBELIATENIbHBIN afpec
4) CkoJIbKO aIpecoB y3JIOB JOCTYITHO B ceTH ¢ aapecoM 192.168.10.128/26?

30
32
60
62

64
5) Kakast komanma Oyziet OJIOKUpOBATh MOMBITKYA BXOJIa B CUCTEMY Ha MapiipyTuszarope A B reuenue 30

CEKYH/JI MOCJie 2 HeyJITaYHbIX MOMBITOK BXO/1a B cUcTeMy B TeueHue 10 cexyna?
RouterA(config)# login block-for 10 attempts 2 within 30

RouterA(config)# login block-for 30 attempts 2 within 10
RouterA(config)# login block-for 2 attempts 30 within 10

RouterA(config)# login block-for 30 attempts 10 within 2

Tema 16. [IluHamuyeckas MapupyTHU3aLMSL.

1) Kakue QyHKIMM nim AeWCTBUS BBINOIHIET oxypoBeHb MAC?
BrimonasieT ¢pyHkimio nporpamMmMmuoro obdecreuenus apaiisepa NIC.

Jlo6aBrnsieT 3aroJIoBOK K KOHIIEBHKY 71 00pa3oBaHust O10Ka TaHHBIX ypoBHs 2 mozaenu OSI.

YcTaHaBIMBaeT CBA3b MCKIY BEPXHUMH 1 HUXKHUMHA YPOBHSIMHU.

JloGaBnsieT cBeieHUs 00 yIpaBIEHUH K JaHHBIM YPOBHS CETEBOIO MPOTOKOJIA.
2) B xakoM y4acTke MaMsTH IporpaMMa HadyaJlbHOTO 3aIlyCcKa MapIHIpyTH3aropa OyzneT uckaTh oopas
onepaionHoi cucreMsl IOS Bo BpeMs mpouecca 3arpy3ku, eciau cepsep TFTP He ncnonssyercs?

¢rent namATH



NVRAM
o3y

I3y

3) Kaxoe nosne B 3aronoske [Pv6 mpu nepeaave JaHHBIX U3 UHTEPAKTUBHBIX MIPUIIOKEHUH (Hampumep,
IIPUIJIOKEHUH JIJIs1 TOTOKOBOTO BOCIIPOM3BEAEHUS 3ByKa U BUJIE0) MOYKHO HCIIOJIB30BaTh JUIsl OTIPAaBKU
MapuIpyTHU3aTopaM U KOMMYTaTopaM COOOIICHHUS 0 HEOOXOAUMOCTH COXPAHEHHUS TOTO XK€ ITyTH JJIS TAKETOB
B XOJI€ OJTHOTO M TOTO K€ ceaHca 0OMeHa JaHHBIMU?

Crnenyromuii 3aroioBoK

Mertka nmoToka

Knacc tpaduka

JuddepenurpoBaHHbIe YCIyTH

4) Jlns gero ucmonb3yeTcs: KoMaH1a netstat -r?
JUTsl BBIBOJIA Ha 3KpaH coketoB TCP

JUTsE OOHOBJICHHMSI IIUTF03a TI0 YMOTYAHUIO

U1 pa30IOKUpOBKY Ha3HaueHHoro [P-aapeca

JUIsL BBIBOJIA HA DKpaH TabIMIIbI MapIIpyTU3ALUH Y3714

5) Kakoe 3Hauenue, cogeprkamieecs B 3arojoBke [Pv4, yMeHbIIaeTCs KaXIbIM MapIIPyTH3aTOPOM,
MOJTY4YaroIIUM MaKeT?

JuddepeHumupoBaHHbIe YCIyTH

Cwmemienne gpparmeHTa

JlnmuHa 3aronoBka

Bpewmst cymiectBoBaHus

4.3 IIpomexxyTouHast aTTeCTalU 110 AUCIUIUTHHE MPOBOAUTCS B hopMe dK3aMeHa
Tunosblie Bonpocskl 3xk3amena (I1K-2)

Bomnpocel k 3k3ameny - 3 cemecTp

1 CoBpeMeHHBIE CETEBbIE TEXHOJOTrWM. lcmonap3oBaHWE CeTEed B TMOBCEAHEBHOM  KU3HM.

[IpenocraBnenne pecypcoB B pamkax ceTd. CeTh pas3nudHbIX MacimTaOboB. KiueHTB W cepBephl.

OIHOPaHTOBBIE CETH.
2 Jloxaneuble u miobanbHele cetu. Cerb WuTepHer. KommoHeHThl ceTH. OKOHEUHBIE CETEBBIC

ycTpoiictBa. IIpomexyrounble cereBbie ycTpodcTBa. CereBas cpeaa. Cxembl TOMOJOTHH.

[Tonxmnrouenue k cetu MurTepuer. Texnonoruu gocryna B MHTEpHET.

3 Cetp B KkauectBe Miatdopmbl. KouBeprentHole (comenmuecs) ceTd. HanéxHOCTh ceTw.
VYcToiunBOCTh K cOOSIM B CETAX ¢ KOMMYTAIMEH KaHAJIOB M TMaKeTOB. MacmrTaOupyemMocCTh CETH.

O6ecreuenue kadectBa oocmykuBanust QoS. ObecrneueHne 6€30MaCHOCTH CETH.

38
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11

12

13

14

15

16

17

18

19

20

21

Tennennuu passutus cereil. Konnenuus BYOD. CoBmectHas pabota uepe3 UnTepHet. Buneocssss.
O6naunbie BeruncieHus. LienTpsl 00padoTku naHHbIX. CeTeBble TEXHOIOTHH I JoMa. Opranuzanus
CeTM 10 JHUHMUAM DJeKTponepenadd. becnpoBogHol mmpokononocHsli  goctyn. CereBast
0€30MacHOCTb.

Hactpoiika cereBoii oneparmonnoii cuctemsl. CiscolOS. OcHoBHble GyHKIUH. JJOCTyN K YCTPOMCTBY
Ha 0Oaze CiscolOS. Koncomnbnsiii mpoctyn. Telnet, SSH u AUX. PexxuMmbl paGoThl oneparmoHHON
cucreMbl CiscolOS. IIpuBuierupoBaHHbII M TOJB30BATENBCKUI peXHUM. Pexxum mmolanbHOM
KOH(UTYpaluy U JOonoJHUTENbHbIe pexuMbl. CtpykTrypa komana CiscolOS. KonrekcTHas crpaBka.
[IpoBepka cunTakcuca komanabl. Komanae! nposepku B 10S.

Orpannyenue noctyna K QaiaMm KOH(UIypalud yCTPOWCTB. 3aluTa JOCTyHa K YCTPOHCTBaM.
3ammrTa A0CTyna K NPUBHIECTHMPOBAHHOMY M TOJI30BaTelbckoMy pexumy. lludposanue maposns.
Bannepubie coobmenus. CoxpaneHne KOH(GUTYpaIuu yCTPOUCTB.

[Topter u anpeca. IP-aapecamus yctpoiictB. MHTEepdeiicsl u moptel. HacTpoiika BHpTyalbHOTO
uHTepderica kommyrtaropa. Hacrpoiika IP-agpecoB OKOHEUHBIX YCTPOWCTB: BPYUHYIO U TIPH TTOMOIIH
DHCP. Kondmukrsl [P-agpecoB. IlpoBepka mapamerpoB mnoakmoueHust (loopback-unTtepdeiic,
IpoBepKa HHTEPPENCOB KOMMYTATOPA, TECTUPOBAHUE CKBO3HOTO MOAKIIOUEHNU).

CereBble pOoTOKOIBI U cTaHAapThl. KomupoBanue coobuieHusi. @opmMatupoBaHue UM MHKAMCYISALUS
coobmenusi. Pasmep cooOmenus. Bpemennbie mapamerpsl coobmieHus. [lapamerpsl gocTaBKH
coobmenus. Bzaumoneiicteue npotokonoB. Ctek nporokoioB TCP/IP u mporecc oOMeHa TaHHBIMU.
Opranuzanuu no cranaaptuzanuu: [SOC, IAB, IETF, IEEE, ISO.

Oranonnsie mogenu. Moaens OSI. Moaens TCP/IP. CpaBHeHnue Mmonenei.

JBrxkeHue naHHBIX N0 cetu. MHKancymsanus naHHbIX. J(OCTyn K JIOKaldbHBIM pecypcaM. JlocTym K
yAaJI€HHBIM pecypcam.

CereBoii noctyn. Ilogkmiouenune k cetu. CereBble MHTEpdeiicHble MIaTbl. OU3HMUECKUN YPOBEHD.
CpencTBa nepenaydl JaHHBIX (Qu3HUeckoro ypoBHA. CTaHAAPThI M MPOTOKOJBI (PU3UYECKOTO YPOBHS.
[Iponycknas cnocoOHOCTh. [Ipon3BoAUTENbHOCTD ceTH. TUIlbl (HU3NYECKOM Cpelibl.

Mennbie kabenn. DKpaHUpOBAaHHAs M HEIKpaHWpOBaHHas BuTas mapa. [Ipokmanka xabemeirt UTP.
Crannmaptel. PaznoBumnoctu kabemeit tuma UTP. Tectupoanme kabeneir UTP. KoakcuanmbHbrit
Kkabenb. be3omacHoCTh METHBIX Kalee.

OnroBosiokoHHbIE Kabenu. OcoOeHHOCTH MpoKaiki. KOHCTPYKIMs ONTOBOJIOKOHHOTO Kabens. Turibl
ONTOBOJIOKOHHBIX Kabeneil. [IpoBepka onToBoIOKOHHBIX Kabeneil. CpaBHEHHE C METHBIMU KaOCIISIMU.
BecnipoBomubie cpenctBa mepemaud gaHHbIX.  OcoOeHHOcTH OecrnpoBOAHOW  cpeabl. THIIBI
OecTpOBOJHBIX CPEJICTB Mepeaur JaHHbIX. becpoBoaHas mokanbHas ceth. Ctanmaptel WiFi 802.11.
[Ipotokonbl kaHanbHOTO YpoBHs. HasHauenue kaHanbHOro ypoBHA. [logypoBHU KaHaloB AaHHBIX
MAC u LLC. VYmpaBnenue AOCTYNIOM K cpele mnepefaud OaHHbIX. CTpyKTypa Kajapa ypOBHS 2.
dopMaTupoBaHKe JaHHBIX AJis mocienytouied nepegaun. Co3mganue kajapa. CtaHAapThl KaHAJIBHOTO
YPOBHSI.

Bunst rononoruit. ®usnueckas u porudeckas Tononorus. Tormonoruu rmobanbHol cet. Kanp kanamna
nepenaun nanHbix. Kagper LAN u WAN. Kazap Ethernet. Kagp PPP. BecripoBoaHoit xaap 802.11.
ITporokon Ethernet. [Tpunuun padotsl. [Toxyposan MAC u LLC. MAC-aapeca. O6paboTka Kaapos.
Wnkancynsmus  Ethernet.  Pasmep u  crpykrypa kampa. MAC-agpeca  0JHOAApECHOH,
HIMPOKOBELIATEIbHON U MHOTOaApecHol pacceliku. CkBo3Hoe noakmouenne. MAC u IP-angpeca.
[Iporokon paspemenus aapecoB ARP. ®ynkiuun ARP u npunnun pabotsl. Pone ARP B mporecce
ynainéaHoro oomeHa ganHbiMu. Tabmuiia ARP Ha ceTeBbix ycTpoiictBax. [Tpoomemsr ARP.
Kommyrtaroper LAN. Iloptel kommyrtaropa. Tabmuma MAC-aapecoB. HacTpoiku myIiiiekCHOTO
pexuma. Oynknus Auto-MDIX. CriocoOb1 iepechuiku Kajapa Ha kommyTaropax Cisco. KommyTanus ¢
Oybepuzanueir u 0e3. Kommyramums ¢ wuckmodeHueM ¢parMeHToB. bydepuzanus mamsatu Ha
KoMMyTaropax. @ukcupoBaHHas U MOAYyJbHas KOH(purypamus kommyraropon Cisco.

KomMmyTammsi ypoBHsi 3. CpaBHEHHME KOMMYTAllUM BTOPOTO M TPEThErO YpOBHA. TexXHOIOrus
CiscoExpressForwarding. Tumbr uarepdeiicoB ypoBHus 3. Kondurypamus MapmpyTH3UpyeMoro mopra
Ha ypoBHE 3.

[Ipotokomnbl cereBoro ypoBHs. CeTeBoi ypOBEHb B IMpOIECCE MepeAayd JaHHBIX. XapaKTePUCTUKHU
npotokona IP. [Taket IPv4. Orpannuenus IPv4. [Taket IPv6.
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22 Mapupytuzanus. Metonsl Mapmpytusanui. [nro3 no ymonuanuto. Tabnuia MapmpyTu3anuy ysna
[Pv4. Tabnuma MapupyTuzanuu MapipyTtusaropa [Pv4. Anpec cnemyroriero nepexoaa.

23 Mapupytuzaropsl. YcTpoiicTBo Mapuipytusatopa. [Ipormeccop u mamstb. CereBble HMHTEP(EHCHI.
Omnepanuonnas cucrema mapupytuzaropa. CiscolOS. Iponecc 3arpy3ku MapiipyTu3aropa.

24 IIpoTOKONBl TPAHCHIOPTHOIO YPOBHS. 3HAYEHHE TPAHCIOPTHOTO YPOBHSA NpU  IEpeAadye JaHHBIX.
MynbrumiekcupoBanue ceaHcoB cBsizu. Hanéxuocts TpaHcnoptHoro ypoBHs. IIporoxon TCP.
[Iporokon UDP. Anpecanus noproB TCP u UDP.

25 O6men manabiMH TI0 TCP. Han&xHOCTh MOCTAaBKH. YCTAHOBJICHUE COCIWHEHHUS W €0 3aBEPIICHHUE.
TpéxcTopoHHee pykomokatue. YnopsimoueHHas gocTtaBka. [lonrBepxkaenue u pasmep okHa. [loteps
JAHHBIX ¥ ITOBTOpHAs Nepeaya. YpasieHue notokoMm. IIpenorspalienne neperpysox.

26 OOmen ganHbiMH ¢ ucnoiab3oBanuem UDP. UDP-pararpammel. [Iponeccsr u 3anpocst UDP-cepsepa.
[Ipoueccsr UDP-knuenra. [punoxenus, ucnonssyromue UDP. Cpasaenne UDP u TCP.

27 IP-anpecanus. CereBbie [Pv4 anmpeca. Crpykrypa azapeca. Macka mnoacetn. OnHoanpecHas,
HIMpPOKOBELIaTeIbHasi U MHOroaapecHas paccolika [IPv4. Tunsl IPv4 anpecos.

28 Certesblie IPv6 anpeca. [Ipobnemsr ¢ IPv4. Anpecanust [Pv6. TIpaBuna 3anucu anpecoB IPv6. Tumb
aapecoB IPv6. NnnuBunyansueie [Pv6 aapeca. [mobanbHbll MHAMBUAYAIbHBIN ajapec. JlokanbHBIM
anpec kaHana. Jlornueckuii uatepdeiic loopback. Heonpenenennsiii aapec. YHUKaIbHBINA JTOKATbHBIMH.
Hnuna IPv6 npeduxkca.

29 UnnuBunyansuele IPv6 anmpeca. Crpykrypa mnobansHOro uHAMBHAyaibHoro IPv6 anpeca.
Crarnyeckast KOH(UTYypaLus I00aIbHOTO MHAUBUIYaJIbHOTO ajpeca. JlnHaMudeckas KOHQUTyparus
100aMbHOT0 MHIUBUAYaNbHOTO anpeca ¢ ucrnonb3oBanueM SLAAC u DHCPv6. Ilponecc EUI-64 u
uaeHTudukarop uHTEepdeiica. Junamuueckue JokaiabHble aapeca. CTaTHYecKue JIOKaJIbHBIE ajpeca.
[IpoBepka konpurypauuu IPv6 anpeca.

30 I'pynnoBele IPv6 anpeca. IlpucBoennsle rpymnmnoBele IPv6 anpeca. I'pynmoseie IPv6 anpeca
3aIrpamrBaeMbIX y3JI0B.

31 TectupoBanue u mposepka coenuHenus. Coobuienus ICMPv4 u ICMPv6. Coobmenus ICMPv6
"3ampoc k wmapmpyTtuzaropy”, "OObsBiIeHHE OT MapupyTuzaropa", "3ampoc coceanero ysma",
"OO0bsBeHue coceqHero ysna'. OTmpaBKa 3X0-3allPpOCOB: TECTHPOBAHME JIOKAJIBHOTO CTEKa,
MOJIKJIFOUEHUS K JIOKAJIbHOM CETH, MOAKIIOYCHUS K yAAIEHHOMY y3iIy. TpaccupoBKa Mapuipyra.

32 Cermenranus cetu. Pazouenue IPv4-cetn Ha noaceru. OnpeneneHue Mmacku noaceTu. [lpeumymiecrsa
pa30HeHus Ha MOJCETH C UCIOIb30BAHUEM MACKU TIEPEMEHHOM JUINHBI.

33 Ocobennoctu mpoekrupoBanust [Pv6 cetu. Pazouenune IPv6 ceTu Ha MOICETH C HCIOIB30BAHUEM
uaeHtudukaropa nogcern. Pazbuenue ¢ ucnonb3oBanueM uaeHTU(UKaropa nHTEpdeiica.

34 TIporokonbl ypoBHsS mpuiokeHU. CrmocoObl B3aUMOICHCTBHS IMPOTOKOJIIOB TPUIOKEHUN C
IPUJIOKEHUSMM KOHEUHBIX Mosb3oBareneid. IIIupoko M3BECTHBIE CEPBHUCHI M IIPOTOKOJBI YPOBHS
npunoxenuit. [Ipegocrasnenue cepsucos [P-agpecarnuu. [IpenocraBnenue ciayx0 ooMeHa daitnamu.

35 Coznmanve M nanbHEWIee pa3BUTHE CETH. YCTPOWCTBA B paMKax HEOOJbINOW ceTu. [IpoToxosnsl,
WCITIOJIb3yeMble B HEOOMbIION ceTr. PazButue cereit 10 6oee mrUpoKuX MaciTadoB.

36 Meppl mo o0ecriedeHUI0 0€30MacHOCTH B CeTH. Mephsl 0€30MacHOCTH CETEBBIX YCTPOWCTB.
Va3BUMOCTH U ceTeBble aTaku. [lonaBneHue cereBbix arak. MeTobl 3allUThl YCTPOUCTB.

37 VYopasnenue daiinamu koHpurypanuu [0S, daitnoBeie cHCTEeMBbl MAPIIPYTU3aTOPOB U KOMMYTATOPOB.
Pe3epBHOE KOUpOBaHUE U BOCCTaHOBIIEHUE (ailioB KOH(UTYpaIun.

38 HNuterpupoBanHbie MapuipyTu3aropsl. HacTpoiika mapameTpoB HHTETPUPOBAHHOTO MapIIpyTU3aTOpPa.

Bomnpocsl k 3x3ameny - 4 cemecTp

1 O6benuuéHHBIE ceTH. MHOTOKOMIIOHEHTHOCTh COBPEMEHHBIX CeTel. DIIeMeHThI 00BETMHEHHON CETH.
Hepapxust B KOMMYTUPYEMOM CETU. YPOBEHb IOCTYyIA U YPOBEHb PACIPEACIICHUS.

2 Kommyrtupyemasi cpena. Ilepecbiika kagpoB. uHamuueckoe 3anonHeHue Tadmuubl MAC-anpecoB
KOMMyTaropa. MeTozbl epechUIKM Ha KOMMYTaTOpe: KOMMYTAlUs C MPOMEXYTOUHBIM XpPaHEHUEM U
ckBo3Hasg koMmmyTauus. Komnmsunonsuele nomensl. IllupokxoBemarenbHble JoMeHbl. CHMMKEHHE
NIEPETPY30K CETH.
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bazoBass HacTpoiika kommytaropa. IlocnenoBarenbHocTh 3arpy3ku. BoccranoBinenue. CBETOBbIE
uHauKatopbl. Hactpoiika unTepdeiica ynpaBieHHs] KOMMYTaTopa.

Hacrpoiika nmoproB kommytartopa. JlymnekcHas cBsizb. Auto-MDIX. IlpoBepka HacTpoek mopra.
YcerpaneHue Henonaaok.

besonacHocts koMMyTaropa.  3amumEHHBIA ynan€HHeld goctyn. IIpotoxon SSH. IIpoGnemsr
6e3onmacHocTi kommyTtaropa. Ilepenonnenue tabnuny MAC-aapecoB. DHCP-ciypunr. Vsazsumoctu
nporokosia CDP. BeisiBnenue yrpo3 6€30nacHOCTH.

OOGecrieueHre 0OE€30MACHOCTH KOMMYyTaTopa.  3alluTa HEWCIIOJIb3yeMbIX MOpTOB. OTCleKUBaHUE
DHCP-coo6menuii. Hactpotika Port-Security.

Bupryanbsusie nokanbabie ceTd VLAN u ux npeumymiectsa. Tunsl VLAN. I'onocoBeie cetn VLAN.
BupryanbHble JIOKaJdbHBIE CETHM B CpEIe C MHOXKECTBOM KOMMyTaropoB. Tpanku. Kontpoib
HIMPOKOBELIATENbHBIX T0MeHOB. TerupoBanue kajapoB Ethernet. Native VLAN.

Haznauenune BuptyanbHO# jokanbHO cetn. mamaszonsl VLAN nHa xommyraropax CiscoCatalyst.
Co3nanue BuUpTyalbHOW JIOKanbHOM ceTu. Hasnauenue mnoproB cersm VLAN. H3menenue
IIPUHAJIEKHOCTU ITOPTOB BUPTYAJIBHON CETU. YIlaJleHUEe BUPTYAJIbHBIX JIOKAJIbHBIX ceTeil. [IpoBepka
uHpopmarun o VLAN.

Tpanku BupTyanpHbIX ceTeil. Hacrtpolika TpankoBbix kaHanoB IEEE 802.11Q. C6poc TpaHKOBOTrO
KaHaJla JI0 COCTOSHHS Mo ymomuyaHuio. IIpoBepka KoH¢uUrypamuu TpaHKoOBOro kaHamna. [IpoTokon
JUHAMHYECKOTO co3fanus TpankoBoro kaHana DTP. CornacoBaHHbIe pexxuMbl HHTEp(derica.

[Touck m ycrpanenue Hemomanok VLAN. Ilpobnemsr ¢ [P-agpecamnmeii. OrcyrcrBue cetu VLAN.
[IpoGnemsbl ¢ TpaHKOBBIMH KaHajdaMu. HecoBmagenrne pe>kKMMOB TPAHKOBOH CBSI3H.

[IpoextupoBanue u obecneuenue 6e3omacHoctT VLAN. Ataku Ha VLAN. Cnydunr-ataka u araka ¢
nBouHBIM TerupoBaHueM. Cetb PVLAN nepumerpa. Pexomenaanuu no npoekrupoBanuto VLAN.

HavanpHast ycraHoBka Mapuipytu3aropa. @DyHkiuu wMapuipytuzatopa. [mo3sl mo yMomadaHuIo.
AxtuBarus [P-anpecanuu Ha y3ie u mapuipyTuzarope. KoHCOIbHBIN AOCTYII.

OcHoBHBIE TapaMmeTpbl Mapmipytuzaropa. Hactpoitka mapamerpoB IPv4 u IPv6 Ha wunTepdeiice
MmapupyTtu3atopa. Hactpoiika uaTepdeiica loopback mst [Pv4.

[IpoBepka CBS3HOCTH ceTel ¢ MpsAMBIM noAkIoueHneM. [IpoBepka HacTpoek unTepdeiica. [IpoBepka
HacTpoek IPv6 Ha nunTepdeiice. @unbTpanus BRIXOAHBIX JaHHBIX KOMaH] show.

Mapuipytuzanus naketoB. OtnpaBka nakera. [lepechuika Ha cienyrommii nepexon. Joctrxenue
MeCTa Ha3HAYCHHUS.

Pemiennst Mapuipytuzanuu. OntumanbHbld 1yTh. Pacnpenenenue Harpy3ku. AJIMHUHUCTPATUBHOE
paccTostHue.

Tabnmuua wmapmpytuzanuu. VcrouHukn TaOnMMIbl MapuIIpyTH3alWu. 3alucd MapUIpyTH3alUH
YIaJIEHHOU CEeTH.

MapipyTsl ¢ OpsAMBIM MOJKIIOUYEHUEM. 3amucH TaOMUIbl MapUIpyTH3ALUU ISl CeTel C MPSIMbIM
noakmoueHueMm. Crarnueckue MapmpyThl [Pv4 u [Pv6. [TpoTokonsl fuHaMUYeCcKOW MapIIpyTH3ALMH.
Hacrtpoiika wmapmpytuzanun  Mexay VLAN. OcHOBHbIE NpUHIUIIBL. — YCTapeBIllas CcXeMma
MapmpyTu3anuu Mexxay VLAN u MapuipyTrsaius ¢ UCIIOJIb30BaHHEM METOja router-on-a-stick.
[Touck m ycrpaneHue HemoJagok Mapmpytuzanuu Mmexnay VLAN. Hemomanku B pabore mopra
koMMyTaropa. IlpoBepka koHpuUrypauuu KommyTtaropa. I[IpoBepka HacTpoek MaplIpyTH3aTopa.
Omm6ku B IP-agpecax u Mackax moaceTH.

Kommyramus 3-ro ypoBHsA. MapmpyTtuzanus mexay VLAN uepe3 BupryaidbHble HHTEphEHCH
KOMMYTaTopoB. HacTpoiika cTaTiuecKkux MapuipyToB Ha KOMMYTAaTOpe.

Craruueckass MapuipyTuzanus, €€ MNpeuMyIIecTBa M BO3MOXHOCTH. CTaHIApPTHBIA CTaTUYECKUU
MapupyT. Cratnueckuil MappyT o ymondanuro. CyMMapHsbli cratnueckuil Mapupyt. [lnaBarommii
CTaTU4YECKUM MAPLIPYT.

Hacrpoiika crarnueckux mapmpytoB IPv4. Komanga iproute. IlapameTpsl cremyromiero mnepexosa.
Hactpoiika HanpsmMyr0 MOIKIIOYEHHOTO W IOJHOCTBIO 3aJaHHOTO CTAaTHUYECKUX MApUIPYTOB.
Hactpoiika cTaTnueckoro mapiipyTa 1o ymoiadanuio. [IpoBepka craTuueckux MapiipyToB.
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42
25 Hacrtpoiika crarnueckux wmapupyTtoB [Pv6. Komangma IPv6 route. Hacrtpoiika Hampsmyro
MOJKJIIOYEHHOTO M MOJHOCTHIO 3aJaHHOIO CTaTu4ecKux MapupyToB. Ctarnueckuid Mmapupyt IPv6 1o
ymonuanuto. ITpoBepka crarndeckux MapipyToB.

26 Knaccosas agpecanust cetu. KimaccoBele Macku mojcereil. KitacCoBbIil MPOTOKON MapuipyTH3aLHH.
N30bITOUHBIH pacxoa pecypcos.

27 becknaccoBas MexaoMmenHas mapmpytuzaiusa. CIDR u oObenunenne mapmipyTtoB. beckimaccoBbie
MIPOTOKOJIBI MapIIPYTU3ALINH.

28 Macku nojgceTu GUKCUPOBAHHOMN M MIEPEeMEHHON JUTHHBI. Pa3nenenue moacerei Ha MOICETH.

29 Cymmapnbsie MapupyTsl. O0benuHeHne MapupyToB. Pacuér cymmaproro mapmipyra. O0beinHEHHbIE
MmapupyTsl B IPv6. Hactpoiika cymmapnoro IPv6 angpeca.

30 IlnaBaromue crarnyeckrue MapupyTel. HacTpolika u mpoBepka IIaBaroIlero CTaTH4eCcKoro MapuipyTa.
[Touck u ycTpaHeHHne HENOIAA0K B HACTPOMKAX CTATUYECKOIO MapuipyTa.

31 IlpoTokonsl JTUHAMUYECKOM MaplipyTu3auuu. Posib MPOTOKOIOB JMHAMUYECKOW MapLIpyTHU3alUH.
CpaBHEHHE CO CTaTUYECKON MapLIpyTU3alUeil.

32 [puHuunsl paOoThl MPOTOKOJIOB MapIIPyTH3alMU. 3aMycK IMOcie BKIOYeHHs nuTaHug. CereBoe
oOHapyxenue. OOMeH JaHHBIMU MapuipyTu3anui. OdecrnedueHne CX0JUMOCTH.

33 Tunel  mporokosioB  MapupyTtusauuu.  IIporokonst  mapmpytuszauuum  IGP n EGP.
JIMCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJBL. IIpoTOKONIBI MapuIpyTH3alMM 10 COCTOSHUIO KaHasa.
KnaccoBele u  OeckiiaccoBble  MPOTOKOJIBI ~ MapUIpyTHU3alUH. XapaKTEPUCTHKH  MPOTOKOJIOB
MapLIpyTH3auuu. MeTpuKy IpOTOKOJIOB MapIIpyTU3ALINH.

34 Jlunamuueckasi IUCTAHLMOHHO-BEKTOpHAas MapuipyTh3anus. [MCTaHIMOHHO-BEKTOPHBIN AJTOPUTM.
[Iporoxonsr RIP u EIGRP.

35 Mpotokonsr RIP u RIPng. Kondurypauus RIP na mapmpyrtuzarope. OObsiBnenue cetu. RIPv2.
OTkmoyeHne aBroMarudyeckoro oObenuHeHusi. Hactpoiika mnaccuBHbIX wuHTepdeiicoB. Ilepemaua
MapuipyTa no ymonuanuto. O0bsBieHue cereit [Pvo.

36 JluHamuyeckas MapumIpyTH3alyds IO COCTOSHHUIO KaHama. [lpuanmum pabotel.  [IpoTokons
MapuIpyTH3alKM 10 KpaTyaeMy myTdu. AJroput™ [erkcTpsl.

37 O6HoBneHust cocTtosinus kKaHana. Hello-mpotokon. Co3manue makeTa COCTOSHUS KaHaja. JlaBuHHas
pacchlika TMakeToB cocTosiHus KaHayna. Co3naHue 0as3bl JaHHBIX COCTOSHUM KaHanoB. CoznaHue
nepeBa kpardamux mytei. JlobaBnenne mapmpytoB OSPF B Tabnuiy MapmpyTu3ammm.

38 Tabmuma MapmpyTH3aluy. 3alUCH C MPSIMBIM TOAKIIOYEHHEM M 3alucd 00 YNaJIEHHOW CeTH.
OxoHuarenpHbI MapuipyT. MapumpyT 1-ro ypoBus. Pogurensckuii mapupyt 1-ro yposHs. JlouepHuii
MapuipyT 2-ro ypoBHs. Ilpomecc momcka mapmipyra. OnTHMaibHBIM MapuipyT. 3anucu B Tabiuie
MapupyTtuzanuu [Pv6.

39 Ipotokon OSPF. OcnoBuble xapakrepuctuku. Kommonentsl mpotokona OSPF. Ilpunnmn paGoTsl.
OSPF ms oxHO# 00/1aCTH U HECKOIBKHAX 00JIacTEd.

40 Coobmenuss OSPF. Uukancymsuus coobmenuit OSPF. Tumbl coobmenwuii. IlakeTsl npuBeTcTBUS.
Wutepransl ornpaBku hello-nakeroB. OGHOBIEHUS COCTOSHUS KaHaA.

41 Paboune coctossHusi OSPF. YcraHoBieHHWE OTHOIICHHWI CMEXKHOCTH C COCEIHHMHU YCTPONCTBAMH.
Beimenennenii  mapmpytuzarop DR u pesepBHBIM  BbIIeneHHBIM — Mapmpyrtuzarop  BDR.
Cunxponu3zanus 6a3 ganaeix OSPF.

42 Hactpoitka OSPFv2 nns omHoit oOnactu. Wnpentudukaropsl MapmpyTuzatopa. Hactpoiika
unentudukaropa mapurytusatopa OSPF. Bxmouenne OSPF na wnTepdeiicax. [llabmonHas macka.
Komanna network. ITaccunsrit uatepdetic. Croumocts OSPF. Akkymyssiiust croumocTtu. Hactpoiika
3aJIaHHOM MPOMYCKHOM criocoOHocTH nHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyro. [IpoBepka
OSPF.

43 Kondwurypanus OSPFv3 mns omgnoit obmactu. CxonctBa m paznuuus mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tomonorms cetm OSPFv3. Hactpoiika u wu3MeHeHHe HACHTH(PHUKATOpPA
mapmpytuzatopa OSPFv3. Brmrouenne OSPFv3 na unrepdeiicax. [Iposepka OSPFv3.

44 Crnucku koutposss poctyna. Ilpunmun pabGoret ACL-cnmckoB mo mpotokony IP. Hasnauenue
ACL-cnuckoB. CTanmapTHble U pacHIMpeHHble cnucku foctyna. [llabmonnsie Macku. Pexomennanun
10 CO3JAHMIO U Pa3MEIICHUIO CIIUCKOB 10CTYTIA.



45 Cranpaptasle ACL-cnmcku nns IPv4. Hactpoiika crangaptHeix ACL-cnuckoB. Bhecenue
n3MeHeHu. 3amura nopto VTY ¢ nomomsto crangaproro ACL-crincka.

46 Pacmmpennsie ACL-cnmcku. Ctpykrypa pacmumpernHoro ACL-cnucka. HacTpolika pacmimpeHHBIX
ACL-cnuckoB. Ilpumenenne pacmmpennsix ACL-criuckoB Ha unTepdeiicax. CoznaHnne MMEHOBaHHBIX
cnuckoB gocryna. [IpoBepka u peakTUpOBaHUE PAaCIIMPEHHBIX CIIMCKOB J0CTYTIA.

47 Tlouck wu ycrtpanenue Hemonaaok ACL-cnuckoB. Jlormka paOoThl BXOIAIIETO M HCXOISAIIETO
ACL-cnuckoB. Jlornyeckue nercTBus cnucka nocryna. [Iponecc npuHATHS pellieHuH CTaHAAPTHOTO U
pacumpeHHoro crucka aocryna. Pacnpocrpanénnsie ommOku ACL-CIHCKOB.

48 Crnucku pocryna aisa IPv6. Tunsl cniuckoB. CpaBHeHune ¢ ACL-cniuckamu ansa IPv4. Hactpoiika u
IIPOBEpKa CIHUCKOB aocTymna i [Pvo.

49 TIporokon DHCPv4. ®opmar coobmienus. CooOmieHuss obHapyxenuss u npemnoxenuss DHCPv4.
Hacrpoiika u npoepka DHCPv4 cepsepa. DHCPv4 perpancisauus. Hactpoiika DHCPv4 knueHra.
[ouck n ycrpanenue HeucnpaBHocteil B padore DHCP.

50 ITporoxkon DHCPv6. ABromarmueckass HacTpoiika aapeca 0e3 orciexuBanus coctossHuss SLAAC.
[Tpunmun paboter. DHCPv6 ¢ otcnexxuBanmem coctosHus. I[Iporeccet DHCPv6. DHCPv6 6e3
oTCleXUBaHUsS cocTosiHuA. [IpoBepka u HacTpoiika MapupyTtuzaropa. Hactpoiika mapiipytuzatopa B
kauectBe cepepa DHCPv6 ¢ orcnexxuBannem coctossHus. HacTpolika MapiipyTu3aropa B Kaue€CTBE
arenta perpancianuu DHCPv6.

51 Tlouck u ycTpaneHue Henonanok B padbore mapmpyruzatopa DHCPv6. IIposepka nactpoexk DHCP v6
Ha MapuIpyTHU3aTope.

52 TIpeoOpazoBanue cereBbix aapecoB [Pv4. Cuctema NAT. [TpunIun paOoThl.

53 Jlunamuyeckoe U crarniyeckoe npeoOpasoBanue aapecoB NAT. IIpeoOpa3oBanue aapecoB HOPTOB
PAT. CpaBnenne NAT u PAT. Hactpoiika crarnueckoro u nuHamudeckoro NAT. Hactpoiika PAT.
[lepeanpecanus nopros. Hactpoiika NAT u nporokona IPvé.

54 Ycrpanenne Hemonamok B pabore NAT. Iloumck Hemomagok ¢ TOMOIIBI0 KOoMaHa show.
Hcnonp3oBanue komanbl debug. [Ipumepsr.

Bomnpocsl Kk 3k3ameny - 6 cemecTp

1 Ilpoekr xopnopaTMBHOW CE€TH JUIsl KOMIUIeKca 3aaHuil. [IpoekTupoBaHME HEpapXHUECKOH CETH.
TpeOoBanus k cetu. [IpuHIMIIBI CTPYKTYPUPOBAHHOTO MPOESKTUPOBAHMSL.

2 Hepapxus ceTu. YpOBEHb A0CTYyNA. YPOBEHb paCIpeNeIeHHs. YPOBEHb Apa.

3 KopnoparuBHas apxutekrypa Cisco. Moaynb KOMIUIeKca 3MaHUN MpeanpusaThs. Moayab TpaHHUIIbI
npennpustud. [panuna cetu oneparopa cBsi3u. YaanéHHas GyHKIHOHAIbHAS 00IacTb.

4 PazBuBaromuecss ceTeBble apXuUTeKTypbl. CeTum 0e3 TpaHuil. APXUTEKTypa COBMECTHOW palOTHI.
[{enTpsl 06pabOTKM TaHHBIX M BUpTyaidu3anus. Pacuimpenue cetu.

5 Tonknrouenue k rodansHOM cetn. Cetn punmuanoB. Pacnpenenénnas ceTh. YCTpolcTBa 1100aabHOM
cern. KoMMmyTanus kaHaja0B M KOMMYTalusl [TAKETOB.

6 CepBucel mioOanpHOM ceTu. MupacTpykrypa cetu omneparopa. WMHPpacTpyKTypbl YacTHBIX
m1o0anbHBIX ceTeil. ApeHmoBanHble JmHMH. Kommytupyemsiii moctyn. ISDN. FrameRelay. ATM.
WAN Ha ocHose Ethernet. MPLS. VSAT.

7 Nudpactpykrypa obmenoctynHoi riobanpHoi cetu. DSL. KabGenb. bBecnpoBomHbIe TEXHOIOTHH.
CoroBas cBsi3b. Texnonorust VPN. Bri6op crioco6a mofximodeHus K moodaabHOH ceTu.

8 IlocnenoBarenbHoe coequHeHue "Touka-Touka'. IlocnenoBarenpHple U napajenbHbie TOpThl. CBA3b
M0 TOCJEI0BaTEIbHOMY KaHally. MyNbTUIIIIEKCUPOBAaHUE C pa3[elICHUEM [0 BPEMEHH. YCTPOMCTBa
DTE u DCE. IlocnenoBarenbHbIe KaOEIH.

9 Nukancymsmuss HDLC. Tumbl kampoB. Hacrtpoiika W oTnagka mocieqoBaTelbHOTO WHTEpderica.
[Tpuntun padotsr npotokosia PPP. LCP u NCP. Ctpykrypa xaapa PPP. Ceancs PPP.

10 Hacrpoiika npotokosnia PPP. Komanaer 6a3oBoii HacTpoiiku. Cxxarne TaHHBIX. MOHUTOPUHT KayecTBa
kanana PPP. IIpoBepka HacTpoek.

11 Ayrentudukanus PPP. Ilporokonsr ayrentudukxarmuu PAP uw CHAP. Hacrpoiitka PPP ¢
ayrentudukarmeit. Otnaaka PPP.
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FrameRelay: mpeumymectBa u Henmocrarku. [lpuHumm paGoTsl. ['pynma BHUPTyadbHBIX KaHAJOB.
Wnkancynsmus FrameRelay. Tomonmoruu cereit FrameRelay. Comocrasnenue agpecoB. Mutepdeiic
JoKajgbpHOTO yrnpasinenus. Inverse ARP. Ynpasnenue norokom naHsabix B cetd FrameRelay.

Hacrtpoiika FrameRelay. Komanasl 0a3oBoii HacTpoiiku. HacTpoiika m mTpoBepka CTaTHYECKOTO
conocTasieHus aapecoB. Hactpoiika moapiaTepdercos.

Omnanka FrameRelay. Pabora LMI. Cocrosiaue kanana PVC. IIposepka padotsr Inverse ARP.

Cucrema NAT. Ilpunuun pa®otbl. OCHOBHBIE XapakTepuCTHKH. CTaTWYecKue W IUHAMHYECKUE
npeoOpazoBanust NAT. [IpeoOpazoBanue anpeca u Homepa nopta PAT. [IpeumymiecTBa u HeAOCTaTKH
NAT.

Hacrtpoiika crarundeckoro u guHamudeckoro NAT. Hacrtpoiika PAT. IlepenamnpaBieHue MNOpTOB.
Hacrpoiika mexann3ma NAT u nporokona [Pv6. Otmanka NAT, komanast show u debug.

PerieHnss MUPOKOIIOJIOCHOTO JoCTyna. Yman€HHas pa0ora: MPEHMYyIIeCTBA M HEJOCTATKH.
TpebGoBaHUs K MOAKIIOUCHHIO JJIS YIAJCHHOTO paOOTHHKA.

CpaBHeHHE pelieHui mupokonoaocHoro aocrymna. Kadens. DSL. becnipoBomHbIe MIMPOKOIOIOCHBIE
cetu. Be10op perrennii mupoKooJIOCHOTO A0CTYIIA.

Hacrpoiika nogkmouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

3amura Mexdunuanpaoi cBsizu. Cetn VPN: nocrouncTBa u HenocTarku. Tumsl ceteit VPN.

Tynnenu GRE mexny oobexTamu. Hactpoiika u nmpoBepka TyHHeneir GRE.

[Ipotokon [Psec. Ctpykrypa npotokona. Cepsuchl 6e3omnacHoctu [Psec.

VYnanéuneii noctyn. Cetm VPN ynanénnoro mocryma ¢ ucnonb3oBanuem I[Psec. CiscoEasy VPN.
Cpasuenue [Psec u SSL.

Syslog: mpuHmMIBl paboThl W OCHOBHBIE HacTpoiiku. Dopmar coobmeHuit Syslog. Cmyxba
BPEMEHHBIX METOK.

SNMP: npunnun pa6otsl. Jlopymku areara SNMP. Bepcun SNMP.

NetFlow. Iloroxu nanabix B ceru. Hactpoiika u mposepka paborsl NetFlow. COopka u anamms
JTAHHBIX.

I[louck u ycTpaHeHwe HEMOJNAJOK B CETH C HUCIOJb30BAHUEM CHUCTEMHOIO  IOAXOJA.
JloxyMeHTHUpOBaHuE ceTH. J{uarpaMmbl TOIIOJIOTHM.

®opmupoBanue 0a3oBbIX Mokazateneil ceru. Ilpomenypa moucka u ycrpaneHus Hemonagok. COop
JAHHBIX 0 cuMnToMax. Ompoc KOHEUHBIX MOJIb30BaTENCH.

Hcnons3oBaHre MHOTOYPOBHEBBIX MOJENIECH JIs MOUCKA M YCTPaHEHUs HEMOJaJ0K B ceTU. MeTo/bl
MOMCKA U YCTPAHECHUS HETIOJAOK.

Omnanka ceru. [lporpamMmHbie cpeicTBa MOMCKAa U yCTpaHeHUs Hemonagok. CpeacTBa IMoucKa U
yCTpaHEHUs] HEWCIPABHOCTEH ammaparHoro oobecrnedenus. llpumenenue cepBepa Syslog mns
YCTpaHEHUs HEMOJIAI0K.

[Torick M ycTpaHeHHE HEMONAJOK Ha (DU3MUECKOM, CETEBOM M KAaHAJIbHOM YpPOBHSAX. YCTpaHEHHE
Henonanok ACL-cniuckoB u cucteMbl NAT. YcTpaHeHre HEnonaa0K Ha ypOBHE MPUIIOKEHHIA.

ITouck u ycrpanenue Henosiagok B IP-ceTsix. KOMIOHEHTBHI CKBO3HOTO TOMCKA W YCTpPaHEHHUS
Hernonanok. [IpoBepka ¢usznueckoro ypoBHs. Pexxumbr nymiekca. Aapecarus. [IpoBepka muio3a mo
YMOJTYaHUIO U TPaBUIIBHOCTHU IyTH.

Tunosble 3aganusa s 3x3amena (I1K-2)
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2. IlocTpouth U CKOH(UTYPUPOBATH CETMEHT CETH, OrpaHUUCHHBIN MapipyTuzaropamu Cisco 2801 Lab A
u Lab_B. IIponemoHcTprpOBaTh paboTOCIIOCOOHOCTHh MOCTPOSHHOTO CErMEHTa CETH.

205.7.5.0 net

ee=_, S0 (DCE)

S @ETy

— —
S1MELMEF 99 6.13.0 net =iy S0 (DCE)
EDl EOl '~ 204.204.7.0 net

201.100.11.0 net
S0 (DCE)

\) \}
s

[
—— 1A >
Lab_A

ED

-

i \
[PTTrTTTT 1 PPTTTTrTT \
1 I

1 T219.17.100.0 net

d L

192.5.5.0 net 210.93.105.0 net

Ceer

223.

8.151.0 nat
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4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIu

Orenka Kommerenuun
JIOCTYDKEHUS Pe3ybTaTa)




[IK-2 JIeMOHCTpUpPYET BBICOKHI YpO-BEHb TEOPETUYECKUX 3HAHUH O
KOMIBIOTEPHBIX CETSIX.

CrniocobeH aIMUHHCTPHPOBATH MPOTPAMMHO-AINIAPaTHBIE CPEA-CTBa
3alIUThl HH(POPMALIUU B KOMITBIOTEPHBIX CETSX.

YMeeT npoBOAUTH PabOTHI CBS-3aHHBIE C Pa3paboOTKOM TpeOoBa-HUit
mo 3ammre u  (QOPMHPOBAHHWIO  TOJUTHKH  OE30MaCHOCTH
KOMIIb-FOTEPHBIX CETEH.

COTITHYHOY
(85 - 100 6ammoB)

[IK-2 JIeMOHCTpUpPYET XOpOIIUH YpPOBEHb TEOPETHMUYECKUX 3HAHUHA O
KOMIBIOTEPHBIX CETSIX.

CrniocobeH aIMUHHCTPUPOBATH MPOrPaMMHO-ANIAPaTHBIE CPENCTBA
3alIUThl HUH(POPMALIUU B KOMITBIOTEPHBIX CETSX.

MosxeT mpoBOAUTH paboTHI CBA3aHHBIE C pa3pabOTKOW TpeOoBaHMM
mo 3ammre u  (QOPMHPOBAHHWIO  TOJUTHKH  OE30MaCHOCTH
KOMIIBIOTEPHBIX CETEH.

«XOPOIIIO
(70 - 84 6amoB)

[IK-2 JIeMOHCTpUPYET OCTATOYHBI ypOBEHb TEOPETHUYECKHX 3HAHUU O
KOMITBIOTEPHBIX CETSX.

He 10 KOHILIA CIOCOOEH aJMUHU-CTPUPOBATH

«YIOBJICTBOPHUTEIHLHO» NpOrpaMMHO-aNIapaTHbIe  CPeACTBa 3allUThl  HMHPOpPMAIMKA B
(50 - 69 6amnoB) KOMIIBIOTEPHBIX CETSX.

[Tnoxo mpoBoAUT paboTHI CBs-3aHHBIE C pa3pabOTKOW TpeOoBa-HUM
mo 3ammre u  (QOPMHPOBAHHWIO  MOJUTHKH  OE30MaCHOCTH
KOMIIb-FOTEPHBIX CETEH.

[IK-2 He cnocoGeH mnponeMOHCTpUPOBaTh 3HAHUS O KOMIIBIOTEPHBIX
CeTsX.

He cmocobeH  aaMUHHCTPHUPOBATH  MPOrpaMMHO-aNIapaTHbIE
CpezacTBa 3aIuThl HHPOPMAIMH B KOMIBIOTEPHBIX CETSIX.

He Moxer mpoBoauTh pabOThl CBSI3aHHBIE C  Pa3pabOTKOii
TpeOoBaHUH 1O 3amuTe U GOPMUPOBAHHIO TOTUTUKN OE30MMaCHOCTH
KOMIIBIOTEPHBIX CETEH.

«HEYJIOBJICTBOPUTEIIHLHOY
(menee 50 6amoB)

5. Metoanueckue yKkazaHus JJisi 00y4al0UIUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meronuueckue yKa3aHus IO OPraHU3aIUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Tpuctynas x M3y4EeHHUIO AMCLUIUIMHBI, B NEPBYIO odepelb OOydarolMMcs HEOOXOIUMO O3HAKOMMTBCS
comepkanremM paboueii mporpammbl aucturummabl (PIT[]), koTopas ompenenseT comepskaHue, oObem, a
TaKXKe MMOPAJO0K U3yUeHHsI U IIPENoAaBaHus ydeOHON AUCIUILINHBI, €€ pa3/elia, YacTH.

Jln1st caMOCTOSTENbHON pabOThl BaKHOE 3HaUECHUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLMIUIMHBIL, @ TAKXKEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTonmyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY —yKa3aHa
pEKOMEHIyeMasi OCHOBHAs M IOTIOTHUTEIbHAS JTUTEPATYPA.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLUUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npo¢eCCHOHANBHBIX 0a3 TaHHBIX U MH()OPMAIIMOHHBIX CIPABOYHBIX CHCTEM, HEOOXOAUMBIX IS OCBOCHUS
JTUCUUTUIAHBL.

5.2 Pexomennarnuu o0y4aromumcs 1o padbore ¢ TEOPETHUECKUMHU MaTepHallaMy 110 TUCIUILIIMHE

[Tpu n3yuennn u npopaboTKe TEOPETUUECKOTO MaTepraia HeoOX0IUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JCKIIMOHHOM 3aHSATHM Marepuajg M JONOJHHUTh €ro € Y4YeTOM PEKOMEHJOBAHHOW JIOMOJIHUTEIbHOM
JUTEPATYPHI;




- IIPU CAMOCTOATEILHOM U3YYEHUH TEOPETUYECKONW TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PIT/] ucrounuku, npodeccuoHanbHbie 0a3bl JAHHBIX U HHPOPMALIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATEIILHON PabOTHI, 10 TeMe MpeAcTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpeacts (POC).
5.3 Pexomennaruu 1o pabore ¢ Hay4HOU U yueOHOM IuTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOM SIBISICTCS TJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboTel U HeoOXoAMMa MPU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpPabOTKy JIEKIIMOHHOTO Marepuaja U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKIIUN.

Koncnekr nekuuu 1omkeH coaepxarb pedepaTuBHy 0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha paszMemieHHble B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpbl IO
Te€MaM, BBIBOJIbI MO KaXKIOMY Bompocy. KoHCIEKT MOXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIINI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEPKaTh HE OTHOCAIIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl Hay4yHON JIHUTEpaTyphl MPU CAMOCTOATENBHOM MOATOTOBKE K 3aHATHUAM JOJKHBI COAEPKaTh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsl HMCHOJIb3yeMOIl HaydyHOH JHUTepaTyphl.
Koncniekt MoOXeT OBbITh OMOPHBIM (COXEP)KaTh JIMIIb OCHOBHBIE KIIIOUEBBIE IO3UIIMK), HO TPU 3TOM
MO3BOJIIONIMM JaTh TIOJHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISETCS CAMUM CTYIEHTOM.

B nporniecce paGoThl ¢ OCHOBHOM M JIOTIOJHUTENBHOM JTUTEPATypOl CTYACHT MOXKET:

- JenaTh 3allMCU IO XOIy YTEHHSA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IIaHa (co3gaBaTh INEpEUYEHb
OCHOBHBIX BOIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATHh TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd MM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJICH aBTOpa);

- TOTOBUTDH aHHOTAITUH (KpaTKoe 0000IIeHHE OCHOBHBIX BOIIPOCOB PadOTHI);

- co37/aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1alilny 110 OATOTOBKE K OTJEIBHBIM 33JJaHUSAM TEKYILEro KOHTPOJIS

ColecenoBanue TpeAnonaraeT OpraHU3aluio Oecelbl IMpernojaBaTesss cO CTYIEHTaMH IO BOIpPOCaM
MPAKTUYECKOTO 3aHATUS C LENbl0 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
paszmeny, Teme, mpoOieme M T.II. Bce uieHBl Tpynmbl MOTYT y4YacTBOBaTb B OOCYXKICHHH, 100aBIATH
MH(POPMALIUIO, TUCKYTUPOBATh, 331aBaTh BOIPOCH! U T.1.

VYCTHBIE ONMPOC MOXKET TNPUMEHATHCS B pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUPOBaHHbII. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBUJIBHOCTH OTBETA 110 COZIEPIKAHHUIO;

- IOJIHOTA U TITyOMHA OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0’KEHUSI MaTepuana;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHNs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISAIHBIX MOCOOHMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- HCTIOJIb30BaHUE JOTOJHUTEIBHOIO MaTEpUaa;

- pPalMOHAJIBHOCTD UCIIOJIB30BAaHUS BPEMEHH, OTBEJICHHOIO Ha 3a/1aHNE.

YCTHBIM ONPOC MOXKET COMPOBOXKAATHCS MPE3ECHTALMEH, KOTOpas MOATOTABIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUUECKOro 3aHATHs. [Ipy BBICTYIUIEHHH C Mpe3eHTaluell HeoOXxonuMo oOpaliaTe BHUMaHKUE
Ha TaKM€ MOMEHTHI KaK:

- COJEp)KaHUE TMPE3CHTALUU: aKTyaJlbHOCTb TEMBI, IOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COAEP)KAHUE,
COOTBETCTBHE 3asIBICHHON TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBAaHUAM (IIETTH. CCHUIKU
Ha PECYPCBl. COOTBETCTBUE COAECPXAHUS U JIMTEPATyphl), IpaKTUUECKass HApPaBICHHOCTb, COOTBETCTBUE
CoZiepKaHus 3asiBICHHON (opMe, aleKBaTHOCTb UCIIOJIb30BaHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
IIOCJIEJOBATENBHOCTD U JIOTUYHOCTD IIPE3EHTYEMOT0 MaTepHara;
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- odopmiieHHE Tpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IM3aiH (YMUTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUIHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOJIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI Cpe/ibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEeHTa, SMOLMOHAIBHOCTD, YMEHHE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBbl:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh H3JIOKEHUS Marepuasna, pacKpbITHE TEeMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHus cpeactB  WKT, cmocoObl W  yCIOBHS  JTOCTHIKECHHUS
PE3yABTaTUBHOCTH M I(PGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CcBOed MpodeccHoHaTbHOW WU yueOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apryMEHTHUPOBATh CBOM 3aKJIIOUYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALIMOHHOE o0ecriedeHre JUCHUITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— Oubnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. PynenxoB, H. A., Ilponerapckuii, A. B., CmupnoBa, E. B., CypoBoB, A. M. TexHonoruu 3amiuThl
MHPOPMALIMU B KOMIIBIOTEPHBIX ceTsX. - 2021-01-23; TexHonoruu 3amuTsl HHGOPMALIUU B KOMIIBIOTEPHBIX

cetax. - MockBa: Hnrepner-Yuusepcurer Mudopmanuonnsix Texunonoruit (MHTYUT), 2016. - 368 c. -
Texct : anexrponnsiii / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/73732.html

6.2 JlononHUTENBHAS JIUTEPATYpA!

1. ®omun JI. B. KommbioTepHbie cetn : ydeOHO-MeToAMYeckoe mocobue. - Mocksa|bepnun:
Hupexr-Menua, 2015. - 66 c. - Tekcr : anexrponnbii // ObC «YHUBEpcUTETCKass OMOIMOTEKA OHJIAWH»
[caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Ky3un A.B. Komnelotepubie cetu : y4ebd. mocobue. - 3-¢ uzm., mepepad. u mom.. - M.: ®OPYM,
NHO®OPA-M, 2014. - 191 c.

3. Omudep B.I., Omudep H.A. Kommbrorepusie cetu. [IpUHIUIBI, TEXHOJIOTHH,IIPOTOKONBI : Y4eo.
mocobwue 1ys By30B. - 2-¢ u3.. - CI16.u ap.: [Turep, 2005. - 863 c.

6.3 VHbpIe NICTOUHMKMU:

1. ®enepanbusblii mopran «Poccuiickoe odpazoBanue» - http:// www.edu.ru/

2. Ilopran «['ymanutapHoe o6pazoBanue» - http://www.humanities.edu.ru/

3. ®epepanbHoe xpaHwiuiie «ExawHas Kommeknus OUQPOBBIX 00pa30BATEIBHBIX PECYpPCOB» -
http://school-collection.edu.ru/

4. @enepanbHas ciryx0a 1o Haa30py B cepe oOpazoBaHus U HayKu - http://obrnadzor.gov.ru

5. XKypnan «Bonpocsr oOpazoBanusy - http://www.ecsocman.edu.ru/vo

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHabHbIe 0a3bl JaHHBIX U HHPOPMALIMOHHBbIE CIPABOYHbIE CHCTEMbI

Jlng mnpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJs TNPOBEICHUS 3aHATHHM JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJbHBIX KOHCYJIbTAlMH, TEKYLIETr0 KOHTPOJS U MPOMEKYTOUHOM aTTecTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSITENIbHOM pabOThl YKOMIUIEKTOBaHbI CHEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJICTBAMHU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1 CaMOCTOSATENILHONW paOOTHl YKOMIUIEKTOBAHbBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" 51 obecrnieueHneM JIOCTyIa B AIIEKTPOHHYO
nH(OPMAITMOHHO-00pa30BaTEIbLHYIO Cpey YHUBEPCHUTETA.
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Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0ecreYnBaroIe TEMaTHYEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlumeH3noHHOE U CBOOOHO pacpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUeHHE:
Omnepanuonnas cucrema Microsoft Windows 10

Microsoft Office [Ipodeccuonanbusiii moc 2007

Cisco Packet Tracer

Omneparnmonnas cuctema "Anbt O6pazoBanue"
LibreOftice

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN KaTajor @yHIaMEHTaIbHON OoubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYuuBepcuTeTckas OMONMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru

3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https:/www.rsl.ru

6. Poccuiickas HarmoHanbpHas onbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3HaHus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTpPOHHAs HH(pOPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnogaBarensi M CTyAEHTa B Iporecce OOy4YeHHs] OCYIIECTBISETCS MOCPEACTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOIb3yEeMbIX B
AIIEKTPOHHON MHPOPMAIIMOHHO-00pa30BaTeIbHOM Cpelle YHUBEPCUTETA.
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