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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[IK-3 CrnocobeH aaMHUHUCTPUPOBATH CPEACTBA 3aIIUTHl WH(OpPMAIMU TMPUKIATHOTO W CHCTEMHOTO
MIPOTPaMMHOTO 00ECTICUEHUS

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- DKCIUTyaTallMOHHBIN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JEsSTEIhHOCTH B
chepax: 06 CBsa3p, WHPOPMAIMOHHBIE W KOMMYHHMKAIMOHHBIC TEXHOJIOTHU (B cdepe TEXHUKH U
TEXHOJIOTMH, OXBATHIBAIOLIEH COBOKYNMHOCTh MpOOJeM, CBA3aHHBIX C OOECleYeHHEeM 3alUIICHHOCTH
00BbeKTOB WH(pOpMATH3allMd B YCIOBHUSAX CYIIECTBOBaHHS yrpo3 B wuHPoOpManuoHHOH cdepe), 12
Ob6ecnieuenue 6e3omacHocTH (B cdepe 3ammuTsl nHGopmarun), Chepa mpaBoOXpaHUTETHLHOMN AESITEIIBHOCTH

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IEeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHiu @I'OC BO,
(GbyHKUMY / TPYyAOBBIC U HEOOXOIUMOM ISt .
WnankaTopbl JOCTHXKEHHSI KOMIIETEHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeiicTBus (py HaTU9IUU WK Ipo(ecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-3 Cnocoben AIIMAHHUCTPUPYET CPEACTBA  3aIIUTHl  HWH(pOpMAITIH
aJIMUHHCTPUPOBATh IPUKIIAJHOTO U CUCTEMHOTI'O NIPOrpaMMHOI0 00ecIeyeHus

CpeIcTBa 3aIINUThI U o0ecrieueHus 6€30MMacHOCTH MTPOTrPaMM M TaHHBIX
“H(pOpMAITIN TPHUKITaTHOTO
M CUCTEMHOIO
MIPOTPaMMHOTO

oOecrieueHust

1.5 CornacoBanue MEXAUCITUIUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CTIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-3 CnocobeH aaMUHHUCTPUPOBATH CPENCTBA 3alUTHI WH()OpPMAIMU MPUKIATHOTO U
CUCTEMHOTI'0 MPOTrpaMMHOr0 o0ecIedeHus

Ne
n/m

HanmenoBanme
JIMCITUILINH,
OonpeACIAIOIINX Ounasg

MEKIUCIUTUTMHAPHEIE (cemectp)

CBs3HU 2 6 7 8

dopma
oOyueHwMst

1 |36paHHbIe BOMIPOCH + | +
nH()OpPMAITMOHHON
0e30macHOCTH

2 |TIpenmurmoMHast +
NpaKTHKA

3|CoBpeMeHHbIE +
TEXHOJIOTUH
o0ecrieueHust
MHPOPMALIIOHHON
0e30macHOCTH

4| Teopetnueckue +
OCHOBBI 3aIIHUTHI
UHpOpMaLIH




5| TeopeTuueckue +
OCHOBBI 3aIIHUTHI
MHpOpMALH Ha
AHIITUIICKOM SI3bIKE

2. MecTo nucuuiuiaiabl B cTpykrype OII 0akanaBpuara:

JucuuiuinHa «3amMra mOporpaMM M JaHHBIX» OTHOCHTCA K YacTd, (QOpPMHUPYeMOH Yy4acTHUKaMH
yuebHoro tuiana OIl mo nampaBnenuto mnoxroroBku 10.03.01

00pa30BaTeNbHBIX OTHOIICHHUIA,
WNudopmanmonnas 6€30MacHOCTb.

JucuuminHa «3amuTa IporpaMm M JaHHBIX» U3y4aeTcsl B 7 CEMECTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 3 3.€.

Ounas: 3 3.e.
Bun yueOHo# paboThI (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHUILIHHBI 108
KonrakTHast pabora 64
Jlexmmm (JIextmm) 32
JlaGoparopnsie (J1ab. pab.) 32
CamocrositensHas padota (CP) 44
3auer -

3.2.Conepxanue Kypca:

No HazBanue
TEMBI pasnena/TeMbl

Bun yueOno#
paboThI, yac.

Jlek [JIab | CP
oM | .
pao.

O]0]|O0

DOpMBI TEKYIIETO
KOHTPOJIS

7 cemecTp

1 Knaccudukanus
KOMITBIOTEPHBIX
BHUPYCOB.

BreaynuropHas
CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTymuienue ¢
JOKJIaJIOM.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (Hoknam)

2 Cpena oburanus u
aITOPUTMBI
BHUPYCOB.

BreaynuropHas
CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTynuienue ¢
JOKJIAJIOM.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (doknam)




3 TposiHckue BueaynuropHas
IPOTPaMMBI. CaMOCTOSITEIIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTymuienue ¢
JOKJIaJIOM.
BreaynuropHas
CaMOCTOSITEIIbHAS
pabota. (Hoknam)

4 BriMmorarenscTBo B BreaynuropHas
cetu HTEepHET CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTynuienue ¢
JOKJIa10M.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (dokmam)

5 Mertoasl BreaynuropHas
oOHapyXeHHUs U CaMOCTOSITEIIbHAS
yaaaeHus pabora.
KOMITBIOTEPHBIX (JIaGoparopHas
BHUPYCOB. pabora);
BeicTynuienue ¢
JOKJIaJIOM.
BreaynuropHas
CaMOCTOSTEIIbHAS
pabota. (Hoknam)

Tema 1. Knaccudpukauus komnbrorepHbix Bupycos. (ITK-3)

Jlekumus.
Omnpenenenue Bupyca. [Ipo6ieMbl aHTUBUPYCHOM 3amuThl HHGOpManuu. Bupycer u ux
Kiaccuukanus.

JlaGopaTopHbie padoThbI.
AmnTHBHpycHoe pemienne Avast! Free Antivirus.

3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. YcranoBuTE pOrpaMMHBIN IPOAYKT.
2. BoibepuTe cioco6 ckanupoBanusa. CKkaHUpYHTE KOMIIBIOTEP Ha HATMYUE BPEJOHOCHBIX
O0OBEKTOB.
3. [IpocmoTpuTe OTYET O cCKaHUpoBaHUK. HacTpoiiTe ypoBeHb CKaHUPOBAHHUS B PEAIbHOM
BPEMEHH.
4. Hactpoiite ¢hynkuun Avast!, BeIOTHSIOMKECS B «001ake». BKimrounTe aBToMaTnyecKuit
pexxum «AutoSandboxy.
5. CreHepupyiTe nakeT MOAACPKKH.

Tema 2. Cpena oouTanus u aJaropurmbl BupycoB. (ITK-3)
Jlekumus.
Cpena oOuTanus BUpYCOB ((paiioBbie; 3arpy304HbIe; MaKpo; ceTeBbie). OCOOCHHOCTH
JIITOPUTMOB PabOTHI BUPYCOB (PE3UCHTHOCTD; CIIOIb30BAaHUE CTEIIC-AITOPUTMOB;
caMmomppoBaHKUE U MOTUMOP(OUIHOCTD; UCTIONH30BAHNE HECTAHIAPTHBIX TPUEMOB).



JleCcTpyKTHUBHBIE BO3MOKHOCTH BUPYCOB (0€3BpeiHbIC; HEONACHbIE; OMIACHBIE BUPYCHI; OYE€Hb
OTacHbIC). 3arpy304HbIC BUPYCHI. AJITOPUTM pabOTHI 3arpy304HOT0 BUpyca. PaitioBbie BUPYCHI.
Crnioco0pbI 3apaxeHusi. AITOpuT™ padboThI (haitioBoro BUpyca. Makpo-BUPYCHI.
Word/Excel/Office-Bupycol. Anroputm padotsl Word makpo-BupycoB. AnroputM padbotsl Excel
u Access Makpo-BupycoB. Ilomumopuk-Bupycsl. [lomumopdubie paciinppoBIIUKA. YPOBHU
noiauMmopdusma. M3meHnenue BoinosHsemMoro koja. Crenc-BUpychl.

JlaboparopHbie padoThbI.
KommuiekcHast cuctema 3amuthl - Outpost Security Suite Pro.

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1. YcranoBute nporpammuslii mpoaykt Outpost Security Suite Pro.
2. Hacrpoiite nporpammy. Bkimtouute pyHkuuio «IBpuctuueckuii ananuszy. Jlo6aBbre
nporpamMmmy Dr.Web B crincok uckitoueHuit AHTUBHpYca.
3. YcraHoBuTe mobasibHbIE TpaBUiIa OJOKUPOBKH. 3alIUTUTE MApOJIEM IPUIIOKEHHE
Outpost Security Suite Pro.

Tema 3. Tposinckue nporpammsl. (ITK-3)

Jlekumus.
[IporpamMebl IIMUOHBI, IPOTrpaMMHBIE 3aKIaAKU. “Bpeansie mporpaMmMbl”’. XakepcKue
YTUINTHI YIAJICHHBIX KOMITbIOTEPOB (&quot;backdoor&quot;). Bo3MOXKHOCTH yTUITUT CKPBITOTO
aIMUHUCTPUPOBaHUsI. TPOSHCKHE KOHU (JIOTHYECKHEe OOMOBI) M X JIECTPYKTHUBHBIE ICHCTBUSI.
[Tporpammel- mmuons!l. &quot;Intended&quot; —Bupycel. KOHCTpYKTOpBI BUPYCOB U MOIUMOPHUK-
re"Heparopbl. &quot;3isie myTku&quot; (hoax). [Iporpammel- mmuonsl. KnaBuatypHasie mmuoHsl. Moaenu
IporpaMMm-mnuoHoB. IIporpammMusle 3axknanku. [IporpaMMHBIN IITHOHAXK.

JlaGopaTopHbie padoThbI.
ITpoBepka cepTudukara cereBoil 6e30macHOCTH.

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.
1. IlpoBepwre 6e30nmacHocTh coenuHerns B Google Chrome, Opera, Mozilla Firefox.
Omnpenenure oTCyTCTBHS 0€30MaCHOTO COCTUHEHMUSI.
2. Beienure crnocoObl IPOHUKHOBEHHSI TPOrpaMM-BBIMOTaTelieil B yCTPOMCTBO
nonp3oBarens. ChopMupyiTe OCHOBHBIE MEPBI IPEAYNPEKICHUS 3apakeHUS
MpOrpaMMaMHU-BbIMOTATEIISIMU.

Tema 4. BoimorareansctBo B cetn UaTepHer (IIK-3)

Jlexknus.
BrimorarenscTBo. JKepTBbI BRIMOTATENbCTBA (TIOCETUTEN OpauHbIX OHJIAH-CAJIOHOB,
CaliTOB 3HAKOMCTB, MHTEPHET-CAJIOHOB, IOUCKOBBIX pecypcoB). BeiMorarenscTBo u
BPEIOHOCHBIE (TPOSIHCKHUE) TPOrPaMMBI.

JlaGopaTopHbie padoThbI.
[Touck u GnokupoBaHre KOH(UACHIUAIBHBIX TaHHBIX HA OCHOBE
nporpamMmmHoro pemenus DLP Lite.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. [ToaroToBbTe TOKIAA MO TEHACHIMSIM PAa3BUTHS BHIMOTATENILCTBA B CETH.
2. Beienure crnoco0bl IPOHUKHOBEHHSI TPOrpaMM-BBIMOTaTeliei B yCTPOMCTBO
nonp3oBarens. ChopMupyiTe OCHOBHBIE MEPBI IPEAYNPEKICHUS 3apakKeHUS
IIPOrpaMMaMU-BbIMOTaTEISIMHU.
3. Beigenute, yTo HEOOXOAMMO JAeNaTh €CTh Bbl BCE )K€ CTAJIH KEPTBOI MOIIIEHHUKOB.

Tema 5. MeToabl 00HApY:KeHUS M yIaJeHUs KOMIIbIOTePHbIX BUPYcoB. (ITK-3)
Jlekumus.



Crioco0ObI MPOTUBOACHCTBUS KOMITBIOTEPHBIM BUpycaM. O0e3BpeHBaHUE U yAAJICHHUE
u3BecTHOro BUpyca. CriocoObl 0OHapYKEHUS U ylaJeHHUs HEM3BECTHOro BUpyca. OOHapyx eHne
pesuaenTHoro Bupyca. Windows-Bupycel. OOHapyskeHue ¢aitioBoro Bupyca. OOHapykeHHue
Makpo-BHpYyca.

JlaboparopHbie padoThbI.
brokxupoBanue HexenareapHbIX 00HEKTOB Ha 0cHOBE Adguard.

3ananHus 1J151 CAMOCTOSITEILHOI padoThI.
1. YcranoBute nporpammusbiid mpoaykT Adguard. Bkiounte noiap30BaTenbCckuid (GUiabTp
aHTuOaHHEpA.
2. Bxitounte Moayib «PoguTenbCKuii KOHTPOJIbY.
3. Coobuute 0 pexiname.

4. Kontpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

7 cemecTp
* mocemaeMocTs — 15 6amioB
*  TEKYyIIUHA KOHTPOJIbL — 67 0amioB
*  KOHTPOJIBHBIEC cpe3bl — 2 cpe3a: 10 6amios, 8 6anos
* mpeMuasbHBIC OauTel — 20 6aioB

Pacrnipenenenne 6aJiioB 10 3aaHKSIM:

No  [HaszBanue tembl | DopMbl Max. MeTtoauka mpoBeIcHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboTHI KOHTpOJs | OayuioB
/ cpe3sl
1. |Knaccudukanus | Baeaynut 7 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
KOMITHIOTEPHBIX | OpHAs 0 TEKYIIEMY pa3JIeiTy WU TeMbI
BUPYCOB. CaMOCTOSAT JUCLIUILINHEI.
eNbHad 7 6annoB — naboparopHas pabora
paborta. BBITIOJTHEHA B TIOJTHOM 00BEME, CTYACHT
(JTaboparo CBOOO/IHO BJaJICET MaTepUaIoM,
pHas JIEMOHCTPHPYET TITyOOKHeE,
pabota) CUCTeMaTHU3UPOBAaHHBIC 3HAHUS,

CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO IMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEYAET Ha 3a[JaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.




BericTymie
HUE C
TTOKJIZIOM.
Breaynut
opHas
CaMOCTOST
eNbHad
pabora.

(Moxman)

10

Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

10 6anyoB — 4eTko CHOPMYIUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
6 6amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
2 Gaia - 4eTKo c(hOpMyITUPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.




Cpena
oburanus u
AITOPUTMBI

BHUPYCOB.

Breaynut
opHast
CaMOCTOSIT
eJbHas
pabora.
(JIaboparo
pHas
paborta)

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

10 6anyoB — 4eTko CHOPMYIUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
6 6amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
2 Gaia - 4eTKo c(hOpMyITUPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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TposiHCKHE
MIPOrPaMMBI.

Breaynut
opHast
CaMOCTOSIT
eJbHas
pabora.
(JIaboparo
pHas
paborta)

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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BericTymie
HUE C
TTOKJIZIOM.
Breaynut
opHas
CaMOCTOST
eNbHad
pabora.

(Moxman)

10

Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

10 6anyoB — 4eTko CHOPMYIUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
6 6amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
2 Gaia - 4eTKo c(hOpMyITUPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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BrimorarenscTs
0 B CETH
WnTepuer

Breaynut
opHast
CaMOCTOSIT
eJbHas
pabora.
(JIaboparo
pHas
paborta)

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

7 6annoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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BeicTynu
eHHe ¢
AOKJIAI0M
Bueaynur
opHasi
camocTost
TeJbHasA
padora.
(doxaan)
(KOHTpOJI
bHBII

cpe3)

10

Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

10 6anyoB — 4eTko CHOPMYIUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
6 6amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
2 Gaia - 4eTKo c(hOpMyITUPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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MeTtonas!
0oOHapyXeHus U
yAaJIeHHs
KOMITBIOTEPHBIX
BUPYCOB.

Bueaynur
OpHast
camocTost
TeJIbHAsA
padora.
(JIaGopar
OpHas
pabdora)(k
OHTPOJIBH
blIii cpe3)

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

8 6amnos — naboparopHast paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

5 6annoB — naboparopHas pabora
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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BericTymie
HUE C
TTOKJIZIOM.
Breaynut
opHas
CaMOCTOST
eNbHad
pabora.

(Moxman)

10

Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

10 6anyoB — 4eTko CHOPMYIUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
6 6amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
2 Gaia - 4eTKo c(hOpMyITUPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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6. ITocemaeMocThb

15

8 OammoB — crymeHT mocetun Bce 100% 3aHatuii 6-7 OamioB —
cTyaeHT mocetun He Menee 80% 3aHsaTuit 4-5 GamgoB — CTyOEHT
nocetust He MeHee 50% 3aHATHi 1-3 Oamma — CTYIEHT MOCETHI HE
MeHee 25% 3anatuil Ecnu cTymeHT mocetun MeHee 25% 3aHATHM,
0asIbl He HAYUCIISIOTCHT.

7. [IpemuansHbie OaILITBI

20

JlononHuTENbHBIE IPEMHUAIIbHBIE OaTbl MOTYT OBITh HAUUCIICHBL: - 32
MIPOEKT, BHIMIOJIHEHHBIN MO 3aKa3y paboToAaTe s U peaJrn30BaHHbIN Ha
npaktuke — 20 0auioB; - TOCTOSHHAas AakKTHBHOCTb BO BpeMs
MPaKTHIECKUX 3aHATHH — 10 6aJIoB; - MOMTHOCTHIO IOATOTOBICHHAS K
nyOMUKamuu CTaThsl MO TEMAaTHKE B paMKax AUCHUIUIUHBI — 10
0ajuIoB; - y4yacTue C AOKJIaJO0M BO BCEPOCCHHCKOM ONMMIIMAAE TIO
TemMaTtuke wu3ydyaeMod aucuuminuae — 20 OamnoB; - ywactue B
BBICTaBKE MO TEMaTWKe H3ydaeMoW IucHMIUIMHBI — 20 0asios;
nyOnuKanus CcTaTbl 10 TEMaTUKe H3yYyaeModl JUCLHUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
KoH(epeHIH

8. |WumuBumyanbHbIC 3aJaHUs,
C IOMOIIBIO0 KOTOPBIX
MOXHO HaOpaTb
JIOTIOJIHUTENbHEIE OaIlTbI

20

Pemenmne keiica (10 6amioB)
[Mpoxoxnenne TtectupoBanuss (30 BOMPOCOB) MO BCEMY KYypCy
mucturiuHbl (10 6amos)

9. Hroro 3a cemectp

100

HToroBast oueHka 1o 3a4ety BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBox  100-0annpHOU
YeThIpeX0aIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

100-0ajuibHasg cucreMa

TpanuuuoHHas cucteMa

50 - 100 6aiutoB

3ayTeHo

0 - 49 Gaiu10B

He 3auteno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

BueaynuropHas camocTosiTesibHast padorta. (J/laboparopHasi paGorta)

Tema 1. Knaccuduxanus KOMIbIOTEPHBIX BUPYCOB.
JlabGopaTopHasi padora Nel. ZoneAlarmInternetSecurity 2012

KOHTPOJII)HI)IC 3aJaHuA

1 BkirounTe (pyHKIMIO aBTOMaTH4eCKOTO OTKITIIOUEHHSI UHTEpHETa

2 HacrpoliTe aHTUBHPYC TaK, YTOOBI €KEMECSIUHO BO BTOPHUK CKAHUPOBAJIHNCH BCE KECTKUE AUCKH.

3 IlpockaHupyiTe CUCTEMY M BBIBEIUTE OTYET O CKAHUPOBAHUU B (aiii

4 Bxurounte GYHKIUIO 3alIUTY Opay3epa.
5 HacrpoiiTe aHTUBHPYC TaK, YTOOBI OH OJIOKMPOBAJI HHTEPHET-CEPBUCHI

6 BrimonHuTE MOMHYIO MPOBEPKY JIOKaIbHOTO Aucka C, MpU 3TOM CKAHUPOBAJIUCH TOIBKO CUCTEMHBIE
¢aiinbl 1 00BEKTHI B cucTeMHOM mamMsATu. [locne ckaHupoBaHUs 3apayKeHHbIE 00bEKTH TIOMECTUTE B

KapaHTHH.

7 IlpoBepsre OOHOBJICHUE TaHHON MPOTrPaMMBI U 6a3bl BPEIOHOCHBIX MPOrpaMM

Tema 2. Cpena oOUTaHUS ¥ aNTOPUTMBI BUPYCOB.
JlaGopaTopHasi padora Ne2. Panda Internet Security 2012

KOHTPOJII)HI)IC 3aJaHuA

18



19
1 yCTaHOBI/ITB HOpTBI HJIK 30HBI, KOTOpBIe MOFYT HCIIOJIB30BaThHCA HpOFpaMMaMI/I JJIA yCTaHOBKI/I
COEIUHEHUN.

2 AXTHBHPOBATH/HACTPOUTH NMapaMETPHl AHTUCTIAMOBOM 3aIIUTHI.

3 YCTaHOBUTH U AKTUBU3UPOBATH MOYJb PE3EPBHBIX KOIHIA.

4 OTKITIOYUTH aBTOMAaTHUYECKYIO 3aIIUTY OT U3BECTHBIX YIPO3.

5 OtnpaButh (aitn B BUPYCHYIO J1a00paTOpHIo.

6 AKTHUBH3MPOBATH 3ALIUTY OT MOILIEHHUYECTBA.

7 Co3snmarb pesepBHbIE KonuH (aitnoB ¢ nmomombio PandalnternetSecurity 2012.
8 Hacrpouts 3ammry koHpUICHIMAILHON HHDOpMaMu(HOMED CUeTa).

9 Hactpouts Opanamaysp, 4ToObI OJIB30BaThCS MATKaMU COBMECTHOT'O JIOCTYIIA, PACIIOI0KEHHBIMU Ha
JIPYTHUX CETEBBIX KOMIIBIOTEPAX.

10 IIpoBeputsb daitibl ¢ pacmupeHueM *.zip 1 BBIBECTH OTYET.
11 IlpoBepuTh BXOAALINE IEKTPOHHBIE COOOIICHHS.
12 Jo6aBute WWW.USAFIS.ORG B cicok HeHaaexxHbix URL

13 Hcnomnb3yst poaUTEIbCKUI KOHTPOJIb IPUMEHHUTE (MIIBTP AJIS MoJIb30Bares student, Korjga OH BXOAUT
B UHTEPHET.

14 3anpeTruTs NPUHUMATH BXOJSIINE COOOIICHUS U OTIPABIISATH UCXOSIINE COOOIIECHHUS TPUIIOKECHHIO
Mail.ru Arexr.

Tema 3. TpositHCKHE TTPOTPAMMBI.
JlabopaTopHas padora Ne3.eScanAntiVirusEdition
KonTpoJsbHbIe 3a1aHusA
1 Ilpon3BecTH cKaHMPOBAHME JOKAJIBHBIX JUCKOB.
2 TlpousBecTn ckaHUpOBaHUE pabOUETo CTOMA.
3 3annaHupyiTe IPOBEPKY ChEMHBIX HOcHUTENEH exenHeBHO 12:00.
4 Ompenenute ckanupyemblie Tunsl aitno DOC, EXE, JPEG, MP3.
5 3amuTUTh HACTPOWKH aHTUBHPYCA APOJIEM.
6 3anpeTuTh TOCTYN K UCTIOMHAEMBIM (DaiiiaM Ha usb HOCUTEISX.
7 3abnokupyiite npunoxenue InternetExplorer.
8 Hacrpoiite 3amuTy nanku « Mou TOKyMEHTBDY OT U3MEHEHUS WU yIaJleHus (ailios.
9 C nomouipio OpaHaMayspa aHTUBHpYCa 3a0I0KUpPYIiTEe BeCh CETEBOM TpaduKk.
10 C momoIpio MOYTOBOTO aHTUBUPYCA 3a0JIOKUPYHTE BIOKCHUS TUIIA *.rar.
11 ¥Ynanuth nporpaMMHBIN NPOTYKT.

Tema 4. BeimorarenscTBo B cet IHTEpHET
JlaGopaTopHbie padora 4. Avira Premium Security Suite
KonTpoabHble 3a1aHus

1 3abnokupyiiTe BCe CETEBBIC MOIKIIOUCHUSI.
2 YCTaHOBUTH BBICOKHI MPUOPUTET MPOLIECCAa CKAHUPOBAHUS.
3 OcymecTBUTH LieTeHaNpaBiIeHHbINH ouck Rootkit.
4 3abnokupyiTe MOAKIIOYCHHUE K YIAICHHOMY padoueMy CTOY.
5 3amuTUTe HACTPOUKH MAPOJIEM.
6 OTMEHHTE CKaHUPOBAHUE UCXOASAIIEH AIEKTPOHHON MOYTHI
7 3amyCTUTh POrpamMMy H IIPOBEPUTH JIFOOYIO MAIKy Ha BUPYCHI U3 KOMaHIHOM CTPOKU
8 3ajaTh NPUOPUTET CKAHUPOBAHUS
9 Uckmounts npoBepKy nanku — « Helpy»,pu ckanupoBannu nmanku — « Windowsy.
10 YcTaHOBUTH MapoJIb OT U3MEHEHHS IPYTUMH MOJIb30BATEISIMA HACTPOEK TAaHHOTO aHTUBUpPYCa
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Tema 5. MeTonbl 0OHapyKeHHSI U yaJICHUsI KOMIIBIOTEPHBIX BUPYCOB.
JlaGopaTopHasi padora 5. TheBat! PrivateDisk
KonTpoJsibHbIe 3a1aHUsA

1 Vcranosure PrivateDisk Ha cheMHBIN JUCK.

2 BiirounTe aBTOMaTHYECKYIO 3arpy3Ky MporpamMMel.

3 YcTaHOBUTE PeXUM MPOBEPKH HATUYHS OTKPHITHIX (PailIoB TIepes] OTKIIOUEHUEM JIUCKA.

4 Co3spaiiTe BUpTyaIbHBINA 3amm¢ppoBaHHbId JUCK: R 00bEMoMm 5 T°6.

5 Coznaiite pe3epBHYIO KONUIO KITH04a MH(PpPOBaHUS.

6 BoccranoBute Kit04 mu(poBaHUs BUPTYAIBHOTO 3aIM(PPOBAHHOTO AUCKA C PE3EPBHOM KOIIHH.

BoicTyniienue ¢ nokjaaaom. Bueaynuropnas
camocTosiTeibHas padora. (Jokaan)

Tema 1. Knaccuduxkarus KOMIbIOTEPHBIX BUPYCOB.
Onpenenenue Bupyca. [IpoGieMbl aHTUBUPYCHOH 3aIIUTHI HHPOpMaIui. Bupycsl 1 ux
KJIacCU(PUKAIIUS.

Tema 2. Cpena oOuTaHUs U aITOPUTMBI BUPYCOB.
Cpena oburtanus Bupycos ((haiinoBblie; 3arpy304HbIe; MaKpo; ceTeBbie). OcoOeHHOCTH
aJITOPUTMOB PabOThl BUPYCOB (PE3UIEHTHOCTD; HCIIOIB30BAaHUE CTEJIC-AJITOPUTMOB;
camomu(ppoBaHUe U OTUMOPPUIHOCTD; UCTIOIH30BAHIE HECTAHAPTHBIX TIPUEMOB).
JlecTpyKTUBHBIE BOBMOKHOCTH BUPYCOB (O€3Bpe/IHbIE; HEONACHbBIE; OTIACHBIE BUPYCHI; OYEHb
OIIaCHBIC). 3arpy304HbIC BUPYCHI. AITOPUTM paOOThI 3arpy304HOTO BUpyca. DaitioBbIe BUPYCHI.
Crioco0sI 3apaskeHus. ANTOPUTM palboThI (hailsIoBOTO BUPyca. Makpo-BUPYCHI.
Word/Excel/Office-Bupycsl. Anroputm padotst Word Mmakpo-BupycoB. Anroputm padotsl Excel
u Access Makpo-BupycoB. [Tomumopduk-Bupycel. [lomumopdubie pacuudpoBIIuKd. YpOBHI
nonaumopdusma. M3mMenenue BoimosHseMoro kojna. Crenc-Bupychl.

Tema 3. TposiHCKHE IPOTrpaMMBl.
[Iporpammebl IIMUOHBI, TPOrpaMMHBIE 3aKIaaKU. “Bpeanbie nporpaMmmMbl”. XakepcKue
YTUINTHI yAAJIEHHBIX KOMIBbIOTEpOB (&quot;backdoor&quot;). Bo3aMOXHOCTH yTHIUT CKPBITOTO
aIMUHUCTPUPOBaHUSI. TPOSHCKHE KOHU (JIOTHYECKHEe OOMOBI) M X JECTPYKTUBHBIE ICHCTBUSI.
[Tporpammel- mmuons!l. &quot;Intended&quot; —Bupycel. KOHCTpYKTOpBI BUPYCOB U MTOIUMOPHUK-
re"Heparopbl. &quot;3isie myTrku&quot; (hoax). [Iporpammer- mmuonsl. KnaBuatypHsie mmuoHsl. Moaenu
IIporpaMM-mnuoHoB. IIporpamMmusle 3axknanku. [IporpaMMHBIN IIITHOHAXK.

Tema 4. BeimorarenscTBo B cet IHTEpHET
BrimoratenscTBo. JKepTBbI BBIMOTaTeNbCTBa (MIOCETUTENN OpayHbIX OHJIAH-CAJIOHOB,
CalTOB 3HAKOMCTB, HHTEPHET-CAJIOHOB, IOMCKOBBIX PECYpPCOB). BbhiMorarenscTBo 1
BpPEIOHOCHBIE (TPOSHCKHUE) MPOTPAMMBI.

Tema 5. Metoasl 0OHApYKEHHSI B YIaJICHUSI KOMITBIOTEPHBIX BUPYCOB.
Crioco0bI MPOTUBOACHCTBUS KOMITBIOTEPHBIM BUpycaMm. O0e3BpeXHBaHUE U yAAJICHHUE
n3BecTHOro BUpyca. CriocoObl 0OHapyKEHUs U ylaJeHHUs HEM3BECTHOro BUpyca. OOHapyx eHne
pesuaenTHoro Bupyca. Windows-Bupycel. OOHapyskeHue ¢aiioBoro Bupyca. OOHapykeHHne
MakKpo-BHUpyca.



4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILTHHE IPOBOAUTCS B hopMe 3aueTa
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Tunosbie Bonpocekl 3auera (I1K-3)

. Onpenenenre KOMIBIOTEPHOTO BUpYCa.

. Kinaccugukanust KOMIbIOTEpHBIX BUPYCOB.

. OTnauTenbHbIE YepThl (PailIOBBIX BUPYCOB.

. CpaBHUTENbHBIE XapaKTEPUCTUKU PA3TUUHBIX (PaiiJIOBBIX BUPYCOB.
. CniocoOsI 3apakeHust (paitIOBBIMUA BHPYCaMHU.

. Ipunnun pasMHo)keHHs (HaitIOBBIX YepBEH.

. Link- Bupycsl. OBJ u LIB Bupycsbi.

. Anroput™ paboThl PaifJIOBBIX BUPYCOB.

OTnuuuTenbHBIE YEPTHI 3arPy30YHBIX BUPYCOB.

. AJropuTM paboThI 3arpy304HBIX BUPYCOB.

. AKTyalbHOCTb 3arpy304HbBIX BUPYCOB.

OnacHOCTb 3arpy304HOrO BHpyca.

Maxkpo-Bupyc kak oco0as pa3HOBHIHOCTh BUpYcCa.

AAroput™ paboThl MaKpO- BUPYCOB.

. OTInuuTenpHbIe YepThl MOTUMOP(HBIX BUPYCOB.

VYpoBHH oTUMOpPu3Ma.

[Tomumopdu3m Makpo- BUPYCOB.

OTnruuTenbHbIe 0COOEHHOCTH CTEJIC BUPYCOB.

CriocoObl MACKHPOBKHU CTEJIC-BUPYCOB.

Crenc - alropuT™ B Makpo- BUPYCOB.

. OTIUYUTENbHBIC YEPTHI CETEBBIX BUPYCOB- “UepBE’ .
CrniocoObl MPOHUKHOBEHUS CETEBOTO BUPYCa B KOMITBIOTEPHYIO CUCTEMY
AJropuTM paboThl CETEBBIX BUPYCOB.

OTnu4ruTeNnbHBIC YEPThI PA3THYHBIX THIIOB TPOSHCKUX KOHEH.
Knaccudumupyiite TpossHCKHE KOHH.

[TouToBBIE TPOSHCKHE TPOTPAMMBI.

YTUauThI yaajaeHHOTo ypaBieHus: koMmmbioTepoM (backdoor).
AAroput™ paboThI 3aXBATYUKOB.

OcHOBHbIE TPUYUHBI PACTIPOCTPAHEHHOCTH TPOSHCKUX MPOTPaMM.
IIporpaMMHBIE 3aKJIaIKH.

Mogzenu Bo3eHCTBUS TPOrPaMMHBIX 3aKJIaJJOK Ha KOMITBIOTED.
JleCTpyKTUBHBIE AEUCTBUS IPOrPAMMHBIX 3aKJIa0K.

. CiocoObI MpOTUBOIEHCTBHS KOMITBIOTEPHBIM BUPYyCaM.
O06e3BpexUBaHUE U yaJeHUE U3BECTHOTO BUPYCa.

CriocoOn1 0OHaApYKEHHS U YIaJIeHUsI HEM3BECTHOTO BHpYcCa.
OOHapyskeHHe Pe3UIEHTHOTO BUpYyCa.

Oo6napyxenne Windows-BUpycoB.

Oo6HapysxeHue (hailIoBoro BUpyca.

OO6HapyxeHre MaKpo-BUpyca.

MeTonp! 3aIUTHI OT KJIABUATYPHBIX IIITAOHOB.

Mepsl IPOTUBOAECHCTBYUS IPOrpaMMaM HIITUOHAM.

AHTUBUPYCHBIEC IPOIPaMMBI. THIIBI aHTUBUPYCOB.

Meroauka UCIIONb30BaHUS AaHTUBUPYCHBIX IIPOrPamMM.

ITpodunakruka 3apaxeHus: Komnbiorepa. OCHOBHBIE MPaBUJIA 3AIIUTHL.
[Tpo6iema 3amUThl OT MAaKpO-BHPYCOB.

[TpodunakTuka BUPYCHOTO 3apaKEHUsI M YMEHBIICHHUE TIPEAToaraeMoro yuiepoa.
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47. BoccTaHOBJICHUE TTOPAKEHHBIX OOBEKTOB.

48. 3amura OT NPOrpaMMHBIX 3aKIaJ0K.

49. PeTUHT aHTUBUPYCHBIX IPOTPAMMHBIX CpencTB. IIporHo3sl.
50. TpeboBaHMS K aHTUBHPYCHBIM IMPOTPAMMAM.

Tunosble 3aganusa 1 3adera (IIK-3)

OmnpeneneHre KOMIIBIOTEPHOTO BUpPYCa.
Ilepeuncnure BUABI HHCANWIEPOB.
Anroput™ paboThl MaKpO- BUPYCOB.
[TouTOBBIE TPOSIHCKUE TPOTPAMMBbI

[Ipodunakruka 3apaxkenus koMibioTepa. OCHOBHBIC MTPABUIIA 3AIUTHI.
OTnruuTensHbIe 0COOEHHOCTH JETCKUX Opay3epoB.
MeTonp! 6JI0KHPOBAHUS HEKENATEIHPHOTO KOHTEHTA.

XN R DD =

HOpuanueckre MexaHU3Mbl HeKeIaTeIbHOrO KOHTEHTA.

9.  HapexHbie TOProBbI€ MIAT(HOPMEL.

10. TTonsTue kubepOOyILTUHTA.

11. MeTonbl mpOTUBOACUCTBUS (DUIITHHTY.

12. Knaccuduxaiust aHTUBUPYCHBIX IPOTPAMMHBIX PEIICHHM.

13. Tunsl UHTEPHET-3aBUCUMOCTH IS PA3IIMYHBIX TPYII ITOJIH30BATENICH.
14. MeToasl 60pb0ObI C MAHUITYIISITOPAMH.

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTeCTALMKI

Ouerka T — Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKA3aTeNn
TOCTHKEHHMSI pe3ynbTaTa)

I1K-3 Ha BpIcOKOM ypOBHE BIaJ€eT METOAAMH  3allUTHI TPOTPaMM M

«3a4TEHO» JTaHHBIX oT IMOCTOPOHHETO BO3IEHUCTBUSI. Cnocoben

(50 - 100 6amnos) aJIMHHHCTPUPOBATh CPEACTBA 3aIlMTHl TPOrpaMM U  JaHHBIX
MPUKJIATHOTO W CH-CTEMHOTO ITPOTrPaAaMMHOTO 00eC-TICUCHHS.

[IK-3 He Bmameer Meromamu 3alU-Thl TMPOTPAaMM M JIaHHBIX OT

«HE 3a4TCHO» MO-CTOPOHHETO BoO3JeHCcTBUSA. He cnocobeH aaMHHHUCTPHPO-BATH

(0 - 49 6anon) CpencTBa 3alllUTHl NOpO-TpaMM U JTAHHBIX MIPUKIJIIATHOTO |

CHUCTEMHOTO MPOrPaMMHOTO 00ECIICUCHHSI.

5. MeTonnueckue ykazaHusi AJsl 00y4al0IUXCS 10 OCBOCHUIO M CHUILTHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aAIlUN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIIUXCSI:

[Mpuctynas K W3y4eHUIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMmcsi HEOOXOAMMO O3HAKOMHUTHCS
comepxaHueMm paboueil mporpammbl nuciuiumHabl (PIT[]), xotopas ompezaenser copepxaHue, o0beMm, a
TaKKe MOPSAIOK U3YUCHHSI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT pa3zeibl «O0beM U collepikaHue AUCIUTITMHBD),
«YuebHo-MeTonnyeckoe U nHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHBD U «MaTtepruaabHO-TEXHUYECKOe
obecrieueHre JUCITUTUIMHBI, TpOrpaMMHOE obecreueHue, MpodeccCuoHaIbHbIC Oa3bl TaHHBIX U
MH(OPMAIIMOHHBIE CTIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00bEM B aKaJIeMUYECKHX Yacax.

B pasgene «YdeOHo-meTomumueckoe U HH(POpMaLMOHHOE oOecledueHrne AMCHUIUIMHBDY — yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJIi OCBOCHHUS
JTUCIUIUTAHBL.

5.2 PexomeHmanuu o0y4aromuMces 1mo paboTe ¢ TEOPETHICCKUMH MaTepruaIaMu 10 TUCIUTIINHE
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[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 Nnpe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JONOJHHUTh €ro C Y4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIpPU CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKONW TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PIT/] ucrounuku, npoeccuoHanbHbie 0a3bl JAHHBIX U HHPOPMALIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSTEIILHOW pabOTHI, 10 TeME MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpenacts (POC).
5.3 Pexomennamuu 1o pabore ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOMOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TJIaBHOM (OPMON CaMOCTOSTEIbHOU
paboTel U HeoOXoAMMa MpPU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAeT NMPOpPabOTKy JIEKIIMOHHOTO Marepuaja U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH coaepxarb pedepaTruBHy 0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha pasMemieHHblie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpPbI IO
TeMaM, BBIBOJIBI MO KaXKIOMY Bompocy. KOHCIEKT MOXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MPE3CHTAIMI JIEKIMI WKW B OTAEIBbHOW TeTpamu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHUAM JOJDKHBI COAEPKATh
OTBEThl HAa KaXXIbli TMOCTaBIEHHBIH B TEME BOIPOC, MUMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U Trofla M3JaHMsl HMCHOJIb3yeMOIl Hay4yHOH JHUTepaTyphl.
Koncriekt MoOXeT OBbITh OMOPHBIM (COIEP)KATh JIMIIbL OCHOBHBIE KIIIOUYEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIOIIMM JaTh TOJHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISIETCS CAMUM CTYIEHTOM.

B nporiecce paGoThl ¢ OCHOBHOM M JJONIOJHUTENBHOM JTUTEPATypPON CTYACHT MOXKET:

- JenaTh 3allUCU IO XOIy YTEHHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IiaHa (co3gaBaTh IEpedYeHb
OCHOBHBIX BOIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJIATHh TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd MM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTbH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOIIPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1allnM 110 TOATOTOBKE K OTJEIbHBIM 33JJaHUSM TEKYILEro KOHTPOJIS

ColecenoBaHue TpeAnonaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH IO BOIPOCaM
MPAKTUYECKOTO 3aHATUS C IENbl0 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
paszmeny, Teme, mpoOieme M T.II. Bce uieHBl Tpynmbsl MOTYT y4YacTBOBaTb B OOCYXKICHHH, 100aBIATH
MH(POPMALIUIO, TUCKYTUPOBATh, 33/1aBaTh BOIPOCH! U T.1.

VYCTHBIE ONPOC MOXKET TPUMEHATHCS B pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHBII. OCHOBHBIE KaUu€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBUJIBHOCTH OTBETA 110 COIEPIKAHHUIO;

- IOJIHOTA U TUTyOMHA OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0’KEHUSI MaTepuana;

- PallMOHAIBLHOCTH MCTIOIB30BAHHBIX IIPUEMOB U CIIOCOOOB pEILIeHNs TOCTABICHHOM yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- HCTIOJIb30BaHUE JOTMOJHUTEIBHOIO MAaTEpUaa;

- pPalMOHAJIBLHOCTb UCIIOJIB30BAaHUS BPEMEHH, OTBEJICHHOIO Ha 3a/1aHNE.

YCTHBIM ONPOC MOXKET COMPOBOXKAATHCS MPE3ECHTALNUEH, KOTOpas MOATOTABIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUUECKOro 3aHATHs. [Ipy BBICTYIUIEHHH C Mpe3eHTaluell HeoOXxonuMo oOpaIiaTe BHUMaHKUE
Ha TaKM€ MOMEHTHI KaK:
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- cofep)KaHUE MPE3CHTAlMN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBAaHUAM (IIETTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKAHHUS M JUTEPaTyphl), MPaKTHYECKash HAlpaBIE€HHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTb MPE3CHTYEMOT0 MaTrepuara;

- odopmiieHHE TMpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIWYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE HU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHE
OTBETHUTbH Ha BOIPOCHI, CHCTEMATU3UPOBAHHBIE, TITyOOKHE 1 TIOJIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBI:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasa, pacKpblTHE TEeMbl, JOCTYIHOCTb
m3noxkeHus, dPdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS  JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH AJIsS BBIONHEHUS 3a/ad CcBoed MpodeccHoHANbHOW WU yueOHOU
JeSTeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apTyMEHTHUPOBATh CBOM 3aKJIIOYCHUS,
BEIBO/IBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecriedeHre JUCHMIITHHbI

6.1 OcHoBHas UTEpaTypa:

1. Tam6. roc. yH-T um. I.P. JlepxkaBuna OrnieHKa TpaHUIl U CTETICHU W30JMPOBAHHOCTH 3aIUIIEHHBIX CPE.l
aHTUBHUPYCOB. - [TamO0B]: [b.1.], 2012. - 1 amekrpoHn. ont. guck (CD-ROM)

2. Jlomarun J1. B. 3amura oT BpeIOHOCHBIX ITPOTPaMM : JJIEKTPOH. yuel. mocodue. - Tam60B: [b.u.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6.2 JlonosHUTENBHAS TUTEpPATYpA:

1. Jlomarun J1.B., Kanununa FO.B. be3omacupie nH()OpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

2. Jlonarun J[.B. 3amuTa KOMIOBIOTEPHBIX CUCTEM OT JECTPYKTHUBHBIX MPOTrpaMMm : Y4eb.-MeTo. mocobue. -
Tamo6o0B: U3n-Bo TT'Y, 2005. - 158 c.

3. 3ammrTa KOMITBIOTEPHBIX CHCTEM OT JAECTPYKTHUBHBIX IpOrpamm : y4eO.-MeToi. KoMIuiekc, biok 1:
AHTHBHpYCHOE TporpamMmHoe obecrieuenue. - [Tam6oB]: U3n-so TI'Y, [200. - 1 37eKTpOH. ONT. TUCK
(CD-ROM).

6.3 VlHble UCTOYHUKMU:

1. ®enepanpubiii moptan «Poccuiickoe oopa3zoBanue» - http://www.edu.ru/

2. @enepanbHas ciryx0a 1o HaaA30py B cepe oOpa3oBaHus U Hayku - http://obrnadzor.gov.ru
3. [Mopran «['ymanuTaproe oOpazoBanuey - http://www.humanities.edu.ru/

4. @enepanpHoe xpaHwmmnie «EnuHas koyuteknus 1HQPOBBIX 00pa3oBaTeNbHBIX pPECypcoB» -
http://school-collection.edu.ru/

5. Kypnan «Bomnpocs! o0pa3oBanus» - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue U CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIE 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

Jlis  mpoBeneHUs 3aHATHA TO IUCIHUIUIMHE HEOOXOMUMO CIIeAYIoIIee MaTepualbHO-TEXHUIECKOe
obecriedyeHne: y4yeOHbIE ayqUTOPHM JJis TMPOBEICHUS 3aHITHIA JIGKIIMOHHOTO M CEMHUHApPCKOTO THIIA,
IPYNIOBBIX W WHIWBHUIYaJIbHBIX KOHCYJIBTALUW, TEKYHIEr0 KOHTPOJII M TMPOMEXYTOUYHOM arTrecTaluw,
MTOMETIEHUS JITIS1 CAMOCTOSITENILHOW PabOTHI.

Y4eOHbIe ayTUTOPUH U MIOMEIIEHUS JJIsi CAMOCTOSTENIbHON paOOThl YKOMIUIEKTOBAHBI CIICITUATA3HPOBAHHON
MeOeIbI0 U TEXHUYECKUMHU CPEJICTBAMU OOYUYCHHSI, CITYXKAIIUMHU IS IPEICTaBICHUS Y4eOHO! HHpOopMAaIiu
OO0JIBIIION ayTUTOPHH.
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[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpAUd (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JIuneH3noHHOE U CBOOOIHO pacHpOCTpaHsIeMOe MPOrpaMMHOE 00ecTiedYeHHE:

Kaspersky Endpoint Security mist 6usneca - CranpaptHeiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Omneparmonnas cuctema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccronanbhsrii mioc 2007

ITpodeccronanbhbie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1.  VYuuBepcuterckas OuONMOTEKa  OHJIAHH:  DJIEKTPOHHO-OMONMMOoTeuHas  cuctema. —  URL:
https://biblioclub.ru
2. KoucynpranT cryneHTa. ['yMaHWTapHble HayKd: OSJEKTpPOHHO-OMOmuoreunas cucrema. — URL:

https://www.studentlibrary.ru

3. Hayunas snexrponnas 6ubnuoreka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccuiickas rocynapctBenHas oubnaunoreka. — URL: https://www.rsl.ru

5. Poccuiickas HarmoHanpHas onbamoreka. — URL: http://nlr.ru

6. [Ipe3unentckas oubnuoreka nmenu b.H. Enpriuaa. — URL: https://www.prlib.ru

7. Hayunas osnektpoHHass OubOnmoreka Poccuiickoit akamemun — ecrectBozHanuia. —  URL:
https://www.monographies.ru

8. DnexrponHas 6mbmuorexka PODU. — URL: https://www.rfbr.ru/rfti/ru/library

DyIeKTpPOHHAs HH(POPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnogaBarensi M CTyAE€HTa B Iporecce OOy4YeHHs] OCYIIECTBISETCS MOCPEACTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOIb3yEMbIX B
AIIEKTPOHHON MH(POPMAIIMOHHO-00pa30BaTeIbHOM Cpelle YHUBEPCUTETA.



