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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[IK-3 CrnocobeH aaMHUHUCTPUPOBATH CPEACTBA 3aIIUTHl WH(OpPMAIMU TMPUKIATHOTO W CHCTEMHOTO
MIPOTPaMMHOTO 00ECTICUEHUS

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OO€eClleYeHHEM 3allUINEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-3 Cnocoben Ha ocHOBe COBpEeMEHHBIX TEXHOJOTUHA OOECIICUCHHI
aJIMUHHCTPUPOBATh nHGOPMAIIMOHHON  0E30IIaCHOCTH  aJAMUHHUCTPUPYET
CpeACTBa 3aLIUTHI CpencTBa  3amMTHl  MHGOPMALMHM  IPUKIATHOTO U
nHGOpPMaIK IPUKIIAJHOIO |CUCTEMHOIO IPOrpaMMHOIO oOecredeHus Ui

A CUCTEMHOIO
MIPOrpPaMMHOTO
o0ecrieueHust

obecrieueHusT 6€30MaCHOCTH MPOTPaAMM U JAHHBIX

1.5 CornacoBanue MEXAUCITUIUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-3 CnocobeH aaMUHUCTPUPOBATH CPENCTBA 3alUThl MH()OpPMAIMU MPUKIATHOTO U
CUCTEMHOTI'0 MPOTrpaMMHOT0 o0ecIedeHus

Ne
n/m

HanmenoBanmue
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma
oOyueHwMst

Ounas
(cemectp)

2161718

1 |3ammTa mporpamMm u
JTAHHBIX

+

2 |1306paHHbIe BOIPOCHI
MHPOPMALIIOHHON
Oe3omacHOCTU

3 |[Ipepnunnomuas
MpaKTHKA

4|CoBpeMecHHBIC
TEXHOJIOTUH
obecrieueHUs
nH()OPMAITMOHHON
0e30IacHOCTH

5| TeopeTuueckue
OCHOBBI 3aIIHUTHI
uHpopMaIru Ha
AHTJIMMCKOM SI3bIKE




2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

JucuuminHa «TeopeTnyeckue OCHOBBI 3aIIUTHl MH(MOPMAIMM» OTHOCUTCS K YacTH, (OpMHpyeMOH
yYaCTHHKaMU 00pa3oBaTeIbHbIX OTHOWIEHUH, ydyeOHoro rutana OIl mo nHampasnenuto noarorosku 10.03.01
- Undpopmannonnas 6€300acHOCTb.

Jucuunnuna « TeopeTuyeckre 0CHOBBI 3alIUTHl HHPOPMAIIUI U3ydaeTcsi B 2 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCIUILUIMHEL: 2 3.€.

Ounas: 2 3.e.
Bun yueOHo# paboThI (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHUILIHHBI 72
KonrakTHas pabora 48
Jlexmmm (Jlextmm) 16
JlaGoparopnsie (J1ab. pab.) 32
CamocrostensHas padota (CP) 24
3auer -

3.2.ConepxaHue Kypca:

No Haspanue Bun yuebnoit | dopmel TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
ouu | .
pao.
O]l0|O
2 ceMecTp
1 OCHOBHBIE IOHATUS TectupoBanue
Teopuu
HHqI))opMauHOHHoﬁ 2045
0€30IacHOCTH.
2 WNudopmanus kax 216 | a TectupoBanue
OOBEKT 3aIlUTHI.
3 locynapcrBenHas CobecenoBanue
MOJTUTHKA
MH(POPMALTMOHHON
0€30IacHOCTH.
Konnenmus 2 4 3
KOMIUIEKCHOTO
obecrieyeHus
MH(POPMALTMOHHON
0€30IacHOCTH.
4 Yrpo3sl TecTtupoBaHue
nH(pOpMAITMOHHOM 3 51 4
0€30IMacHOCTH.
5 ITonutuka u moxenu >l a3 TectupoBanue
0€30IacHOCTH.




6 Nudopmanmonnsie Brimosnnenue
BOWHBI U 3 5 4 MPAKTUYECKUX
nH(OPMAITMOHHOE 3a1aHUI
MIPOTUBOOOPCTBO.

7 00630p Brimonnenue
MEXTyHapOIHBIX MPAKTHYECKUX
CTaH/IapTOB 2 4 3 3aJJaHuN
MH(POPMALTMOHHON
0€30IacHOCTH.

Tema 1. OcHOBHbIE MOHATHS Teopuu MH(popManuoHHoi 6e3onacHocTH. (ITK-3)
Jlekumus.

[IpeameTHas ob6nacTh Teopun HMHPOpPMAIMOHHOW Oe3omacHoCcTH. CHcTeMaTu3alusl TOHITHH B 00JIacTH
nHpopmarmoHHoi Oe3zonmacHOCTH. OCHOBHBIE TEPMHHBI W OIPEACIICHUS TPABOBLIX TMOHATHH B cdepe
MH()OPMAITMOHHBIX OTHOMIEHWH H 3amuThl uHbopManuu. [loHATHS TpenMeTHOW obnactu «3ammTa
nHpopmarumy». OCHOBHBIC TPHUHIMIIBI CUCTEM 3alIUTHl 37AaHWN. KOHIENus KOMILJIEKCHOW 3aIlluThI
nHpopmaruu. 3anaun 3ammTel HHGOopMaru. CpencTBa peaau3aii KOMIUICKCHOH 3alTuThl HHPOpMaIny.

JlaGopaTopHbie padoThbI.
1. Uadopmarus:
a) naopManus, noxydeHHas uz CMU;
0) TOIBKO JOKYMEHTHPOBAHHBIE CBEICHUS O JTUIaX, IpeaMeTax, pakTax, COOBITHIX;

B) CBEJIEHUS O JINIIAX, IpeaMeTax, hakTax, COOBITUSX, SIBICHHUIX U MPOIECCaX HE3aBUCUMO OT (hOPMBI UX
MIPEICTABIICHUS;

T') TOJIBKO WH(MOPMAIIH, COACPIKAIIAsACS B JICKTPOHHBIX 0a3aX TaHHBIX.

2. Nadopmarus

a) HE CcUYe3aeT MPU yHoTPeOJICHNH;

0) CTAaHOBHTCSI TOCTYITHOM, €CJIM OHA COICPKUTCS HA MaTepUATIBHOM HOCHUTEIIE,
B) MOJIJICIKUT TOJBKO «MOPAIILHOMY U3HOCY»;

T') XapaKTepHU3yeTCsl BCEMU MePEUHCICHHBIMU CBOMCTBAMH.

3. Undopmanus, 3adpukcupoBaHHas HA MaTEpPUATLHOM HOCHUTENE, C PEKBU3UTaMHU, MO3BOJIIOIINMU €€
UACHTU(PUIIMPOBATH, HA3BIBAETCS:

a) HaJIC)KHBIH;

0) koH(pHIEHITNATHHBIN;

B) JOKYMEHTUPOBAHHBIE;

I') KOMMepuecKasl TalHa.

4. ndopManinOHHO-TEIIEKOMMYHHUKAITMOHHAS CETh — 3TO:

a) TCXHOJIOTMYCCKas CUCTCMA, IMTPECAHA3ZHAUCHHA JI NCpCaavIn I/IH(I)OpMaI_II/II/I I10 JIMHUAM CBA3U, JOCTYII K
KOTOpOI71 OCYHICCTBIIACTCA C UCIIOJIB30BAHHUEM BBIYHMCIIMTEILHOM TCXHUKU,

0) TexHOJIOTHYECKast CUCTEMA, NpeTHa3HaYCHHAs IS TIepelauyl 1o ceTu MIHTepHeT, 10CTy K KOTOpOr
OCYILECTBIIAECTCS C UCIOIb30BAHUEM KOMIIBIOTEPHBIX TEXHOJIOTUH;

B) TEXHOJIOTHYECKAs CCTeMa, TIPpeHa3HAuYeHHAs IS Tiepeaadl HH(pOpMaIuy 1o JTOKAILHOM CeTH, TOCTYI K
KOTOPOU OCYIIECTBIISIETCS] C TOMOIIBI0 KOMIIBIOTEPHOM TEXHUKH.

5. octyn k uH(opManmu:

a) BO3MOYKHOCTbD TTOJTyYeHUST HH(OPMAIIHIH;

0) BO3MOXKHOCTb MOTY4EHUSI HH(POPMAIMH U €€ UCTIONb30BaHMS;

B) BO3MOXHOCTD IOJTy4eHUs1 HHGOPMAIMH U €€ PaCcIIpOCTPaHEHUSI.

6. IlpenocraBnenue nHpoOpMaLUU — 3TO JeHCTBUE, HANIPABICHHOE Ha!

a) Mmoxy4yaTh HHGOPMAIIMIO OT ONPEICTICHHOTO KpyTa JIUIT,

0) nony4aTts HH(GOPMALIHIO PYKOBOJUTEIIEM U TepeiaBaTh HHPOPMAIUIO ONIPEACTICHHOMY KPYTY JIHUII;

B) MOJTy4arh HH(OPMALUIO OT OMPEAEIEHHOTO KpyTa JIUL WX NepeaaBaTh HH()OpMaLKio ONpeaesIeHHOMY
KpyTy JIULI.



7. UadopmaronHast 6€30MacHOCTb — 3TO:

a) 3anuTa HHGOPMAIMK U 00ecTieunBaronielt HHOPACTPYKTYPHI OT CIyYaWHBIX WIIH MMPEAHAMEPEHHBIX
BO3JICHCTBHI MPUPOTHOTO WM CITYUYaHOTO XapaKTepa, KOTOPhIE MOTYT MPUYHUHUTH HEITPUEMIIEMBIN yIIIepO
cyObekTaM HH(OPMAIIMOHHBIX OTHOIICHU, B TOM YHCJIE BIIaJebliaM U MOJIb30BaTeIsIM HHPOPMALIUU U
obecrnieunBaroIieil ”HPPACTPYKTYpPHI;

0) 3alIUIIEHHOCTh MPOTPAaMMHBIX MPOTYKTOB KOMIIAHUU OT CIIy4alHbIX WJIH MpeIHaMEPEHHbIX
BO3JICMCTBHI €CTECTBEHHOTO WJIM CIIy4YaHOTO XapakTepa;

B) 3alIUILIEHHOCTh MH(POPMALIUHU, TUPKYIUPYIOLIEH B CETH, OT CIIyYalHbIX WM MPEIHAMEPEHHBIX
BO3JICHICTBHI €CTECTBEHHOTO WJIM CIIy4YaHOTO XapaKTepa.

8. NudopmarmonHas 6€30macHOCTh — ATO 3alIUTa HHPOPMAIIUHU:
a) OT pa3MIallleHHs], UCKaXXCHHUSI, yTPaThl;

0) OT pa3mialeHus, UICKaKEHUs!, yTPaThl UJIM CHUXKEHUS CTETIEHU JOCTYMHOCTH HHGOpMAINH, a PaBHO €€
HE3aKOHHOTO THPaXUPOBAHUS;

B) OT Mepeayul TPETHUM JIUIaM, UCKKEHHSI 1 HE3aKOHHOTO HCIIOJIh30BaHUSI.
9. ¥rpoza — 310:
a) BO3MOYKHOCTb HapyIIeHUs HHPOPMAITMOHHOW 0€30MMacCHOCTH ONPeIeICHHBIM 00pa3oMm;

6) CUCTCMaA MMPOrpaMMHO-A3bIKOBBIX OPTaHU3AIUOHHO-TCXHUYCCKUX CPCACTB, MPCAHA3HAYCHHBIX JJI
HAKOIINIICHHUA U KOJUJICKTUBHOI'O UCIIOJIb30BaHUA JAHHBIX,

B) MPOLIECC OIPEENICHHSI COOTBETCTBYET TEKYILIEMY COCTOSIHUIO Pa3paboTKH TpeOOBAHUSAM JIaHHOTO 3Tara.
10. DddexTuBHas 3amuTa HHGOPMAITUH BOZMOXKHA:

a) TOJIBKO Ha OCHOBE KOMIUIEKCHOTO MCIIOJIb30BAHUS BCEX U3BECTHBIX METO/IOB M MOJXOA0B K PELICHUIO
JTaHHOU MPOOIEMBI;

T') TOJIBKO IIPU UCTIOJIb30BAaHUM CEPTUGHUIIMPOBAHHBIX CPEICTB 3aLUTH MH()OpMAIIUH;
1) TOJIBKO TIPH UCTIONh30BAaHUN TEXHUYECKUX CPEICTB 3alIUThI HH(OpManumy;
e) Bce oTBeTHI paBUIIBHEIE.
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
[Tokasarp CBsI3b MEXKAY YPOBHEM pa3BUTHsI OOILIECTBA U TEXHOJIIOTUSMH 3aIUTH HH(POPMAITHH.
B kakux HampaBJICHHUSAX B HACTOSIIIEE BPEMSI pa3BUBACTCS TEOPHs HH(POPMAIIMOHHOM Oe30macHOCTH?
KakoB BKJ1a1 pOCCUICKUX YUCHBIX B TEOPUIO HHPOPMALIMOHHOM O€3011acHOCTH?
C 4eM CBsI3aH MOBBIIICHHBI HHTEPEC K MPpodiieMaM HHPOPMALIMOHHOW Oe301macHOCTH?

B yem omnuns popmanibHOrO ¥ He(hopMaNTbHOTO MOAXOI0B K MpodieMaM HHPOPMALMOHHOM
Oe3omacHocTH?

B 4YCM, Ha Ball B3TTIA A, OCHOBHBIC TPYAHOCTHU
obecreueHus HH(bOpMaHI/IOHHOI}'I 0e30IaCHOCTH B HaCTOAIICC BperI?

Yro Takoe nHpopmarmonHas cuctema? TerekoMMyHUKAIIMOHHAs cucTeMa? ABTOMaTHU3HMpPOBAaHHAS
cucrema?

Kakue cymiecTByIOT paBOBbIC KOHLETIIIUH B 00IaCTH 3alUThl MH(OopMarmn?

UYro taxoe 3amura nadopmanuu? MapopmarrionHas 6€30macHOCTb?

JlaiiTe XapaKTepUCTHKY TOHSATHSM, CBSI3aHHBIM C OpraHU3alluel 3alUThl HH(OPMALIHH.
KakoBBI OCHOBHBIE TPUHIIUTIBI TIOCTPOSHUS CUCTEM 3alUThI HH(MOpMAaIn?

Yro Takoe KOMIUIEKCHBIHN 1MOIX0/] K MH(OpMaIIMOHHOH Oe30macHoCTH?

KakoBBI OCHOBHBIE 33a/1a4¥ 3aUThl HHQOpMarin?

Jlokaxute, YTO MPUBEIEHHBIN BbIIIE HAOOP (DYHKLNH 3aIUTHI SBJISETCS TOJHBIM.

KakoBa B3auMOCBSI3b MEXAY PA3IUYHBIMU CpeCTBAMU 3alUThl HHGopManuu? EcTh mu cpeau HUX
MIPUOPUTETHBIE?

KakoBbI 0OCHOBHBIE CPEICTBA peaTn3alii KOMIUIEKCHOM CHUCTEMBI 3aIllUThl HH(OpMauu?
KakoBbI MOpaIbHO-3THYECKHE CPEACTBA 3AIIUTHI HHPOPMAITUH?

JlokazaTrb He0OXOMMOCTh COUETAaHUS PA3INYHBIX CpeACTB 3amuThl nHpopMaruu. 20. [IpuBenure npumepsl
dbopManbHBIX U He(hOPMaJIbHBIX CPEACTB 3aIUTHI?



Yro Takoe HeHTpbl HHPOPMAITMOHHON 0€30IaCHOCTH U KaKOBa UX POJIb B PA3BUTHU TEOPHU U MPAKTHKH
MH(POPMALMOHHOM Oe30macHOCTH?

Tema 2. Undpopmanus kak o0bekT 3amuThl. (ITK-3)
Jlekumus.

[Tonsitne nHOpMaIu Kak 00bEKTa 3aIUThL. YPOBHH NpescTaBieHuss nHhopmari. OCHOBHBIC CBOHCTBA
samumaeMor uHpopmaruu. Bumel u dopmbl momaun uHopmanmu. HubopmarmoHHbIe pecypchl.
Crpykrypa u mkayia neHHocTH uHbopmanuu. Knaccudukarus nHGOpMannoHHBIX pecypcoB. [IpaBoBoii
peXHUM HH(DOPMALITMOHHBIX PECYPCOB.

JlaGopaTopHbie padoThbI.

1. JIoKyMEHTBI 1 MAaCCHBBI IOKYMEHTOB B MH()OPMAIIMOHHBIX ccTeMax (OMOIMOTEeKH, apXHUBHI, (POH/IBI,
0aHKM JaHHBIX, NETIO3UTAPUH, My3€eiHbIEC (OHAOXPAHMWIHINA U JAP.):

a) HHPOPMALMOHHBIE PECYPCHI;

0) nHpOpPMAITMOHHBIC POTYKTHI;

B) MHPOPMAIIMOHHBIC MTEPCTICKTHUBHI.

2. HpopMaInmoHHBIE PECypCHI SBISFOTCS OJHUM U3 BUIOB COITMATEHO-DKOHOMHUECKHUX PECYPCOB:
a) JIeNoBbIe (PAKTOPHI;

0) pakTOpBI MPON3BOACTBA;

B) (paKTOpPbI AKTUBHOCTH.

3. YpoBeHb pa3Butus chepbl HHHOPMAIMOHHBIX YCIYT BO MHOTOM OMPEACISIET CTETICHb OJM30CTH K TAKOMY
OOIIEeCTBY:

a) nHdopmanus;

0) OTKPBITHIN;

B) 3aKPBITHIH.

4. IokyMeHTOO0OpOT — 3TO:

a) ABYMXXCHUC NOKYMCHTOB B OpraHHU3alliid C MOMCHTA UX CO3JaHHA WX MMOCTYIUICHUA A0 3aBEPIICHUA
HCIIOJIHCHUA HUJIN OTIIPAaBKH; +

0) BUJI TOCYIapCTBEHHOMN, MYHHUIIUTIAIBHOM, HAYYHON, KOMMEPUYECKONH U HEKOMMEPUYECKOM NeITeIbHOCTH;
B) 3TO CHUCTEMa CTaHAAPTOB /sl UH(pOpMaUU, OMOIHOTEKH U U3/1aTEILCKOTO Jea.

5. AyTeHTH(UKaIUS TO:

a) MEXaHM3M pa3rpPaHUYCHHsSI TOCTYIA K JAHHBIM U (PYHKIUSM CUCTEMBIL;

0) BO3MOXXHOCTh TPOBEPKH JIMYHOCTH TIOJIL30BATEIS; +

B) TIOUCK U MCCJICJOBAHHE MAaTeMAaTHIECKUX METOIOB MpeoOpa3zoBanusi HH(GOpMaLIUK.

6. B nndopmManimoHHbIx cuctemMax JOKYMEHTHpOBaHHas HHPOpPMAIUS [IPEICTABISAETCS B BUE:

a) (paiiel, ManKu, MacCUBbI, 0a3bl TAHHBIX, TIPOTPAMMBI;

0) 6a3pl JaHHBIX U TPOTPAMMHOE O0ECIICUCHHE;

B) (ailibl 1 0a3bl TaHHBIX.

7. UndopMalimoHHbIe pecypchl MOTYT OBITh:

a) OTKPBITBIN, 3aKPBITHIN;

0) OTKPBITHIN U OTPAaHUYCHHBIA JTOCTYIT,

B) OTPaHUYEHHBIN JOCTYTI.

8. YcTanaBnmBaeTCs peKUM 3alTUTH HHPOPMAIIHU:

a) B OTHOIICHUH CBEICHHI, OTHECEHHBIX K TOCYJapCTBEHHOM TailHe;

0) B OTHOIICHUH KOH(MUICHIIUATEHON WH(OPMAIIHH;

B) B OTHOIIIEHUY CBEJICHUH, COCTABISIONINX TOCYIaPCTBEHHYIO TaliHy, U IEPCOHAIBHBIX JaHHBIX.

9. Uto moayiexxuT 00s13aTeIbHOM cepTU(UKAITNH:

a) aBTOMaTHU3UPOBAHHBIE CHCTEMBI OPTaHOB TOCYAApCTBEHHOM BIacTH, 00padaThiBaroIIne
JOKYMEHTHUPOBAaHHYIO HH(OPMAIIHIO C OTPAaHMYEHHBIM JOCTYIIOM, & TAK)KE CPEJICTBA 3AIIUTHI 3TUX CHCTEM;
0) aBTOMaTH3MPOBAHHBIE CHCTEMBI OPTaHOB MECTHOTO CaMOYTIpaBJIeHUs, 00pabaThIBaroIIne
JOKYMEHTHUPOBAaHHYIO HH(POPMAIIHIO C OTPAaHMYEHHBIM JOCTYIIOM, & TAK)KE CPEJICTBA 3AIIHUTHI 3TUX CUCTEM;



B) aBTOMAaTHU3UPOBAaHHBIE CUCTEMBI, 00pabaThIBAIOIINE CBEICHHS, COCTABIISIIOIINE TOCYAaPCTBEHHYIO TalfHY.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

. Uto Takoe nH(popManys U KaKOBbl YPOBHHU €€ MPEICTABICHHS?

. [lepeuncriute OCHOBHBIE HOCUTENN, OCOOEHHOCTH UX UCIIOIB30BAaHUS U 3aIIUTHI.

. Kakue cBoiicTBa onpenenstor IeHHOCTh HHPOpMALUU?

. Kakue kputepun oieHKH IEHHOCTH MH(POPMAIIMK BBl MOXKETE MPEIT0KUTH?

. IlpuBeanTe MpUMEpHI PA3TUYHON 3aBUCUMOCTHU IICHHOCTH HH(POPMAIIUN OT BPEMEHHU.

. Uto moHumaercs nox nHGOPMAIMOHHBIMH pecypcaMu’?

. UTo He noImycKaeTcsi OTHOCUTH K MH(OpMAIUY C OTPAaHUYEHHBIM JJOCTYTIOM?

0 3 N L LN

. Kakue ectb cexpersi?

Tema 3. I'ocynapcTBeHHasi NOTUTHKA HHPOPMALMOHHOI Oe3onacHocTH. KoHIenuus KOMIIEKCHOTO
obecneyennst nHpopManMoHHOi 6e3onacHocTH. (ITK-3)

Jlexknus.

WNudopmanmonnas 6e30MacCHOCTh M €€ MECTO B CHCTEME HaIlMOHAIbHOW Oe3omacHoctu Poccuiickoit
®eneparu. Opranbsl HHQOPMAIIMOHHON 0E€30MacHOCTH W 3alUThl WHGOPMALUHU, UX (QYHKIUH U 33]a4H,
perynupyiomias 1esiTeIbHOCTb.

JlaGopaTopHbie padoThbI.
1. KakoBsI (hyHKITUU PyKOBOIUTENCH IPEANPUITUN B OpraHU3AINH 3aIIUTHl HHpopManun?
2. KakxoBsl ocHOBHBIE (hyHKIIMH DCTIK?
3. KakoBsl ocHoBHBIE (yHKIIMH DCB?
4. KaxoBbI OCHOBHBIE ()YHKITUH MEKBEIOMCTBEHHON KOMUCCHUN?
5. KakoBsl ocHoBHBIE pyHKIIMU CoBeta bezomacnoctu Poccuiickoit @enepanuu?

6. KT0 HEceT 0TBETCTBEHHOCTH 32 MCIIOJIb30BaHNE HECEPTU(PUIIMPOBAHHBIX CPEJICTB 3aLIUTHl HHPOPMAIIH
B aBTOMAaTH3UPOBAaHHBIX CHCTEMaX?

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. KakoBo MecTo HH(POPMAIIMOHHOW O€30MaCHOCTH B CUCTEME HallMOHAILHOH Oe3omacHocT Poccuiickoit
®enepauuun?
2. ChopmynupoBaTh OCHOBHBIE MONIOKeHUs1 JIOKTpuHBI HH(MOpMAIMOHHOH O6e3onmacHocTH Poccuiickoit
denepauuu.
3. KakoBbI OCHOBHBIE 337a41 3aIIUTHI HH(pOpMALIUN?
4. KakoBa CTpyKTypa rocyaapCTBEHHOM CUCTEMBI 3alIUThl HHGOpMAIIH?
5. KT0 HeceT OTBETCTBEHHOCTD 3a HAPYLIEHUE PEXXUMA 3alUThl JaHHBIX?
6. [TokxazaTh posb pa3IMYHBIX MUHUCTEPCTB U BEJOMCTB B 3aIIUTE MHPOPMALIHH.

Tema 4. Yrpo3sl unpopmaunonHoii 6ezonacuoctu. (IK-3)
Jlekumus.

AHnanmu3 ys3BuMocTel cucteMbl. Knaccudukamus yrpo3 uHbopmarmoHHon OeszonacHocTd. OCHOBHBIE
HamNpaBJIeHUs U CHOcOoO0bl peanuzauuu yrpo3. Hedopmanbnas monens Hapymurens. OueHka ysS3BUMOCTU
CUCTEMBI.

JlaboparopHbie padoThbI.
1. ITpu IpOEKTUPOBAHUH CHCTEMBI 3aIIUTHI HEOOXOIUMO:
a) OIPEJEIICHNE TIEPEYHS] yTPO3 U IOCTPOECHNE MOJIENIN HAPYIIUTES;
0) ompeneneHrne MPOrpaMMHO-aIIIAPAaTHRIX CPEICTB 3aITUTHI HHPOpMAIUH;
B) BBISIBIICHHE CEPTU(UIIMPOBAHHBIX CPEJCTB 3AIHUTHI M MTOCTPOCHUE MOJIEIIA HAPYIIIUTES.
2. AHanu3 ysa3BUMOCTEH SBIISICTCS 0053aTeIbHOM MPOIEAYPOil... .
. @) IPY aHaJIU3€ CPE/ICTB 3AIIUTHI HHPOPMAIUH;
0) npu cepruduKanuu 00beKTa HHHOPMATHU3AIIH;
B) IIPU OTPEACICHUHN MOJEIHN HAPYIIUTEIIS.
3. [Ipupoanasie yrpo3sl HHOOPMAITMOHHONW O€30MaCHOCTH BBI3BIBAIOTCS:
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a) IeSATEILHOCTh YEJIOBEKA;
0) ommoOku ipu nmpoektupoBanuu ACOMU, ee aieMeHTOB uiu pa3paboTke MPOrpaMMHOTO 0OECIICUCHUS;
B) TIOCIIEACTBHSI OOBEKTUBHBIX (DU3MUECKUX MPOIECCOB WU SBICHUN MTPUPOJIBI, HE 3aBUCIINX OT
YeIIOBEKa,;
T') KOPBICTHBIE YCTPEMJIICHUS 37I0YMBIIIIJICHHUKOB;
1) OITMOKY B JISHCTBHSIX MTEPCOHAA.
4. UckycCTBEHHBIE YTPO3bl HHPOPMAIIMOHHOM 0€30IIaCHOCTH, BhI3BAaHHBIE!
a) NeATEeIbHOCTh YEJIOBEKa,;
6) ommOku npu npoexkrupoanun ACOU, ee 3meMeHTOB WK pa3paboTke IPOrpaMMHOTO 0OECTIEUCHHUS;

B) MIOCJIEAACTBHSI OOBEKTUBHBIX (PU3MUECKHUX IMPOLECCOB WU SBICHUN MPUPOJIBI, HE 3aBUCAIINX OT
YeNl0BeKa;

I') KOPBICTHBIE YCTPEMJICHUS 3710YMBIIIJICHHUKOB;

1) OLIMOKH B ACUCTBUAX MEPCOHATIA.

5. K 0OCHOBHBIM HENpeaHAMEPEHHBIM UCKYCCTBEHHBIM yrpo3aM ACOU oTHocATCS:

a) pusuueckoe pa3pyiieHue CUCTEMBI B3PBIBOM, ITOJIKOTOM H T.IT.;

0) mepexBar OOKOBBIX 3JIEKTPOMArHUTHBIX, aKyCTUYECKUX U IPYTUX CPEACTB U3JIyUCHUS U JIMHUN CBS3H;
B) U3MEHEHHUE PEKUMOB PabOThl YyCTPOMCTB MM MPOTpaMm, 3a0aCTOBKa, Cab0Tax MepCcoHalla, yCTaHOBKA
MOIIHBIX aKTUBHBIX IIOMEX M T. II.,

I') YTeHHE OCTaTOYHOI MH(OpPMAIIUK U3 ONIEPATUBHOM MaMATH U C BHEUTHUX 3aIIOMHHAIOIINX YCTPOMCTB;

1) HelIpeTHaMEPEHHbIE IeHCTBUS, MPUBOIALINE K YACTUUHOMY WJIH MOJIHOMY OTKa3y CUCTEMBI HIIN
YHUUYTOXKEHHIO allapaTHbIX, IPOrPaMMHBIX, HHPOPMAIIMOHHBIX PECYPCOB CUCTEMBI.

6. K moctopoHHNM, HapymaromuM HHGOPMAITHOHHYIO 0€30MaCHOCTh, OTHOCSITCS:

a) IpeACTaBUTENIeH OpraHu3alnii, B3aUMOACHCTBYIOIIMX 110 BOIPOCaM 00ecIieueHus! )KU3HENEATeIbHOCTH
OpraHu3aIuy;

0) oOCITy>KUBAIOIIUI IIEPCOHAN TEXHUUECKOT0 000pyI0BaHUS;

B) TEXHUYECKUN MEPCOHAI, 00CITYKHBAIOIIUI 3/IaHUE;

T') OJIb30BATEIH;

1) COTPYAHHUKH CITYObI O€30TTaCHOCTH.

f) npeacraBuTENM KOHKYPHPYIOIIUX OPTaHU3AIIH.

) JIMIA, HAPYIIUBIINE IPOIYCKHOM PEKUM;

7. Kakas xareropus siBisieTcst HauboJiee pUCKOBaHHOM JIsI KOMIIAHUU C TOYKHU 3PEHUSI BO3MOXKHOTO
MOIIICHHUYECTBA U HapyIIeHu# Oe3omacHocTu?

a) COTPYIHMKH;
0) XaKephl;
B) 3JI0yMBIIIJIEHHUKU;
T') OAPATYUKH (JTUIIa, pabOTAIOIINE TIO JOTOBOPY ).
8. KTO B KOHEYHOM HTOTE HECET OTBETCTBEHHOCTH 32 00ECIICUCHIE CEKPETHOCTH U 3alUTHl JAHHBIX?
a) BIIAJEIbIbl JaHHBIX;
0) MoJIb30BaTEeIIN;
B) aIMUHHCTPATOPHI,
') PyKOBOJICTBO.
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. Ha mpuMepe HECKOBKUX Pa3IMYHBIX YTPO3 MOKA3aTh, YTO UX PeaTH3alls MPUBEACT K U3MEHEHUIO

OJTHOTO U3 OCHOBHBIX CBOMCTB 3amuiiaeMoii nHhopMaiuu (KOHPUACHIIUATbHOCTb, [IEI0CTHOCTD,
JIOCTYITHOCTb ).

2. IlpuBenute MpUMEPHI CUCTEM, TSI KOTOPBIX HAUOOJBIYIO yTPo3y 0€30MaCHOCTH MPEACTABISIET
HapyIieHne KOHPUIESHITNATLHOCTH HH()OpMAITUH.

3. Jlns kKakux cucteM (IpUBEIUTE MPUMEPDI) HanOoJIee ONacHO HapyIIeHHUE LET0CTHOCTH UHpopmanun?
4. B KakuxX CUCTeMax JOCTYIHOCTh WH(OPMALIMU CTOUT Ha MEPBOM MecTe?
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5. YeM OTIHMYAIOTCS MTOHATHUS «HApYyIIEHHE KOH(DUICHINATBHOCTH HHPOPMALIUNY, «HECAHKITMOHUPOBAHHBIH
JOCTYI K MHPOPMAIIUI», «yTeuKa HHPOpMAIII»?
6. OnpenenuTh nepedeHb OCHOBHBIX yrpo3 it AC, cocTosiiei 13 aBTOHOMHOTO KOMIIbIOTepa 0e3 10CTyma
K CETH, PACIIOJIOKEHHOTO B OIHOM U3 1aboparopuii By3a.

Tema 5. [Toautuka u moaesn 6ezonacHoctu. (IIK-3)
Jlekuus.

[Tomutuka Ge3omacHocTH. CyOBEeKTHO-OOBEKTHBIE MOJEIH pasTpaHUYCHHS JTOCTyHa. AKCHOMBI TIOJUTUKH
6e3onacHOCTH. [loTUTHKKM 1 MOJIETTH TUCKPEIMOHHOTO J0CTyma. CHCTEeMBbI KOHTPOJIS IOCTYyTa MO MapoJIo.
[Tomutrka m Momenu oOs3areapbHOTO noctyna. MHbopMamnoHHO-TeopeTndeckne mozaenu. [lomutuku u
MOJIENTM TEMATHYECKOTO pa3rpaHUYeHUs JocTyna. PojeBas Moienb 6€301acHOCTH.

JlaGopaTopHbie padoThbI.

1) Ilpu aBTOpU30BaHHOM MOIUTHKE O€30MaCHOCTH (HOPMHUPYETCS HAOOP METOK C OJMHAKOBBHIMHU
3HAUCHUSIMHU:

a) 00J1IacTh paBHON KPUTUYHOCTH;
b) 30Ha paBHOTO JOCTYTIA;
B) YPOBEHb 0€3011aCHOCTH;
r) YpoBeHb JOCTYITHOCTH.

2) CreneHp 3alIMIICHHOCTH HH(POPMALIMU OT HEraTUBHOTO BO3/ICHCTBUS HAa HEE B YACTU HAPYLICHUS €€
($u3nUECKOi U JIOTUYECKOM [EJIOCTHOCTH WM HECAHKIIMOHUPOBAHHOTO MCTIONIb30BAaHHSI COCTABIISICT:

a) yA3BUMOCTb HH(OpMAIINH;

0) TOCTOBEPHOCTh UH(OPMAITUH;

B) HH(opMaIMoHHAast 6€30MIaCHOCTb;
r) nHpOpMaIMOHHAsT O€30MACHOCTb.

3) IIpoBepka MOUTMHHOCTH CYOBEKTa IO MPEIbSIBICHHOMY UM UACHTU(DUKATOPY I HPUHATHS PELICHUS O
IIPENOCTABICHUH MY JOCTYIIAa K pecypcaM CUCTEMBI:

a) aBTOpU3aLUs;

0) aynur;

B) WICHTU(UKALINS;

') ayTCHTHU(PUKAIINS.

4) Ucnionb3yst nHGOPMALIUIO O CEKPETHOM KJIIOYE:
a) CKOITUPOBAHO;

0) TpaHCHAIHS;

B) 0003HAYaET;

r) B 3a1M(POBAaHHOM BHJIE.

5) CoBOKYNTHOCTh CBOMCTB, ONPEAETSIONUX MPUTOAHOCTh HH(OPMAIIUU TS YIOBIETBOPEHUS
OTIpe/IeTICHHBIX MOTPEOHOCTEHN B COOTBETCTBUU C €€ Ha3HAYCHHUEM, Ha3bIBACTCS:

a) aKTyalIbHOCTb HH(OpMAInu;

0) JOCTYyIHOCTB;

B) Ka4eCTBO MH(GOPMAIIHH;

T') LIETOCTHOCTb.

6) HenocraTkom Mozei KOHEYHOTO COCTOSIHUS MOJTMTUKY O€30MaCHOCTH SIBIISETCS:
a) U3MEHEHUE JIMHUU CBSI3H,

0) cTaTUYECKUiA;

B) CJIIO)KHOCTb peain3alliu;

T') HU3Kasl CTENEeHb Ha/IeKHOCTH.

7) Crioco6 KOHTPOIS IOCTYTA, IPU KOTOPOM KaKJOMY OOBEKTY CHCTEMbI PUCBAUBACTCS METKA
KPUTHYHOCTH, ONPEIEIISIONIast IEHHOCTh HMH(OpPMAIIUY, Ha3bIBACTCS:

a) UACHTUDUIUPYEMBI;
0) 00sI3aTEIHHBIN;



B) M30MpAaTEIIbHBIN;

T') IPUBWJIETUPOBAHHBIN.

8) Opranu3zanoHHbIe TPEOOBAHHS K CUCTEME 3aIUTHI:
a) yrpaBJeHUE U WICHTH(UKALINS;

0) aIMUHHUCTPATUBHO-ANIIIAPATHBIE;

C) aIMUHUCTPATUBHO-IIPOLIECCYATIbHBIE;

I') anmnaparHbie ¥ pusnyeckue.

9) OcHOBO¥ TTOJUTHUKH 0€30MMACHOCTH SIBJISICTCS:
a) mporpaMMHOE 0OecIieueHue;

0) ympaBiieHHE PUCKAMU;

C) METOJI YIIPABICHUS JOCTYIIOM;

T') BBIOOp KaHaJIa CBSI3U.

10) Haykoi#i, n3ydarolieil MareMaTn4ecKie METO/IbI 3alUThl HH()OpMAIUY IIyTEM €€ peoOpa3oBaHMms,
SABIIAETCSA:

a) kpunrorpadus;
0) creHorpadus;
B) KpUIITOAHAJIN3;
T') KPUMTOJIOTHUSI.
11) Cornacuo OpaHkeBOi KHUTe MUHUMAJIbHYIO 3aIUTy UMEET IPYIIa KPUTEPUEB:
a) C;
0) A;
B) b;
r) .
12) C touku 3penust ' TK ocHOBHOI 3a1a4eii cpecTB 6€30MaCHOCTH SBIISICTCS 00CCIICUCHHE:
a) COXpaHHOCTh MH(OpPMAIHH;
0) 3ammra ot HC/I;
B) MMPOCTOTA peaH3allu;
T') HaJIeKHOCTh PaOOTHI.
13) CormacHo OpaHkeBOI KHUT'E IPYIINa KPUTEPUEB UMEET TUCKPELIMOHHYIO 3aILUTY:
a) [1;
0) A;
B) b;
Oxpyr Komxymbus.
14) I1pu KaueCTBEHHOM ITOAXOJIE PUCK U3MEPSAETCS C TOUKH 3PCHUS:
a) ICHEeKHbIE TIOTEPH;
0) YCTaHOBUTH C TTIOMOIIBI0 PEHTUHTOBOM IITKAJIBI,
C) 3KCTEPTHHIE OLICHKU;
I') KOJIMYECTBO HH(OpMAITHH.
15) Cornacno «EBporneiickum kputepusim» Tpedyercs popmanbHOe onrcanue GyHKIui 6€30MacHOCTH Ha
YpOBHE:
a) ES;
0) E7;
B) E4;
r) E6.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. IToAroToBKa K MPaKTUYECKUM 3aHSATHSIM, TOBTOPEHHUE U3YUCHHS JICKIIMOHHOTO MaTepHaa;
2. [ToAroToBKa K JIEKIMAM, IIOBTOPEHUE YU€OHOTO MaTeprasia MpeablIyIuX JeKINi;

3. HS}"ICHI/IC MaTcpualJioB JICKIIMOHHOTI'O KypcCa I10 3aAaHUAM IJIs1 CaMOCTOATCIIbBHOI'O M3YUCHNA, BbIJITAHHBIM
MpCIIogaBarciyicM Ha 3aHATUAX,
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Tema 6. UndopmanuonHbie BoiiHbI 1 MH(pOpManHOHHOE NpoTUBOOOpCcTBO. (ITK-3)

Jlekumus.
OmnpeneneHve W OCHOBHbIE BHUIbl MHQOPMALIMOHHBIX BOWH. TpeOGoBaHus pa3OUTBl HA TPU TPYIIIBL:
cTparerus, MOJ0OTYETHOCTb, rapaHTHH. Boitna nH()OPMAITMOHHBIX TEXHOJIOTHH.

HNudopmarimoHHO-TICHX0I0THYECKast BOMHA.
JlabopaTropHbie padoThbI.
[IpakTnueckas 3agaya.
Lenb paGoTHI:
1. 3akpenuTh 3HAaHUS HOPMATUBHO-TIPaBOBOM 0a3bl Poccuiickoit deneparuu mo Bompocam
MH()OPMAITMOHHOTO MPOTHBOOOPCTRA.

2. 3aKpenuTh NOHATHUS: HH)OPMAIIMOHHBIE OTICPAIIMH, TICHXOJIOTUYECKHE OTIEPAIINH, OTIepaTHBHAS
MacCKHpPOBKa, paIuo3JIeKTpOHHas: 6opb0a.

3amaun:

Bapuant Nel.

1. KakoBbI comranbHble U TMYHOCTHBIE MPEANOCHUIKH BO3HUKHOBEHHSI HH()OPMALIMOHHBIX ONepaluil U
BOWH?

2. KaxoBbI 0COOCHHOCTH CTPATETHUECKOTO TJIaHUPOBAHMS B MH(OPMAIIMOHHBIX BOMHAX ?

3. OxapakrepusyiiTe OCHOBHBIE CTpaTernyu HHPOPMAITMOHHBIX BOIH.

4. OxapakTepu3yuTe CTpareruu, HCIoJIb3yeMble OMMO3UIIMEN IJIs1 CBEPKEHUSI BIACTH B MPOIIECCe
«IIBETHBIX» PEBOJIIOLIUH.

5. 'ymaHuTapHble aceKThl HHPOPMAIIMOHHOTO OPY>KUS U IPOMJUTIOCTPUPYITE UX peaJbHbIMU TPUMEpPaMU
U3 CBOEH JKU3HM WJIU U3 )KU3HH COBPEMEHHOTO 00IleCTRa.

Bapuant Neo2.
1. UcTuHHBIE TIeTU U TPUYHHBI IPUMEHEHHS] HH(OPMALIMOHHOTO OPYXKHSL.
2. CpenctBa 1 MeTOIbI HH(OPMAIIMOHHO-TICUXOJIOTHYECKOM OOpHOHI.

3. Buzbl yrpo3 6e30MacHOCTH JIMYHOCTH, OOIIECTBA M TOCYIapCTBa B YCIOBHX
MH(POPMALMOHHO-TICUXOJIOTMYECKOTO MPOTHBOOOPCTRA.

4. IcTOuHUKY yrpo3 0e301MacHOCTH JIMYHOCTH, O0IIeCTBA M TOCY/IapCTBa B YCIOBUSIX
MH(POPMALMOHHO-TICUXOJIOTMYECKOTO MPOTHBOOOPCTRA.

5. Oxapakrepusyiire 0cOOEHHOCTH ONEPATHBHOTO pearnpoBaHMs Ha BHE3AIHO BHISIBICHHBIC ICHCTBHS
(cobbITHs) HHPOPMAITMOHHO-TICUXOJIOTHYECKON arpeccuu (BOHHBI).
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. [ToaroToBka K MpakTUYECKUM 3aHATHUSM, [IOBTOPEHUE U3YUEHUSI IEKLIMOHHOTO MaTepHaia;
2. [ToAroToBKa K JIEKIUAM, IIOBTOPEHUE YU€OHOTO MaTeprasia MpeablIyIuX JeKINH;

3. I/ISYIICHI/IG MaTcpualJioB JICKIIMOHHOTI'O KypCa I10 3aAaHUAM IJIs1 CaMOCTOATCIIbBHOI'O M3YUCHNA, BbIJITAHHBIM
IpCIIoaBarCjyicM Ha 3aHATUAX,

Tema 7. O030p Me:KIyHAPOAHBIX CTAaHAAPTOB HH(popMannoHHoi OesonacHoctH. (IIK-3)
Jlexknus.

Ponp crangaptoB mHpopmanmoHHOW Oe3omacHocTd. Kputepun 6e30MacHOCTH KOMIBIOTEPHBIX CHCTEM
MunucrepctBa ob6oponsl CIIA (OpamxeBas kuura), TCSEC. EBpomneiickue kputepuu O€30MacHOCTH
uHpopmanmonuslx TexHojoruit (ITSEC). denepanpHble KpuTepuu O€30MaCHOCTH HH(GOPMAIMOHHBIX
texnonoruii B CIIA. Enunble kpurepun O0€30MacHOCTH HMH(OPMAIMOHHBIX TeXHOJOrui. Ipymma
MeXAyHapoaHbIX ctanaapTos 270000.

JlaboparopHbie padoThbI.
Iesnb paboThI: 03HAKOMIIEHHE C OCHOBHBIMM MEXXTyHApPOIHBIMU CTAaHJAPTaMH, PEIIAMEHTHPYIOIUMHU
3amUTy KOHPUACHIMAIBHOU HHPOpMAITHH.
ITpu BeIMONTHEHUHN 3aJJaHKs] HEOOXOUMO IIPOAHAIM3UPOBATH COAEPIKAHHUE CIIEAYIOLINX OCHOBHBIX
MEXyHapOIHBIX HOPM 0€30IaCHOCTH:
1. MexxayHaponHbIH CTaHIapT MEHEKMeHTa nHpopmarmonHoit 6e3onacuoctu ISO 17799.
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1. O6ume kputepun 6e3omnacHocty nHopmannoHHbIX TexHonoruid FOCT MCO/MOK 15408.
2. KpuTtepun olleHKH HaJIeKHOCTHU KOMITBIOTEPHBIX cucTeM («OpaHkeBasi KHUTAY).
3. Kananckue kputepuu v o0II1e KpUTEPUH.
4. Crangapt COBIT («O0beKTHI yripaBiaeHUsI HHOOPMAIIMOHHBIMUA U CMEKHBIMHU TEXHOJIOTHUSIMI ).

Heo6xonmumo CpaBHUTH 3TH CTaHAAPTHI C POCCUIICKON HOPMAaTUBHO-IIPAaBOBOM 0a30ii B 00macTu
MH(POPMALMOHHOM 0€30MaCHOCTH U OLIEHUTH UX MIPUMEHUMOCTh B Poccun.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. HO}IFOTOBKa K HpaKTI/I‘ICCKI/IM 3aHATUAM, l'IOBTOpCHI/Ie H3quHHH JICKIITMOHHOTI'O MaTepI/Iana.
2. [ToAroToBKa K JEKIHAM, TIOBTOPEHUE YUeOHOTO MaTepralia MpeablIyIuX JEKIIUH.

3. HSyquI/IC MaTCpualJioB JICKIIMOHHOTI'O KypCa I10 3aAaHUAM IJIs1 CaMOCTOATCIIbBHOI'O M3YUCHNA, BbIJITAHHBIM
MpCIiogaBarcjyicM Ha 3aHATHUAX.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

2 ceMecTp
* mocemaeMocTs — 15 6amioB
*  TEKYyIIUHA KOHTPOJIbL — 65 0aioB
*  KOHTPOJBHBIEC Cpe3bl — 2 cpe3a mo 10 6amioB KaKabIi
* mpeMuasbHBIC OauTel — 20 6aioB

Pacrnipenenenne 6aJiioB 10 3aaHHSIM:

Ne |HaszBanue tembl | Dopmbl Max. MeTonrka npoBeAECHNS 3aHATUS U OLIEHKH
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl

1. OcHoOBHBIE Tectupos 10 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

MOHATHSA TEOPUH |  aHUE 10 GannoB - CTyOGHT NpaBWIbHO OTBeuaeT Oonee yem Ha 90%

WHPOPMAIIOHH BOIIPOCOB.

oM 4-6 6amoB — CTyIEHT mpaBWiIbHO oTrBeuaeT Ha 50-80% BompocoB B
0€30MacHOCTH. TecTe.

2-3 Gaia - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.

2. | Undopmamus | Tectupos 15 TecT cocTOUT U3 BOIIPOCOB C BEIOOPOM OTBETA.
KaK 00BbEKT aHue 15 OannmoB - CTYIGHT TpaBWIbHO OTBevaeT Oonee uyem Ha 90%
3aIUTHL. BOIIPOCOB.
4-6 GannoB — CTyAeHT mpaBWwiIbHO oTBeuaeT Ha 50-80% Bompocor B
TecTe.

2-3 Gaia - CTyJIeHT npaBuibHO oTBedaeT Ha 30-50% BOmpOCOoB.
1 Gamn - cTymeHT nmpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% npaBUIIBHBIX OTBETOB 0AJIOB HE JIacT.




TocynapcTBenna
s IOJINTHKA
WHPOPMAIIOHH
oM
0e30macHOCTH.
Konnemnmus
KOMIIJIEKCHOTO
o0ecrieueHust
UHPOPMAIIOHH
oM
0e30MacHOCTH.

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

10

Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

10 0GamioB — CTYIEHT YMEET COMOCTaBHTh MOJIYYECHHYIO MpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

5 0aIoB - CTYACHT yMeeT PUMEHSTh MMOMYUYCHHYIO NPU MOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

OTBCACHHOI'O Ha

Yrpo3ssl
UHPOPMAIIOHH
oM
0e30MacHOCTH.

Tectupos
aHue

15

TecT cocTout U3 BONPOCOB C BEIOOPOM OTBETA.

15 ©annoB - CTyOeHT NpaBWIbHO OTBeuaeT Oonee yem Ha 90%
BOIIPOCOB.

4-6 6amoB — CTyIEHT mpaBWIbHO oTrBeuaeT Ha 50-80% BompocoB B
TECTe.

2-3 Gayia - cTyeHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.

Ilomutnka n
MOJIENN
0€30I1aCHOCTH.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

10 GamnoB - CTymeHT MTpaBWIBHO OTBedaeT Oomee dem Ha 90%
BOIIPOCOB.

4-6 GannoB — CTyAeHT mpaBWiIbHO oTBeuaeT Ha 50-80% Bompocor B
TecTe.

2-3 Gama - cTyAeHT npaBuiibHO oTBevaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBIIIBHBIX OTBETOB 0AJJTOB HE JAET.

15



Undopmanmons
bl€ BOMHBI U
WHPOPMAIIOHH
oe
MPOTUBOOOPCTB
0.

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

15

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

15 6anmnoB — naGoparopHast paboTa BBINOJIHEHA B MOJHOM O0BEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

5 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

0630p
MEXITyHApOTHBI
X CTaHIapTOB
nH(pOpPMAITHOHH
on
0e30macHOCTH.

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

10

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

10 6amroB — maboparopHas paboTa BBIIONHEHA B IOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

5 6amnoB — naboparopHasi paboTa BBIITOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

2 Oamma - mpaboparopHas paboTa B II€JIOM BBEITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

ITocemaeMocThb

15

15 6amioB — CTOMPOIIEHTHOE OCEIIEHUE 3aHITHI CTYIEHTOM

7 06annoB — MOCEMaeMOCTh CTylIeHTa cocTaBisieT He Menee 80 %
3aHSITHH

5 06ainoB — TOCEaeMOCTh CTylIeHTa cocTaBisieT He Menee 50 %
3aHSITHH

3 Oamia — TOCEImaeMOCTh CTYACHTa COCTaBiseT He MeHee 25 %
3aHSATHH

IIpemMuansHbIe OaITHI

20

JlomomHUTENbHBIE TTPEeMHUATFHBIE OAJITBI MOTYT OBITh HAYHCIICHBI:

- 32 TIPOEKT, BBHINOJNHEHHBIA 10 3aka3zy paboromarens W
peann30BaHHEIN Ha mpakTuke — 20 6aUIoB;

- MOCTOSHHAsI aKTUBHOCTH BO BpeMs MpakTHUecKuX 3aHsATHi — 10
0aJIIoB;

- TIOJTHOCTBIO TIOJITOTOBJICHHAS! K ITyOJMMKAIIMH CTAThsl MO0 TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6aios;

- y4acTHhe € JOKJIaJJOM BO BCEPOCCHUMCKOW OJIMMIIMAJIE MO TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;

- yJacThe B BBICTaBKE IO TEMaTHKE W3ydaeMOW TUCIHMILTUHBI — 20
0aJIIoB;

- MmyONWKamusi CTaThMl 10 TEMaTUKE W3y4aeMOW IUCIHILIAHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuajigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20

10.

WnpuBuayansHble 3a1aHUS,
C TMIOMOILBIO0 KOTOPBIX
MOXHO HaOpaTb
JOTIOJTHUTENIbHBIE OalTbI

40

Pemenmne keiica (10 6amioB)
[Mpoxoxnenne tectupoBanus (30 BOMPOCOB) MO BCEMY KYypCy
qucturInHb! (40 6amioB)

11.

HUroro 3a cemectp

100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPeXOaIbHOM
wkaie. IlepeBon
YeThIpeX0aIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

100-0aJutbHOM

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

16
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100-6ayuipHasg cucreMa TpanuimonHas cucrema

50 - 100 6ayutoB 3aureHo

0 - 49 6aiut0oB He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
BoinoJiHeHHe NPAKTHYECKUX 3aJaHU

Tema 6. Mudopmarimonasie BOWHBI B HHPOPMAIMOHHOE TIPOTUBOOOPCTBO.
[IpakTnueckas 3agaya.
[ens paboThI:

1. 3akpenuTh 3HaHUSA HOPMATUBHO-IIPaBOBOM 0a3bl Poccuiickoil @enepaliyu 1o Bornpocam
MH(POPMALMOHHOTO IPOTUBOOOPCTBA.

2. 3akpenuTh NOHATHUS: MH()OPMAIIMOHHBIE OTIEpaIMH, TICUXOJIOTHYECKHUE OTIEPALInH, OTIepaTHBHAS
MacKHpPOBKa, PaIMO3IEKTPOHHAs 00phoa.

3agaun:

Bapuant Nel.

1. KakoBbI conMasabHbIe U JIMYHOCTHBIE MPEINOCHUIKM BOZHUKHOBEHUS MH()OPMAIIMOHHBIX ONEepaluii 1
BOMH?

2. KakoBbI 0COOCHHOCTH CTPATETHYECKOr0 TUNIAHUPOBAHUS B MH(POPMAIIMOHHBIX BOMHAX?

3. OxapakTepu3yiTe OCHOBHBIE CTpaTeruu HH(MPOPMAITMOHHBIX BOIH.

4. OxapakTepu3yiTe CTpaTeruu, UCIOIb3yeMbIe OMIMO3ULIMEH JIJIsi CBEPIKEHHMSI BIACTH B MPOLECCE
«IBETHBIX» PEBOJIFOLIUN.

5. 'ymanuTapHble aceKTsl HH()OPMAIIMOHHOTO OPYKUS M MIPOMIITIOCTPUPYHTE UX peabHBIMH IIPUMEpPaMU
U3 CBOEH YKM3HU WM U3 )KU3HU COBPEMEHHOTO OOIECTBa.

BapuanTt Ne2.
1. UcTuHHBIE 11U U IPUYMHBI IPUMEHEHHS] UH(POPMALIUOHHOTO OPYXKHSL.
2. CpencTBa U METObI HHPOPMAITHOHHO-TICHXOJIOTUYECKOH OOPHOBI.

3. Buzbl yrpo3 6e30MacHOCTH JIMYHOCTH, OOIIECTBA M TOCYIapCTBA B YCIOBHSIX
MH()OPMAITMOHHO-TICUXO0JIOTHIECKOTO MPOTUBOOOPCTRA.

4. icTOuHUKY yrpo3 0e30MMacHOCTH JIMYHOCTH, O0IIECTBA M TOCYIapCTBA B YCIOBUIX
MH()OPMAITMOHHO-TICUXO0JIOTHIECKOTO MPOTUBOOOPCTRA.

5. OxapakTepu3yiTe 0COOCHHOCTH ONEPAaTUBHOTO pearnpoBaHMs Ha BHE3AITHO BBISBICHHBIE ICHCTBUS
(coObITHS) HTHGOPMAITMOHHO-TICUXOJIOTHUECKON arpeccuu (BOWHBI).

Tema 7. O030p MEKIYHAPOIHBIX CTAaHAAPTOB WHGOPMAITMOHHOMN 0€30MaCHOCTH.
Lesb paboThI: 03HAKOMIICHHE C OCHOBHBIMH MEXTyHAPOIHBIMU CTaHJAPTAMH, PETIIAMEHTHPYOITUMH
3amuTy KOHPUIACHIMAIBHOU HHPOpMAITUH.
[Tpu BBIOTHEHNH 3a]aHKST HEOOXOIUMO TIPOAHATM3UPOBATEH COIEPIKAHKE CIICAYIONIINX OCHOBHBIX
MEXTyHapOIHBIX HOPM O0€30TIaCHOCTH:
1. MexayHapomHbIH CTaHIApT MEHEKMeHTa nHpopmarmonHoit 6e3onacuoctu [SO 17799.
1. O6ume kputepun 6e3omnacHoctd nHGopmannoHHbIX TexHonoruid FOCT MCO/MOK 15408.
2. Kputepuu o1ieHKH HaJIe)KHOCTH KOMITBIOTEPHBIX cUCTEM («OpaHKeBasi KHUTa»).
3. Kanagckue KpuTepuu 1 001ue KpUTepuu.
4. Crangapt COBIT («O0beKTHI yripaBiaeHUsI HHOOPMAIIMOHHBIMUA U CMEKHBIMHU TEXHOJIOTHUSIMI ).

Heo6xonumo cpaBHUTH 3TH CTaHAAPTHI C POCCUIICKOI HOPMATUBHO-IIPAaBOBOM 0a30ii B 00macTi
MH(POPMALIMOHHOM 0€30MaCHOCTH U OLIEHUTH UX MPUMEHUMOCTh B Poccum.

ColecenoBanue



Tema 3. TocynapcTBeHHas ONIUTHKA HHDOPMAIIMOHHOM Oe30macHoCTH. KOHIIEIUs KOMITJICKCHOTO
obecrniedeHns HPOPMAITMOHHOM 0€30MaCHOCTH.

1. KakoBbl hyHKIIMH PYKOBOAMTENCH MPEANPUIATHA B OPTaHU3AIIMN 3aIUTH HH(OpMAITHH?
2. KakoBbl ocHOBHBIE (hyHKIIMH OCTOK?

3. KakoBsl ocHoBHBIE yHKITHH DCBH?

4. KakoBbl OCHOBHBIE (DYHKIIMU MEKBEIOMCTBEHHON KOMHCCUU?

5. KaxoBsl ocHoBHBIe GyHKITMU CoBeta bezonacnoctu Poccutickoit deneparun?

6. KTo HeceT OTBETCTBEHHOCTH 32 HCIIOIB30BaHNE HECEPTH(PHUIIMPOBAHHBIX CPEACTB 3aIIUTHI HH(POPMALIUU
B aBTOMATH3HPOBAHHBIX CUCTEMAaX?

TecTupoBanue

Tema 1. OcHOBHBIE IOHATHS TEOPUU HH(DOPMAITMOHHON OE30MTaCHOCTH.
1. Uadopmarus:
a) napopManus, noxydeHHas uz CMU;
0) TOIBKO JOKYMEHTHPOBAHHBIE CBEICHUS O JTUIAX, MpeaMeTax, pakTax, COOBITHIX;

B) CBEJICHUS O JINIIAX, IpeaMeTax, hakTax, COOBITUSX, SIBICHHUIX U MPOIECCaX HE3aBUCUMO OT ()OPMBI UX
MIPEICTABIICHUS;

T') TOJIbKO WH(OpMAIIHs, COACPIKAIIAsACs B JICKTPOHHBIX 0a3aX TaHHBIX.

2. Nudopmarus

a) HE MCcUe3aeT MPU yHoTpeOICHNH,

0) CTAaHOBHTCSI TOCTYITHOM, €CJIM OHA COICPIKUTCS HA MaTepUATIBHOM HOCUTEIIE;
B) MOJUJICIKUT TOIBKO «MOPAIILHOMY U3HOCY»;

T') XapaKTepHU3yeTCsl BCEMU MePEUHCICHHBIMU CBOMCTBAMH.

3. Undopmanus, 3adukcupoBaHHas HA MaTEPUAIILHOM HOCHUTENE, C PEKBU3UTaMHU, TO3BOJIIOIINMU €€
UACHTU(PUIIMPOBATH, HA3BIBACTCS:

a) HaJIC)KHBI;

0) KoH(pHIEHITNATHHBIN;

B) JOKYMEHTUPOBAHHBIE;

I') KOMMepuecKasl TalHa.

4. ladopManimoHHO-TEIIEKOMMYHHUKAITMOHHAS CETh — 3TO:

a) TEXHOJIOTHYECKasi CUCTEMa, MPEeTHA3HAYCHHAS JUIS TTepeiadn HHPOPMAIUH 110 JIMHUSM CBSI3H, JOCTYI K
KOTOPOM OCYIIECTBIISIETCS C UCIOJIb30BAHUEM BBIUUCIUTEIbHON TEXHUKHY;

0) TeXHOIOTHYECKasl CUCTEMa, IpeHA3HAUYCHHAS JJIsl IEpeauu o ceTH MHTepHeT, TOCTyI K KOTOPOi
OCYILECTBIIECTCS C UCTIOJIb30BAHUEM KOMIIBIOTEPHBIX TEXHOJIOTUIA;

B) TEXHOJIOTHYECKAs CHCTeMa, TIPeHa3HAuUeHHAs IS Tiepeaadl HH(pOpMaluy 1o JOKAIbHON CeTH, TOCTYII K

KOTOPOH OCYIIECTBIISIETCS C TOMOIIBIO KOMITBIOTEPHOM TEXHUKH.

5. loctyn k uH(opManmu:

a) BO3MOYKHOCTbD TTOJTyYeHUST HH(OPMAIIHIH;

0) BO3MOXKHOCTb TOTY4EHUSI HH(POPMAIMH U €€ UCTIONb30BaHMS;

B) BO3MOXHOCTD IOJTy4eHUs1 HHGOPMAIMH U €€ PACIIPOCTPAHEHUSI.

6. IlpenocraBnenue nHpOpMaLIUU — 3TO JeHCTBUE, HANIPABICHHOE Ha!

a) Mmoxy4yaTh HHGOPMAIIMIO OT ONPEICTICHHOTO KpyTa JIUII;

0) monmy4yaTrh HH(GOPMALIUIO PYKOBOJIUTENIEM U MEePEIaBaTh HHPOPMAIIHIO ONPEICICHHOMY KPYTY JIUIL;
B) MOJTy4arh HH(OPMALUIO OT OMPEAEIEHHOTO KpyTa JIUL WX NepeJaBaTh HH()OpMaLKIo ONpPeaeIEHHOMY
KpyTy JUII.

7. UndopmanmonHas 6e30MacHOCTh — 3TO:

18
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a) 3ammTa HHPOpPMaIUN U 00eCIeYMBAIONIEH HHPPACTPYKTYPHI OT CIYUYaHHBIX MU MPEeIHAMEPEHHBIX
BO3/ICHCTBHI MPUPOAHOTO WM CIIy4alHOTO XapaKTepa, KOTOpble MOTYT IPUYUHUTH HEPUEMIIEMBIN y1Iiepo
cyObeKTaM WH(GOPMALMOHHBIX OTHOIICHHUI, B TOM YHUCIIE BIAAETIbIAM U IOJIb30BaTEIsIM HH(POPMALIUU U
obecrieunBaroNIeit HHPPACTPYKTYPHI;

0) 3aIIMIIEHHOCTD MPOTPAMMHBIX MPOIYKTOB KOMIIAHUH OT CIIyYalHBIX WM IPEAHAMEPEHHBIX
BO3/JICHCTBUM €CTECTBEHHOI'O WIM CIIy4aliHOTO XapaKTepa;

B) 3aIIMIIEHHOCTh HHPOPMAIUH, TUPKYIUPYIOLIEH B CETH, OT CIIyYaiHBIX WK TPEAHAMEPEHHBIX
BO3JICHCTBUM €CTECTBEHHOIO WM CIIy4aiiHOIO XapakTepa.

8. MudopmanmonHas 6€30MacHOCTh — 3TO 3aLUTa HHPOPMALIUH:
a) OT pa3MIallICHNs], UCKKCHHUS, YTPATHI;

0) OT pa3mialeHns, UICKaKEeHHS, YTPAThl WIIM CHIXKEHUS CTETIEHHU TOCTYITHOCTH HH(OpMAIINH, a PaBHO e
HE3aKOHHOI'O TUPAKUPOBAHUS;

B) OT IIepeayl TPEThUM JIUIAM, HCKAKEHUS U HE3aKOHHOTO MCIIOJIb30BaHUS.
9. Yrposza — st0:
a) BOBMOXKHOCTh HapyIIEHUSI THPOPMAIIMOHHOW 0€30MaCHOCTH OIPEIeICHHBIM 00pa30M;

0) cuctema MporpaMMHO-SI3bIKOBBIX OPTraHU3AI[MOHHO-TEXHUUECKHUX CPECTB, MPEIHA3HAYCHHBIX JIS
HAKOIIJICHUS ¥ KOJUIEKTUBHOTO UCTIOIb30BAHMSI TAHHBIX;

B) ITPOIIECC OMPEAEICHNUS] COOTBETCTBYET TEKYIIEMY COCTOSHHIO Pa3padOTKH TpeOOBAaHHUAM JTaHHOTO 3Tara.
10. DddexrrBHas 3amuTa HHGOPMAIH BO3MOXKHA!

a) TOJILKO Ha OCHOBE KOMITJICKCHOTO MCIIOIb30BAHMS BCEX M3BECTHBIX METOIOB U TIOAXO0B K PEIICHUIO
JTAHHOM TPOOJIEMBI;

I') TOJILKO MIPU UCIIOIBb30BAaHUU CEPTUGUIIMPOBAHHBIX CPEACTB 3aIUTHI HH(POpMaLIKK;
1) TOIBKO TIPH UCTIOJIb30BAHUU TEXHUYECKUX CPENICTB 3alUTHI HH(POPMAIUH;
e) Bce oTBeThI MpaBUIIbHEIE.

Tema 2. Mudopmariust kak 0ObEKT 3alTUTHI.

1. JIoKyMeHTBI 1 MAaCCHBBI IOKYMEHTOB B MH()OPMAIIMOHHBIX ccTeMax (OMOIMOTEKH, apXUBBI, (POH/IBI,
0aHKM JaHHBIX, IETIO3UTAPUH, My3€eiHbIC (OHAOXPAHWIHILA U JAP.):

a) HH(POPMALIMOHHBIE PECYPCHI;

0) nHpOpMaAITMOHHBIC IPOTYKTHI;

B) MH(OPMAIIMOHHBIE TEPCTIEKTUBBI.

2. NapopMaInmoHHBIE PECyPCHI SBISIFOTCS OJHUM U3 BUJIOB COITMATEHO-DKOHOMHYECKHUX PECYPCOB:
a) JIeNoBbIe (PAKTOPHI;

0) pakTopBI MPOU3BOACTBA;

B) (paKTOpPBI AKTUBHOCTH.

3. YpoBeHb pa3Butus chepbl HHHOPMAIMOHHBIX YCIYT BO MHOTOM OMPEACISIET CTETICHb OJM30CTH K TAKOMY
o011ecTBY:

a) nHpOpMaIus;

0) OTKpPBITHIN;

B) 3aKPBITHIH.

4. IoKkyMeHTOOOOPOT — 3TO:

a) JABVXXCHUC NTOKYMCHTOB B OpraHHU3aliid ¢ MOMCHTA UX CO3JaHHA WX MMOCTYIICHUS A0 3aBCPIICHUA
HCIIOJTHCHUA WUJIN OTIIPAaBKH; +

0) B TOCYIapCTBEHHOMN, MYHHUITUTIAIBHOM, HAYYHON, KOMMEPUECKOH U HEKOMMEPUYECKOU eITeIbHOCTH;
B) 3TO CHCTEMa CTaHAAPTOB JJIsl UH(OpMaLUU, OMOIHOTEKH U U3/1aTEIBCKOTO Jea.

5. AyTeHTH(UKaIUs 3TO:

a) MEXaHM3M pa3rpPaHUYCHHsI TOCTYIA K JAHHBIM U (PYHKIUSM CUCTEMBIL;

0) BO3MOXXHOCTh TPOBEPKH JIMYHOCTH TIOJIL30BATEIS; +

B) MOUCK M UCCIIEIOBAaHUE MaTeMaTHYeCKHX METOJI0B ITpeoOpa3oBaHus HH(OPMAIIHH.

6. B nndopmanmoHHbIx cuctemMax JOKyMEHTHpOBaHHAas HHPOPMAIMS MIPEICTABISAETCS B BUJE:
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a) (aiinel, manku, MaccUBbI, 0a3bl TAHHBIX, IPOTPAMMBI;
0) 6a3pl JaHHBIX U TPOTPAMMHOE 00ECIICUCHHE;
B) ¢aiiibl 1 0a3bl TaHHBIX.
7. UndopManimoHHbIE pecypCchl MOTYT OBITh:
a) OTKPBITBIN, 3aKPBITHIN;
0) OTKPBITHIN U OTPAaHUYCHHBIA JOCTYIT,
B) OTPaHUYEHHBIN JOCTYTI.
8. YcTanaBnmBaeTCs PeKUM 3alUTH HHPOPMAIIUHU:
a) B OTHOIICHUH CBEJICHHI, OTHECEHHBIX K TOCYyIapCTBEHHOU TaiiHe;
0) B OTHOIICHUH KOH(UICHIIUATILHON WH(OPMAIIHH;
B) B OTHOIIICHUU CBEJICHUH, COCTABISIONINX TOCYIaPCTBEHHYIO TaliHy, U IEPCOHAIBHBIX JaHHBIX.
9. Uto moyiexxuT 00s13aTeIbHOM cepTU(UKAITUN:

a) aBTOMaTU3UPOBAHHBIE CUCTEMBI OPT'aHOB rOCYAAPCTBEHHON BIacTH, 0OpaldaTbIBaromume
JTOKYMEHTHUPOBAHHYIO MH(OPMAIIHMIO C OTPaHUYEHHBIM JIOCTYIIOM, a TaKXKe CPEACTBA 3AIIUTHI ITUX CUCTEM;

0) aBTOMaTH3MPOBAHHBIE CHCTEMBI OPTaHOB MECTHOTO CaAMOYTIpaBJIeHUs], 00pabaThIBaroIIne
JTOKYMEHTHUPOBAHHYIO MH(OPMAIIHMIO C OTPaHUYEHHBIM JIOCTYIIOM, a TaKXKe CPEACTBA 3AIIUTHI ITUX CUCTEM;

B) aBTOMATHU3HPOBAHHBIE CHCTEMBI, 00pa0aThIBAIOIINE CBEICHISI, COCTABIISIFOIINE TOCYIaPCTBEHHYIO TalHY.

Tema 4. Yrpo3sl ”HPOPMALTMOHHON OE€30MaCHOCTH.
1. ITpy mpOEKTUPOBAHUH CHCTEMBI 3aIUTHI HEOOXOIUMO:
a) ompeJieNieHre TIEPEYHsI yTPO3 U MOCTPOCHUE MOJIEIIA HAPYIIUTEIIS;
0) ompeneneHrne MPOrpaMMHO-aINIIAPAaTHRIX CPEICTB 3aITUTHI HHPOpMAIUH;
B) BBISIBIICHUE CEPTU(DUIIMPOBAHHBIX CPECTB 3AIHUTHI M MOCTPOCHUE MOJICIIA HAPYIIIUTES.
2. AHanu3 ysa3BUMOCTEH SBIISIETCS 0053aTeILHOM MPOIEAYPOil... .
. @) IPU aHAJIM3€ CPEJICTB 3alTUTHl HHPOPMAIIHH;
0) npu ceprudukanuu 00beKTa HHHOPMATHU3AIIH;
B) TIpU OTIPEACIICHUU MOJACIN HAPYIIUTEISL.
3. [Ipupoanubie yrpo3sl HHOOPMAITMOHHONW O€30MTaCHOCTH BBI3BIBAIOTCS:
a) 1eSATEILHOCTh YEJIOBEKA;
0) ommoOku nipu nmpoektupoBanuu ACOMU, ee aeMeHTOB uiu pa3paboTke MPOrpaMMHOTO OOECIICUCHUS;
B) TIOCIIEACTBHSI OOBEKTUBHBIX (DU3MUECKHUX MPOIECCOB WU SBJICHHIA MIPUPOJIBI, HE 3aBUCSIIUX OT
YeIIOBEKa,;
T') KOPBICTHBIE YCTPEMJIICHUS 37I0YMBIIIIJICHHUKOB;
1) OITMOKY B JISUCTBHSIX TTEPCOHAIIA.
4. UckycCTBEHHBIE YTPO3bl HHPOPMAIIMOHHOM 0€30TIaCHOCTH, BhI3BAaHHbIE!
a) NeATEeIbHOCTD YEIOBEKa,;
6) ommOku npu npoexkrupoanun ACOU, ee 3meMeHTOB WK pa3paboTke IPOrpaMMHOTO 0OECTIEUCHHUS;
B) MIOCJIEACTBUSI OOBEKTUBHBIX (PU3MUECKHUX MPOLECCOB WU SIBICHUN MPUPO/IBI, HE 3aBUCAIINX OT
Yell0BeKa;
I') KOPBICTHBIE YCTPEMJICHUS 3710YMBIIIIJICHHUKOB;
1) OIIMOKH B JICHCTBUSAX MEPCOHANTA.
5. K 0CHOBHBIM HEINpeaHAMEPEHHBIM UCKYCCTBEHHBIM yrpo3aM ACOU oTHoCATCS:
a) pusndeckoe pa3pyiieHne CUCTEMBI B3PBIBOM, ITOJIKOTOM H T.IT.;
0) mepexBar OOKOBBIX 3JIEKTPOMArHUTHBIX, aKyCTUYECKUX U IPYTUX CPEACTB U3JIyUCHUS U JIMHUN CBA3H;

B) M3MEHEHHUE PEKUMOB PabOThI yCTPOUCTB MIIH MPOrpaMM, 3a0acToBKa, Cab0TaK epcoHaa, yCTaHOBKA
MOIITHBIX aKTUBHBIX ITOMEX U T. I1.;

I') YTeHHE OCTaTOYHOIN MH(OpPMALIUK U3 ONIEPATUBHOM MaMATH U C BHEHITHUX 3aIIOMHHAIONINX YCTPOMICTB;

1) HeMlpeTHaMEPEHHbIE IeHCTBUS, MPUBOIALINE K YACTUUHOMY WJIH MOJIHOMY OTKa3y CUCTEMBI HIIN
YHUUTOXKEHHIO allapaTHbIX, IPOrPaMMHBIX, HHPOPMAIIMOHHBIX PECYPCOB CUCTEMBI.
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6. K mocTopoHHUM, HapyHIAIONTUM HHPOPMAIIMOHHYIO 0€30MaCHOCTh, OTHOCSTCS:
a) MmpescTaBUTeNe opraHu3aluii, B3auMOEHCTBYIOLIUX IO BOIIPOCaM 00eCTIedeHHsI )KU3HEeATEIbHOCTH
OpraHu3aluy;
0) 00CITY)KMBAIOIINN TTEPCOHANT TEXHUYECKOTO 000PY/I0BaHHUS;
B) TEXHUYECKHUH TIEPCOHAI, OOCITY)KHBAIOIINUN 3/JaHHE;
T') OJIH30BATEIIH,
1) COTPYAHHUKH CITy>KOBI O€30MaCHOCTH.
f) mpencTaBuTENN KOHKYPUPYIOIIMX OPraHU3aIHA.
) JTUIA, HAPYIIUBIIHAE TPOMYCKHOU PEKUM;
7. Kakas kareropus siBisieTcsi HarOoiee puCKOBaHHOM AJ1 KOMIIAHUU C TOYKU 3PEHUS] BO3MOXKHOTO
MOIIICHHUYECTBA U HApyIICHUH 6€30macHOCTH?
a) COTPY/IHHKHU;
0) xakepsl;
B) 3JI0YMBIIIJICHHUKU;
T) OAPSIIYUKY (JIUIa, pabOTAIOIIUE 110 T0TOBOPY ).
8. KTO B KOHEUHOM UTOTe HECET OTBETCTBEHHOCTh 3a 00€CIeUeHHE CEKPETHOCTH U 3alIUThl JAHHBIX?
a) BIAACIBIbI JAHHBIX;
0) MoJIb30BaTEeNN;
B) a/IMMHUCTPATOPHI;
T') PyKOBOJICTBO.

Tema 5. I[Tonutrka 1 Moaeit O€30IIaCHOCTH.

1) Ilpu aBTOpU30BaHHOM MOIUTHKE O€30MaCHOCTH (HOPMHUPYETCS HAOOP METOK C OJMHAKOBBIMHU
3HAUCHUSIMHU:

a) 00J1aCTh paBHON KPUTUYHOCTH;
b) 30Ha paBHOTO JOCTYTIA;
B) YPOBEHb 0€3011aCHOCTH;
r) YpoBEHb JOCTYITHOCTH.

2) CreneHp 3alIMIICHHOCTH HH(POPMALIMU OT HETraTUBHOTO BO3/ICHCTBUS HA HEE B YACTU HAPYLICHUS €€
(bu3NIECKOi 1 JIOTHYECKON [EIIOCTHOCTH WIM HECAHKIIMOHUPOBAHHOTO UCTIONB30BAHMSI COCTABIISICT:

a) ysI3BUMOCTH MH(POPMAIIHH;

0) TOCTOBEPHOCTh UH(OPMAITUH;

B) nH(opMaIMoHHast 6€30M1aCHOCTb;
r) nHpOpMaIMOHHAsT OE30MTACHOCTb.

3) IIpoBepka MOUTMHHOCTH CYOBEKTA 0 MPEIbSIBICHHOMY UM UACHTU(DUKATOPY IS IPUHATHS PELICHUS O
IIPENOCTABICHUH MY JOCTYIIAa K pecypcaM CUCTEMBI:

a) aBTOpHU3aLUs;

0) aynur;

B) WICHTU(DUKALINS;

') ayTeHTHU(UKAIINS.

4) Ucnionb3yst nHGOPMALIUIO O CEKPETHOM KJTIOYE:
a) CKOITUPOBAHO;

0) TpaHCHAIUS;

B) 0003HAYaET;

r) B 3211 (pOBaHHOM BHJIE.

5) CoBOKYNTHOCTh CBOMCTB, ONPEAETSIONUX MPUTOAHOCTh HH(OPMAIIUU TS YIOBIETBOPEHUS
OTIpe/IeTICHHBIX MOTPEOHOCTEHM B COOTBETCTBUU C €€ Ha3HAYEHHUEM, Ha3bIBACTCS:

a) aKTyaJIbHOCTb HH(OpMAITNu;
0) JOCTYIHOCTB;



B) Ka4eCTBO MH(OpMAIINH;

T') IETIOCTHOCTD.

6) HenocraTkom MoJiesii KOHEYHOTO COCTOSIHUS MOJTUTUKU O€30MaCHOCTH SBIISICTCS:
a) U3MEHCHNUE JINHUH CBSI3H;

0) CTaTHYEeCKHIA;

B) CJIOKHOCTH Pean3alluu;

T') HU3Kasl CTENeHb HA/ICKHOCTH.

7) Crioco0 KOHTPOJIS IOCTYTA, IPU KOTOPOM Ka’KJIOMY OOBEKTY CUCTEMbI IPUCBAUBACTCS] METKA
KPUTHUYHOCTH, ONPEEIISIoNas IeHHOCTh UH(OpMalliY, Ha3bIBAETCS:

a) HIACHTUPHUITUPYEMBIH;

0) 00sI3aTCIIBHBIIM;

B) N30MpaTEIIHHBIN;

T') IPUBIJICTUPOBAHHBIN.

8) Opranmu3annoHHbIC TPEOOBAHUS K CHCTEME 3aIUTHI:
a) ynpaplieHUE U UICHTH(DUKAIIHS;

0) aTIMUHUCTPATUBHO-AMTIAPATHBIC;

C) aIMUHUCTPATUBHO-IIPOLIECCYATLHBIC;

T') anmapaTHbie U (pU3ndecKue.

9) OcHOBOM TOJUTHUKH O0€30IMaCHOCTH SIBIISICTCS:
a) MpOrpaMMHOE 00€CIICUCHHE;

0) yrpaBJieHHE pUCKaMU;

C) METOJI YIIPABICHHS JOCTYIIOM;

r) BEIOOp KaHaja CBS3H.

10) Haykoii, n3yuaroiieir MaTeMaTH4eCKHe METO/IbI 3l Thl HH(GOPMAIIUH ITyTEM €€ TTpeoOpa3oBaHusl,
SIBIISIETCSA:

a) KkpunTorpadus;

0) crenorpadus;

B) KpUIITOAHAJIU3;

I') KpUIITOJIOTHUSI.

11) Cormacao OpaHXeBOW KHUT€ MUHUMAJIBHYIO 3alITUTY UMEET I'PYIIa KPUTCPUEB:
a) C;

0) A;

B) b;

r) /.

12) C touxu 3penus ' TK ocHOBHOI 3agaueii cpecTB 6e30MacHOCTH SIBIISIETCS 0OecIieueHHe:
a) COXpaHHOCTh UH(OpPMAITUH;

0) 3ammra ot HC/I;

B) IIPOCTOTA pPeaTn3allnu;

T') HAZIG)KHOCTh Pa0OTHI.

13) Cornacno OpaHkeBO KHHTE TPyTIa KPUTEPUEB UMEET AUCKPEITMOHHYIO 3aIUTY:
a) 11;

0) A;

B) b;

Oxpyr Komym6wusi.

14) IIpu xauecTBEHHOM IMOAXOJE PUCK U3MEPSETCS C TOUKH 3PEHUS:

a) ICHEe)KHBIE TIOTEPH;

0) YCTaHOBHUTH C MTOMOILBIO PEUTHHIOBOM LIKAJIBI;

C) 9KCTIEPTHBIC OIICHKH;

T') KOTUYECTBO MH(POPMAITUH.



15) Cornacno «EBporneiickum kputepusim» Tpedyercs popmanbHOe onrcanue GyHKIUA 6€30MacHOCTH Ha
YPOBHE:

a) ES;
0) E7;
B) E4;
r) E6.

4.3 IIpomexxyTouHast aTTeCTaIMsA 110 AUCIUIUIMHE MPOBOIUTCS B popMe 3adeTa

Tunosbie Bonpocsl 3auera (ITK-3)
. Teopust undopmarnmorHoit 6e3onacHocTr. OCHOBHBIC HAPABICHHUS
. Knnaccudukanus tpeGoBanuii k 3amure HHPOPMAIIIH.
. Obm1ast Mozesib BO3IEHCTBHS HAa HH(DOPMAIIHIO.
. Obm1ast Mozesb poriecca HapymeHus (GPU3UYECKOH 1eT0CTHOCTH HH(OpMAITHH.
. Meroauka onpeneneHus TpeOOBaHMA K 3alIUTe HHPOPMAIUH.
. JlomyIieHust B MOZIEISIX OLEHKH HH()OPMAIIMOHHOHN YsI3BUMOCTH.

~N N L AW

. Bunpl yrpo3. OcHOBHBIE HapyLIEHMUS.

Tunosble 3axanus s 3a4era (IIK-3)
1. ConeprkaHre HHTEPECOB JIMYHOCTH, OOIIECTBA U TOCyAapcTBa B MHGOPMAIIMOHHOH cdepe.

2.CYH_IHOCTL " COACPIKAHUC OMITNPUICCKUX, KOHICTITYAJIbHO-OSMITMPUICCKUX TCOPCTUKO-KOHICIITYAJIbHBIX
MOIXO/I0B K 00€CTeueHnI0 NHPOPMAITMOHHON 0€30IaCHOCTH.

3. Kitaccel m”H(GOPMAIMOHHBIX PECYPCOB.

4. Obmas cxema obecreueHuss THHOPMAIIMOHHON 0€30TTaCHOCTH

5. PeTpocnieKTUBHBIN aHATN3 Pa3BUTHUS MOAXO0B K HH(OPMAIIMOHHOM 0€30MacHOCTH.
6. MicTouHMKY U colepkaHue yrpo3 B HH(GOPMaIMOHHOH cdepe.

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTECTALMKI

JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIu

Ornenka Komnerenuu
TOCTHXKEHHMSI pe3ynbTaTa)

K 3aIuTe HHPOPMAIIUH.
«BaYTCHO»

(50 - 100 6anoB)
nHpopmaruu.

Croco0eH  TpPOAEMOHCTPUPOBATH  COBPEMEHHBIE  IOAXOJbI

Y CUCTEMHOTI'0 POTrPaMMHOI0 00€CIIeUeHusI.

IIK-3 JIeMOHCTpUpPYET BBICOKHMH  ypOBEHb TEOPETHUYECCKUX  3HAHHUM
METOMIOJIOTHYECKOTO 0a3uca penieHus 3a/ad 3aluliuThl HHPOPMAITUH.
AHam3upyeT CymEeCTBYIONINE METOIUKU OINPEIeIICHUI TpeOOBaHUS

[IpeBoCXOmMHO BiajeeT 3HAHUEM MPHUHITUIIOB OOECIICUCHUS 3aIIUThI

aJIMMHHUCTPUPOBAHUIO CPEICTB 3alIUTHI MH(OPMALUU MPHUKIAJIHOTO

0a3uca penieHus 3aad 3aluThl HHQOpMAaIHH.

TpeboBaHUs K 3amuTe HHPOpPMALIUK.
«HE 324TEHO»

(0 - 49 6anon)
uHpOpMaLIUH.

U CUCTCMHOI'0 IPpOTpaMMHOTIO obOecrieueHusl.

[IK-3 He cmocobeH mpomaeMOHCTpUPOBATh 3HAHUS METOMOJIOTUYECKOTO
He aHamm3umpyer cymecTByromde  METOAUKM  ONPEIEIICHHI
He Brmageer 3HaHWEM TNPUHIUIOB  OOECIEUEHHUs  3AIIUTHI

He cnocoGeH mnpoaeMOHCTPUPOBATh COBPEMEHHBIE TOAXOMBI K
aJIMUHUCTPUPOBAHUIO CPEIICTB 3aLIUThI MHPOPMAIIMK TPUKIATHOTO

5. MeTonnueckue yKkazaHusi AJisl 00y4al0OIIUXCS 110 OCBOCHUIO M CHUILTHHBI (MOLYJIS)
5.1 MeTtoandeckue yka3aHus 110 OPTaHU3aIMN CaAMOCTOSTEIBbHOM PadO0ThI 00YUYaIOIIUXCSI:
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[Ipuctynas K W3yYeHUIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueM paboueil mporpammbl nuctuiummabl (PITJ]), xotopas ompexaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHB U «MaTepruaabHO-TEXHUYECKOe
o0ecriedyeHre AMCUUIUIMHBI, POrpaMMHoOe obecrieuenue, npodeccuoHaibHble 0a3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKUX Yacax.

B pasgmene «YyeOHo-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIHUILIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccuoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYECKUMU MaTepuaiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl W JOMNOJHHUTh €ro € Yy4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIPY CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKON TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PI1/] ucrounuku, npodeccuoHabHbIE 0a3bl JaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHEBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHOW PabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl ¢poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MpU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpPabOTKy JIEKIIMOHHOTO Marepualia U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH cofepxarb pedepaTuBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpPbl IO
TeMaM, BBIBOJIBI MO KaKIOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIMI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHAM JOJIKHBI COAEPKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsl HMCIOJIb3yeMOIl Hay4yHOH JHMTeparyphl.
KoncniekTr MoOXeT OBbITh OMOPHBIM (COIEp)KaTh JIMIIL OCHOBHBIE KIIIOUEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIONIMM JaTh TOJNHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISETCS CAMUM CTYIEHTOM.

B nporiecce paboThl ¢ OCHOBHOM M JIONIOTHUTEIBHOM JTUTEPATypPOl CTYACHT MOXKET:

- JenaTh 3allMCU MO XOIy YTE€HHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IIaHa (co3gaBaTh INEpEeUYeHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATH TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTBH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOITPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1alilny 110 OATOTOBKE K OTJEIbHBIM 33JJaHUSM TEKYILEro KOHTPOJIS

ColecenoBaHue TpeAnoyaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH II0 BOIPOCaM
MPAKTUYECKOTO 3aHATUS C LENblo 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
pasgeny, Teme, mpoOieMe W T.II. Bce WiIeHB TPyNIbl MOTYT Y4acTBOBaTh B OOCYKIEHUU, J00ABIATH
nH(pOpPMAIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.
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VYCTHBI ONMPOC MOXKET TPUMEHATHCS B  pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHbII. OCHOBHBIE KaU€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHNs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOIO MaT€puaa,
- padlOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O HA 3aJaHHUC.

VYCTHBI OMPOC MOXKET COIMPOBOXKAATHCS MPE3CHTAIUEH, KOTOpas TOATOTABIMBACTCS IO OJHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BBICTYIUIGHHH ¢ Tpe3eHTaIeld HeoOXoAuMO oOpamarb BHUIMaHUE
Ha TaKHe MOMEHTHI KaK:

- cofep)KaHUE MPE3CHTAlMU: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (II€TTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKaHHUS M JUTEPaTyphl), MPaKTHUECKasi HANpaBICHHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTbH MPE3CHTYEMOT0 MaTrepuara;

- odopmileHHE Tpe3eHTaluu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHMHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHUE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBbl:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasna, pacKpbITHE TEeMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHus cpeactB  WKT, cmocoObl W  yCIOBHS  JTOCTHIKECHHUS
PE3yABTaTUBHOCTH M I(PGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CcBOed MpodeccHoHATbHOW WU yueOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apryMEHTHUPOBATh CBOM 3aKJIIOUYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecrieyeHre JUCHUIITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. IlepenkoB B.M., Mutpomkun A.I. Madopmarmonnas 6e30macHOCTh 1 3ammTa uHdopmanuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. 3arunaiinoB 0. H. Teopus nadopmanmoHHOM 0€30MaCHOCTH W METOJOJIOTHSI 3aIUTHl MHPOpPMAIUHU :
ydyebHoe mocobue. - Mockpa|lbepnun: [upexr-Memma, 2015. - 253 c. - Tekcer : snexrponusii // ObC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

4. 3arunaiinoB KO. H. OcHoBel MHGOPMAIIMOHHON 0€30MaCHOCTH: KypC BH3YalbHBIX JICKIUH : y4eOHOE
nmocobue. - Mockpalbepnmun: Jupekr-Memua, 2015. - 105 c. - Tekcr : anmekrponnbii // DbC
«YHUBEPCUTETCKAS OmoOImoTeka OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

6.2 JlonosHUTENBHAS TUTEpPATYpA:

1. KommekcHoe obOecneueHre WHGOPMAIIMOHHONW OE€301aCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM
nabopatopHblii mpakTukyM. - CtaBpomonb: CeBepo-KaBkasckuit ®@enepanbupiii yHuBepcurer (CKOY),
2016. - 242 c. - Tekcr : snexrponssiii // OBC «YHuBepcurerckas 6ubnuoreka onmaite» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012
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2. Ilerpenko B. U. Teopernueckue OCHOBBI 3amuThl MHpOpMaIuu : ydyeOHoe mocobue. - CTaBpoOImoIib:
Ceepo-Kapkaszckuii @enepanbupiii yausepcuteT (CKDY), 2015. - 222 c. - Teker : anexrponssiid // 9bC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=458204

6.3 VHbpIe NICTOUHMKMU:

1. Kypc «Cranaaptsl nHGopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHoBBI HHGOpMAIIMOHHOK Oe30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

3. Kypnan «BIS Journal - Unpopmannonnas 6e3onacHOCTs 6aHKOBY - https://journal.ib-bank.ru/pub/169

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITINHEC HGOGXO,Z[I/IMO CJICAYyIOIICC MAaTrCpUaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKHIUOHHOI'O W CCMHUHAPCKOTr0 THIIA,
IrpynmnoBbIX W HWHIAWBHUAYAJBbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoMi nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHrEeM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeeHusl 3aHATHI JICKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIMOHHOTO 000PYI0BaHuS,
o0ecreYnBarole TEMaTHIEeCKIE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JInnieH3MOHHOE U CBOOOHO pacipoCTpaHsIeMoe IPOrpaMMHOE 00eCTIeueHHE:

Microsoft Windows 10

Yandex Opay3ep

Kaspersky Endpoint Security 10 mns Windows "Jlabopatopust Kaciepckoro" 26.07.2018

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:
1. Dnexrponnas oubmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library
2. Poccuiickas rocynapctBenHas Oubnaunorexa. — URL: https://www.rsl.ru

3. ONEeKTpOHHBIN KaTrajor @yHIaMEHTAIBHON OoubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

4. Poccuiickas HarmoHanbHas oudamoreka. — URL: http://nlr.ru
5. Hayunast snexkrponHas 6ubmuorexka eLIBRARY.ru. — URL: https://elibrary.ru

6. Hayunas osnexktponHas OubOnmoreka Poccuiickoit akamemun — ecrectBozHanma. —  URL:
https://www.monographies.ru

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKAIIMOHHBIX TEXHOJOTUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pa30BATEILHON CPEie YHUBEPCUTETA.



