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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:
IIK-2 CrnocobeH aaMUHUCTPUPOBATH MPOrpPaMMHO-aIapaTHbIe CPEACTBAa 3alluThl WHOOpPMAIMK B

KOMITBIOTCPHBIX CECTAX

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OO€eClleYeHHEM 3allUINEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC HITH

Kox u HauMeHoBanue
komreTeHIIm OI'OC BO,
HEeOOXOAUMOM I

I/IH,I[I/IKaTopLI JOCTHXXCHUSA KOMHGTGHHI/If/’I

npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-2 Cnocoben AIIMAHHUCTPUPYET TMPOTrpaMMHO-AINIapaTHBIC CpPEACTBa
aJIMUHICTPHUPOBATH 3an|Thl UHGOPMAIUHU ISl oOecrieueHuss Oe30MacHOCTH

MPOTPaMMHO-aIIaPaTHEIE
CpeJICTBA 3alUTHI
nHpopMaIm B
KOMIIBIOTEPHBIX CETSAX

KOMITBIOTEPHBIX CeTell Ha MHOCTAHHOM SI3BIKE

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-2 CnocobGeH aaMUHUCTPUPOBATH MPOrPAMMHO-AIIAPATHBIC CPEACTBA  3aIUTHI
nH(pOpMaIMU B KOMIIBIOTEPHBIX CETAX

Ne
n/m

HanmenoBanmne
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma
oOyueHwMst

Ounas
(cemectp)

314 (58

1|"Networksecurity"

+

2 |International
information security

+

3| Ananms
3aIIUIIEHHOCTH
KOMITBIOTEPHBIX CETEH

4 |KommbroTepHBIC CETH

5 |MexnyHapoaHas
uH(pOpMaIOHHAS
0e30macHOCTb

6 |CrangapTsl B oOnacTu
MHPOPMALIIOHHON
Oe3omacHOCTU

7|OkcIuryaTanoHHast
HpaKTHKa




2. Mecto nucuuninabl B cTpykrype OIl 6akanaBpuara:

HuctunnHa «be30nacHOCTh KOMITBIOTEPHBIX CETEH» OTHOCHUTCA K YacTH, (popMuUpyeMoil ydaCcTHHUKaMHU
oOpasoBarelbHBIX OTHOIIEHUH, ydeOHoro mmaHa OIl mo wnHampaemenutro mnoaroroBku 10.03.01 -
NudopmarmonHas 6€30macHOCTb.

JucuunnmnHa «be3onacHoCTh KOMIBIOTEPHBIX CETEW» U3ydaeTcs B 4 ceMecTpe.

3.00beM u conepxaHue JUCUUILINHBI
3.1.00peM qucrmIutuHLL: 11 3.€.
Ouynas: 11 3.e.

Ounas

Bup yueOHOIT paboThI
Ay p (Bcero yacos)

OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 108
KonTaktHas pabora 64
Jlexnuu (Jlexiun) 32
Jlaboparopnsie (J1ab. pab.) 32
CamocrosrenbHas padota (CP) 44

3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
H | .
pao.
0|0 ]|O
4 cemectp
1 [TorpeOHOCTE B JlabGopatopHas
kubepoeszonacHoctu | 4 | 4 - pabora;
ColecenoBanue
2 ATaku, IOHATHS U CobOecenoBanue;
TEXHUKHU 212 | 4 JlaGoparopHas
pabora
3 3amura JaHHbBIX | TecTtupoBanue;
KOH(QUIEHITUATBLHOC | 2 2 - TecTtupoBaHue
TH
4 3ammura ) ) 4 CobecenoBaHnue;
OpraHu3aluu TectupoBanue
5 O6paszoBanue u JlaGoparopHas
Kapbepa B chepe >l a | - pabora;
MH(POPMALTMOHHON JlaGoparopHas
0€301acHOCTH pabora
6 Kubepbe3onacHocTh JlaGoparopHas
— MUp OKCHEPTOBH | , | , i pabora;
MIPECTYTTHUKOB CobecenoBanue;
CobecenoBanue
7 Ky6 JlaGoparopHa
KnOep6e30nacHOCTH pabora;
2 12| -
CobecenoBaHnue;

TectupoBanue




8 VYrpo3sl JlaGoparopHas
KnOep6e30nacHOCTH pabora;
, YSI3BUMOCTH U JlaGoparopHas
aTaku pabora;
CobecenoBanue
9 CriocoOBI 3aIUTEI CobecenoBaHnue;
CEKpPETHOMN JlaGoparopHas
uHpOpMaLUU pabora;
TectupoBanue
10 OO0ecreueHus CobecenoBaHnue;
IIEJIOCTHOCTHU ) ) ) TectupoBaHue;
TAHHBIX JlaGoparopHas
pabora
11 Konnenuus «1sthb >l o | CobecenoBanue
JEBSATOK
12 3amyra ypoBHen CobecenoBanue;
obecrieyeHus 4 |2 | - JlaGoparopHas
KnOep6e30nacHOCTH pabora
13 Kak crarb CobecenoBaHue;
CIIEIUAJIUCTOM B 4| 9 i JlabGopatopHas
obnacTu pabora
KnoepOe30nacHOCTH

Tema 1. Ilorpe6HocTs B knbepoesonacuoctu (IK-2)
Jlexknus.

Pa3Butue nHpopManMoHHOTO OOIIECTBa MpEAnoiaraeT BHeApeHHe NH(POPMALIMOHHBIX TEXHOJIIOTUI BO BCe
cepbl KU3HU, HO ITO 03HAYACT U MOSBJICHUE HOBBIX YIPO3

Oe3omacHOCTH — OT yTedek WHpopmanuu 10 kuOepreppopusma. B mpoekre Konuenmmu crpareruu
kubepo6e3onacHoct Poccuiickoit deneparyin KUOEpIpPOCTPAHCTBO

ompenensieTcss Kak «cdepa JAeATENIBHOCTH B  HH(POPMALMOHHOM IPOCTPAHCTBE, OOpa30BaHHAA
COBOKYITHOCTbIO MIHTEpHETa M IPYTrUX TEJICKOMMYHHKAIIMOHHBIX CeTe M JH0ObIX (JOpM OCYyIIeCTBISIEMOit
MOCPE/ICTBOM MX HCIOJIb30BAHUS YEIOBEYECKON aKTUBHOCTH (JIMYHOCTH, OPTaHU3AIlMH, TOCYIapCcTBa)», a
KnOep6e30nacHOCTh — KaK «COBOKYITHOCTb YCJIOBUH, IIPU KOTOPHIX BCE COCTABIISIOIINE KHOEPIPOCTPaHCTBA
3alHUIICHBI

OT MaKCUMaJIbHO BO3MOKHOTO YHCJIa YTPO3 U BO3JEHCTBUI C HEXeaTeIbHBIMU OCIeICTBUSIMI». B cBsi3M ¢
5TUM  OoJIbIIOE  3HA4YeHHWE MpHOOpeTaeT mpodieMa  «KyJAbTYphl  O€30IacHOrO0  TOBEACHUS B
KHOEpIPOCTPAHCTBEY.

JlaGopaTopHbie padoThbI.
JlaGoparopHas paboTa.
CpaBHEHHE TaHHBIX ¢ TIOMOIIBIO XAII-(QyHKIIUH
[Topsimok npoBeneHust pabOTHI:
- U3y4eHHUEe XOII-YHKINN
- IPUHLUT paboThl X3UI-(QYyHKIUN
- IPUMEHEHHE XAII-(QyHKINU
- KOJUTU3HUS X3II-(QYHKIIUU

Tema 2. Ataku, nousaTusi u TexHuku (ITK-2)
Jlexknus.
Kubeparaku Ha 0OBEKTHI KPUTHUECKOM HHPOPMALMOHHONW HHPPACTPYKTYPHI
Nurtepuer Bemeti (IoT) - 5T0 3BOIONNS B MEXMAIIMHHON CBSI3U, YHHUKATBHOE
COEIMHEHHE, [T03BOJISAIOIIEE BEIUMCIUTEIBHBIM YCTPOMCTBAM IIEPEIAaBaTh JAHHBIE 10



Bcell ceTn 6e3 yuacTHs XOTsl ObI OTHOTO YeoBeKa. TpeBOKHON CUTyalue aBiseTcs
pacTyias B3auMOCBsI3b 00bEKTOB KpUTHUECKOH MH(OPMAIIMOHHON HHDPACTPYKTYPHI

C IoMoIbl0 TexHojorui HMurepHera Bemeid M cOMyTCTBYIOIIEE YBEIMYEHHE 4YKCIIA OPraHU30BaHHBIX
Kubeparak 1o BceMy Mupy. bbuio ycTaHoBiieHO, 4TO MHOTHE KHOepaTaku

Stuxnet, Havex, Black Energy 3 u Industroyer, coBepiieHHbI€ 32 IOCIEIHUE TO/Ibl, ObUIH
HarnpaJIeHbI Ha cucTeMbl ynpasieHuss SCADA, npunauiexaniye K pa3anaHbIM
cyOBbeKTaM KpUTHUYECKON HH(opMaimoHHON HHppacTpyKTypsl. OueBUAEH TOT (hAKT, 4TO
BpenoHocHoe 10, koTopoe HaleaeHo Ha BOJHbBIE U T'a30Bbl€ CTAHILIUH, SIEKTPOCTAHINH

U TPAHCIIOPTHBIE CUCTEMBI, SIBIISIETCS IEJIOM PyK MPO(ECCHOHANIOB U ObUIO CHIEIHATBLHO
pa3paboTaHo JIsl COBEPIIECHHUS MTOT00HBIX ACHCTBUI. MHOTHE yCTPONCTBA, paboTaromue
Ha Oaze MHTepHera Bemell, HHTErprupoBaHbl B CYOBEKTHI KPUTHUECKOM HH(OPMALIMOHHOM
UHQPACTPYKTYPbI VI JOCTHKEHUS] MAKCUMAIIbHO 3 (EKTUBHOTO B3aUMOJCHCTBUSA

1 KoMMyHHKaluu. ITo npornosam k 2025 rogy 4ucio ycTpoHWCTB, HOAKIFOUEHHBIX

K UHTEPHETY, JOCTUTHET 75 MUJIIMAPJIOB, YTO MOYKET 3HAYUTENIBHO YXYIIIUTh CUTYaIUI0

U TPUBECTH YBEIMUYEHHUIO pOCTa KuOeparak, HAIeNIEeHHBIX Ha KPUTHUYECKYI0 HWH(POPMAIIMOHHYIO
UHPPACTPYKTYPY, KOTOPBIE pa3padaThIBalOTCs C UCIIOIB30BAHUEM PEILICHHH

Ha ocHoBe MHTepHeTa Bereli 1 cOOT-BETCTBEHHO MOTYT OBITh TIO/IBEP)KEHBI KHOEpaTakam.
JlaGopaTopHbie padoThbI.
JlaGoparopHas pabota.
Yenosek no cepenune "MITM"
[Topsitok BBIOJIHEHUS:
- npuHuun araku MITM
- crIOCOOBI peann3anuu
- nmpotuBoaercTBug MITM
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3apanue. OnpeneneHne TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpeznenenue TUIIOB BpenoHocHOro [10.
3. 3amanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (IK-2)
Jlekumus.
3ammTa yCTPOMCTB M CETH. 3allliTa BBIYUCIUTEIBHBIX YCTpocTB. CoOmoaeHue mpaBuia 0€30MacHOCTH
IPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNEe YHUKAIBHBIX MApOJICH TSl KKIOH YUETHOU
3amucu B ceTd. Benenuwe pannbiX. IlludpoBanue nanHbiXx. Pe3epBHOE KONMUpOBaHUE JTAHHBIX.
OxoHYaTenbHOE yJaleHHEe JaHHBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLUS.
JByxdakropras ayreHTHGuKanusa. OAuth 2.0. KonpuaeHmmaisHOCTS 37IEKTPOHHOM MOYTH U BeO-Opay3epa.

JlaGopaTopHbie padoThbI.
1. Coznanue U cOXpaHEHNE HAIEKHBIX IapoJien
2. Pe3epBHOE KOIMUPOBAHKE JAHHBIX BO BHEIIHEE XPAHWIIUILIE
3. JJaboparopnas pabora.
4. HackobKO pUCKOBaHHO MOBEJICHHE MoJib3oBaTens B MuTepHere?

Tema 4. 3amura opranusanun (ITK-2)
Jlekuus.



MexceTeBble SKpaHbl. THUITBI MEXKCETeBBIX KpaHOB. CKaHMpPOBAaHUE MOPTOB. YCTpPOHcTBa OE30MACHOCTH.
OOHnapyxeHne aTak B peajJbHOM BpeMeHH. OOHapy)XeHHe arak B peaJbHOM BpemeHHu. Jlyumme
NPaKTUYEeCKHE METOAMKH Mo MH(popManMoHHO# OezomacHocTu. Iloaxon k kuOepOe30macHOCTH Ha OCHOBE
noBezieHus. botHeT. YOuiicTBeHHas 1ernouka. YOMNCTBEHHas Lenoyka B kuOep3amure. be3omnacHocTs Ha
ocHoBe moBeneHus. NetFlow u xubeparaku. Ilonxon Cisco k kubep6e3onmacnoctu. CSIRT. CoopHuk
CIIeHapueB Mo obecreueHnio Oe3omacHOCTH. MHCTpYMEHTBI Uil TMPEJOTBpALCHUS W OOHApYyXEHHUs
nunuaenTos. Cucremsl IDS u IPS.
JlabopaTropHbie padoThbI.
3ammTa HHGOPMALUH OT YTEYKH 3TO AeATEJbHOCTD 110 NPEI0TBPAIICHUIO:

1.  momyueHus 3amuinaeMon HHGOPMAIMH 3aMHTEPECOBAHHBIM CYOBEKTOM C HapyIICHHEM
YCTaHOBJICHHBIX MTPABOBBIMU JIOKYMEHTAMHU WJIM COOCTBEHHUKOM, BIIAJIENIbIIEM HH(OpMALIUU TIPaB WK
MPaBUJI JOCTYTIA K 3alUIaeMOi HH(OpMaInu;

2.  BO3JCHCTBHUS C HapyIIEHHUEM YCTAHOBICHHBIX MIPAB W/WIM MPABUI HA U3MEHEHHE HHPOPMALINH,
MIPUBOJISIIETO K HCKAKEHUIO, YHUUTOXECHUIO, KOMUPOBAHUIO, OJIOKHPOBAHHIO TOCTYTA K MHPOPMALUH, a
TaKXe K yTpare, YHUYTOXKECHHUIO WK cO0I0 (PYHKIIMOHUPOBAHUS HOCUTEISI HHPOPMAIUH;

3. BO3ACHCTBUS Ha 3alIMIAEMYI0 HH(POPMAIHIO OMKUOOK MOJIb30BaTelNst HHpOpMaIe, coost
TEXHUYECKHX M MIPOrPaMMHBIX CPEACTB UHPOPMAITMOHHBIX CUCTEM, a TAK)KE MPUPOHBIX SBICHUH;

4.  HEKOHTPOJIHMPYEMOTO PacIpOCTPAHEHUS 3AIIUIIIAEMOi HHPOPMAIIUH OT €€ pasIyIalieHHs,
HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

5. HECaHKUMOHHMPOBAHHOTO JOBEJCHMS 3alIMIaeMOi MH(OpMAIMK 10 HEKOHTPOIUPYEMOTO KOJIMYeCTBA
nojyyvareseil HH(popMaruu.

3amura uHopMannu 3T0:

1.  mpormecc cOopa, HAaKOTUICHHSI, 00pPaOOTKU, XpaHEHHsI, paCIIpEICIICHUS U ITOMCKa HH(POpMAITUK;

2. mpeobOpazoBaHue MHGOPMAIIMH, B PE3YJIbTAaTe KOTOPOTO COAep)KaHne HH(POPMAITUU CTAHOBUTCS
HETIOHSITHBIM JUTs CyObeKTa, He MMEIOIIETO JTOCTYTIA;

3.  momydyeHHE CyOBEKTOM BO3MOXXHOCTH O3HAKOMIICHUS ¢ MH(POPMALIUEH, B TOM YHUCIIE IPH ITOMOIIN
TEXHUYECKHUX CPEJICTB;

4.  COBOKYITHOCTH MPaBWJI, PETIAMEHTUPYIOUINX MOPSAIOK U YCIOBUS AOCTyNa cyObeKkTa K HHPOpMAIUK U
€e HOCUTEJISIM;

5. JesSTenbHOCTH MO MPEIOTBPAILECHUIO YTeUKH HH(OpMAINK, HECAHKIIMOHUPOBAHHBIX U
HEIpeAHAMEPEHHBIX BO3JCHCTBUN Ha HEE.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. 3apanue. OnpeneneHue 0TBETa MPOrpaMMbl CKAHUPOBAHUS MOPTOB.
2. 3apanue. OnpeneneHue ycTporcTBa 6€30MacHOCTH.
3. 3aganue. OnpenenacHue NOpsIKa STAIOB YOUMCTBEHHOM IIETIOUKH.

Tema 5. O0pa3oBanue u kapbepa B cepe nunpopmanuonnoii 6ezonacuocrtu (I1K-2)
Jlekumus.
OO6pazoBanue u Kapbepa B chepe wuHDOpMAIMOHHONW Oe30macHOCTH. BO3MOXHOCTH cepTU(UKAIIH.
Bo3moxnoctn ceprudukanuu. PacmpenHbie Bo3MOXXKHOCTH ceprudukanuu. Kapbepa. Bakancuum B
obmnactu kubepOe3onacHocTH Ha caite Cisco.com. JIpyrue BakaHcuu B cepe KubepOe30macHOCTH.
JlaboparopHbie padoThbI.
[Touck BakaHcuii o HHGOPMAITMOHHOM 0€30MMACHOCTH 3a PyOEKOM



[Topsitok BBIOJIHEHUS:

- TIOMCK 3apyOEKHBIX CAalTOB C BAKaHCUSIMU
- HACTpO#Ka (PUIBTPOB

- U3y4YEHHUE MOJIyYEHHOTO CIIHMCKa

- BEIOOP XOPOLIETO MPEATIOKEHUS Ha PHIHKE

Tema 6. Kuoep0e3onacHocTb — MHP 3KcnepToB M npectynunkos (ITK-2)
Jlexknus.

Kubepbe3onacHOCTh — MHp 3KCIEpTOB W mpecTynHHKoB. OO030p ypoBHeW oOecrnedeHus
kubepOezonacHoctu. [Ipumepsr ypoBHel obecredenust kudepoOe3omacHoCTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPIPECTYNHHUKOB. 3ayeM CTAHOBHUTHCS CHEIMAJIMCTOM II0
kubepo6e3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IOJIb30Bareliel. TUIIbI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y JKuW3HU Jofed. BHyTpeHHHE W BHELIHHE YTPO3bl. YA3BUMOCTH
MOOWIBHBIX ycTpoicTB. IlosiBnenue Mutepnera Bemieil. BrnusHue Oonpiimx maHHBIX. Vcmonmb3oBaHue
nepeaoBoro opyxusi. bonmee mumpokmii oxBaT M KackamHblid dddekr. IIpeanochuiku 6e30MacHOCTH.
[ToBbIIeHHOE pacrio3HaBaHue yrpo3 [ kubepodezonacHocTH. Pemenue mpobaemMbl HEXBATKU CHEUATUCTOB IT
kubepb6e3onacHocTH. HarmoHnanpHast KOHLENIHMS MPO(EeCcCHOHATBHOM MOJATOTOBKH COTPYIHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKHe OpraHu3aldl U KOHKYypchl 1O kuOepOe3omacHocTtu. OTpacieBbie
ceprudpuranuu. Ceprudukanuu, CHOHCHpyeMble KOMOaHusAMH. Kak  cTare  JIKCIEPTOM IO
K1OepOe30nmacHOCTH.

JlaGopaTopHbie padoThbI.
1 Tlouck paboTsl B cepe KkubepOe30macHOCTH.
2 Unentuduxanus yrpos.
3 3anmauu npodeccroHanoB B chepe Kubepoe30macHOCTH.
4 Packet Tracer — co3manne KOMIBIOTEPHOTO MHPA.
5 Packet Tracer — OOrmienue B kubepmupe.

Tema 7. Ky6 kubepoe3onacnoctu (I1K-2)
Jlexknus.

[Mpuniuns! nHGopMaronHoi OezonacHocTu. CocrostHus AaHHBIX. Mepsl [kubepbesonacHoctu. [Tpunim
KOH(UACHIMANBHOCTH. 3aluTa KOH(pUACHIMANbHBIX JaHHbIX. KoOHTponms pgoctyna. 3akoHBl U
OTBETCTBEHHOCTb. [IpMHIMII IIETOCTHOCTH MAAaHHBIX. TpeOoBaHMS K IIEIOCTHOCTH AaHHBIX. I[IpoBepku
nenoctHocTH. [IpuHnun nocrynuoctu. [Iate neBstok. ObecnieueHre NOCTYMHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3aJaud 3allUThl XpPAaHALNIMXCS JaHHBIX. MeToAbl Tepelauyd MJaHHBIX. 3aJaud  3alluThI
NepeaaBaeMbIX JaHHBIX. Buabl 00pabOTKM AaHHBIX. 3afayd 3amuThl 00paldaTbIBa€MbIM JIaHHBIX.
TexHonmormueckue NpPOrpaMMHBIE MeEpbl 3aIIUTHL. TEXHONOTMYECKHE amImapaTrHble MeEpbl  3allUThl.
TexHnonmornueckue ceTeBbIE MeEphl 3aIIUTHL. TEXHONOTMYECKHE CpeICTBa 3alUThl Ha Oasze oOmaka.
OOpaszoBatenpHble U y4yeOHbIE MeponpusATHs 10 KubepOesonacHOCTH. DPOpMHpPOBAHUE KYIBTYpPbI
kubepoesonacHoct.  [lomutuku.  Crangaptel.  Pexomenpmammu.  Ilpomenypsl.  O0630p  Mozpenu
KnbepOe3onacHOCTH. YpoBHH obOecrieueHus kubepbOezomacHoctu. Koutponenbsle 1enu. Cpeznctsa
ynpaeneHusi. Mopens  [xkubepOe3omacnoctu  [SO wu  tpumama «KIA». MHWcemonb3oBanue Momen
Clkubep6e3onacuoct ISO u cocrostnus nanubix. Mozaens [JxkubepOe3zonacHoctu ISO u MepshI 3aMTHI.

JlaboparopHbie padoThbI.
1 VYcranoBka BupTyanbHOW MamuHbl Ha [1K.
2 AyteHTu(UKAIM, aBTOPU3ALUS U yUeT.
3 Packet Tracer — uzydenue mudpoBanus ¢aiiioB U JaHHBIX.
4 Packet Tracer — nmpoBepka 11eTOCTHOCTH (haiiJIOB U JJAaHHBIX.

Tema 8. Yrpo3sl kudepoeszonacuoctu, ysispumoctu u araku (I1K-2)
Jlexknus.



VYrpo3sl KuOepOe30macHOCTH, YSI3BUMOCTH W aTakd. UTo Takoe BpenoHOCHas mporpamma? Bupychl,
MHTEPHET-YePBH M «TPOSHCKUE KOHW». Jlormueckue OomObl. IIporpammebl-BeiMOrarenu. Baxmopbl u
PYTKMUTHI. 3amura OT BpemoHOCHbIX mnporpamMm. Cnam. Ilnuonckoe, pexknamHoe [IO m noppenbHbIE
aHTUBUPYCHBIC TporpamMMbl. DuimmHr. BUIMHL, CMHUIIMHT, GapMUHT U y3WIHHT. 3apaxeHue Opaysepa H

MOJKIIIOYaeMbIX MOAYJEH. 3amuTa OT atak yepe3 Opay3ep U AeKTpoHHYI0 mouty. ConuanbHas HHKCHEPHSL.
TakTuku conManbHOM WHXKEHEpUH. B3misa depe3 1uiedo M Mouck B mycope. MmMmepcoHuduxanus u
pO3bIrphIll. HecaHKIIMOHUPOBAaHHOE IIPOHUKHOBEHUE. MOIIEHHNYEeCTBO B VHTEpHETE U IO 2JIEKTPOHHOU
noyre. 3amura ot oomana. Otka3 B obciyxuBanuu. [IpociaymmBanue. [loqmena. Ataka uepes mocpeaHuKa.
Araxku HyneBoro ass. KiiaBuarypHsle IINHOHBI (KEHI0repsl). 3aluTa OT aTak. YCI0BHO BpegoHocHoe 110 u
cMuIIMHT. BpenonocHsie Touku poctyna. [mymenne pagunodactot. Bluejacking u Bluesnarfing. Araku Ha
WEP u WPA. 3ammra ot atak Ha OecIpOBOIHBIE CETH W MOOMJIBHBIE yCTpoWcTBa. MeXcalTOBBII
ckpuntuHr. Bueapenune koma. Ilepemonnenue Oydepa. VYaaneHHbI 3amyck mnporpamm. OJIEMEHTHI
ynpasinenus ActiveX u Java. 3ammra ot arak Ha IPUIOKECHHUS.

JlaboparopHbie padoThbI.
Jlaboparopnas padota 1
OOHapyskeHHe yrpo3 U YsI3BUMOCTEH.
Jlaboparopnas padota 2
Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. Crioco0b1 3amuThl cexkpeTrHoi nHpopmannu (ITK-2)
Jlexknus.
HckyccTtBo 3amuThl cekperoB. Yto Takoe kpunrorpadua? MWceropus xpuntorpadun. CospaHue
KpunrorpaMmMel. J[Ba Tuma mumdpoBanus. Ilpomecc  cummMerpuyHoro — mu@poBaHus.  THMBI
Kpunrorpaguyeckux — npeodpaszoBanuil. CuMMeTpuuHbIe  anroputMbel  mudpoBanusa.  Ilpomecc
aCUMMETPUYHOrO IMHU(pOBaHUSA. ANTOPUTMBI ACUMMETPHUYHOTO IM(poBaHUSA. YIpaBlieHHE KIIOYaMH.
Cpasnenue tumnos mudposanus. [punoxenus. Cuctemsl pasrpaHudeHus puzndeckoro gocrymna. CucremMsl
pasrpaHMyeHHs JIoTH4ecKoro noctyna. CpencTBa aMUHUCTPATUBHOIO KOHTPOJs poctymna. OOs3aTenbHOe
pasrpaHndenue gocryna. JJMCKpenMoHHOE pasrpaHu4YeHue AocTyna. KoHTpoabs 10CTylla Ha OCHOBE POJIEil.
Pasrpanmuenue goctyma Ha ocHoBe mnpaBwil. Yto Takoe wuneHTHdukanus? CpeacTtBa KOHTPOJA
unaeHtudukanyu. Yto-Tto, 4To MBI 3HaeM ((aktop 3HaHHS). UTO-TO, yTO MBI UMeeM ((hakTop BIAICHUS).
Yro-To, 4TO sIBNAETCA 4acThio Hac (pakTop cBoicTBa). MHOrogaxkropHas ayreHTuukanus. Uro Takoe
aBropuzauus?. Mcnonp3oBanue apropusauuu. Yrto Takoe oT4eTHOCTH? BHeapeHue OT4YETHOCTH.
IIpeBenTHBHBIE cpeacTBa KOHTposs. Crep)KUBaroIMe CpeAcTBa KOHTpoJs. Pacro3HaBaTenbHbIE CpelcTBa
koHTpons. Koppekrupyromue cpeacrBa koHTposid. CpexncrtBa BoccTaHoBieHus. KomneHcupyromue
cpeacTBa KOHTposid. YTo Takoe MacKMpoBaHME AaHHBIX? MeTonbl MAacKMpOBaHUS AAaHHBIX. UYTO Takoe
creranorpadus?. Metonsl creranorpaduu. CoumanbHas creranorpadus. OOnapyxenue. OOQycKarus.
IIpunoxenus.
JlaboparopHbie padoThbI.

1 Ilpumenenue creranorpadum.

2 Packet Tracer. Hactpoiika TpancrioptHoro pexxuma VPN.

3 Packet Tracer. Hactpoiika TynHenbHOro peskuma VPN.

Tema 10. Obecnieyenus neaocTHocT JaHHbIX (ITK-2)
Jlekuus.
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Yro mnoHumaercss mox xemmpoBaHuem? CBoHCTBa  XemI-PyHKIHUH. AJTOPUTMBI  XCIIUPOBAHUS.
CoBpeMeHHbIE aITOPUTMBI XEIINPOBaHH. XeuIrnpoBanue (HainoB U nU(POBBIX HOCUTENEH. XeuIMpoBaHue
naponeil. [Ipunoxenus. B3nom xemreir. Uro nonumaercs nox godasnenueM conu? IIpenorspaiieHue arax.
Peanm3zanus mexanusma go6asnenus conu. st uero npumensiercs mexannzm HMAC? Tlpunnun geiictBus
mexannmsmMa HMAC. Ilpumenenne mexanuzmMa HMAC. Uto coboil mpeacrapnsieT mudpoBas MOAMHUCH?
HeBo3moxkHocTh oTKaza. [Iporeccsl, npuMeHsemMble MpU co3iaHuu nudpoBoi noamnucu. Mcmonb3oBaHue
udpoBbIx noxnucei. CpaBHEHUE anropuTMOB IU(poBoi noanucu. Uto coboil mpeacrapnseT nudpoBoit
ceprudurar? Hcnonp3zoBanue 1UPpoBeIX ceprudukaroB. Yro coOOH MpencTaBiseT HUCTOYHUK
cepruduraroB? Yto comepxur B cebe mudposoit ceprudukar? Ipomnecc nposepku. IlyTh cepruduxara.
IlenoctHoCcTh maHHbIX. CpencTBa KOHTPOJSA BBOJAA AaHHbIX. [IpaBuiio nposepku. IIpoBepka Tuma JaHHBIX.
ITpoBepka BxoaHbIX HaHHBIX. IIpoBepka anomamuii. LlenmocTHOCTh 0OBekTa. CChUIOYHAS ILETOCTHOCTb.
LlemocTHOCTE JOMEHA.
JlaGopaTopHbie padoThbI.
1 Bsnowm napousi.
2 HUcnonp3oBaHue HUPPOBBIX MOIMUCEH.

3 VYnaneHHbIN 1OCTYII.

Tema 11. Konnenuus «nsatsb AeBATOoK» (ITK-2)
Jlexknus.

UYro o3Ha4aeT TEPMHH «IATh JAeBATOK»? Cdepbl, B KOTOPHIX peaiu3anus KOHIENIUU «ISATh JIEBATOK»
o0s13aTenbHA. YTPO3bl JHOCTYHNHOCTH. [IpoeKTupoBaHHE CHUCTEM BBICOKOW IOCTYNMHOCTH. MpeHTuduxanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 PUCKOB.
Yerpanenue. MHoroypoBHeBblii moaxoa. Orpanudenue. PasznooOpasue. CoxpbiTHe HH(OpMAIMH.
IIpocrora. Eaunas Touka otkasa. PesepBupoBanue mno cxeme "N+1". RAID. STP. PesepBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBHPOBaHUS MapIIPYTHU3aTOPOB. Pa3Merienne pe3epBHBIX KOUN JaHHBIX
Ha ynmaneHHOM oObekTe. [IpoekTupoBaHWEe ¢ yd4eToM TpeOOBaHUN K CHOCOOHOCTH CHCTEMBI K
BoccTaHOBIeHUIO. OTka3zoycToMuMBOCTh  HpwiokeHuil. OrtkazoycroiuuBocts 1OS. Iloaroroska.
OOHnapysxeHue 1 aHanu3. M3omsiuus, TMKBUAAUS U BoccTaHoBlIeHue. [loBeieHre UTOTOB 10 MHIMACHTaM
uHpopmanmonHoit Ge3omnacHoctu. CeteBoit Moaynb Cisco NAC. Cucrtembl OOHapy>KE€HHsI BTOpPIKEHUIL.
Cuctema npenorspaienus sropxxkenuil. NetFlow u IPFIX. [IpoaBunyThie cpencTa aHanuza yrpo3. Busl
asapuil. Ilnan aBapuiHOrO BOCCTaHOBICHUSA. DBHenpeHue Mep aBapUWHOIO  BOCCTAHOBIICHHS.
Heo6xonmumMocTh B HENMPEpPBIBHOCTH OHM3HEC-TIPOIIECCOB. ACHEKTHl HEMPEPHIBHOCTH OHM3HEC-TIPOIIECCOB.
Jlyudiie nmpakTuku o0ecriedeHns: HeMpPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 12. 3amura ypoBHeii o0ecnieuennsi kuoepoesonacHoctu (I1K-2)
Jlekumus.
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be3onacHOCT,  OnEpallMOHHONM CHCTEMBI. 3aliMTa OT BPEIOHOCHBIX IpOorpamMM. YIIpaBlleHUE
UCTIpABJICHUSMH. MexceTeBble 3KpaHbl (OpaHAMay’phl) U CUCTEMbl OOHAPY>KEHHsI BTOPKEHHUH Ha OCHOBE
xocTa. 3amura koMmyHukanuil. WEP. WPA/WPA2. B3aumnas ayrentudukanus. Pasrpannuenue gocrymna
K (¢aitnam. Illudposanue aiinoB. PesepBHOe KOMMpOBaHME JaHHBIX M cuUcTeM. DuibrTpauus u
61okupoBanme conepkumoro. Kimonnposanue xectkoro aucka u yrunuta Deep Freeze. 3amurneie kabenu
u 3aMkH. biokupoBka koMmmbioTepa mocne Oe3nelicTBus. GPS-monutopunr. Peectp ycTpoiicTB
panuoMeTKu. YmpamieHue ynaieHHbM noctymnom. Telnet, SSH u SCP. 3ammra mopTtoB M CEepBUCOB.
IIpuBHIerupOBaHHbIE Y4YETHBIE 3alMUCH. ['PyINIIOBBIE NMOMUTUKUA. BKIIOUEHHE KYpPHAJIOB M OIOBEILECHMM.
IIutanue. OrtoruieHne, BeHTWIALMA M KoHauuumoHupoBaHue Bo3ayxa (OBK, HVAC). Kourpoas
anmnapaTtHbIX cpeacTB. OneparuBHblE LEHTPbl. KoMMyTaTophl, MaplIpyTH3aTOpbl U CETEBBIE yCTPOICTBA.
BecripoBogHbie 1 MOOUIIBHBIE ycTpoiicTBa. CeTeBbIe CEPBUCHI U CEPBHUCHI MapiupyTu3anuu. O0opynoBaHue
VoIP. Kamepsl. O6opynoBanue i BHIeo-KOH(pepeHI-cBsi3u. CeTeBble JaTYMKU U Jaryuku MHTepHera
Bemield. TexHonmormu Ouomerpuueckoil uaeHtudukammu. llpomycka u KypHanel goctyna. OxpaHa u
conpoBoXxieHue. Buaeonabmonenne 1 HaOMIOICHWE C MCHOIB30BaHUEM AJEKTPOHHBIX cpeactB. RFID u
OecrpoBoAHOE HAOIIOIEHUE.
JlaGopaTopHbie padoThbI.

1 HacTpoiika 30HaJbHBIX MesKceTeBbIX IKkpaHoB Cisco

3 Yacte 1. OcHOBHAsI KOHPUTYpALIKUS MaPLIIPYTU3aTOPOB

o Hactpoiite umena xocros, IP-agpeca unrepdeiicoB u naponau st J0CTyTIa.

. HaCTpOﬁTC CTAaTUYCCKHUEC MApIIPYThI IJIsI OpraHU3alun CKBO3HOM CBSI3U.

UYacTs 2. Hactpoiika 30HanpHOTO MexceTeBoro 3kpana (ZPF)
e Ucnonp3yiite CLI 1151 HACTPOWKHM 30HAIBHOTO MEKCETEBOIO HKPaHa.

o Ucnons3yiite CLI 11t mpoBepku koHpUTypanuu.

Tema 13. Kak cratb cnenuajncToM B oosactu kubepoezonacuoctu (IIK-2)
Jlexknus.

OOme yrpo3sl U YS3BUMOCTH, CBS3aHHBIE C MOJbH30BAaTENSIMHU. YMpaBIECHUE YTrpO3aMH, CBA3aHHBIMHU C
10JIb30BaTeNsIMU. PacnipocTpaHeHHBbIE YIpo3bl JUIsl YCTPOMCTB. YIpaBiI€HHE Yrpo3aMH, CBSI3aHHBIMH C
ycTpoiictBamu. PacripocTpaHeHHbIE YyIrpo3sl Il JIOKAJIBbHOM CETU. YIIPaBICHUE YIPO3aMU ISl JIOKAJIbHON
cetu. PacnpocTpaHeHHble yrpo3bl Ui YacTHOTo oOiaka. YHpaBieHHE yrpo3aMH JJIs 4acTHOTO oOJaka.
PacnipocTpaHeHHble yrpo3bl A OOLIEOCTYITHOTO OOJiaka. YIpaBIEHUE yTrpo3aMu Ui OOIIEAOCTYITHOTO
obnaka. PacnpocTpaneHHble yrpo3bl Ui (GU3UYECKUX CPENCTB. YIPABICHUE YTpo3aMu s (PU3MUYECKUX
cpenctB. PacmpocTpaHeHHbIE Yrpo3sl I NPWIOKECHHW. YIPABICHHE Yrpo3aMU i IPUIIOKEHUN.
OTHYECKHE LIEHHOCTH CHEIHaIncTa Mo obecneyeHuio KubepOe3omacHOCTH. MHCTHTYT KOMIIBIOTEPHOM
stuku. KubepnpectynHocts. I'paxkgaHckoe U yrojaoBHOE 3aKOHOJATENBCTBO M HOPMATHBHBIC TPeOOBaHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHUKAIIMOHHOTO TpaBa. OTpacieBble 3aKOHBI. 3aKOHBI 00 yBEJOMJICHUH B
cllyuae HapylleHus Oe3omacHOCTH. 3amuTa KOH(PUACHIMATBHOCTH. MeXAyHapoJIHbIE  3aKOHBI.
Hanmonanenast ©6a3a panabix  ysa3Bumocted. CERT. Internet Storm Center. IlepenoBoil 1eHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ys3BUMocTeld. TecTupoBaHue Ha
BO3MO)KHOCTh TPOHUKHOBEHHUsS. AHAIU3aTOphl MakeToB. MHCTpyMeHTanpHBIE CpeAcTBa OE30MacHOCTH.
Omnpenenenue pojei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa Morucka BaKaHCHIA.

JlaGopaTopHbie padoThbI.
1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.
2 B »aTOM 3amaHuM ABa MapUIpyTU3aTOpa HACTPOEHBI HA OOMEH JIaHHBIMHU.
3 Bbl oTBeuaeTe 3a HACTPOUKY MOABIHTEP(HENHCOB Il B3aUMOACHCTBUS C KOMMYTaTOPaMHU.
4 Bam npencrout HacTpouTh cetd VLAN, TpankoByto cBs3b u EtherChannel ¢ mporokomom PVST.
5 Bce uHTEpHET-yCTpOMCTBA HACTPOEHBI 3apaHee

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

12



rocemaemMocts — 10 0ayuioB

TEKYIIHI KOHTpOsb — 70 6amioB

KOHTPOJIBHBIE Cpe3bl — 6 cpe3oB: S5 6aoB, 2 6amia, 3 6amia, 2 6amia, S 6amios, 3 6ania
npeMuanbHbie 6amel — 20 6amioB

4 cemectp

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpoOs | Oamios
/ cpe3sl
1. |IlorpebrocTth B | JIJabopato 3 JlaGopaTtopubie pabOTHI BBEITIONHSAIOTCS IO TEMATHKE IPAKTHICCKUX
kubepOe3omacH |  pHas 3aHATHI.
OCTH pabora 3 Oamma — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,

CTYJICHT CBOOOJIHO BJaJieeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYACT HA BOMIPOCHI
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHasoM, OTBEUAET Ha 3aJJaHHbIC BOPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OJHAKO B
MpoIiecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT mMHGOpMAIUeH 110
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ]]aBaeMbIe BOITPOCHI




Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Araku, IOHATHSA
1 TCXHUKHU

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

3ammmra JaHHBIX
"
KOH(HICHIHAITb
HOCTH

Tectupos
aHue

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuasioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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3amura
OpraHU3alNN

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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OO0pazoBanue u
Kapbepa B
ctepe
WHPOPMAIIOHH
oM
0e30macHOCTH

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI

KubepbezomacH
OCTb — MUD
IKCIICPTOB U

HPECTYITHUKOB

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuasioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Ky6
Kkubepbe3onacH
oCTH

Jlaboparo
pHa
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Yrpo3ssl
Kkubepbe3onacH
OCTH,
YA3BUMOCTH U
araku

Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Jlabopato
pHas
pabora

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTyZEHT CBOOOIHO BIIajeeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTEMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT HA BOIPOCHI
UCTIONB3YS TPO(ECCUOHATBHYIO TEPMUHOIOTHIO

2 Oamra — mabopartopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJleeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/laBaeMbI€ BOTIPOCHI
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Crnioco0Osr
3aLIUTHI
CEKpEeTHOMU
UHpOpMALIH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBLHO OTBe4daeT Oomee uem Ha 90%
BOIIPOCOB.

3 Oamma — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB OAJJTOB HE JAET.
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10.

ObecnieueHus
LEIOCTHOCTH
JTAHHBIX

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

4-5 0OammoB - CTYOEHT MpaBWIBHO OTBe4YaeT Oomee dyem Ha 90%
BOIIPOCOB.

3 Gamma — cTymeHT mpaBwibHO oTBewaeT Ha 50-80% BompocoB B
TecTe.

2 Oanna - CTyIeHT nmpaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
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Jlaboparo
pHast
pabora

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI
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11.

Konnenmus
«IISITHh JEBSATOK)

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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12.

3ammra
ypOBHEN
o0ecrieueHust
Kkubepbe3onacH
oCTH

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

JlaGoparopHbie pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAaKTHYECKUX
3aHATHH.

3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUS, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOPOCHI

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMHU
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Jlaboparo
pHast
pabora

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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13.

Kak crars
CIEIMAIUCTOM B
obnacTu
Kkubepbe3onacH
OCTH

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JUCKYCCHIO C UCTIO.

1 Gamn — cTyaeHT Bnageet
TEOPETUYECKUM MaTepUaoM MO TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
npo0IeMaTuKol MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIIPOCHI, 3a4YNTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Jlaboparo 3 JlabGoparopHble paOOThI BBHIMOIHSIOTCS MO TEMAaTUKE MPAKTUYCCKUX
pHas 3aHATHH.
pabora 3 Oamna — naboparopHas paboTa BBIOJHEHA B IOJHOM OOBEME,
CTYIEHT CBOOOIHO BJIaJIeCT MAaTepHalIOM, JEMOHCTPUPYET TIIyOOKHE,
CUCTEMAaTHU3UPOBAaHHBIC 3HAHUS, CBOOOMHO OTBEYACT HA BOIPOCHI
WCIIONB3Ys MPO(ECCHOHATLHYIO TEPMHHOIOTHUIO
2 Oamna — maboparopHas paboTa BEITIONHEHA, HO MMEET HEKOTOPHIC
HETOYHOCTH BBINIOJIHEHUS, CTYACHT BJaJeeT MPEACTABICHHBIM
MaTepHuaJioM, OTBEYaCT Ha 3aJaHHBIC BOMIPOCHI
1 Gamm - mabGoparopHas paboTa B IIEJIOM BBITIOJHEHA, OJHAKO B
MpOIlecCe  BBIMOJIHEHUS  JIa0OparopHOW  pabOTBI  JIOMYIICHEI
CYIICCTBEHHBI OIIUOKH, CTYACHT CJIab0 BlajeeT WHGpOpMAIHel Mo
TeMe, IIPU OTBETE HCIIONIE3YET 3arOTOBJICHHBIN TEKCT, 3aTPYIHICTCS C
OTBETaMU Ha 3a]1aBaeMbIC BOTIPOCHI
14. [TocemaeMocThb 10 10 6aToB — CTYACHT OCETHII BCE
100% 3ansaTHIT
7-9 6aIIoB — CTYICHT ITOCETHIT HE
meHee 80% 3aHsATHIA
4-6 6aTOB — CTYACHT TIOCETHII HE
menee 50% 3aHsaTHiA
1-3 Gayma — CTyAeHT MOCETHIT HE
MeHee 25% 3aHsaTHiA
Ecnu crynment nmocermn menee 25%
3aHSTHA, 0aJTbI HE HAYUCIISIOTCS
15. IIpeMuansHbIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:
- 3a TMPOCKT, BHINOJHEHHBIH TIO 3aka3dy paboromarenss W
peann30BaHHEIN Ha mpakTuke — 20 6aIoB;
- TIOCTOSIHHAsI aKTMBHOCTh BO BpEMs MPaKTHYCCKUX 3aHATHH — 10
0aJIIoB;
- MOJIHOCTBIO MOATOTOBJIICHHASI K MYyOIHKAIUK CTaThs 110 TEMAaTHKE B
paMKax JUCIUIUTHHEI — 10 6amios;
- y4acThe ¢ JOKJIaJOM BO BCEPOCCHUMCKOW OJIMMIIMAJZIE MO TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;
- y4acTHe B BBICTaBKE [0 TEMATUKE HM3y4aeMON NUCIHMIUIHHBI — 20
0aJIIoB;
- myOnmuKamMs CTaThd [0 TEMAaTHUKE H3ydyaeMoi TUCIUIUIMHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuajigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
16. |MunuBunyanbHbIC 3aJaHUs, 20 Pemenue ketica (10 6aioB)
C TIOMOII[HI0 KOTOPBIX [Mpoxoxnenne tectupoBanus (30 BOMPOCOB) MO BCEMY KypCy
MOXKHO HaOpaTh mucturinHbl (10 6amos)
JIOTIOJTHUTEITEHBIC OaJLThI
17. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ety BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBox  100-0annpHOU
YeThIpeX0aIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

100-0ajuibHasg cucreMa

TpanuuuoHHas cucrteMa

50 - 100 6aiutoB

3ayTeHo

0 - 49 Gaiu10B

He 3auteno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

JlaGopaTtopna paGora



Tema 7. Ky6 kubepbe3omnacHoctu
1 VYcranoBka BupTyanbHOW MamuHbl Ha [1K.
2 AyteHTu(UKAIM, aBTOPU3ALUS H yUeT.
3 Packet Tracer — uzydenue mudpoBanus ¢aiiioB U JaHHBIX.
4 Packet Tracer — nmpoBepKa 11eTOCTHOCTH (haiiJIOB U JAaHHBIX.

JlaboparopHnas padora

Tema 1. [TorpeOHOCTH B KHOEpPOE30NMACHOCTH
JlabGopatopnas pabora.
CpaBHEHHE TAaHHBIX C TIOMOIIBIO XAMI-(yHKIUH
[Topsimok mpoBeneHus: pabOTHI:
- U3yuYeHHe x31I-(QyHKIMU
- PUHIIAT PaOOTHI XAMI-(PYHKITIH
- IPUMEHEHHE XAII-(QyHKINU
- KOJUTM3HUS XOII-(QYHKIIUU

Tema 2. Ataku, MOHATUS U TEXHUKH
JlaGoparopHas paboTa.
Yenosek no cepenune "MITM"
[Topsitok BBIOJIHEHUS:
- npuHuun araku MITM
- crIOCOOBI peann3anuu
- nmpotuBoaercTBug MITM

Tema 5. O6pazoBanue u kapbepa B chepe nHGOPMAIIMOHHON 0€30TTaCHOCTH
[Touck akTyanbHBIX BakKaHCUH 1O HH()OPMAIIMOHHON 0€30MacHOCTH
[TopsiioK BBIOJIHEHUS:
- IOUCK CAalTOB C BaKaHCUSIMU
- HacTpoika (puIbTpPOB
- U3YYCHHE MTOyYEHHOTO CITUCKA BAaKaHCUI
- BBIOOP XOPOILLEro MPeAoKEeHHs Ha PhIHKE
ITouck BakaHCHiA IO MHPOPMALMOHHOW OE€30MTACHOCTH 3a PyOex oM
[Topsiiok BBITIOJIHEHUS:
- IOUCK 3apYOEKHBIX CAaTOB C BAKAHCUSIMU
- HacTpoika (puIbTpPOB
- U3YYCHHE TTOTyYEHHOTO CITUCKA
- BBIOOP XOPOILLEro MPeAoKEeHHs Ha PhIHKE

Tema 6. Kubep6e30macHOCT — MHUP IKCIEPTOB U MPECTYITHUKOB
1 Touck pabotsl B chepe kubepOe30macHOCTH.
2 Unentuduxanus yrpos.
3 3anmauu npodeccroHanoB B chepe Kubepoe30macHOCTH.
4 Packet Tracer — co3manne KOMIBIOTEPHOTO MHPA.
5 Packet Tracer — OOrmienue B kubepmupe.

Tema 8. Yrpo3sl knbepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
Jlaboparopnas pabora
W3yueHre 0CHOBHBIX METOAOB PaOOThI BUPYCOB-BBIMOTATEIICH.



[Topsitok BBIOJIHEHUS:

- U3y4YEeHHE MPUHIINIA PabOTHI

- U3y4eHHe OaH BEIMOTrareneit
JlabGopatopnas pabora.

W3yuenne pummHr-araxk

[Topsiiok BBITIOJIHEHUS:

- U3y4YCHHE MIPUHIIHAIA PAOOTHI

- U3y4YEeHHE CIIOCOOOB MPUMEHEHUS
- U3YYCHHE CITIOCOOOB 3aIIHUTHI

Tema 9. CiocoOBsI 3aLTUTHI CEKPETHOM HH(pOpMaIUN
Jlabopatopnas pabota
OCHOBBI KOMIIBIOTEpHOH CTenaHorpaduu
[IpuobpereHre yMEHHUEOB UCCIIEIOBAHNE CBOMCTBA CTEIrXOPOIIIOOHTEHHEPOB, pa3padoTKa

CTETOCHUCTEMbl M HMX MPUMEHEHHE JUIsl COKPBITHE JaHHBIC MPHU Mepeaade C C MOMOIIBIO
rpadukan300paKEHUSCHUIA.

Tema 10. OOecrieueHns NEJIOCTHOCTH JaHHBIX
1.Kakue nporpaMMel Ha3bIBatOTCs (ailIOBBIMU MEHEIKepamMu?
2.Kakast uHpopManius oTpakaercs B 001acTi mpocMoTpa nmporpamMmmbl Konqueror?
3.Kak co3nars HOBoe OKHO ¢ momouibto nporpammsel Konqueror?

4.Ilepeuncnute 3aJa4u IO YNpaBiIeHUIO (AMITIOBON CHCTEMOW, KOTOPBIE MOXHO pEIIaTh C TOMOIIBIO
nucrnierdepa aitnos?
5.Ilepeuncnure crannaptabie pynkmun KDE.

Tema 12. 3amura ypoBHel obecrnieueHnust KuOepOe30macHOCTH
Hacrpoiika 30HaJbHBIX MekceTeBbIX 3KkpaHoB Cisco
Yactp 1. OcHOBHas KOH(UTYpaILHs MapIIPyTU3aTOPOB
o Hactpoiite umena xocros, [P-anpeca unrepdeiicoB u naponau st JOCTyTIa.

. HaCTpOI\/'ITC CTAaTUYCCKHUEC MApIIPYThI JIs1 OpTraHU3alun CKBO3HOM CBSI3U.

UYacTs 2. Hactpoiika 30HanpHOTO MexceTeBoro s3kpana (ZPF)
e Ucnonp3yiite CLI 1151 HACTPOWKHM 30HAIBHOTO MEKCETEBOIO HKpPaHa.

o Ucnons3yiite CLI 11t mpoBepku koHpUTypanuu.

Tema 13. Kak ctarb crieruanuctom B obiactu kubepOe30nacHOCTH
Packet Tracer. OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKIX HABBIKOB.
B sToM 3amanuu qBa MapuIpyTH3aTOpa HACTPOCHBI HA OOMEH JaHHBIMU.
Brl oTBeuaere 3a HaCTPOHKY NOABIHTEP(EHCOB 1JIs1 B3aUMOJICUCTBHS C KOMMYTaTOpaMH.
Bawm npexncrout Hactpouts cetn VLAN, TpankoByio cBsi3b u EtherChannel ¢ mporokonom PVST.
Bce nHTepHeT-yCcTpOlicTBa HACTPOEHBI 3apaHee

ColecenoBanue

Tema 1. [TorpeGHOCTH B KHOEPOE30MTACHOCTH
1. HazoBuTe MOTHBAIMIO OETI0TO XaKepa.
2. Kakue 31eMeHTHI SBISIOTCS KOMIOHEHTaMK Tporku CIA?
3. Uro Ttakoe kubepBoitHa?
4. KT0 Takue XaKTUBHUCTHI?

35
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5. IlepeuncnuTe OCHOBHBIE 3aJ]a4H OEIBIX XaKEePOB.

Tema 2. ATaku, HOHATUS U TEXHUKHU
1. [Touemy BHyTpeHHHE yTpO3bl 0€30MACHOCTH MOTYT HAHECTH OPTaHU3allUU e1ie OOIBIIHK yiiepo, yem
BHEIIHHE?
2. Kakue crmocoObsl MOKHO MCITONIB30BaTh JJIs1 00ecTieueHrs KoH(GUIEHIINaTbHOCTH HHopMaIuu?
3. Kak emie Ha3pIBalOT KOH(PpUACHINATBHOCTH HH(OpMaUn?
4. Kaxkoii crmoco0 UCTIOIB3yeTCs Il MPOBEPKU 1IETOCTHOCTH JTAHHBIX ?

Tema 4. 3amura opranuzanuu
1. Kakoii TuIl aTaku MO3BOJISET 3JI0YMBIIUICHHUKY BOCTIONIB30BATHCS METOAOM MOAOOpa Mapoist
(brute-force)?
2. B uem 3akimodaeTcs OCHOBHAsI 1I€Jh aTaK TUIA «OTKa3 B oOcyxuBaHum» (DoS-arax)?
3. J1ns yero npeaHa3HaueH pyTKUT?
4. Kakue XxapakTepUCTHKH OIUCHIBAIOT IPOTrPAMMY-4€pPBb?

Tema 6. Kubep6e30macHOCTb — MUP SKCIIEPTOB U MPECTYITHUKOB

1. Kakum 006pa3oM mosip30BaTesisiM, padOTaOIIMM Ha O0IIEM KOMITBIOTEPE, CKPBITh JIMYHYIO HCTOPUIO
MIPOCMOTPOB B Opay3epe OT OCTANBHBIX COTPYIHUKOB, KOTOPBIE MOTYT MOJIB30BATHCS STHM KOMITBIOTEPOM?

2. Ecnu nanHbIe XpaHATCS Ha JIOKAJIBHOM >KECTKOM JHCKE, KaK JIy4dIlle BCEro 3alllUTUTh UX OT
HEaBTOPU30BAHHOIO JOCTyMa?

3. TexHoyorus Kakoro TUIa MOKET MPEAOTBPATUTH CIIeKEHUE BpeTOHOCHBIM [1O 32 aKTUBHOCTHIO
MOJIb30BaTesieid, COOp MEePCOHATLHON MH(OPMAITIH M BBIJIaYy HEXEJIaTeIbHON BCIUTHIBAIOIICH peKJIaMbl Ha
KOMITBIOTEPE TOJIb30BaTENS?

1. ITouemy yctpoiictBa loT npeacraBistior 60blie prcka, 4eM Apyrue BEIYUCIUTENbHBIC YCTPOICTBA B
cetu?

2. Kakast koHpUTryparus 6ecrpoBOIHOTO MapIIPYTH3aTOpa CYUTAETCS HEaeKBATHOM 3aLIUTON JUIs
OecrpoBOIHOM ceTH?

3. Kak nonp3oBaresnto 06e30macuTh cedsl OT «MOACTYIIMBAHUS» CETEBOr0O TpaduKa, KOTJa OH MOJIb3yeTCs
ny6nuaHoi Toukoit noctyna Wi-Fi Ha cBoem [1K?

Tema 7. Ky0 kubepOe3onacHoCTH
1. Ha3oBuTe mocieqHuii 3Tar CTpyKTyphl yOMICTBEHHOHN 1IETIOUKH.

2. Kaxoit ”HCTpYMEHT MOKET BBITIOJIHATH aHaJIu3 TpaduKa U MOPTOB B peaIbHOM BPEMEHH, a TAKKe
BBISIBJISITh aTaKU CKaHUPOBAHUS MOPTOB, CO3/1aHUs HU(POBBIX OTIIEYATKOB U NepenoiaHeHus Oydepa?

3. Kakoli MHCTpYMEHT MOXKET BBISIBJISITh BPEIOHOCHBIN TpaduK, CpaBHUBAS COEPKUMOE TTAKETa C
M3BECTHBIMU CUTHATypamH aTak?

Tema 8. Yrpo3sl knbepOe30MmacHOCTH, YI3BUMOCTH U aTaKu
1. Yto siBnsieTcss mpuMepoM JoMeHa JaHHbIX B UHTepHeTe?

2. K xakoit kareropuu, cornacto knaccudpukanmuu NICE Workforce Framework, otHOocuTCS
CTeMaIM3UPOBaHHAs OI[EHKA MOCTYMAoLIEeH nHpopManuu 0 KnOepOe30macHOCTH C LEIbI0 ONPEACTICHHS
ee MPUTOAHOCTH ISl aHATTUTUKH?

3. Ilpu xako# aTake 1eJib BEIBOAUTCS U3 CTPOSI MyTEM OTHPABKHU €l OTPOMHOTO KOJIMYECTBA 3alIPOCOB OT
MHOKECTBA JIPYTUX CUCTEM?

Tema 9. CiocoOBbI 3aLTUTHI CEKPETHOM HH(pOpMaUn
1. Kakue mepsl appexTuBHBI B 00pb0e ¢ KHOESPIPECTYITHUKAMU ?
2. Yto 03Ha4YaeT TEPMUH «YSI3BUMOCTb)?
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Tema 10. ObecrieyeHrs LEIOCTHOCTA JAHHBIX
1. Ha3Bare MeTO/BI HACHTH(UKALINN, TIPUMEHSEMBIC B ITPOIIECCE ayTEHTU(PUKAITTN

2. K xakoii KaTeropuu OTHOCSATCS 3aKOHBI B chepe KnubepOe30macHOCTH, pETryaHpyIONIe pacKphITHe
OpraHu3alsIMU KOH(UACHINAIbHON HH(POPMALIUU O ToNIb30Barese?

3. Kakoil MexaHW3M MO)KHO IIPUMEHUTh B OPTaHU3ALUU B KAUE€CTBE CPENICTBA 3ALUTHI OT
HETpeIHaMEPEHHOT0 U3MEHEHHs HH(OpMAaIlK aBTOPU30BAHHBIMU TIOJIb30BATEISIMH?

Tema 11. Konnenmust «ImsTe 1EBITOK)

1. Kaxkoit kpuntorpadudeckuii anroputm npumensiercs B AHb u nogpazymeBaeT ncrnonb3oBaHue
SIUTMIITUYECKUX KPUBBIX 17151 popMupoBaHus HU(BPOBBIX MOANNCEH U OOMEHa KiIIo4aMu?

2. Ha3zBatp npoliecchl, KOTOPble OTHOCSTCSI K KATETOPUU JIOTHYECKHUX CPEJICTB KOHTPOJISL JOCTYIIA.
3. Ha3Barp npuMepsl aAMUHUCTPATUBHBIX CPEICTB KOHTPOJIS AOCTYTA.

Tema 12. 3amura ypoBHel obecrnieueHnst KuOepOe30MmacHOCTH
1. Ilpu xakom anroput™e mudpoBaHUs MPUMEHSETCS OUH U TOT ke oot PSK-kitou, 406561
3amu@poBaTh U pacuppoBaTh TaHHBIE?
2. Kakue TepMHUHBI TPUMEHSIOTCS [T OMIUCAHUS Kitouel mudpoBaHus?

3. Kakoli U3 aCHMMETPUYHBIX AJITOPUTMOB OTNIPEICIISET CXEMY JIEKTPOHHOM mepeadyn 001Iero CeKpeTHOro
KJIroya?

Tema 13. Kak ctarb crieruanuctom B obiactu kubepOe3onacHOCTH
1. Kaxkoii MeTon rmopazymMmeBaeT MOUCK Mapodis MyTeM nepedopa BCeX BO3MOKHBIX KOMOWHAIIHIA?
2. JIns 4yero NpUMEHsETCs] KpunTorpapuuecku CTONKUI reHepaTop 1nceBaoCTyYaiHbIX Ynucen?

TecrupoBanue

Tema 3. 3amuTa JaHHBIX U KOHPHUICHIIMATIHLHOCTH
1.KonduneHnmaibHOCTh — 3TO..
A) 3amuTa OT HeCaHKIIMOHUPOBAHHOTO JIOCTYTA K MHPOPMAIIH

b) nporpaMm u nporpaMMHBIX KOMILIEKCOB, 00€CTIEYUBAIOLINX TEXHOJIOTHIO Pa3paboTKH, OTIAAKU U
BHEJIPEHUS CO3/1aBa€MbIX IPOrPAMMHBIX TPOAYKTOB

B) onucanue npouenyp

2. Kakue TpynHOCTH BO3HUKAIOT B HMHPOPMAIIMOHHBIX CHCTEMaX MPU KOH(OUIECHIINAIBHOCTH?
A) cBe/IeHUS O TEXHHMUYECKHUX KaHATaX YTeUKU HHPOPMAIIMH SBISIOTCS 3aKPBITHIMU

b) Ha myTH MonIbp30BaTENHCKON KPUITOTPAdUU CTOST MHOTOUMCIICHHBIE TEXHUYECKHE MPOOIeMbI
B) Bce oTBeThI paBUIIbHBIE

3. Kondunenuuanbayo nHPOPMAITAIO MOKHO Pa3IeIUTh:

A) peMETHYIO

B) cay:xe0nyro

B) mo6anbnyto

4. OCHOBHBIMU UCTOYHHKAMH BHYTPEHHHUX OTKa30B SIBJISIOTCS:

A) ommbOKu pu KOHPHUTYPUPOBAHUU CHUCTEMBI

B) oTka3bl NPOrpaMMHOI0 WM annapaTHoro odecnev4eHust
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B) BbIX01 cHCTEMBI U3 IITATHOTO PEKMUMA IKCILTyaTALMHU

Uro camoe T1aBHOE JOKHO MPOIyMaTh PyKOBOJICTBO MPH KiIacCU(PUKAINH JaHHBIX ?

BapuanTe! oTBeTa:

a) TUmbl COTPYIHUKOB, KOHTPAr€HTOB M KJIIMEHTOB, KOTOPhIE OYIyT UMETh AOCTYT K TaHHBIM

0) HeoOGxoaumbIil ypoBeHB JOCTYITHOCTH, IIEIOCTHOCTH U KOH(MUIEHIINATIEHOCTH

B) OLIeHUTH ypOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YopasieHue 10CTYIOM, KOTOPOE JO0JKHO 3allUIIaTh JaHHbIE

Kakoe yTBepkaeHHE SIBISICTCS MPABIIIBHBIM, €CITU B3IITHYTh HA Pa3HUILY B IEJIIX 0€30MaCHOCTH TSI
KOMMEPUECKOM U BOEHHOW OpraHu3aluu?

Bapuanrts! oTBeTa:

a) Tonpko BOGHHBIE UMEIOT HACTOSIIYIO 0€30MMacHOCTh

0) KoMmMepueckast kommmanust 0OBI9HO O0JIbIIE 3200TUTCS O IIENOCTHOCTH U JOCTYTHOCTH JaHHBIX, a
BOCHHBIE — 0 KOHPHUICHIINATLHOCTH

B) BoenHbIM TpebyeTcst 60bIIHiA ypOBEHb 0€30MaCHOCTH, T.K. UX PUCKH CYIIECTBEHHO BBIIIIE

r) Kommepueckast koMmaausi 0OBI9HO OOJIbIIE 3a00TUTCSI O JOCTYITHOCTH U KOH(PHUACHIIMATLHOCTH JTaHHBIX,
a BOCHHBIE — O [IEJIOCTHOCTH

Kakoe yTBepkaeHHE SIBIICTCS MPABIIIBHBIM, €CITU B3IITHYTh HA PAa3HUILY B IEJIIX 0€30MaCHOCTH TSI
KOMMEPUECKON U BOEHHOW OpraHu3aluu?

Bapuanrts! oTBeTa:

a) Toapko BOGHHBIE UMEIOT HACTOSIIYIO 0€30MMacHOCTh

0) KoMmMepueckast koMmmmanust 0OBI9HO O0JIbIIE 3200TUTCS O IIEIOCTHOCTH U JOCTYTHOCTH JaHHBIX, a
BOCHHBIC — 0 KOH(UICHIIHATEHOCTH

B) BoeHnHbIM TpebyeTcst 60bIIMiA ypOBEHb 0€30MaCHOCTH, T.K. UX PHUCKH CYIIECTBEHHO BBIIIIE

r) Kommepueckast koMmaausi OOBI9HO OOJIBITE 3200TUTCSI O JOCTYITHOCTH U KOH(PHUIACHIIMATLHOCTH JTaHHBIX,
a BOGHHBIE — O [IEJIOCTHOCTH

Tema 4. 3amura opranuzanuu
3amuTa uHGoOpMALNHU OT YTEYKH 3TO AeATeJbHOCTDH M0 NPEeJOTBPALICHUIO:
1. momyuyeHus 3ammiaeMor HH(OOPMAIIUU 3aMHTEPECOBAHHBIM CYOBEKTOM C HApyIIEHUEM
YCTaHOBJICHHBIX ITPABOBBIMH JIOKYMEHTAMH UM COOCTBEHHUKOM, BJIaJIesIbIieM HH(POPMAIIUU MPaB WU
MpaBUJI JIOCTYyNA K 3aIUIaeMoi HH(OPMAIIHH;

2. BO3AEHMCTBHS C HApyIICHUEM yCTAaHOBJICHHBIX MPaB W/WIK MPaBWII HA U3MEHEHHE HH(OpMaLuy,
MIPUBOASAILIETO K UCKAKECHHUIO, YHUUTOXEHHIO, KOMUPOBAaHUIO, OJTOKMPOBAHMIO JIOCTYIA K HH(pOpMaIuy, a
TaKKe K yTpaTe, yHUUTOXKEHHIO WK cO010 (QyHKIIMOHUPOBAHUS HOCUTEI HH(OpMaIUY;

3. BO3IEUCTBHS Ha 3alTUIIAEMYI0 HH(OPMAIIHIO OMHUOOK TMOJIb30Barels nHpopmarmei, coos
TEXHUYECKHUX M MTPOrPAMMHBIX CPEACTB UHPOPMAITMOHHBIX CUCTEM, a TAK)KE MPUPOHBIX SBICHUH;

4.  HEKOHTPOJIUPYEMOTO PaCIpPOCTPAHEHHUS 3alIUIaeMOl HH(POPMAITUH OT €€ pa3IiamieHus,
HECAHKIMOHUPOBAHHOTO JIOCTYTIA;

5.  HECaHKIMOHHPOBAHHOTO JOBEICHHUS 3alUIIaeMOi MH(YOPMALIK 0 HEKOHTPOIUPYEMOTO KOJIMIECTBA
noyrydaresnieid nHdopmaruu.

3amura uHgopmManuu 3T0:

1.  mpouecc cOopa, HaKOIICHHUs, 0OPAOOTKH, XpaHEHHUS, pacCIpeieTICHNs U MTOUCKa HH(POPMALINY;



2.  npeoOpazoBaHHE HHPOPMAIUH, B Pe3yJbTaTe KOTOPOTO ColepKaHie HH(POPMALIMU CTAHOBUTCS
HETIOHSATHBIM JUISl CyObeKTa, He UMEIOIIETO JJOCTYTIA;

3.  momyuyeHHue cyObEKTOM BO3MOXHOCTH O3HAKOMJICHHS ¢ HH(GOpMAIUEil, B TOM YHCIIe IPU MOMOIIH
TEXHUYECKHUX CPEICTB;

4. COBOKYIHOCTH MPaBWJI, PEIIAMEHTHPYIOLINX MOPSIOK U YCIOBUA AOCTyIA CyObeKTa K MH(POPMALUHN U
€€ HOCUTEJISM;

5. JIeATEeNbHOCTH IO MPEIOTBPAIICHUIO YTEUKHA HH(POpPMAIINHU, HECAHKITMOHUPOBAHHBIX
HEMpEeIHAMEPEHHBIX BO3JICHCTBUI HA HEE.

Tema 7. Ky6 kubepb6e3omnacHOCTH
Bomnpoc 1: Kto siBnsieTcss OCHOBHBIM OTBETCTBEHHBIM 3a OIIPE/IEIICHUE YPOBHS KIIACCH(PHKAINN
nHpopmaruu?
BapuanTe! oTBeTa:
a) PykoBoaurenb cpeqHero 3seHa
0) Briciiee pykoBOICTBO
B) Bragenerg
r) [Tons3oBaTens

Bomnpoc 2: Kakast kareropust sBisieTcs Hanbosee puCKOBAaHHOM Ui KOMIIAHUU C TOYKH 3PEHUS BEPOSTHOTO
MOIIICHHUYECTBA U HapyIIeHus: 0€30macHOCTH?

Bapuanrts! oTBeTa:

a) CoTpynHUKH

0) Xaxepsl

B) ATakylomue

r) KonTparenTs! (Juiia, paboTatomue 1o 10roBopy)

Bompoc 3: Ecnu paznudabIM rpyIinaM Mojib30BaTelield ¢ pa3InyHbIM YPOBHEM JI0CTyMa TpeOyeTcs TOCTYy K
OJTHOM | TOH ke MH(POpMAIIMHU, KaKOe U3 YKa3aHHBIX HUXKE IEUCTBUH CIIeyeT NMPEANPUHSITH PyKOBOACTBY?

BapuanTe! oTBeTa:

a) CHU3UTH YpOBEHb 0€30MacCHOCTH 3TOM HHPOPMALIUH [Tl 0OecTieueH s ee TOCTYITHOCTH U ynoocTBa
UCTIOJIb30BaHHS

6) TpeGoBaTh MOANKMCAHUS CIIEHUATBHOTO PAa3pPEIICHUS KaXKIBIN pa3, KOTa 4eIoBeKy TpeOyeTcst JOCTYII K
3To# uH(popMaUn

B) YJIy4IIUTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON HH(pOpMaIK

r) CHU3HUTH YPOBEHB Klaccu(HUKaAIuu 3TOW HHPOpMaIuu

Bomnpoc 4: Uto camoe maBHOE J0JKHO MPOAYMaTh PyKOBOACTBO MPH KJIACCH(PUKALUU TaHHBIX?
BapuanTe! oTBeTa:

a) TUIbl COTPYTHUKOB, KOHTPAreHTOB U KIIMEHTOB, KOTOPBIE OylyT UMETh JOCTYII K JaHHBIM

0) HeoOGxoaumbIii ypoBEHB JOCTYITHOCTH, IIEIOCTHOCTH U KOH(MUIEHIINATIEHOCTH

B) OLIeHUTH YpOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YrpasieHue J0CTyIoM, KOTOPOE AOJIKHO 3aIlUIIATh JaHHbIE

Bompoc 5: KTo B KOHEUHOM c4eTe HECET OTBETCTBEHHOCTH 3@ TapaHTUU TOTO, YTO JTAHHBIE
KJIacCU()UITUPOBAHBI U 3aUIICHBI?

Bapuanrts! oTBeTa:

a) Bragenbibl 1aHHBIX

0) [Tonp3oBaTenu

B) AIMUHUCTPATOPBI

r) PyxoBozncteo

Bomnpoc 6: Uto Takoe nporeaypa?
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40
Bapuanrts! oTBeTa:
a) [IpaBuia ncnonb30BaHUs MPOrPaMMHOIO U allapaTHOro 00ecreuyeHusl B KOMITaHUH
6) IlomraroBast HFHCTPYKIUS 110 BBITIOJTHEHUIO 331241

B) PykoBOJICTBO MO MEHCTBUSIM B CUTYaIIUSIX, CBI3aHHBIX C 0€30MaCHOCTBIO, HO HE ONMCAHHBIX B
CTaHJapTax

r) O0si3aTenbHbIE TCUCTBUS

Tema 9. CriocoObI 3aUTH CEKPETHON MHMOPMAITIHI
[Tpouece, B x01e KOTOpOro mu(poBaHHBIN TEKCT MPeOOpa3yeTcs B HCXOMHBIHN, HA3bIBAETC ...
o muppoBaHUE

e JemudpoBaHUe
e TMpeoOpa3oBaHHE
e HCKaXXCHUE

4. TIponecc, B X0/1€ KOTOPOTO MIKU(PPOBAHHBIN TEKCT MPe0Opa3yeTcsi B UICXOIHBIN, Ha3bIBACTC ...
o mudpoBaHUE

o JnemudpoBaHUE
e TIpeoOpa3zoBaHue
e  HCKaXCHHE

5. Uudopmanusi, HeoOxoauMasi 1151 OecpensITCTBEHHOro UG poBaHusA U JelIM(PPOBAHUS TEKCTOB,
Ha3bIBaercH ...

. K04

o 1mudp
° KO

e IapOJIb

6. XapakrepucTuka mmndpa, onpeneasomas ero CTOMKOCTh K IU(POBaAHNIO 0e3 3HAHUS KJIK4a,
Ha3bIBaeTCH ...

e  KPUIITOCTOMKOCTBIO
e Iapoib

e ayneHTH(]HUKATOD

o mmudparop

7. AcumMMeTpUYHOe K poBaHue A1 IM(PPOBAHUS U PACIIHPPOBKH HCHOJIB3YeT ...
e  OJVH OTKPBITBIA KIIIOY U OJUH 3aKPBITHIM KIIIOY

e  OJUWH OTKPBITBIN KIIIOY
e  OJIMH 3aKPBITHIN KIIIOY
e OJHMH M TOT K€ KJIIOY

e JIBa OTKPBITBIX KJIFOYA
e JIBA 3aKPBITHIX KJIIOUa

8. AcumMmeTpuyHOe mu@poBaHue 1 MUPPOBAHUA UCTOJIB3YET ... KIIOY.
e  OTKpPBITHIN

e  3aKPBITHIN

Tema 10. ObecrieyeHrs LEIOCTHOCTA JAHHBIX



HenoctHocTh HHOPMAIK — 3TO
a) Cocrostaue nHGOpMAIHH, TPH KOTOPOM OTCYTCTBYET JIF000€ €€ N3MECHCHHE,

0) Cocrostnue nH(popMalny, IPU KOTOPOM M3MEHEHHE OCYIIECTBIISETCS TOJBKO MpeIHAMEPEHHO
CyOBbeKTaMM, IMEIOLMMH Ha HETO MPaBo;

B) Coctrostnue nH(MOpMAIMU, IIPU KOTOPOM OTCYTCTBYET JII00OO€ €€ M3MEHEHHUE MO0 M3MEHEHHUE
OCYILECTBIIACTCS TOJIBKO MPEAHAMEPEHHO CYOBEKTaMH, UMEIOIIUMH Ha HETO TPaBo.

be3omacHoCTh MEPCOHAIBHBIX JAHHBIX — 3TO

a) CocrostHUE 3alIUIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX, XapaKTepru3yeMoe CIIOCOOHOCTHIO IMOJIb30BATEIICH,
TEXHUYECKHUX CPEJICTB U MH(OPMAIIMOHHBIX TEXHOJOTUH 00eCTIeunTh KOH(PHUICHIIUATLHOCTD, IIEJIOCTHOCTD
1 JOCTYITHOCTh TIEPCOHANIBHBIX JAHHBIX MPH X 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX
JTaHHBIX;

6) CocrosiHUE 3alUIIIEHHOCTH MEPCOHAIBHBIX JaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBIO MOJIb30BATENEH,
TEXHUYECKHUX CPEACTB U MHPOPMAIIMOHHBIX TEXHOJIOTHH 00ecrneunTh KOH(PUIEHIIUANIbHOCTD, IETI0CTHOCTh
MEePCOHAIBHBIX JaHHBIX;

B) CocrosHne 3alMUIICHHOCTU TMEPCOHAJIBHBIX MJAaHHBIX, XapaKTCpU3yCMOC CIIOCOOHOCTBIO TEXHUYCCKUX
CpCACTB o0ecIeuuTh KOH(l)I/II[eHL[I/IaJIBHOCTb NEPpCOHAJIbHBIX JAHHBIX.

BJIOKPIpOBaHI/Ie NEPCOHAJIBHBIX JAHHBIX — 3TO

a) BpemenHoe npekpaiieHue o0paOOTKH MEePCOHATBHBIX JaHHBIX (32 UCKIIOUEHUEM CITy4aeB, €CIH
00paboTka HeOOX0oMMMa JIJIsl YTOUHEHUS TIEPCOHANIBHBIX JaHHBIX);

0) BpemenHnoe npekparieHue 00paboTKH MePCOHATBHBIX JTaHHBIX;

B) Bpemennoe mnpekparienre 00paboTKH MepCOHANBHBIX JTaHHBIX JUIsl YTOYHEHHS] MEPCOHANbHBIX
JAHHBIX.

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILTMHE IPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocekl 3auera (I1K-2)
1 Yto Ha3bIBAETCSA KOMIIBIOTEPHOMN CEThIO?
2 KakoBa 0CHOBHasl 3ajJjaua KOMIbIOTEPHOU ceTH?
3 Jlist 9ero co3garoTcs JoKalbHbIe ceTn DBM?
4 Yro Takoe cepep? Pabouas cranms?
5 Kakue cereBble TEXHOJIOTHH HA3bIBAIOTCS KIIMEHT-CEPBEPHBIMU?
6 UYro Takoe ceteBoil anantep? Kakue TUMBI CETEBBIX aalTEPOB CYIIECTBYIOT?
7 Kaxue BuzbI IMHUHA (KAaHAJIOB) UCIIOJIB3YIOTCS JJIS CBSI3U KOMITBIOTEPOB B JIOKAJIBHBIX CETSIX?
8 Kakue MeTozpl 10CTyna OT KOMIIBIOTEPY UCIOJIb3YIOTCS B JIOKAIbHBIX CETAX?
9 UYro o3nauvaet 3HauoK CeTeBoe okpykeHune Ha Pabouem croe Windows?

Tunosble 3aganusa 1 3adera (IIK-2)
1) K npaBoBbIM MeTOnaM, 00ecne4MBAIOIIMM HH(POPMALMOHHYIO 0€30I1aCHOCTD, OTHOCATCSH:
- Pa3pabotka anmaparHbIX cpeCTB 00ecIeueH sl IPaBOBbIX TaHHBIX
- Pa3paboTtka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX ITPABOBBIX CETAX KYPHAJIOB yueTa JeHCTBUI
+ Pa3zpa0oTka 1 KOHKpeTH3alHsl IPABOBBIX HOPMATHUBHBIX AKTOB 0OecredyeHus: 0€30MacHOCTH

2) OCHOBHBIMH HCTOYHHKAMHM YIPo3 HH(POPMaLMOHHOM 0€30I1aCHOCTH ABJISIOTCH BCe YKa3aHHOE B
CIIHCKe:

- XMIIEHHE )KECTKUX TUCKOB, MOJKIIFOUEHUE K CETH, HHCANIEPCTBO

+ [lepexBaT maHHBIX, XUIIEHUE TAHHBIX, U3MEHEHHUE apXUTEKTYPbl CHCTEMBI

- XuIleHne TaHHBIX, MOAKYIl CHCTEMHBIX aJJMUHICTPATOPOB, HApYIIICHNE perIaMeHTa paboThl
3) Buabl uHGpoOpMALMOHHOM 0€3011aCHOCTH:

+ IlepconanbHasi, KOPIOPATUBHASL, TOCYIaPCTBEHHAS

- Kituenrckasi, cepBepHas, cereBas
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- JlokanbHas, mobanbHas, CMeIIaHHas

4) leaun nuadopMannoHHOIi 0€30MIACHOCTH — CBOEBPEeMEHHOEe 00HApYKEeHHUe, IpeaynpeKIeHue:
+ HECaHKIIMOHUPOBAHHOTO JI0CTYTa, BO3IEUCTBUS B CETU

- MHCaliiIepcTBa B OpraHu3aIuu

- Upe3BBIYANHBIX CUTyalul

5) OcHoBHbBIE 00beKTHI HHPOPMALMOHHOW 0€3011ACHOCTH:

+ KomMmbroTepHbIe ceTH, 0a3bl TaHHBIX

- UudopmaninoHHbie CUCTEMBI, IICUXOJIOTHYECKOE COCTOSIHUE MOIb30BaTeNeit

- busznec-opueHTHpOBaHHbIE, KOMMEPUYECKUE CUCTEMBI

6) OCHOBHBIMH pHCKaMH HHGOPMALMOHHOM 0€30IIACHOCTH SIBJIAIOTCSH:

- Uckaxxenue, ymeHbIlIeHHE 00beMa, IEPEKOIUPOBKA HH(DOpMALIUN

- TexHuueckoe BMEIIATENbCTBO, BBIBEICHUE U3 CTPOSI 000PYI0BAHUS CETU

+ [otepsi, nckaxkeHue, yTeuka nHPOpMaIun

7) K ocHOBHBIM NpHMHUIMIIAM o0ecriedeHusi HHPOPMAIMOHHOI 0€301MaCHOCTH OTHOCHUTCS:
+ DxoHOMUYECKOU APHEKTUBHOCTH CHCTEMbI 0€30ITaCHOCTH

- MHoromnatrhopMeHHON peanu3aluy CHCTEMbI

- YcuneHnusi 3alUIEHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHoBHBIMH cyObeKTaMU HH(POPMAIIMOHHOV 0€30MACHOCTH ABJISIIOTCS:

- PYKOBOAMTEIN, MEHEKEPbI, IMUHUCTPATOPHI KOMITAHUA

+ opraHsl IpaBa, TOCy/1apcTBa, OM3Heca

- ceTeBble 0a3bl TaHHBIX, (hacpPBOIIIBI

9) K 0CHOBHBIM (PYHKIIUSIM CHCTEeMbI 0€30MACHOCTH MOKHO OTHECTH BCe NepevdrcaeHHoe:
+ YcTaHOBIEHUE pPETIaMEHTa, ay/IUT CUCTEMBI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O(UCHBIX MPUIIOKEHUH, CMEHA XOCTHUHI-KOMITAHUU

- Baenpenne ayreHTUDUKAIINY, TPOBEPKH KOHTAKTHBIX JTAHHBIX TOJIH30BATEICH

Tect 10) [IpuHunnom uHGopMaUMOHHOKH 0€30MTACHOCTH SIBJIAETCS MPUHIIMII HEeXONMYEHHS
+ HeomnpaBaaHHbBIX OrpaHHUYEHHH TpU paboTe B CeTH (CUCTEME)

- PuckoB 6e3011acHOCTH CE€TH, CUCTEMBbI

- [IpesyMnumu ceKpeTHOCTH

11) lIpyHOMIIOM MOJUTHKH HHGOPMANMOHHOM 0€30MACHOCTH SIBJIAETCS MPUHIUIL:

+ HeBO3MOXKHOCTH MUHOBATh 3alIUTHBIE CPEICTBA CETH (CUCTEMBI)

- YcuiieHrss OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [ToHOTO GIOKUPOBAHUS JOCTYIA MPU PUCK-CUTYAITUSIX

12) IIpyHIMIIOM NMOJUTHKHA HHPOPMAITMOHHOI 0€30IACHOCTH SIBJISIETCH MPUHLMUIL:

+ YcuneHus 3aiyiuieHHOCTH CaMOT0 HE3aIUIIIEHHOTO 3BeHA CETU (CUCTEMBI)

- [lepexona B 6e30macHOE COCTOSTHUE paOOTHI CETH, CUCTEMBI

- IlomHoro noctyna nojab30BaTeNei KO BCEM pecypcam CETH, CUCTEMBI

13) IIpyHIMIIOM MOJUTHKHA HHPOPMAITMOHHOI 0€30IACHOCTH SABJISIETCH MPUHLUIL:

+ Paznmenenus noctyna (00si3aHHOCTEH, PUBUIIETHI) KJIMEHTAM CETH (CHCTEMBI)

- OgHOYPOBHEBOM 3alIUTHI CETU, CUCTEMBI

- COBMECTUMBIX, OAHOTHUITHBIX POTPAMMHO-TEXHUUECKUX CPEJCTB CETU, CUCTEMBI

14) K 0CHOBHBIM THIIaM CPeCTB BO31€eiiCTBHS HA KOMIIBIOTEPHYIO C€Th OTHOCUTCS
- KommprorepHsiii c60it

+ Jlornyeckue 3akinaaku («MUAHBID)

- ABapuifHO€ OTKIIIOUEHUE MUTaHUS

15) Koraa mosyyeHn cnam no e-mail ¢ npuiioxkeHHbIM (ailiom, cieayer:

- IIpounTtare npunoxKeHue, €CIM OHO HE COACPKUT HUYETO [IEHHOTO — YAAIUTh

- CoxpanuTh npusioxkeHue B nmapke «Crnam», BBIACHUTH 3aTeM [P-anpec reneparopa cnama
+ VYnanuth NuCcbMO € MPUIIOKEHUEM, HE PACKPBIBas (HE YUTasl) €ro



16) lHpuauun Kupxroda:

- CekpeTHOCTh KJTI04a ONpesiesieHa CeKPETHOCTHIO OTKPBITOr0 COOOIIECHUS

- CexpeTHOCTh HHPOPMAITUH OTIPE/IEIICHa CKOPOCTHIO TIepeaadr JaHHBIX

+ CeKpeTHOCTh 3aKPBITOTO COOOIICHHSI ONPEEIIIEeTCS CEKPETHOCThIO KITI0Ya

17) OIII - 3To:

- DNEeKTPOHHO-TIU(POBOI Mpeodpa3oBaTesh

+ DneKTpOHHO-IIU(POBast MONHCH

- DNEeKTPOHHO-TIU(POBOM MPOIIECCOP

18) Haunbosee pacnipocTpaHeHbl yrpo3bl HHPOPMANMOHHOM 0€30MACHOCTH KOPIOPATUBHOM CHCTEMBbI:
- [Toxynka Henunensuonnoro I10

+ OmuOKY SKCIUTyaTallii U HEYMBIIIEHHOTO U3MEHEHUS peXUMa pabOThl CHCTEMBI
- Co3HarenbHOrO BHEIPEHUS CETEBBIX BUPYCOB

19) Haunbosee pacnipocTpaHeHbl YIpo3bl HHPOPMALMOHHOM 0€301ACHOCTH CeTH:
- PacnipenienenHsbIit 10CTyN KIMEHT, OTKa3 000pyI0BaHUS

- MopaJibHbIl U3HOC CETH, HHCANAEPCTBO

+ COo0ii (0TKa3) 000pyIOBaHUs, HEJIETAIbHOE KOMTMPOBAHNUE JTAHHBIX

TecT_20) Hanbosee pacipocTpaHeHbl cpecTBa BO3ICHCTBHS Ha ceTh o(uca:

- Cnabp1ii Tpaduk, ”HPOPMAITMOHHBIN OOMaH, BUPYCHl B UHTEPHET

+ Bupycsl B ceTu, Toru4eckre MUHBI (3aKJIQAKH ), THPOPMAIIMOHHBIH ITepexBar

- Komnbrotepubie cOou, n3MeHEeHUE aIMUHCTPUPOBAHHUS, TOTIOJIOTHH

21) YTeukoii uHGopManuM B CHCTeMe HA3bIBAETCSl CUTYaIlUsl, XapaKTepusyeMasi:
+ [lotepeil maHHBIX B CUCTEME

- smenennem ¢opmbl nHGOpMaAIUU

- smenenueM coneprkaHusi HHPOpMAaIUK

22) CpoiictBamu HH(popMannu, HaudoJIee AKTYaJIbHBIMH IIPH 00ecnedeHnH HH(pOpMaMOHHOM
0€301aCHOCTH SIBJIAIOTCH:

+ IlenocTHOCTD

- JloctynHOCTB

- AKTyanbHOCTB]

23) Yrpo3a undpopManiuoHHoii cucTeMe (KOMIBIOTEPHOI CeTH) — ITO:
+ BepositTHOE coObITHE

- JlerepmunupoBaHHOE (BCeT/Ia ONpeIesieHHOE) COOBITHE

- CoObITHE, TPOUCXOAIIEE TTEPUOANIECKU

24) Uudopmanusi, KOTOPYIO cjieayeT 3alMIAaTh (110 HOPMATUBaM, PABUJIAM CETH, CUCTEMbI)
Ha3bIBaeTCs:

- PernaMeHTHpOBaHHON

- [IpaBoBoii

+ 3anumaemoit

25) Pa3HOBHIHOCTSAMU Yrpo3 0€30NMACHOCTH (CeTH, CHCTEeMbI) SIBJISAIOTCS BCe MEePUYHCICHHOE B CIIUCKe:
+ [IporpaMMHbIe, TEXHUYECKHE, OPraHU3AIIHOHHBIE, TEXHOJIOTUYECKUE

- CepBeprle, KIIMCHTCKUC, CITYTHUKOBBIC, HA3CMHBIC

- JInunble, KOpIIOpaTUBHBIE, COLIMANILHBIE, HAIIMOHATIbHBIE

26) OxoH4YaTeIbHO, OTBETCTBEHHOCTD 32 3aIMILEHHOCTh JAHHBIX B KOMIILIOTEPHOM CeTH HeceT:
+ Bnagenen cetu

- AIIMUHUCTpPATOp CETH

- [Tonp3oBarens cetn

27) lMoauTuka 06€30MACHOCTH B CHCTEMeE (CEeTH) — 3TO KOMILJIEKC:

+ PykoBojicTB, TpeOoBaHMT 0OecriedeHus HEOOXOMUMOTO YPOBHsI 0€30MMaCHOCTH

- MHCcTpyK1Mii, allrOPUTMOB IIOBEACHUS T10JIb30BATENS B CETU
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- Hopmbl nH(pOpMaIioHHOTO 1npasa, coOI01aeMble B CETH

28) HauboJsiee Ba:KHBIM NPH PeaIN3alMU 3AIUTHBIX MepP MOJIUTUKH 0e30IIACHOCTH SIBJIAETCS:
- Aynut, aHasIM3 3aTpaT Ha IPOBEACHHE 3aIUTHBIX MEP

- AynuT, aHanu3 6€301acHOCTH

+ AynuT, aHanu3 ysI3BUMOCTEH, pUCK-CUTYaLUH

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIMU

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH

OneHka Kommnerenrim
IOCTHKEHUS PEe3ybTarTa)

[IK-2 JIeMOHCTpUpPYET BBICOKHH ypOBEHb TEOPETHUYECKHX 3HAHUH B
obnactu obecrieyeHus 6€30MaCHOCTH KOMITBIOTEPHBIX CETEH..
CrniocobeH aIMUHHCTPUPOBATH MPOrPaMMHO-ANIApaTHBIE CPENCTBa
«3a4TEHO» 3amuTel  wHQOpMammu IS obecriedeHHs — 0€30MACHOCTH
(50 - 100 6annoB) KOMIIBIOTEPHBIX CETEH.
YMeeT mpoBOAUTH pabOThl CBS3aHHBIE C pa3pabOTKON TpeOOBaHMIA
mo 3ammre ©u  (QOPMHPOBAHHWIO TOJUTHKH  OE30MaCHOCTH
KOMIIBIOTEPHBIX CETEH.

[1K-2 He crocoGeH mpoaeMOHCTpUPOBaTh 3HAHKS B 00JaCTH 00eCTieueHus

0€301aCHOCTH KOMITBIOTEPHBIX CETEH.

He cmocobeH  aaMUHHCTPHUpPOBATH  MPOrpaMMHO-aNIapaTHbIE
«HE 324TEHO» CpeAcTBa 3alIUThl MHGpOpPMaUM s obecreueHust 0e30MacHOCTH

(0 - 49 6an0B) KOMIIBIOTEPHBIX CETEH.

He ymeer npoBoauTh paboTHI CBsI3aHHBIE ¢ pa3paboTKoi TpeOoBaHU

mo 3ammre ©u  (QOPMHPOBAHHWIO TOJUTHKH  OE30MaCHOCTH

KOMIIBIOTEPHBIX CETEH.

5. Metoanueckue yKkazaHus JJisi 00y4al0UIUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meronuueckue yKa3aHHs IO OPraHU3aUN CaMOCTOSITEIbHOI paboThl 00yUYaroMUXCs:

[TpucTtynas K U3y4eHHUIO JUCITUTUIMHBI, B TIEPBYIO OYEPElb 00YIArOITUMCST HEOOXOIMMO 03HAKOMHUTHCS
coneprkanreM padoueid mporpammbl nucturuivabl (PTID), koTopas onpenensietr conpepxanue, o0beM, a
TaKXKe MOPSIOK U3YUYCHHS U MPETIOIaBaHusl yueOHOW TUCIUIUIMHEI, €€ pas/eia, 4acTu.

J1J1s1 caMOCTOSITENIBHOM pabOThI BAXKHOE 3HAYCHHE UMEIOT pas3zeibl «O0beM H collepiKaHnue TUCIUTITMHBD),
«Y4uebHO-MeTon4YecKkoe U NHGOPMAITMOHHOE 00eCTIeYeHIE TUCITUTUIMHBD U «MaTepuaabHO-TEXHUIECKOe
obecriedeHre TUCIUILIMHEI, IPOrpaMMHOE obecrieueHue, mpodeccuoHaIbHbIe 0a3bl TaHHBIX U
WH(OPMAITMOHHBIE CIIPABOYHBIC CUCTEMBD».

B pazgene «O0beM U conepkaHue TUCIUTUTMHBD) YKA3bIBAIOTCS BCE pa3/Ieibl M TEMbI H3y4aeMOu
TUCIUIUTAHBL, @ TAK)KE BUJIbI 3aHITHIA 1 TUTAHUPYEMBI 00BEM B aKaJICMUYECKHUX Yacax.

B pazgene «YuebHo-meTonuyeckoe U HHPOPMAIIMOHHOE 00eCTICUeHUE TUCITUTUIMHED) yKa3aHa
peKoMeH1yeMasi OCHOBHAsS U JIOTIOJIHUTENIbHAS JIUTEpaTypa.

B pazgene «MarepuanbHO-TEXHUYECKOE 00ecIeueHrne JUCIUILTUHBI, IPOTpaMMHOE 00ecTieUeHHE,
npodeccroHanbHbIe 0a3bl JAHHBIX U UHPOPMAIIMOHHBIE CIIPABOYHBIC CUCTEMBD) COJIEPIKUTCS TIEPEUCHD
npodeccuoHaNbHBIX 0a3 JAHHBIX U WH(POPMAITMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JIJIsSi OCBOCHHUS
JUCIUTUTUHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHYECKUMHU MaTeprallaMy 110 TUCIUILIIHHE

[Tpu uzydennn u mpopaboTKe TEOPETUIECKOTO MaTeprasa HeoOX0IUMO:

- IPOCMOTPETH €lIe pa3 Ipe3eHTanuto Jekuu B cucreme MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKIIMOHHOM 3aHSITHH MaTepuaj U JIOMOJHUTh €r0 ¢ yYeTOM PEKOMEHIOBAHHON JOTOIHUTEIHHOM
JUTEPaTyphl;

- IPY CaMOCTOSITEIIPHOM M3YUYEHUHU TEOPETUUECKON TEMBI C/IeaTh KOHCIIEKT, NCIIONb3Yysl PEKOMEHI0BaHHbIE
B PI1JI ucrounuku, mpodeccronanbHuble 0a3bl TaHHBIX ¥ HHPOPMAIMOHHBIE CIIPABOYHBIC CHCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepualibl (hoHa oreHouHbIX cpencts (POC).




5.3 Pexomennaruu 1o pabore ¢ Hay4HOU 1 yueOHOM IuTepaTypoit

PaboTa ¢ OCHOBHOM U JOTIOTHUTEIBHOM JTUTEPATYPOH SBIISCTCS TIIABHOU (DOPMOI caMOCTOSATEIHLHOM
paboThl U HEOOXOAMMA MTPH MOJATOTOBKE K YCTHOMY ONPOCY Ha CEMUHAPCKUX 3aHATHUSAX, K Jledaram,
TECTUPOBAHUIO, FK3aMeHy. OHa BKIII0YaeT MpopaboTKy JEKIIMOHHOTO MaTepuala U peKOMEHI0BaHHbIX
WCTOYHHUKOB U JINTEPATYPHI [0 TEMATHKE JICKIIUH.

Koncnekr nexiuu 1omKkeH couepkars pegepaTUBHYIO 3aliCh OCHOBHBIX BOIIPOCOB JIEKIIUHU, B TOM YHUCIIE C
onopoi Ha pasmenieHHbie B cucteMe MOODLe npe3eHTanu, 0CHOBHBIX HCTOYHUKOB U JIUTEPATYPHI 110
TeMaM, BBIBOJIBI 10 Kaxa0My Bonpocy. KoHcrekT MoKeT ObITh BBIIIOJHEH B paMKax pacreyaTKy BblIauu
MIPE3CHTAITNH JICKITUH WM B OTACIBHOU TeTpaau 1o npeameTy. OH T0KEeH ObITh aKKypaTHBIM, XOPOIIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH()OPMALIMIO UIH PUCYHKH.

KoHcnekTsl HayqHOW JTUTEPATYPHI IPH CAMOCTOSATEIBLHON MOATOTOBKE K 3aHIATHUAM JOJKHBI COJIEpKaTh
OTBETHI Ha KaX/bIi IOCTABIEHHBIN B TEME BOIIPOC, UMETh CChUIKY Ha MICTOUHUK HH(OPMAIIUH C
00s13aTeNIbHBIM YKa3aHHEM aBTOpa, Ha3BaHUS U Iofia W3JaHUs UCIOIb3yEeMOM HayqyHOU JIUTEepaTyphl.
Koncnekt MokeT ObITh ONOPHBIM (COAEPKATh JHUIIb OCHOBHbBIE KIIIOUEBbIE MO3UIINHN), HO TIPU 3TOM
MO3BOJISAIONIMM JaTh MOJHBIA OTBET MO BOIIPOCY, MOXKET ObITh MOAPOOHBIM. OOBEM KOHCIIEKTa
ONPEIEISIETCS CAMUM CTYIEHTOM.

B nporiecce paGoThl ¢ OCHOBHOM M JIOMIOTHUTEIBHOM JTUTEPATypPOl CTYACHT MOXET:

- JIeNaTh 3aluCH 10 X0y YTeHHsI B BUJI€ IPOCTOTO WIJIM Pa3BEPHYTOrO IIaHa (CO3/1aBaTh MepeueHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATH T€3UCHI (IUTUPOBAHKUE HANOOJIEe BaXKHBIX MECT CTaThU WJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTbH aHHOTAIMH (KpaTkoe 0000IIeHHE OCHOBHBIX BOIIPOCOB PabOTHI);

- co37aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeHjaliuy 10 NOATOTOBKE K OTACIBHBIM 3aJaHUSAM TEKYIIEro KOHTPOJIS

CobecenoBanue peAnosaraeT OpraHu3amnio Oecebl IpenoaaBaTesis Co CTyASHTaMH 110 BOIIPOcam
MPAKTUYECKOTO 3aHATHS € IEeIIbI0 Oosiee 00CTOATEIHHOTO BBISIBICHHUS UX 3HAHUH 110 ONPEIeTICHHOMY
paszeiny, Teme, mpobiaeme U T.1. Bce wiieHsl rpymnel MOTYT y4acTBOBaTh B 00CYKJICHHUH, 100aBIATh
MH(POPMALIUIO, TUCKYTUPOBATh, 33/1aBaTh BOIPOCH! U T.1.

VYCTHBIN OMPOC MOXKET IPUMEHSTHCS B Pa3IHMUHBIX (popMax: (GpOHTAIBHBINA, HHIUBUIYaTIbHBIH,
KOMOMHUPOBaHHBIH. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIIEKAILETO OICHKE:

- IPaBUWJIBHOCTb OTBETA 110 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUs MaTepHaa;

- PallMOHAIBLHOCTH MCIIOIB30BAHHBIX IIPUEMOB U CIIOCOOOB PEIIeHHs TOCTABICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTD U IPPEKTUBHOCTH MCIIOIB30BAHUS HATTISIIHBIX TOCOOUH M TEXHUYECKHUX CPEJCTB MpU
OTBETE;

- UCITIOJIB30BAHUC OOIIOJIHUTCIBHOI'O MaT€puaa,
- palMOHAJILHOCTH UCITIOJIb30BaAHWA BPEMCHH, OTBCACHHOI'O HA 3a/JlaHUC.

VCTHBIH ONTPOC MOXKET CONMPOBOXKAATHCS MPE3EHTAINEN, KOTOPAst HOATOTABINBACTCS 110 OTHOMY H3
BOIIPOCOB MPAKTHYECKOTO 3aHATHS. [Ipy BBICTYIIIEHNH ¢ Ipe3eHTaell HeoOX0IMMO 00pamaTh BHUMAaHUE
Ha TaKMe MOMEHTHI Kak:

- coZiepKaHUE TPE3EHTAIMU: aKTYaIbHOCTh TEMBI, IIOJIHOTA €€ PACKPBITUS, CMBICIIOBOE COJIEPKaHHE,
COOTBETCTBHE 3asBJICHHOI TEMBbI COAECPIKaHUIO, COOTBETCTBUE METOJUUECKUM TPEOOBAHUM (I€JTH. CChIIIKU
Ha PECYPCHI. COOTBETCTBUE COIEPKAHUS U JINTEPATYPhI), MPAKTHUECKask HAIIPABICHHOCTh, COOTBETCTBUE
coziepKaHus 3asiBICHHON (popMe, aJleKBaTHOCTh UCIIOIb30BAHUS TEXHUYECKUX CPEACTB yUCOHBIM 3a1a4am,
MOCIIEIOBATEIILHOCTD U JIOTHYHOCTb MPE3CHTYEMOT0 MaTrepuara;

- oopMIIeHHE TIPE3CHTAIH: 00beM (ONITUMAIBHOE KOJIMYECTBO), AU3AMH (UUTAEMOCTh, HAIUYHE U
COOTBETCTBHE I'pa)MKU ¥ aHUMAIINH, 3BYKOBOE 0(OpMIICHHE, CTPYKTYpUPOBaHUE HHPOPMAIIH,
COOTBETCTBHE 3asBJICHHBIM TPEOOBAHUSAM), OPUTUHAIBHOCTD OPOPMIICHHS, ICTETHKA, UCTIOJIb30BaHHE
BO3MO)KHOCTH ITPOTPaAaMMHOI Cpe/ibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

45



46

- IMYHOCTHBIE KAUECTBA: OPATOPCKUE CIIOCOOHOCTHU. COOMIOZICHNE PErIaMeHTa, YMOIIMOHAIBHOCTh, YMEHHUE
OTBETHTb Ha BOIPOCH], CHCTEMAaTU3UPOBAHHBIE, TNTyOOKHE 1 TIOJHbIE 3HAHUS 110 BCEM pa3JiesiaM IPOTrpaMMBI:
- CoJiepKaHNE BBICTYIUICHUS: JIOTHYHOCTD W3JIOKEHUS MaTepuaa, paCKpbITHE TEMbI, TOCTYITHOCTb
u3NoKeHus, 3ppexkTuBHOCT npuMeneHus cpenctB MKT, ciocoObl U yciioBuUs TOCTHKEHUS
PE3yABTaTUBHOCTH U A((EKTUBHOCTH JIJISl BBITIOJIHEHUS 33]1a4 CBOCH MpodeccHoHanbHON WK yueOHOU
NesITeIbHOCTH, JOKA3aTeIbHOCTh IPUHIMAEMBIX PEILICHUH, yMEHHE apryMEHTHPOBATh CBOM 3aKJIIOUEHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKOe M HHPOPMALIMOHHOE o0ecrieyeHre JUCUMITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpuntorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcurer « MTHTYUT», 2016. - 244 c. - Teker : anexkrponusbiil / DbC «YHuBepcuteTckas oubamnorexa
onaiiny» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTH : ydeOHO-MeToguueckoe mocobue. - MocksalbepnuH:
Hupekt-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckass 6uONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbrorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TelNeKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
snektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnetotepHusie cetu : yuebHoe ocodbue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:

PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NICTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciryx0a 1mo Haa30py B chepe obpazoBanms v HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanpHbiii optan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

7. MaTepuaJbHO-TeXHHYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecrnedyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jliis mpoBeieHus! 3aHATHI 110 IUCHUIUTMHE HE00X0IUMO CIeyIollee MaTepruaabHO-TEXHUYECKOe
oOecriedyeHue: yueOHbIe ayJUTOPUHU I IPOBEACHUS 3aHATHH JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAWBUIYaJIbHBIX KOHCYIbTALUMN, TEKYIETO KOHTPOJIS U IPOMEKYTOUHOM aTTecTalu,
MTOMEIIEHUS JIIs1 CAMOCTOSITENIbHOM paboThl.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHIEIIMAIM3UPOBAHHON
Me0OeIbI0 U TEXHUYECKUMU CPEJICTBAMH 00yUeHUs, CITY>KalIUMU JIJIs IPEACTaBIECHUs yueOHON HHpOopMaIH
OO0JBIION ayTUTOPUH.

[TomerieHust 17151 CaMOCTOSITENBHOI pabOThl YKOMIIEKTOBAHBI KOMITBIOTEPHOI TEXHUKON C BO3ZMOKHOCTBIO
MOAKITIoUeHus K cetu "MHTepHeT" 1 obecrnedeHrneM TOCTyIa B DJIEKTPOHHYIO
nH(OPMAITMOHHO-00pa30BaTEIbHYIO CpEy YHUBEPCHUTETA.

Jliis mpoBeieHHs! 3aHATHH JIEKIIMOHHOTO THUIIA UCTIONB3YIOTCS HAOOPHI IEMOHCTPALlMOHHOTO 000pY/I0BaHUS,
o0ecreunBaIfe TeMaTHYECKUE WILTIOCTPAUU (ITPOSKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTI0CKA).

JIuueH3MoHHOE U CBOOOTHO pacipoCcTpaHseMoe IPOrpaMMHOE 00eCTIeueHHe:



Microsoft Windows 10

Microsoft Office [Ipodeccuonansusiii moc 2007
Adobe acrobat

LibreOffice

Onepanuonnas cucrema "Ansr O6pazoBanue"
Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpPOHHO-OMOmmorewnas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccuiickoit akamemunm — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

9. OnexrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYHBTHMGI[HP'IHBIX, THIICPTCKCTOBLIX, CCTCBLIX, TCICKOMMYHUKAITMOHHBIX TGXHOHOFHﬁ, HCIOJIb3YCMbBIX B

ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



