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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-9 CrocobeH MpuMEHATh CpPeACcTBa KpUNTOTpapUUecKor M TEXHUYECKON 3aluThl MHGOPMAIIMH TSI
pelieHus 3a1ad npodecCuoOHaIbHOM 1eATeNbHOCTH

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- DKCIUTyaTallMOHHBIN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OO€eClleYeHHEM 3allUINEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC HITH
npohecCHOHATTLHBIC
JeUcTBUs (IPU HATUYUU
npodcranaapra)

Kox u HauMeHoBanue
komreTeHIIm OI'OC BO,
HEeOOXOAUMOM I
(hopMHUPOBAHUS TPYOBOTO
Win podecCHOHATBHOTO
JeHCTBHS

I/IH,I[I/IKaTopLI JOCTHXXCHUSA KOMHCTGHHI/If/’I

OIIK-9 Criocoben
MIPUMEHATH CPEICTBA
KpunTorpadguIeckon u
TEXHUYECKOU 3alllUThI
WH(MOPMAITIH TS PEIIeHUS
3a1a4 nmpodecCHoHATHHOM
JEeSITebHOCTH

ITpumensier cpesacTBa KpHUIITOTpadnaeCcKoi u
TEXHUYECKOW 3aIUThl WH(GOpPMAIMH IS PEIIeHUs 33734
MpodeCCHOHATTLHOM JICITETbHOCTH

1.5 CornacoBanue MEXAUCITUIUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

2. MecTo nucuuiuiaabl B cTpykrype OIl 0akasaBpuara:

JucuunnmHa «MeToasl

U CpeACcTBa KpUNTOrpadUuecKoi 3aIluThI

UHPOPMALIUK» OTHOCUTCS K

oOs13arenbHO yactu yueOHoro miuana OIl mo nampasnenuto moaroroBku 10.03.01 - MudopmarmonHas

0€e30I1aCHOCTb.

JucuuminHa «MeTonel M CcpencTBa Kpunrorpaduyeckoil 3amuThl HHpoOpManum» usydaercsi B 6, 7

CeMeCTpax.

3.00beM u conepxaHue JUCUUILINHBI
3.1.00peM QUCIUIUIMHEL: 7 3.€.

Ounas: 7 3.€.

Bun yueGHOM paboThI

Ounas
(Bcero yacos)

OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI

252

KonTaktHas pabora

152

Jlexuuu (Jlexummn)

60

Jlaboparopnsie (J1ab. pab.)

92

CamocrosrenbHas padota (CP)

64

DK3aMeH

36

3auer




3.2.ConepxaHue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
110707 0 I
pao.
O]0]|O
6 cemecTp
1 OcHoBBI CobecenoBanue
MH(POPMALTMOHHON
0€30MMacCHOCTH U 2 - 1
3aIUTHI
uHpOpMaLUU
2 Uctopus ) ) 1 CobecenoBanue
Kpunrorpaduu
3 OCHOBHBIE TEPMUHBI Tectuposanue;
U OTIpE/ICTICHUSL. CobecenoBanue
2 | - 1
Knaccudukanus
mmdpos
4 [udpsr 3ameHbI JlaGoparopHas
2 14 |1 pabora;
CobecenoBanue
5 [Hudpsr JlabGopatopHas
MepECTaHOBKHU pabora,
2 14 (1
TecTtupoBanue;
Co0OecenoBanue
6 [Hudpsr JlabGopatopHas
raMMHUPOBaHUS 4 | 4 1 pabora,
ColecenoBanue
7 KBanroBoe ) | s CobecenoBanue
mmdpoBanue
8 KomOuHupoBaHHble JlaGoparopHas
g pbl 2 14 |2 pabora;
CobecenoBanue
9 [udposanue ¢ JlabGopatopHas
OTKPBITHIM KITFOYOM pabora;
2 16 |2
TecTtupoBanue;
ColecenoBanue
10 Xem-hyHKIUNA JlabGopatopHas
4 |6 |2 pabora;
ColOecenoBanue
11 Kpunrorpadpuyecku R I CobecenoBanue
€ TIPOTOKOJIBI
7 cemecTp
12 [TpoTokomnsr oOMeHa ) i 4 ColOecenoBanue
C KIIF0YaMHU
13 [TpoTokomsr JlabGopatopHas
ayTeHTU(UKAITIT 2 | 8| 4 pabora;
(maeHTHUKALIIN ) ColOecenoBanue
14 IIpoTokossl JlaGoparopHas
AJIEKTPOHHOMN 2 |18 | 4 pabora;
MIOJIITUCHU CobecenoBanue




15 IIpoTokosel JlaGoparopHas
KOHTPOJIS 2 112 | 4 pabora;
LEJIOCTHOCTH CobecenoBanue

16 [TpoTokomsr ColecenoBanue
AIEKTPOHHBIX 4 - 4
IIaTexen

17 [TpoTokosr 4 - |a CobecenoBanue
rOJIOCOBAHMUS

18 IIpoToKOIIBI TAMHBIX JlaGoparopHas
MHOTOCTOPOHHHUX 4 1121 a pabora;
BBIUUCIICHUH 1 CobecenoBanue
paszerneHus cexpera

19 Hexotopsie Tectuposanue;
CBEIICHHSI U3 TEOPHii 4l - |4 CobecenoBanue
aJITOPUTMOB U
qrcen

20 OCHOBEI 4 i 4 CobecenoBaHue;
KPHIITOAHAJIH3a TectupoBanue

21 Creranorpadus JlaGoparopHas

2 112 6 pabora;
CobecenoBanue

22 KonupoBanue JlabGopatopHas

nHpopmarun 2 |12 ] 6 pabora;
ColOecenoBanue

Tema 1. OcHoBBI HHPOPMaITMOHHOI Oe30macHOCTH U 3amUTHI MHpopmanun (OI1K-9)
Jlekumus.

Nudopmarus wu  wHbOpMarioHHass 0€30MMacHOCTh, OCHOBHBIE COCTaBISIONIME WHOOPMAIIMOHHON
0€301acHOCTH, OOBEKTHI 3AIIUTHI, KATETOPHH M HOCUTEIW WH(OPMAITIH, CPEICTBA 3alUThl HHPOPMAIIUH.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. MaiiTe onpenenaeHne NOHATHIM: «HMH(pOpMaIHs», «AHPOpPMAIIMOHHAs 0€30MaCHOCThY, «3alluTa
uHpOpMaLUN», «KMHPOPMALIMOHHAS YTPO3ay.
2. JlaiiTe XapaKTepUCTHKY OCHOBHBIM COCTABJISIOLINM WH(POPMALIMOHHON 0€30MacHOCTH.
3. [lepeunciure OCHOBHBIE OOBEKTHI 3AIIHTHI.

4. JlaiiTe XapaKTepUCTHKY IMOHATUSAM «TOCYHapCTBEHHAs TallHa», «KOH(UIeHIMaNIbHAs MH(OpMALUL» U
«IEPCOHAJILHBIC TAHHBIE.

5. JlaiiTe XapakTepUCTUKY CpPEIICTBAM 3aLIUThl HH(OPMALIUH.

Tema 2. Uctopus kpunrtorpagun (OIIK-9)
Jlexknus.

HauBnast kpunrtorpadusi, QopmanbHas KpunTtorpadus, maremarnyeckas Kpunrorpadus.Hausnas
Kkpunrorpadus, popmaabHas KpUOTOrpadus, MareMaTniyeckas KpUnrorpadus.

JlaboparopHbie padoThbI.
He npenycmotrpeno

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITepeunciute criocoObl TaHOM TIepenayn HHPOpPMAIUK Ha PACCTOSHUU.
2. Ha3oBuTE OCHOBHBIE 3TaIbl Pa3BUTHUS KPUNITOTpApUH.

Tema 3. OcHoBHBIe TepMuHBI U onpeaenenus. Kiaccungukanusa mugpos (OIIK-9)



Jlexkuns.

OcHOBHbIE TEpPMHUHBI M OIpENeeHHs,, OCHOBHBIE TpeOOBaHUS K KPHUMOTOCHUCTEMAaM, Kiaccuuxamus
KpUNTOrpauuecKux CUCTEM.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Maiite onpeaeneHue MOHATUSAM «ITUDPY, KKITIOD», «IeIIHPPOBAHUEY.
2. [lepeuncnure 0CHOBHbIE TPEOOBAHUS, IPEAbSIBIIEMbIE K KPUIITOCUCTEMAM.
3. JlaiiTe kmaccuUKauio KPUIITOCUCTEM IO aJTOPUTMY IU(PPOBAHHUS.
4. Jlaite kmaccuuKaIyio KpUITOCUCTEM 10 CTOMKOCTH mudpa.

Tema 4. lllugpsi 3amensl (OITK-9)
Jlekumus.

OcnoBbl muppoBanusa. udper omxHo3HauHo# 3amenbl. [lomurpammubeie mmdpel. OmodoHHUECKHE
mudpsl. [oneandasutubie mmdpsl. Heperynspusie mmudps.

JlaGopaTopHbie padoThbI.
B naGoparopHoit paboTe He0OX0AUMO 3aUPPOBATH CBOIO (PaMHIIIUIO C TOMOIIBIO CIEAYIOUINX MHUPPOB:
- mudpa Le3aps;
- JI03yHroBOro mudpa;
- MOTMOMAHCKOTO KBaApaTa;
- mmdpyromeit cucremsl Tpucemyca;
- mudpa Playfair;
- cucTeMbl OMO(OHOB (JIOIyCKaeTcs I KaKI0i OyKBbI ajihaBUTa MPUBECTH BCETO IO JABE MU(PPO3aMEHBI,
T.€. IPUHATH, YTO BCE OYKBBI MMEIOT OIMHAKOBYIO BEPOSITHOCTH MOSIBICHHS B TEKCTAX);
- mmmdpa Bmkenepa.

I[Ipu odopmieHnn oT4yeTa HEOOXOAUMO TMPUBECTH HCXOAHOE cooOlmieHne (pamMuiauio), TabIUILy
mudpo3aMeH, Kitod (ecym Tadnuia mudpo3aMeH He SIBISIETCS KIIF0YOM) U 3 poBaHHOE COOOIICHHE.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. B ueM 3akitouaeTcss OCHOBHAS HJiesl KpUNITOrpaduuecKux npeodpazoBaHuii IuppoB 3aMEHbI?
2. Ilepeuncnute OCHOBHBIC PA3HOBUIHOCTH MIH(PPOB 3aMEHBI.
3. JlaiiTe XapakTepUCTUKY pa3HOBHIHOCTSAM IIU(PPOB 3aMEHBI.
4. Ha3zoBuTE OCHOBHOWM HEIOCTATOK IH(pPa OMHOZHAYHOUN 3aMEHBI.

Tema 5. lllu¢ppsl nepecranosku (OIIK-9)
Jlekumus.
OcHoBbl mudpoBanus, MUGPHI OAMHAPHON U MHOKECTBEHHOM IEPECTAaHOBKHU.
JlaboparopHbie padoThbI.

B naGoparopHoii pabote He0OX01uMO 3amudpoBaTh CBOIO GaMUIIUIO (Il IEPBBIX ABYX MHU(POB) UK
baMunio ¥ UM (17151 OCTATBHBIX ) C TIOMOIIBIO CIAEAYIOMUX MIH(PPOB:

- IPOCTOM OAMHAPHOM MEPECTAaHOBKHU;

- O;I0YHOM OMHAPHOW TIepECTaHOBKH;

- TaOJIMYHON MapIIpyTHOM MEPECTAaHOBKY;

- BEpTUKaJIbHON NIEPECTAHOBKY;

- IOBOPOTHOM PEUIETKU;

- Maru4eckuil kBaapar (pa3mep kBajapara - 4x4);
- IBOMTHOM NIEPECTaHOBKH.

ITpu opopmieHnn oTyeTa HEOOXOAMMO MPUBECTH UCXOTHOE Co0OIIeHHE ((haMIITUIO WK (HaMUIIHIO U UMS),
TaONMIIbI, KITIOYEBBIE CJIOBAa (BBIOMPAIOTCS MPOU3BOJIBHO), MapLIPyThl BIOHCHIBAHMS M BBITUCHIBAHHS,
MIOBOPOTHI PEIIETKHU U 3aIIH(PPOBAHHOE COOOIICHHE

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.



1. B ueM 3akitouaeTcst OCHOBHAS HJiesl KpUNITOrpaduuecKux npeodpazoBaHuil mMu(poOB NepecTaHOBKHU?
2. Ilepeuncnure OCHOBHbIE PA3HOBUIHOCTH IIM(PPOB EPECTAHOBKHU.
3. JlaiiTe XxapakTepUCTUKY pa3HOBHIHOCTSM IIU(POB NEPECTAaHOBKH.

Tema 6. Illudpsl rammuposanus (OIIK-9)
Jlexknus.
OcHoBsl mmppoBanus, mudpoBanue Mo Moayao N u 2, reHepalys raMMbl, TeHEPaTOPbI TaMM.
JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe He0OX0AUMO 3aUPPOBATH CBOIO (PaMIIIUIO C TOMOILBIO MIH(POB TAMMHUPOBAHHUS
1o moayio N u Mmoayio 2.

[Tpu odopmiennu oTuera HEOOXOIUMO HMPUBECTH HUCXOAHOE cOOOIIEHHE ((paMHIINIO), TAaMMY U TaOIUIIbI
3amu(poBaHus/IeUpPOBAHHUS.

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1. B yem 3akitogaeTcsi OCHOBHAS Uesl KpUNITOTpahuuecKuX MpeoOdpa3oBaHui alIUTUBHBIX ITHUGPOB?
2. Ha3zoBuTE OCHOBHBIE XapaKTEPUCTUKUA FaMMBI.
3. [Ipu KakuX yclIOBUSX MPUMEHEHHSI TaMMBbI aJINTUBHBIN MIHU(P MOXKHO CUUTATh COBEPILICHHBIM.
4. JlaliTe XapaKTepUCTHKY IPOTrpaMMHBIM criocobam reHeparuu raMmmsel (aroputm RANDU u BBS).
5. Urto Takoe mapuTeTHHINA OUT?

6. Omumute cxembl MUGPOBAHUS C HCIOIB30BAHUEM CHUHXPOHHBIX M CaMOCHHXPOHU3UPYIOIIUXCS
MMOTOKOBBIX MIH(POB.

Tema 7. KBantoBoe mudposanue (OI1K-9)
Jlekumus.

OcHoBbl KBaHTOBOH ¢u3nku. OcCHOBBI KBaHTOBOro mudpoBanusa. llludpoBanus ¢ wuCMOIB30BaHUEM
JUHEWHBIX  TOJIIPU3aTOpPOB Ha  mIpuHUMaromed crtopoHe. IludpoBanmss ¢  UCMOIB30BAaHUEM
MOJISIPU3AIMOHHON pa3IeTUTEIbHON MPU3MbI HAa TPUHUMAIOILEH CTOPOHE.

JlaboparopHbie padoThbI.
He npenycmotpeHo.
3anaHus AJ51 CAMOCTOSITeILHOI padoThI.
1. [lafiTe onpeneneHne MOHATHIM «KBAaHT» B «(HOTOHY.
2. B uem 3akiouaercs mpupojia KOPImyCKyIsIpHO-BOITHOBOTO ayanu3ma (potona?
3. B uem cyTh mmdpoBanus ¢ moMoIpo GOTOHOB?

Tema 8. KomOunupoBannsie muppsi (OI1K-9)
Jlekumus.

[Mudpper ADFGX u ADFGVX. OcHoBbel OsouHoro komOmHUpoBaHHOTO mmdposanus. DES. TOCT
28147-89. AES. TTOCT 34.12-2015. TOCT 34.13-2015.

JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe HeoOxoanMo 3au(poBaTh CBOIO GaMHINIO U UM ¢ moMosio muppa ADFGVX.

[Ipu odopmieHnn oTdyeTa HEOOXOAUMO TPHBECTH HCXOMHOE cooOmieHre (hamMmivio U uMs), TaOIUIly
mudpo3aMeH, KIII0YEBOE CIIOBO, IEPECTAHOBOYHYIO TAOJIUITy U 3ai(POBAHHOE COOOIICHHE.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
. Jlaitte onncanue sueiiku dOeicrens.
. HazoBurte ocHoBHbIE pexumMbl DES.
. Ilepeuncnure metoas! mudpoBanus, ucrnoaszyemsie B DES-ECB.
. [IpuBenute cxemy anroputma DES B pexxume crierieHus 0J10KoB mmdpa.
. HazoBure cdeprl npuMeHeHus pa3HbIX pexxumoB DES
. KakoBa muna xmroua mmdpa OCT u kak reHepupyIOTCs KITFOUEBBIC DIIEMEHTHI.

~N N L W

. HazoBute ocHoBHBIE paznnuns Mexay DES u 'OCT.



Tema 9. IlludpoBanne ¢ oTKPHITHIM KJI0490M (OITK-9)
Jlexknus.

OcHoBbl mudpoBanus, aaroputM RSA, anropuTm Ha OCHOBE 3ajayd 00 YKIJIAJKE paHIlA, BEPOSTHOCTHOE
mmdpoBanue, anropuT™ mudpoBaHust Dib-I"amMas, anroputM Ha OCHOBE JUTUITUYECKUX KPUBBIX.

JlaboparopHbie padoThbI.
B naGoparopHoii pabote He0OX0auMO 3audpoBaTh CBOIO (GaMUIIHIO C TTOMOIIBIO CISAYIOMINX MHU(POB:
- anroput™Ma RSA;
- aNropuTMa Ha OCHOBE 3a7a4M 00 YKJIaJKe paHIa;
- anroputMa 1mudpoBanus Dib-I amanrs.

[Tpu opopmieHnn oTueTa HEOOXOAMMO MPUBECTH UCXOTHOE COOOIIeHUE ((haMUITUIO) U TaOJIUIIBI TCHEPAITUH
KJTtoueit, mudpoBanus u pacmudponanus. s mepBoro u TPETHEro Coco00B MPHUHSTH, YTO KOJ CHMBOJIA
COOTBETCTBYET €T0 MOJIOKEHUIO B alipaBUTE, IJIs1 BTOPOTO — B COOTBETCTBUHU ¢ KomupoBkoid Windows 1251.

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. B uem 3akitogaeTcsi CyTh M OCHOBHAsI MPEIIOCHIIKA MOSBICHUS MTU(POBAHUS C OTKPBITHIM KITHOYOM?
2. OcHOBHBIE TPEOOBAHUS, PEABABIAEMbIC K KPUITOCUCTEMAM C OTKPBITHIM KITFOUOM.

3. [Ilepeuncnurte THIIBI OTHOCTOPOHHUX MPEOOpPa30BaHWM, TMPHUMEHSEMBIX TPH ACHUMETPUIHOM
mudpoBaHUH.

4. JlaitiTe KpaTKyI0 XapakTEpUCTUKY airoputma RSA.

5. B ueM oTnmune cBepXBO3pacTarouiei Mocae10BaTeIbHOCTH OT OOBIKHOBEHHOM?

6. Uto o3HavaeT 0OpaTHOE YHUCIIO IO MOIYIIO?

7. B ueM oTimune BepOATHOCTHOTO MIM(POBAHUS C OTKPBHITHIM KIIFOUOM OT I€TePMHUHHPOBAHHOTO?
8. B ueM cyTh 3a7aun JUCKPETHOTO JIoTrapupMupoBanmsi?

9. IlpuBenuTe ypaBHEHHUE AUIUNITHIECKOM KPUBOH B KOpOTKOM (hopme Beiiepiirpacca.

Tema 10. Xem-gpynkuuu (OIIK-9)
Jlexknus.
OcHoBHble IOHATHS, MDS5, npuMenenne mu@poBaHus A7 MOTydeHHs Xen-oopasza
JlaGopaTopHbie padoThbI.

B naGoparopHoii pabote HeoOxoaumo 1o anroputMy MDS moiayduTs Xem-o0pa3 cooOmEeH s, COCTOSAIIETO
U3 TIEPBBIX Tpex OyKB CBOEH (aMHIUH.
ITpu opopmieHnn oTaeTa HEOOXOAMMO MPUBECTH:

n

- TEOPETUYECKYIO YacTh, BKItovaromyto "[llar ocHoBHOTO 1ukia Berancienus xema', "[lar nukna paynaa
u Tabnuny "Paynnossie pynkumnn RF";

- ucxomgHoe cooOmieHue (3 OykBbl (GaMUIIMK) B CHMBOJBHOM M JECATHYHOM TPEJCTABICHUSX B
COOTBETCTBHUH C KoaupoBkoit Windows 1251;

- IpooOpa3 cooOIeHUsT B IIECTHAAIATEPUYHOM TpencTaBieHun (512 OWT), BKIOYAss BCIIOMOTATEIbHBIC
eIMHUYHBIA ¥ HyJIeBbIE OUTHI, a TAKXKE OUTHI, OTPENIENISIONINE [UTUHY COOOIICHHS,;

- KCXOHBIC 3HaueHus nepeMeHubiX A, B, C u D B mectHannarepuanom npencrasienuu (o 32 o6ura);

- st 1-ro, 2-ro u 16-ro 32-6utoBoro 610ka npoodpasa - pe3yabTaTbl BEIYUCICHHI TepeMeHHbIX A, B, C u
D B miecTHagaTepUYHOM MPEICTABICHUH ISl BCEX PayH/IOB;

- pe3yabpTaT UTOTOBOIO CIIOKEHHUS IO MOoayaro 232 ucxoAHblX 3HaueHuil nepeMeHHBIX A, B, C u D co
3HAYEHUSMHM 3TUX MEPEMEHHBIX, MOITYYEHHBIX MOCE 4-r0 payHJa B LIECTHAALATEPUYHOM IPEACTaBIECHUN
(128 6uT) 10 U MoOcTe mepecTaHOBKU OAMT.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Maiite onpeneneHue MOHATUSM: «XEIIUPOBAHUEY, «XEII-PYHKIU», «KOJUTA3HSI.
2. B xakux 1emnsx UCHoJb3yIoT Xell-(OyHKIIMA Ha MPAKTUKE?
3. [IpuBenuTe CTaHIAPTHYIO CXEMY alTOPUTMA TeHEPAINH XelI-00pasa.
4. Kak Ha3bIBaeTCs XenI-o0pas3, MOJyYCHHBIA ¢ TPUMEHEHUEM 3aKPBITOTO KiTtova mudpoBanus?

Tema 11. Kpunrorpaguueckue nporokoJini (OIIK-9)



Jlekumus.
OcHOBHBIE CBEIEHUS O KPUTITOrpaQHUECKUX MPOTOKOJIaX, MPOTOKOJIBI 0OMEHa KIII0UaMHu.
JlaboparopHbie padoThbI.
He npenycmotrpeno
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. I[lepeunciure OCHOBHBIE 3a/1a4H, JJI PEIIEHUS KOTOPBIX HUCIONb3YeTCsl KpUnTorpadus.
2. Ilepeuncnure OCHOBHBIE OTJINYMS KPUIITOIIPOTOKOJIOB OT TPaJAULIMOHHBIX KPUIITOCUCTEM.
3. JlaiiTe onpeneneHne NOHATUIO «IIPOTOKOI.
4. aiiTe KIacCU(PHUKALNIO KPUIITOIPOTOKOJIOB B 3aBUCUMOCTH OT HAJMYUS TPEThEW CTOPOHBHI.
5. Ilepeuncnute OCHOBHBIE KPUITOMPOTOKOJIBI.

Tema 12. [Ipotokosabl 00Mena ¢ kiawyamu (OIIK-9)

Jlekuus.

O6mme nmonoxenusi. Anroput™m uddu-Xenmmana-Mepxia. [Ipotokon BB84.
JlaboparopHbie padoThbI.

He npenycmotrpeno
3ananHus AJ151 CAMOCTOSITEILHOI padoThI.

1. JlaiiTe onpenesieHre MOHSATHUIO «CEaHCOBBIM KITIOUY.

2. Onumute anroput™ oomena kiarouamu Juddu-Xennmana-Mepkia.

3. B yem oTiinure KBAaHTOBOTO HIM(POBAaHUS OT KBAHTOBOTO MPOTOKOJIa OOMEHA KITIOYaMH.

Tema 13. IIporokoubl ayrenTupukanuu (uaenrupukanuu) (OIK-9)
Jlekumus.

O6mme cBeneHus, mapojibHas uAeHTU(UKaUsa / ayTeHTU(UKAIUS, TPOTOKON HUAeHTU(DUKAIUU /
ayTeHTU(UKAIIMU C KCTOJIb30BAaHUEM XeNI-(PYHKIMH, MPOTOKOJI HACHTHU(GUKANNK / ayTeHTH(PUKAIUKA Ha
OCHOBE MmHU(POBaHUA C OTKPHITBIM KIIOUOM, cepBep ayTeHTHdukanuu Kerberos, uaeHTUUKAMS /
ayTeHTU(UKAIUS C TIOMOIIBI0 OMOMETPUUYECKUX JaHHBIX, HACHTH(UKanuoHHble KapThl (ID-cards) u
AIIEKTPOHHBIE KITFOYH.

JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe He0OXOANMO MPUBECTHU MOCIEOBATEILHOCTD BHIITOTHEHUS IPOLIETYP
UACHTU(PUKAIMN/ay TEHTU(UKAIIH C UCTIONB30BAHUEM CIIEIYIOIIUX CIIOCOOO0B!

- Ha OCHOBe anroputma RSA;
- o cxeme IlIHoppa;
- no cxeme delire-Ouara-Illamupa.

[Ipu odopmiiernn otuera HEOOXOMMMO MPUBECTH TAONMIBI TEHEpaAlMU KJIO4Yer W ayTeHTHudUKanuu. B
KadecTBe ciydaitHoro yucia (k wim r) mpuHSATH KOABI, COOTBETCTBEHHO, 1-0M, 2-0i M 3-eii OyKBBI CBOCH
(haMHJIMY COTITACHO WX TIOJIOKEHUIO B ayipaBuUTE.

3anaHus AJ51 CAMOCTOSITeILHOI padoThI.
. JlaiiTe onpeaeneHue MOHATUAM: «UIEHTUDUKALUAY), «ayTeHTU(DUKALIMSD), «aBTOPU3ALIUSY.
. UTO MOXKET CIyKHTbh B KaueCTBe ayTeHTU(UKaTopa?
. [lepeuncnute OCHOBHBIE CITIOCOOBI OpraHU3aluy UACHTU(UKALUY U ayTeHTU(DUKALIUH.
. IlepeunciuTe TOCTOMHTCTBA U HETOCTATKHU MAPOIbHON ayTeHTU()UKAIIUH.
. OnumuTe cxeMy mpOTOKOIa HACHTU(PUKAIINY U ayTeHTU(PHUKAIMK Ha OCHOBE anroputMa RSA.
. B uem CYThb JOKA3aTCJIbCTBA C HYJICBBIM PA3IIIAILICHUCM.
. Onumure cxeMy mpoToKoia ceppepa ayreHtudukanuu Kerberos.
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. Ilepeuncnute OCHOBHbIE OMOMETPHUYECKHUE XapAKTEPHUCTUKU.

Tema 14. IIporokoJisi 3iekTponHoii nognucu (OIIK-9)
Jlexknus.



Oo6mwme cenenus. IIporokon Ha 6aze anropurma RSA. Anroputm mmdposoit nogmucu 'OCT 34.10-94.
Anroputm 1udposoir nmoamucu 'OCT P 34.10-2001 u I'OCT P 34.10-2012. PasnoBugnoctu OII.
IOpunuueckue ocHoBanus ucnosnb3oBanus 1.

JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe He0OX0AUMO MPUBECTH MOCIIE0BATEILHOCTh BHIOIHEHUS POLIEAYp FeHEpALuU 1
nposepku DI ¢ ncnonap3oBaHUEM CIETYIONUX CIIOCOOO0B:

- Ha Oaze anroputma RSA;

- 1o 'OCT 34.10-94;

- 1o 'OCT 34.10-2001.

[Ipu odopmiierrn oT4eTa HEOOXOAMMO TPHUBECTH TAOIUIIBI TEHEPAIMH KIIFOUEH, OTIPABKH COOOIIEHUS C

OUIT u nonmyuenust coobmenust ¢ DIII. B kauecTBe xem-o6pasza ucxomHoro coodmenust h(T) npuHITH

KOJIbI, COOTBETCTBEHHO, 1-0i1, 2-0i1 1 3-¢it OyKBBI CBOEH (haMHJIMK COTIIACHO WX TOJIOKEHUIO B alipaBuTe.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.

1. JlaiiTe onpeneneHre NOHATHIO "3JIEKTPOHHAS TTOAMKCH" .

2. OnumuTe Mociea0BaTeNbHOCT AEUCTBUM yUaCTHUKOB IIPOTOKOJIA IPU OTIIpaBke U nposepke OII.

3. Kako¥i mopsiIok HCTIOIb30BaHUs KITFOUeH (OTKPBITHIN; 3aKPBITHIN) MPU OTIpaBKe u nmpoBepke 11?7

4. Onumure cxemy nporokoia 11 Ha ocHoBe anroputma RSA.

5. Ilepeuncnute cnenuanbHbie cxembl Jl1.

6. HazoBute nenb BBeeHus B aericTBue DenepanbHoro 3akoHa "OO0 31eKTpoHHOM moanucu".

Tema 15. IIporokosnl koHTpOJIs HeaocTtHocTH (OIIK-9)
Jlexknus.
O6ume cBenenus. IIpoBepka uyetHocTH. Mcmonbp3oBaHue KOHTPONBHBIX 1Mpp. Mcmons3oBanue
KOHTPOJBHBIX CcyMM. Mcrnonb3oBanue kofnoB XosmmuHra. Mcmons3oBanue ECC. Hcnonbp3zoBanume DIl
Hcnonb3oBanne MAC-konoB. KoMOMHUpOBaHHBIE METOBI (HA IPUMEPE JKECTKUX MarHUTHBIX JHCKOB).
JlaGopaTopHbie padoThbI.
3ananue 1:

B naGoparopHoii paboTe HEOOXOIUMO ONPEICIIUTh KOHTPOJIbHBIC JAHHBIC C WCIOJIb30BAHUEM CIICAYIONMIUX
CIIOCO0OB:

- OMTOB YeTHOCTHU. B KadecTBe MCXOMHBIX NAHHBIX MPHHATH OUTOBOE TpeACTaBiieHWE OYKB (GaMUINU B
COOTBETCTBHUH C KoaupoBkoit Windows 1251;

- KOHTPOJNBHBIX IU(p. B KadecTBe HMCXOAHBIX MAaHHBIX NPHHATH HEOOXoAMMOE KoiaudecTBo mudp (3a
UCKJTFOYCHHEM KOHTPOJILHOW) M3 CTPOKH, COCTOAIICH U3 KOAOB OyKB (haMIJIUH, UMEHH U OTYECTBA COTVIACHO
WX TIOJIOKEHUIO B asipaBuTe:

- o anroputMmy Jlyna (15 uudp);

- st rpuxkona mo cranaapty EAN-13 (12 mudp);

- st UHH ¢usuaeckoro nuna (10 uudp);

- 17151 KOJIOB CTAHIIMN Ha KeJIe3HOJOPOKHOM TpaHcmopTe (5 mudp);

- koHTposbHBIX cyMM (CRC). B xauecTBe UCXOAHBIX JaHHBIX MPUHATH KOAbI 1-0i1, 2-0if 1 3-eif OyKBbI cBOEH
(bamMHIITUH COTIIACHO MX TOJIOKEHHIO B aj(aBuTe A Mopokaaroniero noauHoma - G(x) = x4 + x1 + x0.

- xoxa xoppekiun omudok (ECC). B xauecTBe UCXOIHBIX JaHHBIX MPUHATH MepBbie 11 OUTOB MEPBBIX ABYX
OyKBBI CBOEH (haMmIIMU B COOTBETCTBUH ¢ KoaupoBkoil Windows 1251. PaccunTtarh BeKTOpa KOHTPOJIBHBIX
OUTOB U CHHIPOMOB, a TAaKXKe MapUTETHbIC OMTHI IPH OTCYTCTBUU OIIMOKHU, OIMHOYHOM U ABOMHOM OIIMOKe.
[Ipu odopmieHnn oTuyera HEOOXOAMMO TMPUBECTH HEOOXOMUMBIEC TAOJUIIBI, UCXOIHBIC JaHHBIC, PAaCUeThl U
PE3YJIBTATHI.

3amanue 2:

B nmaGoparopHoii pabore HeoOxomumo mo anroputMy DES-CBC nomyunts MAC-kom cooOruieHus,
COCTOSIIIETO U3 MEPBBIX BOCbMU OyKB cBoel hammnuu. Ecnun konndyecTBo OykB B (haMmiinu MeHbIIE 8 OyKB,
TO HEOOXOIMMO J00AaBUTh HEIOCTAIOIIEe KOJTMUECTBO OyKB U3 UIMEHHU. B kauecTBe Kiroua BEIOpaTh NepBbie 7
OyKB COOOIIIECHUST; CHHXPOTOCHUIKH - 64-0UTOBYIO CTpOKY U3 uepenytomuxcs 1 u 0 (10101010 ... 10).

ITpu opopmieHnn oTaera HEOOXOAMMO TPUBECTH:
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- TEOPETUYECKYIO YacTh, BKItouatomnyo "Cxemy mudpoBanus Onoka", "Cxemy ¢yHkimu mumppoBanus”,
"CxeMy BBIpaOOTKM KitO4eBbIX 37eMeHTOB" u "Cxemy amroputma DES B pexxume cueruieHus: OJIOKOB

mmdpa';
- mdpyeMoe coodmenue (8 OykB ¢paMUINN) B CHMBOJIBHOM U OMTOBOM IPEACTABICHUH B COOTBETCTBHH C
konupoBkoir Windows 1251;

- CHHXPONOCBUIKY B OUTOBOM IpE/ICTABICHHH;
- pe3yABTAT CIOKEHUS TI0 MOIYIIO 2 H(PPYyeMOro cOOOIIECHHS U CHHXPOTIOCHUIKHY;

- xiou (7 OykB (hamMmiiiKM) B CUMBOJIBHOM M OWTOBOM MPEACTABICHHH B COOTBETCTBHHU C KOJIHWPOBKOU
Windows 1251;

- KJIIOY B OUTOBOM MPEACTABIEHUH C YIETOM OUTOB KOHTPOJISI YETHOCTH;
- KJIFOYEBBIC JICMEHTEHI Ki;
- pe3yabTaT HadaJIbHOM nepecTaHOBKH [P;
- monryonokuHi u Li, f(ki, Li), Hi® f(ki, Li);
- pe3yabTaT KOHEYHOU nepectaHoBku [P-1.
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1. [Tepeunciute OCHOBHBIE CTIOCOOBI KOHTPOJIS IIETOCTHOCTH.
2. Yro Takoe OUT YETHOCTH H KaK C MOMOIIBIO HETO OCYIIECTBISETCS KOHTPOJIb IETOCTHOCTH?
3. lns wero npeaHaszHadeHa texHomgorust S.M.A.R.T.?

Tema 16. IIpoToxkosbl 3ekTPpOHHBbIX IL1aTekel (OI1K-9)
Jlekumus.

OOmme cBeneHUs, IUIACTUKOBBIE KapThl, CypporaTHble IUIaTeXHbIE CpeAcTBa B Internet, pacueTsl
MJJAaCTUKOBBIMH KapTOUKaMH B Internet, snekTpoHHBIC KOIIENKH B Internet, iudpoBbie 1EHBIH.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.
1. Ilepeunciute OCHOBHBIE PA3HOBUIHOCTH 3JIEKTPOHHBIX IJIATEKEH.
2. B uem ominumne nepcoHO(UIUPOBAHHBIX TUIATEKHBIX CUCTEM OT AHOHUMHBIX ?
3. B ueMm otnnune 1e6eTOBBIX KapT OT KPEIUTHBIX ?
4. JI51s 4ero UCIoJIb3yeTCsl «3aKPhIBAIOIINN MHOKHUTETb) ?

Tema 17. IIpoToxkonl rosocosanus (OIIK-9)
Jlekuus.

OOmue cBeneHUs, HEKOTOPbIE BapUaHThl peald3allMd MPOTOKOJIOB 3JEKTPOHHOTO TOJIOCOBAHMUA,
POCCHICKHI OMBIT 3JIEKTPOHHOTO FOJI0COBAHMSI.

JlaGopaTopHbie padoThbI.
He npenycmorpeno

3aganus AJ151 CAMOCTOSITEIbHOM PadoThlI.
1. Ha3oBuTE TOCTOMHCTBA M HEAOCTATKU TPAJUIIMOHHOTO («OyMa>KHOT0») TOJIOCOBAHMUS.
2. Yto moHMMAaeTCs MO/ AIEKTPOHHBIM T0JIOCOBAHUEM ?
3. HazoBuTE OCHOBHBIEC CBOIMCTBA HJICATHHOTO MPOTOKOJA rojocoBanus (1o b. [IHaiiepy).
4. B uem omiinune YCI' or KOUB?

Tema 18. [IpoToK0/IbI TATHBIX MHOTOCTOPOHHMX BbIUMC/JIeHU 1 pa3neneHus cekpera (OIIK-9)
Jlekumus.

TaitHbIe MHOTOCTOPOHHHUE BBIYUCIICHHS. [IpOTOKONIBI pa3oueHus u pa3aesieHus cexkpeTa. Pazonenue cekpera
C WUCHOJb30BaHHEe ramMmmupoBaHus. Pasznenenune cexkpera mno cxeme Illamupa (MHTEPHOISAIMOHHBIX
nosmmHOMOB Jlarpanka). Pasznmenenue cekpera mo cxeme Acmyrta-bimyma. Jlpyrue pasHOBHIHOCTH CXEM
paszeneHus ceKpera.

JlaGopaTopHbie padoThbI.
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B naGoparopHoii paboTe He0OX0AUMO MPUBECTH MOCIIE0BATEILHOCTh BHITOTHEHHUS CIIEAYIOMINX
IIPOTOKOJIOB:

- TalHBIX MHOIOCTOPOHHMX BBIYMCIICHMM [UIs pacyeTa CpeJHEd BeIMYMHBI TpeX 4ducel. B kadectse
MCXO/IHBIX JAaHHBIX MPHUHATH KOABI 1-0if, 2-0if n 3-eif OyKkBBI CBOCH (haMWJIMK COIVIACHO HX TOJIOKEHUIO B
angasure;

- pa30HeHus CEKpeTa ¢ UCIOJIb30BaHHE TAMMHUPOBAHHUS IS TPEX YYaCTHUKOB. B KauecTBe cexpera MpuHSTH
nepBbie 3 OyKBBI (paMUITHH, JIJIS1 TaMM - JIF0ObIe TPeXOyKBEHHBIE COUETaHNUS,

- paznenenus cekpera no cxeme [lamupa mist (3, 5)-moporoBoii cxembl. B kauecTBe cexpeTa S MPUHATH KOJT
1-o1i OyKBBI CBOCH (haMUITHH COTTIACHO €€ MOJIOKEHUIO B ali(haBHUTE;

- pasneneHus cekpera mo cxemMe Acmyrta-bmyma mns (3, 5)-moporoBoit cxembl. B kadecTBe cexpera S
MIPUHSATH KOJI 1-0¥ OyKBBI CBOCH (paMIIIMK COTTIACHO €€ TOJIOKCHHIO B ajihaBHTE.

I[Ipu odopmiernn oTdeTa HEOOXOAMMO TIPUBECTH MCXOAHBIC JaHHBIE W TaONUIIBI, COIEpIKAIIHe
MOCJIEI0BATEIFHOCTD BBITIOJHEHHUS ITPOTOKOJIOB.

3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

1. s 9ero HeoOX0MUMO MPUMEHEHHE MTU(PPOBAHUS C OTKPHITHIM KIIFOYOM B TAITHBIX MHOTOCTOPOHHUX
BBEIYUCIIEHUIX ?

2. Yto o3Havaet (m, n)—OpOroBasi CXxeMa pa3JeieHHUs CEKpeTa.
3. HazHaueHHne MHTEPHOISIIIMOHHOTO TToJIMHOMa Jlarpanxka.
4. CyurHocTh KUTaMCKOM TeopeMbl 00 ocTaTKax.

Tema 19. Hexoropsle cBenenust u3 reopuii anropurmos u uncen (OIIK-9)
Jlexknus.

CHO)KHOCTB aJIFOpI/ITMOB, HpOCTBIe quciia, pa3HO)KeHI/Ie qucijia Ha HpOCTBIe COMHOXUTCIN, HAXOXIACHHUC
HaA4YaJIbHOI'O CIIMCKa HpOCTLIX YHUCCII, TCCTI/IpOBaHI/Ie qucijia Ha HpOCTOTy, OHpC,Z[CJ'IeHI/Ie HaHGOHBLHGFO
00LLEero aeauTels.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
. JlaiiTe k1accu(pUKALUIO AITOPUTMOB B COOTBETCTBUH C UX BPEMEHHOMU CIIOKHOCTBIO.
. B ueM cyTh OCHOBHOI TeopeMbl apu(hMETUKH ?
. Onnnre meton paxropuszanuu depma.
. OnumuTe anroputm pemiera JpaTocdeHa.

1
2
3
4
5. B ueMm cyTh TecTa Pepma Ha IPOCTOTY YUCIIA.
6. Onumute anroput™m EBknnaa.

7. IlpuBenure coorHowenue besy.

8

. OnummuTe paclmpeHHbId anroput™ EBkinaa.

Tema 20. OcHoBbl kpunToanaausa (OIIK-9)
Jlekuus.

VYrpo3el 0€30MacHOCTH MPU HCHOJIL30BaHUM KpunTorpaduu, oOIIMe CBEIEeHUS O KpUITOaHAIM3E,
Pa3HOBUAHOCTH aTaK Ha KPUIITOCUCTEMBI.

JlaGopaTopHbie padoThbI.
He npenycmorpeno

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. IlepeuncnuTe OCHOBHBIE YTPO3bl O€30MACHOCTH NP MCIIOIB30BAHUN KPUIITOTPAYUIECKIX CHCTEM.
2. [lepeuncnure 0OCHOBHbIE Pa3HOBUIHOCTH aJANTUBHOMN aTaku ¢ BHIOOPOM OTKPBITOTO TEKCTA.

Tema 21. Creranorpagus (OIIK-9)
Jlekumus.
OO6mue cBeeHus, KilacCuieckas creraHorpadus, KOMIbIOTEpHas cTeraHorpadusi.



JlaboparopHbie padoThbI.
1) dns 3aganHOTO (haiina He0OX0IUMO ONPEACIIUTH CKPBITOE COOOIIEHHUE U UCTIONh30BaHHBIN METOJI €TO
CTeraHorpauuecKkoro COKphITHS.
2) CriocoOs1 popMaTUPOBAHUSI CUMBOJIOB, IIPUMEHSIEMBIC JIJISI CEKPETHBIX COOOIIEHU (CUMBOJIOB HIETTUKOM,
HyJIEH WM €TUHUII):
- 1IBET CUMBOJIOB;
- uBeT (hoHa;
- pa3mep mpudTa;
- MaciuTab mpudTa;
- MEKCUMBOJIbHBIA HHTEPBAI.
3) IIpumeHseMble IBOMYHBIE KOAUPOBKU CUMBOJIOB:
- 0e3 KOIMPOBKH;
- xox bogo (MTK-2);
- KO1-8R;
- cp866;
- Windows 1251.
4) BapuaHTbl HHIUBUAYAJIBHBIX 3a1aHUH (BRIOMPAIOTCS COTNIACHO HOMEPY B XKYpHAJe).

B xauecTBe TEKCTOB MCIOIB30BaHbI CTUXU ATHHS bapTo, CEKPETHBIX COOOIICHHI — STTOHCKUE TTOCIOBHIIBI U
MTOTOBOPKH.

5) Otuet o mabopaTopHOU paboTe MTOKEH COAEPIKATH:

- (hparMeHT cTHXa, COACPIKALINI CEeKPETHOE COOOIICHHE:

- C IOYEPKUBAHUEM CUMBOJIOB, COOTBETCTBYIOIINX SAMHUAIIAM (BMECTO BBIJCIICHHS KPACHBIM IIBETOM);
- ¢ OUTOBBIMH CTPOKaMH;

- C CHMBOJIaMHU CEKPETHOTO COOOIIICHUS;

- BeIBOJ (Hampumep, «B daiine «variantO1.docx», ckpbita ¢paza «Oaun Oor 3a0bLT - APYrOil TOMOXKET.»
MIOCPEJCTBOM HCIIOJIb30BAaHUSI KOJUPOBKHU cp866 M pa3mepa CUMBOJIOB: Ul Hyled — 14nT, ansd eauHun —
14.5m»).

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. IlepeuncnuTe OCHOBHBIE METO/IbI KJIACCHUYECKOM CTeraHorpaduu U 1aiiTe UM XapaKTEePUCTHKY.
2. B xakux nemnsx npuMeHsIeTCs KOMIbIOTepHas cteraHorpadus?
3. OnummTe MeTol COKPBITUS MH(OpMaIMy ¢ MMoIbio motokoB NTFS.
4. 3a cyer 4ero AOCTUTaeTCs COKPhITHE HHGOPMAIIMH B ayJu0- U BUeodaimax?

Tema 22. KonupoBanue ungopmannu (OIIK-9)
Jlekumus.
OO61ue cBeneHus, o0IIeTOCTYITHBIE U CEKPETHBIE KOJOBBIE CUCTEMbI, HOMEHKJIATOPBI.
JlaboparopHbie padoThbI.
B maGoparopHoii paboTe HEOOXOIUMO TPEICTABHUTH:
- ICPBLIX TPU YHUCJIA B IIPAMOM, O6paTHOM U JOIIOJIHUTCIBHOM ABOHMYHOM KOZAC,

- YeTBEpTOE YHCIO B JBOMYHOM (opmaTe ¢ IUIaBaloIled 3amsTOW, BKJIIOYAIONIEM 3HAKU MOpSAIKa U
MAaHTHUCCHI. B oTueTe MpuBECTH UCXOAHOE YKCIO B HOPMAJIM30BAHHOW HAYyYHOW 3alMCH MO OCHOBAHUIO 2 U
MOPSAIOK MOTYYeHHsI TPOOHON YacTH B JBOMYHOM BHU/IE;

- IATOE YMCJIO B ABOUYHOM (hopMare ofuHApHOM TouHOCTH (single) mo crangapty IEEE 754.
BapuanTsl 3a1anuii BHIOpaTh cOriacHoO Ta0mwuile.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. HazoBUTE OCHOBHBIE OTINYHS KOJOBBIX CUCTEM OT KPUNTOrpaUyeCKUX.
2. JlaiiTe XapaKTEepUCTHKY OOILET0CTYTHBIM KOJIOBBIM CHUCTEMAaM.
3. [lepeunciure 0CHOBHBIE CLIOCOOBI 0OecTIedeHUsT KOHPUACHITHATFHOCTH HHGOPMAIIMHA B CEKPETHBIX
KOJIOBBIX CHCTEMaX.



4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA

4.1. Pactipenenenue 0auioB:

6 cemecTp
nocermaeMocTs — 10 6amioB
TEKyIIUi KOHTPOJIb — 60 6aioB
KOHTPOJBHBIE Cpe3bl — 3 cpe3a mo 10 6amioB KaxabIi
npemMuaibHbie 0amisl — 20 6ayIoB

Pacnipenenenre 6aJiioB 10 3aaHKSIM:

Ne |HaszBanue tembl | Dopmbl Max. MeTonrka NpoBeAECHNS 3aHATUS U OLIEHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl

1. OcHOBEI Cobecerno 2 CobecenoBanue mpeAIoaracT OpraHu3aluio Oecepl MpenoaaBaTels

WHPOPMAIIOHH | BaHHE CO CTYICHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee

oit OOCTOSITENIBHOTO BBISIBICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,

0€30MacHOCTH U Teme, mpobieMe U T.II. Bce wieHBl Ipynmbsl MOTYT y4acTBOBaTh B

3aLIUTHI o0cyxJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb

UHpOpMaLIH BOIIPOCHI U T.1.

VYeTHBIE OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUpPOBaHHBIH. (OCHOBHBIE
Ka4ecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BAaHHBIX MIPUEMOB U CIIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

2-1 Oamma — CTyEEHT yMEET COIOCTaBUTh IMONYYCHHYIO NpHU
MOATOTOBKE K MPAKTHUYECKOMY 3aHATHIO MH(POPMALUIO, CPAaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BOIPOCHI M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJlylaMH HE OLICHUBACTCH.
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UcTopus
Kpunrorpadpuu

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

2-1 Oamma — CTyIEHT yMEET COIOCTaBUTh IMONYYCHHYIO NpHU
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJlylaMH HE OLICHUBACTCH.

OcHOBHEBIE
TEPMUHBI 1
OTIpENICIICHHSL.
Knaccupukanus
mudpoB

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBanue moapasymMeBaeT S5 BOMPOCOB. 3a TPOXOXKJICHUE
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:

-90 % - 10 6ammoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYKCIIIETCS.

Cobeceno
BaHHE

Ecnu ctynent He BinazeeT mpoOieMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
Hale4yaTaHHOMY TEKCTY — OTBET OaJulaMu He OI[CHHBAETCH.

HIndpsr
3aMEHBI

Jlabopato
pHas
pabora

JlaboparopHbie pabOThI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

4 GamioB — yaboparopHas paboTa BEITIOJHEHA B IIOJHOM OO0BEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAeT Ha 3aJJaHHbIC BOTPOCHI.

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OTHAKO B
MpoIecce  BHITIOJNHEHUS  JTAaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIIOJNIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

4 Ganna — CTYOEHT yMEEeT CONOCTABUTH MOMYyYCHHYIO TIPU OATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

OTBCACHHOI'O Ha

HIndpsr

NePECTaHOBKU

Jlabopato
pHas
pabora

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OXHAKO B
MpoIiecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIOJNIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

- Meree 50 % - 0aJuT He HAYUCITSIETC.

Cobeceno
BaHHE

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBeYaTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
Hale4yaTaHHOMY TEKCTY — OTBET 0aJuilaMu He OI[CHHBAETCH.

HIndpsr

raMMHUpOBaHUA

Jlabopato
pHas
pabora

JlaboparopHbie pabOTBHI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITINHEL.

4 GamioB — JyraboparopHas paboTa BEITIOJHEHA B IIOJHOM OO0BEME,
CTYJICHT CBOOOJIHO BJaJieeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMAaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOMPOCHI,
UCTIONB3YS MPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OJHAKO B
MpoIiecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

4 Ganna — CTYOEHT yMEEeT CONOCTABUTH MOMYyYCHHYIO TIPU OATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

KganrtoBoe
mndpoBaHue

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaraeT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENIbIo Ooiee
OOCTOSITENIEHOTO BBISBIICHUS] UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(hpOoHTAIBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIEHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIIONB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;

- CBOEBPEMEHHOCTh M S(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpaluoHANBHOCTh UCIIONB30BAHUS BPEMEHH, OTBEJACHHOIO Ha
3aJjaHue.

4 Ganna — CTYJEHT yMEET CONOCTABUTh IMONYUYCHHYIO TIPU TIOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHHS Ha aHATM3UPYEMYIO TIPoOIIeMy, YMETh YeTKO (HOpMYITUpOBATH
CBOM BOIIPOCHI M OTBEYATh HA 33/IaBACMbIC €MY BOIIPOCHI

Ecmu ctyneHt He BiazeeT mpoOiIeMaTHkod MPaKTHYSCKOTO 3aHSTHS,
HE MOXET OTBeYaTh Ha BOINPOCHI, 3a4YUTHIBAET OTBET II0
Halle4aTaHHOMY TEKCTY — OTBET OaJilaMU HE OI[CHUBACTCA.
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KomOunuposan
HBIE IUQPHI

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

4 GannoB — naOoparopHas paboTa BBHINOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Cobeceno
BaHHE

Ecnu ctynent He BrnazeeT mpoONIeMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aThb Ha BOINPOCHI, 3a4UTHIBAET OTBET TIO
Hale4yaTaHHOMY TEKCTY — OTBET 0aJuilaMu He OI[CHHBAETCH.

IudpoBanue ¢
OTKPBITHIM
KITFOYOM

Jlabopato
pHas
pabora

JlaboparopHbie pabOTHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIIVHEL.

4 GaminoB — yaboparopHas paboTa BEITIOJHEHA B IIOJHOM OO0BEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHe,
CHCTEMAaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOMPOCHI,
UCTIONB3YS TPOPECCHOHATBHYIO TEPMUHOIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

1 6amn - maboparopHas paboTa B II€JIOM BBINTOJHEHA, OTHAKO B
MpoIecce  BHITIOJNHEHUS  JTAaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT mMHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBanue moApasymMeBaeT S BOMPOCOB.
TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
-90 % - 10 6amnoB;

-65 % - 5 6ann0B;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYKCIIIETCS.

3a nOpoxoxacHUe

Cobeceno
BaHHE

Ecnmu ctynent He BrmazeeT mpoOiIeMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
Hale4yaTaHHOMY TEKCTY — OTBET OaJuilaMu He OI[CHHBAETCH.

10.

Xeni-pyHKIUH

Jlabopato
pHas
pabora

JlaboparopHbie pabOThI BBIONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

4 GaminoB — yaboparopHas paboTa BEITIOJHEHA B IOJHOM OO0BEME,
CTYJCHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaEeT Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAeT Ha 3aJJaHHbIC BOTPOCHI.

1 6amn - maboparopHas paboTra B II€JIOM BBINIOJHEHA, OTHAKO B
MpoIecce  BHITIOJNHEHUS  JTaOOpaToOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJNIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cobeceno 4 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATEIBHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJlaHueE.
4 Ganna — CTYOEHT yMEEeT CONOCTABUTH MOMYyYCHHYIO TIPU OATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIIPOCHI M OTBEYATh HA 3a/1aBacMbIC MY BOIIPOCHI
Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCHl, 3aUYUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
11. |Kpunrorpaduue | Cobeceno 4 Ecau crynenT He BimazeeT MpoOIeMAaTHKON MPaKTHUECKOTO 3aHATHS,
CKHE IIPOTOKOJIBI | BaHHE HE MOXET OTB€YaTb Ha BOIPOCHl, 3aUYUTHIBACT OTBET 110
Hale4yaTaHHOMY TEKCTY — OTBET OajylaMH HE OLIEHUBACTCH.
12. [TocemaeMocThb 10 10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM
7-9 GannoB — MOCemaeMoCTh CTyeHTa cocTasisieT He meHee 80 %
3aHATHN
4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBiseT He MeHee 50 %
3aHATHN
1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATHN
13. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITH HAYHCIICHBI:
- 3a TPOCKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens w
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- TIOCTOSIHHAsI aKTMBHOCTH BO BpEMs NMPaKTHYECKUX 3aHATHH — 10
0aoB;
- TOJTHOCTHIO MOATOTOBJICHHAS K MyOIMKAllUN CTaThsi [0 TEMaTuke B
pamKax qUCIUILTUHBL — 10 6aos;
- y4acTHE C JOKJaJOM BO BCEPOCCHMCKOM OMUMIIMAJE MO TEMaTHKE
n3ydaeMoit qucturuiuHe — 20 0aios;
- ydacTHe B BBICTaBKE M0 TEMAaTHUKE HM3y4aeMON IUCHMIUIMHBI — 20
0aIoB;
- myOnmuKamMs CTaTbdl IO TEMaTHKE H3y4yaeMoil TUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaXx BCEPOCCHICKON
koH(epeHyH / xxypHane u3 nepeuns BAK —10/15/20
14. Hroro 3a cemectp 100

nocemaemMocts — 10 0ajuioB

TeKylui KOHTpostb — 40 6aioB

7 cemecTp

KOHTPOJBHBIC Cpe3bl — 2 cpe3a mo 10 6amioB KaxabIi

npemMuaibHbie 0amisl — 10 6amoB



OTBET Ha dK3ameHe: He Oosiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:
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TC
MbI

Ha3Banwne TeMbl
/ BUI yueOHOM
paboThI

®opmbl
TEKYIIETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
(%:08)():]

MeTtoauka pOBEICHUS 3aHATHS U OIICHKU

IIpoToxomnbl
obMeHa ¢
KITIO9aMu

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbI0 Ooiee
OOCTOSITEIEHOTO BBISBIICHUS UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Tpynmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTANIBHBIN, WHIWBUIYAIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TOJICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCTh MCIIONB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOMU 3a/1aun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHANBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

1 a1 — CTYJeHT YMEET COMOCTABUTH MOMYYSHHYIO ITPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MH(OPMAIIUIO, CPABHUBATH Pa3HbIC TOUYKH
3peHHS Ha aHATM3UPYEMYIO TIPoOIIeMy, YMETh YeTKO (HOpMyITUpOBATH
CBOM BOIIPOCHI M OTBEYATh HA 33/IaBACMbIC €MY BOIIPOCHI

Ecmu cryneHt He BiazeeT mpoOiIeMaTHkod MPaKTHYSCKOTO 3aHSTHS,
HE MOXET OTBeYaTh Ha BOINPOCHI, 3a4YUTHIBAET OTBET II0
Halle4aTaHHOMY TEKCTY — OTBET OaJlaMU HE OI[CHUBACTCH.

OTBCJACHHOI'O Ha

IIpoTokombl
ayTeHTH(UKAIN
"
(uneHTUdUKAH

1)

Jlaboparo
pHast
pabora

1 Gamn - nabopatopHas paboTa B LEJIOM BBINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHUS — J1a0OpaTOpHOl  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHPOpPMAaLUEH Mo
TeMe, IIPH OTBETE MCIIONIB3YET 3arOTOBJIEHHBIN TEKCT, 3aTPyAHIETCS C
OTBETaMH Ha 3a/1aBa€Mble BOIPOCHI.

Cobeceno
BaHUE

Ecimm CTYACHT HC BJIAACCT HpO6JI€MaTHKOﬁ MOPAKTUYCCKOI'O 3aHATUA,
HEC MOXCT OTBCYAaTb Ha  BOIIPOCHI, 3aYUTHLIBACT OTBET II0
HAlC4aTaHHOMY TCKCTY — OTBCT OamnamMu He OLICHUBACTCA.

IIpoTokomnbt
JJIEKTPOHHOM
HOATINCH

Jlaboparo
pHast
pabora

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, IIPH OTBETE MCIIONIB3YET 3arOTOBJIEHHBIN TEKCT, 3aTPyAHIETCS C
OTBETaMH Ha 3a/1aBa€Mble BOIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 Gaiya — CTYOCHT YyMEET COMOCTaBUTh MOTYUYCHHYIO MPH MOATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

IIpoToxomnbl
KOHTPOJIS
[IEIOCTHOCTH

Jlabopato
pHas
pabora

JlaboparopHbie pabOTHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITINHEL.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMAaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTIPOCHI.

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OJHAKO B
MpoIecce  BHINIOJNHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 Gaiya — CTYOCHT YyMEET COMOCTaBUTh MOTYUYCHHYIO MPH MOATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

IIpoToxomnbl
3JIEKTPOHHBIX
miaTexen

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaraeT OPraHu3aIuio 6ecenbl MPenoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENIbIo Ooiee
OOCTOSITENIEHOTO BBISBIICHUS] UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(hpOoHTAIBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIEHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIIONB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;

- CBOEBPEMEHHOCTh M S(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpaluoHANBHOCTh UCIIONB30BAHUS BPEMEHH, OTBEJACHHOIO Ha
3aJjaHue.

1 a1 — CTYJeHT YMEEeT COMOCTABUTH MOMYYSHHYFO IPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MH(OPMAIIUIO, CPABHUBATH Pa3HBIC TOUYKH
3peHHS Ha aHATM3UPYEMYIO TIPoOIIeMy, YMETh YeTKO (HOpMYITUpOBATH
CBOM BOIIPOCHI M OTBEYATh HA 33/IaBACMbIC €MY BOIIPOCHI

Ecmu ctyneHt He BiazeeT mpoOiIeMaTHkod MPaKTHYSCKOTO 3aHSTHS,
HE MOXET OTBeYaTh Ha BOINPOCHI, 3a4YUTHIBAET OTBET II0
Halle4aTaHHOMY TEKCTY — OTBET OaJilaMU HE OI[CHUBACTCA.
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IIpoTokomnbl
TOJIOCOBAHMS

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

1 Gamn — CTyOeHT yMeeT COMOCTaBUTh MOMYyYSHHYIO NIPH MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MH(OPMALMIO, CPABHUBATH Pa3HbIE TOYKH
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

IIpoToxomnbl
TaWHBIX
MHOTOCTOPOHHH
X BEIYHUCICHUN U
pasaeneHus
cekpera

Jlabopato
pHas
pabora

JlaboparopHbie pabOTHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITINHEL.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMAaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTIPOCHI.

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OJHAKO B
MpoIecce  BHINIOJNHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 Gaiya — CTYOCHT YyMEET COMOCTaBUTh MOTYUYCHHYIO MPH MOATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

Hexoropsie
CBE/ICHUS U3
Teopui
aJTOPUTMOB U
qucen

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

TectupoBanme TMompasymMeBaeT S BOIPOCOB. 3a IPOXOXKICHHE
TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:

- 90 % - 10 6amm0B;

- 65 % - 5 6amnos;

- 50 % - 2 Ganna;

- meHee 50 % - 0ayuT He HAaYHUCIIACTCS.

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH TI0 BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee
OOCTOSITENIHOTO BBISIBIICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWIo, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHHUPOBaHHBIH. (OCHOBHBIE
Ka4ecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYYSHHYIO NIPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MH(OPMALMIO, CPABHUBATH Pa3HbIE TOUYKH
3peHHS Ha aHATM3UPYEMYI0 IpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMBbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOIPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJlylaMH HE OLICHUBACTCA.
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OCHOBEI
KpUTIITOAHAIIA32

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

1 Gamn — CTyOeHT yMeeT COMOCTaBUTh MOMYyYSHHYIO NIPH MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MH(OPMALMIO, CPABHUBATH Pa3HbIE TOYKH
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

TectupoBanme TMompasymMeBaeT S BOIPOCOB. 3a IPOXOXKICHHE
TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:

- 90 % - 10 6amm0B;

- 65 % - 5 6amnos;

- 50 % - 2 Ganna;

- meHee 50 % - 0ayuT He HAaYHUCIIACTCS.

10.

Crera”orpadus

Jlaboparo
pHast
pabora

JlaGoparopHble pabOTHI BBHIMONMHSIOTCA MO TEKyIIEMY pa3feny HIu
TEMBI IUCLUIIIHHEL.

3 Oamna — naboparopHas paboTa BBINOJHEHA B IOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKHe,
CHCTEMaTHU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Y NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO.

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBINIOJIHEHHSI, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

1 Gamn - nabopatopHas paboTa B LIEJIOM BBHINOJNHEHA, OAHAKO B
mporiecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 Gaiya — CTYOCHT YyMEET COMOCTaBUTh MOTYUYCHHYIO MPH MOATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

11.

Konupopanue
uHopMaru

Jlabopato
pHas
pabora

JlaboparopHbie pabOTHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITINHEL.

3 Oamra — maboparopHas paboTa BBITOJIHEHA B TIOJHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMAaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

2 Oamra — mabopaTopHasi paboTa BBITTOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTIPOCHI.

1 6amn - maboparopHas paboTa B II€JIOM BBINIOJHEHA, OJHAKO B
MpoIecce  BHINIOJNHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT MHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

2 Oanna — CTYACHT yMEEeT CONOCTABUTH MOMYyYCHHYIO TIPU TOATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.

12.

ITocemaeMocThb

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7-9 GannoB — MOCemaeMoCTh CTy[AeHTa cocTasisieT He MeHee 80 %
3aHATUN

4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBisgeT He MeHee 50 %
3aHATUI

1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATUI

13.

[IpemuansHbie OaIbl

10

- myOnmuKamMs CTaTbd IO TEMaTHKE H3y4yaeMoil OUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaXx BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

14.

OTBeT Ha PK3aMCHE

30

JIHMCIMIUIMHBI, @ TakXKe [0 OCHOBHBIM BOIPOCaM, BBIXOISIIUM 3a
npenensl y4eOHOM MpOTrpaMMbl; TOYHOE HCIIONb30BAaHUE HAy4YHON
TEPMHHOJIOTUM  CHUCTEMAaTHYeCKH  TIPaMOTHOE H  JIOTUYECKH
NpaBHJIBHOE M3JI0)KEHHE OTBETA Ha BOIPOCHI; OE3YNPEYHOE BIAJICHUE
MHCTPYMEHTapueM Y4eOHOW JIHCUHMIUIMHBI, YMEHUE ero 3(deKTHBHO
UCIIOJIb30BaTh B IIOCTAHOBKE HAyYHBIX M TPAKTHYCCKHX 3a71ady;
BBIPAKEHHAsI CIOCOOHOCTh CAMOCTOSITEIBHO M TBOPYECKH peIIaTh
CIIO)KHBIC TPOOJNIEeMbI W HECTaHJAPTHHIC CUTyalluH; IIOJHOE U
nIyOOKOe YCBOGHHE OCHOBHOW M JIOMOJHUTEIBHOW JIUTEPATypHl,
PEKOMEH/IOBAaHHOW y4eOHO# MpOorpaMMoi MO IHCHHIUIMHE; YMEHHE
OpPHEHTUPOBAaThCS B TEOPUSAX, KOHICMIHMIX W  HaIpaBICHUSIX
JOMCIMIUIMHBL M JaBaTh UM KPUTHYECKYIO OLICHKY, HCIIONb3Ys
HAay4Hble  JOCTHIKEHUS  JIPYIMX  JMCLUMIUIMH,  TBOpYECKas
caMoCToOsiTeJIbHAs paboTa; AaKTUBHOE Y4YacTHE B  T'PYMIOBBIX
00CYXICHHUSX.

15.

Hroro 3a cemecTp

100

HrtoroBass omeHka mo »9k3aMeHy BbicTaBisiercs B 100-OammpHON 1IKajge W B TPATUIIMOHHOMN

YeThIpEeX0a/UIbHOW  IIKAJIe.

[TepeBon

100-6amapHOM  PEUTHHTOBOW OIIEHKHM 10 JUCIUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaJUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:
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100-6annpHas cuctema Tpagunuonnas cucrema
85 - 100 GanyoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 6aiuioB YIOBIETBOPUTETHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
JlaboparopHnas pabora

Tewma 4. lllnugpsl 3ameHbI
mudpa Lesaps;
- JI03yHroBoro mudgpa;
- MOTMOMAHCKOTO KBaApaTa;
- mmdpyromreit cuctemsl Tpucemyca;
- mudpa Playfair;
- cucTeMbl OMO(OHOB (JIOITyCKaeTcs U KaKI0i OyKBBI ajihaBUTa MPUBECTH BCETO IO JABE MUPPO3aMEHBI,
T.€. IPUHATH, YTO BCE OYKBBI MMEIOT OIMHAKOBYIO BEPOSITHOCTH MOSIBICHHS B TEKCTAX);
- mmmdpa Bmkenepa.

I[Ipu odopmieHnn oT4eTa HEOOXOAUMO TMPUBECTH HCXOAHOE coolmieHne (pamMuianio), TabIUILy
mudpo3aMeH, Kitod (ecu Tadnuia mudpo3aMeH He SIBISIETCS KIF0YOM) U 3ar(poBaHHOE COOOIICHHE.

Tema 5. IlIudpst nepecTaHOBKH
- IPOCTOM OAMHAPHOM MEPECTAaHOBKHU;
- OJI0YHOM OMHAPHOW TIepECTaHOBKH;
- TaOJIMYHON MapIIpyTHOM MEPECTAaHOBKY;
- BEpTUKaJIbHON NIEPECTAHOBKY;
- IOBOPOTHOM PEUIETKU;
- Maru4eckuil kBaapar (pa3mep kBajapara - 4x4);
- IBOMTHOM NIEPECTAaHOBKH.

Tema 6. lludper raMmmupoBaHus

B naGoparopHoii paboTe He0OX0AUMO 3aPPOBATH CBOIO (PaMIIIUIO C TOMOILBIO MIH(POB FrAMMUPOBAHHUS
1o moayio N u Mmoayio 2.

[Tpu odopmiennn oTueTa HEOOXOIUMO HMPUBECTH HUCXOAHOE CcOOOIIeHHE ((paMHINIO), TaMMY U TaOIUIIbI
3amu(poBaHus/IeUpPOBAHHUS.

Tema 8. KomOuHupoBaHHBIE mIHA(PHI
B naGoparopHoii paboTe HeoOxoanMo 3am(poBaTh CBOIO GaMHINIO U UM ¢ moMosio muppa ADFGVX.

[Ipu odopmieHnn oTdyeTa HEOOXOAUMO TPHBECTH HCXOMHOE cooOmieHue (hamMmivi U uMs), TaOIUIly
mudpo3aMeH, KIII0YEBOE CIIOBO, IEPECTAHOBOYHYIO TAOJIUITY U 3ai(POBAHHOE COOOIICHHE.

Tema 9. llluppoBanue ¢ OTKPHITHIM KIIOYOM
B naGoparopHoii pabote He0OX0auMO 3auGpoBaTh CBOIO (aMUIIHIO C TIOMOIIBIO CISAYIOMINX MU(POB:
- anroput™Ma RSA;
- alIropUTMa Ha OCHOBE 3a7a4M 00 YKJIaJKe paHIa;
- anroputMa 1mudpoBanus Dib-I amanrs.

[Tpu opopmieHnn oTueTa HEOOXOAMMO MPUBECTH UCXOTHOE COOOIIeHUE ((haMUITUIO) U TaOJIHUIIBI TCHEPAITUH
KJTtoueit, mudposanus u pacmudponanus. s mepBoro u TPEThEro Coco00B MPHUHSTH, YTO KOJ CHMBOJIA
COOTBETCTBYET €T0 MOJIOKEHUIO B alipaBUTE, JIs1 BTOPOTO — B COOTBETCTBUHU ¢ KomupoBkoid Windows 1251.



Tema 10. Xem-pyHkmm

B naGoparopHoii pabote HeoOxoaumo 1o anroputMy MDS noiayduTs Xem-o0pa3 cooOmEeH s, COCTOSAIIETO
U3 TIEPBBIX Tpex OyKB CBOEH (aMHITUH.

ITpu opopmieHnn oTaera HEOOXOAMMO MPUBECTH:

- TEOPETUYECKYIO YacTh, BKItovaromyto "[llar ocHoBHOTO 1ukia BerunciaeHus xema'", "[lar nukna paynma"
u Tabnuny "Paynnossie pynkimn RF";

- ucxomgHoe cooOmieHue (3 OykBbl (GaMUIMK) B CHMBOJBHOM M JECATHYHOM TPEJCTABICHUSAX B
COOTBETCTBHUH C KoaupoBkoit Windows 1251;

- IpooOpa3 cooOIIeHUsT B IIECTHAAIATEPUYHOM TpencTaBieHun (512 OWT), BKIOYass BCIIOMOTATEIbHBIC
eIMHUYHBIA U HyJIeBbIE OUTHI, a TAKXKE OUTHI, OTPENIENISIONINE [UTUHY COOOIICHHS,;

- HCXOHBIC 3HaueHus nepeMeHubiX A, B, C u D B mectHannarepudanom npencrasienuu (o 32 o6ura);

- st 1-ro, 2-ro u 16-ro 32-6utoBoro 610ka npoodpasa - pe3yabTaTbl BEIYUCICHH epeMeHHbIX A, B, C u
D B miecTHagaTepUYHOM MPEICTABICHUH ISl BCEX PayH/IO0B;

- pe3yapTaT UTOTOBOIO CIIOKEHHUS IO Moayiaro 232 ucxoAHblx 3HaueHuil nepeMeHHBIX A, B, C u D co
3HAYEHUSMHM 3TUX MEPEMEHHBIX, MOIYYEHHBIX MOCE 4-r0 payHJa B LIECTHAALATEPUYHOM IPEACTaBIECHUN
(128 6uT) 10 M MoOcTe mepecTaHOBKU OAMT.

Tema 13. IIporokosnsl ayTeHTUGUKAIMY (MISHTU(DUKALIIN)
B nmaGoparopHoii paboTe HEOOX0IUMO MPUBECTHU TOCIIEIOBATEIIBHOCTD BBIMIOTHEHUS TTPOLICTYP
UaeHTU(DUKAITIN/ay TEHTU(DUKAITMN C UCTIOJIb30BAHUEM CJICTYIONIUX CIIOCOOOB:
- Ha OCHOBe asiroputMa RSA;
- o cxeme IHoppa;
- o cxeMe Deitre-duara-lllamupa.

ITpu odopmiieHHH OTYeTa HEOOXOIUMO MPHUBECTH TAOMUIBI T'CHEpALWU KIoued u ayTeHTuukanuu. B
Ka4ecTBe CIy4aitHOTo yrcia (K WM r) mpuHSATH KOIBI, COOTBETCTBEHHO, 1-0if, 2-0if U 3-eli OyKBBI CBOEH
(haMUIHH COTIIACHO UX TTOJIOKEHUIO B andaBuTe.

Tema 14. IIpoToKOIBI 2IEKTPOHHOMN MOANINCH
B naboparopHoii paboTe HE0OXOIUMO MPUBECTHU MOCIEA0BATEILHOCTh BHIIIOJIHEHUS IPOLEAYpP FeHEpaluH U
nipoBepku DIIII ¢ ucmonp3oBaHUEM CIEAYIOMNUX CIIOCOOOB:
- Ha 0aze anroputMma RSA;
- 1o 'OCT 34.10-94;
- 1o 'OCT 34.10-2001.

ITpu odopmiieHun orvyeTa HEOOXOAMMO MPUBECTH TAOIMIIBI T€HEPALUN KIIOUeH, OTHpPaBKU COOOIIEHUS C
OUIT u nmomyuenusi coodmenust ¢ DLI1. B kadectBe xem-oOpa3a ucxomHoro coodmenus h(T) npuHsATh
KOZIbI, COOTBETCTBEHHO, 1-0H, 2-0if 1 3-eii OyKBBI CBOEH (haMHIINH COTTIACHO MX IOJIOKEHUIO B andaBuTe.

Tema 15. IIpoToKOIBI KOHTPOJIS LIETOCTHOCTH
Samanue 1:

B naGoparopHoii paboTe HEOOXOAUMO ONPENEIUTh KOHTPOJIbHBIE TaHHBIE C UCTIOIB30BAHUEM CIICAYIOIINX
croco0o0B:

- OMTOB 4eTHOCTHU. B KauecTBe MCXONHBIX JAHHBIX MPUHATH OUTOBOE IpeicTaBieHHE OyKB (paMmiuu B
COOTBETCTBHH ¢ KonupoBkord Windows 1251;

- KOHTpOJBHBIX LU(p. B KauecTBe MCXOAHBIX MAHHBIX HPUHATH HEOOXOAMMOE KoindecTBO IMdp (3a
UCKJTIOYCHHEM KOHTPOJIBHON) U3 CTPOKH, COCTOAIICH U3 KOJAOB OyKB (haMHIIUN, UMEHH U OTYECTBA COITIACHO
UX MOJIOKEHUIO B ali(aBUTE:

- mo anroputmy Jlyna (15 nudp);

- uia mrpuxkoaa no craunaprty EAN-13 (12 mudp);

- nist UHH ¢usnueckoro mmma (10 mudp);

- JUTsI KOJTOB CTAHIIMIA Ha JKEeTIE3HOIOPO’KHOM TpaHcmopte (5 uudp);

30



- koHTposbHBIX cyMM (CRC). B xauecTBe NCXOAHBIX JaHHBIX MPUHATH KOAbI 1-0i1, 2-0if u 3-eif OyKBbI cBOEH
(bamMHITUH COTIIAaCHO MX TOJIOKEHHIO B aj(aBuTe A MOpokaaroniero noauHoma - G(x) = x4 + x1 + x0.

- xoxa xoppekiun omubok (ECC). B xauecTBe UCXOAHBIX JAaHHBIX MPUHATH NepBble 11 OUTOB MEPBBIX ABYX
OyKBBI CBOEH (haMMIIMU B COOTBETCTBUH ¢ KoaupoBkoil Windows 1251. PaccunTtarh BeKTOpa KOHTPOJIBHBIX
OUTOB U CHHIPOMOB, a TAaKXKe MapUTETHbIC OMTHI TPH OTCYTCTBUU OIIMOKHU, OIMHOYHOM U ABOHHOM OIIMOKe.
[Ipu odopmieHnn oTuera HEOOXOAMMO MPUBECTH HEOOXOMUMBIC TAOJIUIIBI, UCXOIHBIC JaHHBIC, PAacUueThl U
PE3YIIBTATHI.

3amanue 2:

B nmaGoparopHoii pabore HeoOxomumo mo anroputMy DES-CBC mnomyunts MAC-kox cooOruieHus,
COCTOSIIIETO U3 MEPBBIX BOCbMU OyKB cBoel hammnuu. Eciau xonndecTBo OykB B (haMmiInu MeHbIIE 8 OyKB,
TO HEOOXOIMMO J00AaBUTh HEIOCTAIOIIEE KOJMUECTBO OyKB U3 MIMEHHU. B kauecTBe Kiroua BEIOpaTh NepBbie 7
OyKB COOOIIICHUST; CHHXPOTOCHUIKH - 64-0UTOBYIO CTpOKY U3 uepenytomuxcs 1 u 0 (10101010 ... 10).

ITpu opopmieHnn oTaera HEOOXOAMMO MPUBECTH:

- TEOPETHUYECKYIO0 YacTh, BKIodaronlyro "Cxemy mmdpoBanus Oioka", "Cxemy dyHkumm mudpoBaHus",
"CxeMy BbIpaOOTKH Kito4deBbIX anmemeHTOB" m "Cxemy anroputma DES B pexxnme cuersieHus OJIOKOB
mmpa”;

- mugpyemoe cooduienue (8 OykB GpamMuiINM) B CHMBOJIBHOM U OMTOBOM HPEACTABICHUU B COOTBETCTBUU C
komupoBkoit Windows 1251;

- CHHXPOTIOCBUIKY B OMTOBOM IPEICTABICHNH,

- pe3ysbTaT CIOXKEHHUS M0 MOIYIIO 2 MHU(PPYyeMOro cooOLIEHHUS U CHHXPOTOCHUIKY;

- ximod (7 OykB (amMuivuu) B CUMBOJIBLHOM M OMTOBOM MPEICTABICHWU B COOTBETCTBUU C KOAMPOBKOU
Windows 1251;

- KJIF0OY B OUTOBOM TIPECTABIEHUH C YIETOM OUTOB KOHTPOJISI YETHOCTH;

- KJIFOYEBBIE DJIEMEHTHI Ki;

- pe3yJIbTaT HadaJabHOM nepecTaHoBkH [P;

- monyomokuHi u Li, f(ki, Li), Hi® f(ki, Li);

- pe3yJbTaT KOHeYHOU nepectaHoBku [P-1.

Tema 18. IIpoTokobl TallHBIX MHOIOCTOPOHHUX BBIUMCIIEHUHN U pa3JeIeHUs CEKpeTa
B naboparopHoii paboTe He0OX0IUMO MPUBECTH MOCIEAOBATEILHOCTD BHIITOTHEHUS CIEAYIOLINX
IIPOTOKOJIOB:
- TalHBIX MHOTOCTOPOHHHUX BBIYMCJIIEHHUW [JIsi pacyeTa CpeIHEedl BEIWYMHBI Tpex uucen. B kadecTse
WCXOMHBIX JaHHBIX MPHUHATH KOIBI 1-0H, 2-0f u 3-eit OyKBBI CBOCH (haMUJIUU COTIIACHO MX TOJIOKCHHIO B
andasure;
- pa30OueHus ceKpeTa C UCTOIb30BaHNE TAMMHUPOBAHUS JJIs TPEX YUYaCTHUKOB. B kauecTBe cekpeTa MpUHATH
nepBbie 3 OyKBBI (haMUJIHH, IS TaMM - JTFOObIE TPEXOYKBEHHBIE COUCTAHUS;

- pazneneHus cekpera no cxeMe Illlamupa nis (3, 5)-noporoBoii cxemsl. B kauecTBe cekpera S MPUHATH KO
1-0i1 OyKBBI CBOEH (haMUIINU COTIIACHO €€ MOJIOKEHUIO B all(haBUTE;

- pasnmeneHus cekpera mo cxeme Acmyra-bmyma mis (3, 5)-moporoBoil cxembl. B kauecTBe cekpera S
NPUHATH KOJ 1-0if OyKBBI CBOEH (haMHIIH COTTIACHO €€ MOJIOKEHHIO B ajdaBuTe.

IIpu odopmiueHnn oTyeTa HEOOXOOMMO MPHUBECTH HCXOAHBIC JaHHBIE MW TaONMIBL, CcoAepKalue
IIOCJIEI0BATEIBLHOCTD BBITIOJIHEHUS IIPOTOKOJIOB.

Tema 21. Creranorpadus

1) Anst 3ananHorO (paiina He0OXOAUMO OMPENETUTh CKPBITOE COOOIIEHUE U UCTIOIb30BaHHBIN METOJ €ro
CTEraHOTPapUUECKOTO COKPBITHSL.

2) Cnoco0s1 popmMaTupoBaHusi CHMBOJIOB, TPUMEHSEMEBIE JJIsI CEKPETHBIX COOOIICHUN (CUMBOJIOB I[EIMKOM,
HYJIEW WU €UHULL):

- LIBET CUMBOJIOB;

- BeT ¢oHa;

- pazmep mpudra;
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- MaciuTab mpudTa;

- MEXXCHUMBOJIbHBIN MHTEpPBAJ.

3) IIpumeHsieMble IBOMYHBIE KOAUPOBKU CUMBOJIOB:

- 0e3 KOIMPOBKH;

- koa bomo (MTK-2);

- KOHU-8R;

- cp866;

- Windows 1251.

4) BapuaHTbl HHIUBUAYAIBHBIX 3a1aHUH (BRIOMPAIOTCS COTNIACHO HOMEPY B XKYpHAJe).

B xauecTBe TEKCTOB MCIOIB30BaHbI CTUXU ATHHS bapTo, CEKPETHBIX COOOIICHHI — STTOHCKUE TTOCIOBHIIBI U
MTOTOBOPKH.

5) Otuet o mabopaToOpHOU paboTe MTOKEH COJAEPIKATH:

- (hparMeHT cTHXa, COACPIKALINI CEeKPETHOE COOOIECHHE:

- C TIOTYEPKUBAHUEM CUMBOJIOB, COOTBETCTBYIOIINX SAMHUAIIAM (BMECTO BBIJCIICHHS KPACHBIM IIBETOM);
- ¢ OUTOBBIMH CTPOKaMH;

- C CHMBOJIaMHU CEKPETHOTO COOOIICHUS;

- BeIBOJ (Hampumep, «B daiine «variantO1.docx», ckpbita ¢paza «Oaun Oor 3a0bLT - APYrOil TOMOXKET.»
MIOCPEJCTBOM HCIIOJIb30BaHUSI KOJUPOBKHU cp866 U pa3mepa CUMBOJIOB: Ul Hyled — 14nT, ansd eauHun —
14.5m»).

Tema 22. KonupoBanue uHpopMauu
B maGoparopHoii paboTe HEOOX0UMO TPEICTABHUTH:
- IEPBBIX TPU YHCIIA B IPSIMOM, OOPAaTHOM U JIOTIOJHUTEIIEHOM JIBOMYHOM KOJIE;

- YEeTBEpTOE YHCIO B JBOMYHOM (opMaTe ¢ IUIaBaloIled 3amsiTOW, BKJIIOYAIONIEM 3HAKU MOpSAIKa U
MaHTHUCCHI. B oTueTe mMpuBECTH UCXOAHOE YKCIO B HOPMAJIM30BAHHOW HAYYHOW 3alMCH TIO OCHOBAHUIO 2 U
MOPSAIOK MOTYYeHHsI TPOOHON YacT B IBOMYHOM BHU/IE;

- IATOE YMCIIO B ABOUYHOM (hopMare ofuHApHON TouHOCTH (single) mo cranmapty IEEE 754.
BapuanTsl 3a1anuii BHIOpaTh cOriacHoO Ta0mwuIle.

ColecenoBanue

Tema 1. OcHOBBI HH(POPMATMOHHOM 0€30MACHOCTH U 3aIIUTHl HH(OPMAITHI

1. MaiiTe onpenenaeHne NOHATHIM: «HMH(pOpMaIHsD», «AHPOPMAIIHOHHAs 0€30MaCHOCThY, «3allUuTa
uHpOpMaLUN», «KMHPOPMALIMOHHAS YTPO3ay.

2. JlaiiTe XapaKTepUCTHKY OCHOBHBIM COCTABIISIOLINM WH(POPMALIMOHHOM 6€30MacHOCTH.
3. [lepeunciure OCHOBHBIE OOBEKTHI 3AIIHTHI.

4. JlaiiTe XapaKTepUCTHKY IMOHATUSAM «TOCYHapCTBEHHAs TallHa», «KOH(UIeHIMaNIbHAs MH(OpMALUL» U
«IEPCOHAJILHBIC TAHHBIE.

5. JlaiiTe XapakTepUCTHUKY CpPEIICTBAM 3aLIUThI HH(OPMALIUH.

Tema 2. Wctopust kpuntorpaduu
1. ITepeunciute criocoObl TaHOM TIepenayn HHPOPMAITUK Ha PACCTOSHUU.
2. HazoBuTe OCHOBHBIE Talbl Pa3BUTHS KpUNTOTpaduu.

Tema 3. OcHoBHbIE TepMUHBI U onpeaenenus. Kimaccudukanus mmdpos
1. [laiiTe onpeneneHre MOHITHAM «IIAPPY», KKITFOW», «IeITUGPOBAHUEY.
2. [lepeuncnure OCHOBHbIE TPEOOBAHUS, IPEIBSIBIIIEMbIE K KPUIITOCUCTEMAM.
3. JaiiTe kmaccuUKaIUMIO KPUIITOCUCTEM T10 aITOPUTMY TG POBAHHUS.
4. laiiTe KIacCU(PHUKALNIO KPUIITOCUCTEM 110 CTOMKOCTHU MHU(pa.
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Tema 4. lIudper 3aMeHbI
. B ueM 3akitouaeTcs OCHOBHAs Hjesl KpUNTorpapuueckux npeodpazoBaHuii MuppoB 3aMeHbI?
. Ilepeuncnure 0OCHOBHbIE PA3HOBUIHOCTH IIU(PPOB 3aMEHBI.
. JlaiiTe XapaKTepUCTUKY pa3HOBHIHOCTSM IIU(POB 3aMEHBI.
. HazoBuTe 0CHOBHOM HeO0CTATOK MK(pa OTHO3ZHAYHONU 3aMEHBI.

Tema 5. lludper nepecraHoBKH
. B ueM 3akitouaeTcst OCHOBHAs HJiesl KpUNITOrpaduuecKuX npeodpazoBaHuil MU(POB NepecTaHOBKHU?
. Ilepeuncnurte 0OCHOBHBIE Pa3HOBUAHOCTH IIM(PPOB NIEPECTAHOBKHU.
. JlaiiTe XapaKTepUCTUKY Pa3HOBHIHOCTSM IIHU(POB NEPECTAaHOBKH.

Tema 6. llIudps raMmupoBanus
. B ueM 3akirouaercs OCHOBHAs ujesl KpunTorpapuueckux npeodpazoBaHuil aIUTUBHBIX MUPPOB?
. HazoBuTE OCHOBHBIE XapaKTEPUCTUKH FaMMBI.
. Ilpn kakux ycinoBHUAX NPUMEHEHUS raMMBbl aIUTUBHBINA MIH(P MOKHO CUUTATh COBEPILIECHHBIM.
JlaiiTe XapakTepUCTHKY MPOTrpaMMHBIM criocobam reHeparu raMmmel (anroputm RANDU u BBS).
. Uto Takoe mapuTeTHbIN OUT?
Onummmre cxemMbl MIM(POBAHUS C HCIOIB30BAHUEM CHHXPOHHBIX W CaMOCHHXPOHU3UPYIOMIUXCS

MMOTOKOBBIX MIH(POB.

—
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Tema 7. KBanroBoe mmugppoBaHue
. JlaiiTe onpe/iesicHE TIOHATHIM «KBaHT» U «(POTOHY.
. B ueM 3akirouaercs nmpupoaa KOpIycKy/IsspHO-BOJIHOBOTO ayanu3ma (ortoHa?
. B uem cyTh mmdpoBanus ¢ momoipo GoToOHOB?

Tema 8. KomOuHupoBaHHBIE MIHA(PHI
. Jlaitite onncanue sueiiku dDeicrens.
. HazoBute ocHoBHbIE pexumMbl DES.
. Ilepeuncnure metoas! mudpoBanus, ucrnoaszyemsie B DES-ECB.
. [IpuBenute cxemy anroputma DES B pexxnme crierieHus 0JI0KoB mmdpa.
. HazoBure cdeprl npuMeHeHus pa3HbIX pexxumoB DES
. KakoBa muna xmroua mudpa OCT u kak reHepupyIOTCs KITFOUEBBIC DJIEMEHTHI.
. HazoBute ocHoBHBIE paznnuns Mexay DES u 'OCT.

Tema 9. llluppoBanue ¢ OTKPHITHIM KIIOYOM
B 4em 3akiouaeTcs CyTh ¥ OCHOBHAs IPEANOCHIIKA MOSIBICHHS IIM(PPOBAHUSA C OTKPBITHIM KIIFOUOM?
OcHoBHBIE TpeOOBaHMSI, TPEABABISIEMbIC K KPUITOCUCTEMAM C OTKPBITHIM KITFOUOM.
Ilepeuncnure THUNBI OXHOCTOPOHHUX IPEOOpa30BaHUM, MPHUMEHSAEMBIX IPU ACHUMETPUYHOM

mudpoBaHUH.

4
5
6
7
8
9

. [laiiTe kpaTKy1o XapakTepucTuky aaroputmMa RSA.
. B ueM oTiimune cBepxBO3pacTaroiei mocae0BaTeIbHOCTH 0T OOBIKHOBEHHO ?

. Uto o3HavaeT 0OpaTHOE YUCIIO IO MOIYIIIO?

. B ueM oTnimune BEpOSTHOCTHOTO MIM(PPOBAHUSA C OTKPBITHIM KIIFOUOM OT I€TePMUHHPOBAHHOTO?
. B ueMm cyTh 3a1aun quckpeTHOTO JTIorapudMupoBaHus?

. IlpuBenuTe ypaBHEHUE IIUNTUYECKON KPUBOW B KOpOTKOi (hopme Beitepirpacca.

Tema 10. Xem-pyHKIuu
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. JlaiiTe onpeseneHne MOHATHIM: «XCIIUPOBAHUEY, «XCII-(PYHKIHSDY, «KOJITU3USI.

. B Kakux nensix ucnosib3yroT xeu-GyHKIUHA Ha TIPaKTUKe?

. IlpuBeanTe CTaHAAPTHYIO CXEMY alTOPUTMa F'eHEpaluy Xel-oopasa.

. Kak Ha3bIBaeTcs xemn-oopas, moayuyeHHbIN ¢ MPUMEHEHUEM 3aKPBITOro Kiltoda mudpoBaHus?

Tema 11. Kpunrorpaduuecknue nmpoToKosbl
. Ilepeuncnurte OCHOBHBIE 3aJa4M, IJIs1 PEIIEHUS KOTOPBIX UCIIOJIb3yeTCsl KpUunTorpagus.
. Ilepeuncinute OCHOBHBIE OTINYHS KPUIITOIIPOTOKOJIOB OT TPAIULIMOHHBIX KPUIITOCUCTEM.
. [laiiTe onpeneneHre MOHITHIO «ITPOTOKOI.
. JaiiTe kaccupUKanio KPUITOPOTOKOIOB B 3aBUCIMOCTH OT HAIMYHSI TPEThEH CTOPOHBI.
. Ilepeuncinte OCHOBHBIE KPUIITOPOTOKOJIBI.

Tema 12. IIporokonsl 0OMeHa ¢ KIIIOYaMU
. [laiiTe onpeneneHre MOHITUIO «CEAHCOBBINA KITHOW».
. Onummre anroput™m oomena kimodamu Auddu-Xennmmana-Mepkia.
. B ueM omiimune KBaHTOBOTO MN(POBAaHMSI OT KBAHTOBOT'O IIPOTOKOJIA OOMEHA KITFOUaMH.

Tema 13. TIpoTokosbl ayTeHTH(GUKAMHT (MISHTUDUKAITAN)
. JlaiiTe onpeneneHne NOHATHIM: «HICHTH(PUKALUAY, «ayTCHTU(DUKALU, «aBTOPU3ALIU).
. UTO MOXET CITy’)KUTh B KaueCTBE ayTeHTU(UKaTopa?
. IlepeuncnuTe OCHOBHBIE CIOCOOBI OpPraHU3alNUU UICHTH(PUKALUY U ayTeHTU(DUKALHH.
. [lepeuncnuTe TOCTOMHTCTBA M HEJOCTATKH MAapOIbHON ayTeHTU(DUKAIIIH.

. Onummmre cxemMy IpOTOKOJIa HASHTU()UKAUMY U ayTeHTU(HUKAIIMK Ha OCHOBE asroputMa RSA.

. B uem cyTh oKazaTenbcTBa ¢ HyJIEBBIM Pa3IVIallICHUECM.
. Onummre cxemMy IpoTOKoJia cepBepa ayTeHTH(ukanuu Kerberos.
. Ilepeuncinte OCHOBHBIE OMOMETPUYECKHE XapaKTEPUCTHKH.

Tema 14. IIpoTOKOIBI 3IEKTPOHHON MOAUCH
. JlaiiTe onpeneneHne MOHATHUIO "IEKTPOHHAs MOANNCH'.

. OnummTe nocaea0BaTeIbHOCTh ICMCTBUIM YUaCTHUKOB MTPOTOKOJIA MIPU OTIpaBke U npoBepke JI1.
. Kakoii nops10k uCronb30BaHMsI KIIFOYEH (OTKPBITBIN; 3aKpbITHIN) IPU OTIPABKE U IpoBepke D117

. Onumute cxemy nporokosia J1I1 Ha ocHoBe anroputma RSA.
. [lepeuncnure cnenuanbubie cxembl JI1.
. HazoBuTe nenp BBeneHus B AciicTBue denepanbHoro 3akoHa "OO0 MeKTpOHHON moanucu".

Tema 15. [IpOTOKOIBI KOHTPOJIS ETOCTHOCTH
. Ilepeuncnute OCHOBHBIE CITOCOOBI KOHTPOJIS 1I€T0CTHOCTH.
. UTo Takoe OUT YETHOCTH U KaK C MMOMOIIIbIO HETO OCYIIECTBISIETCSI KOHTPOJIb LIEIOCTHOCTH?
. s gero npenHazHadeHa texnonorus S.M.A.R.T.?

Tema 16. IIpoTOKOIIBI AIEKTPOHHBIX ILIATEXKEN
. Ilepeuncinute OCHOBHBIE Pa3HOBUAHOCTH JJIEKTPOHHBIX IUIATEKEH.
. B ueM otiimune nepcoHOPUIUPOBAHHBIX TUIATEKHBIX CUCTEM OT AaHOHUMHBIX?
. B uem otnmume 1e6eTOBBIX KapT OT KPEAUTHBIX?
. Jl1 9ero NCIoJb3yeTCsl «3aKpbIBAIOIIMI MHOKUTEND) ?
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Tema 17. IIpoTOKOIIBI TOIOCOBAHUS
1. HazoBuTE 1O0CTOMHCTBA M HEAOCTATKH TPAJAULIMOHHOTO («OyMaskHOT0») TOJI0OCOBAHUS.
2. Yto noHUMaEeTCs MO/ AIEKTPOHHBIM I'0JI0COBaHUEM ?
3. HazoBuTe OCHOBHBIEC CBOMCTBA HUJICATLHOTO MIPOTOKOIa rojocoBanus (o b. [lnaiiepy).
4. B uem omiinuue YCI' or KOUB?

Tema 18. IIpoTokob! TallHBIX MHOIOCTOPOHHUX BBIUYMCIIEHUHN U pa3JeIeHNs CEKpeTa

1. [Inst gero HEOOXOAMMO MPUMEHEHHE MU(DPOBAHUS C OTKPHITHIM KITFOYOM B TAMHBIX MHOTOCTOPOHHHUX
BBEIYUCIICHUIX ?

2. Yto o3Ha4aeT (m, n)—TMOPOroBas cxema pa3/ieleHus CeKperTa.
3. HazHaueHne MHTEPIOIALMOHHOIO NoIMHOMa Jlarpanxa.
4. CymHOCTh KHTANCKOM TEOpEeMBbI 00 OCTaTKax.

Tema 19. HexoTopsle cBeieHNs U3 TEOPUI AJITOPUTMOB U YUCET
. laiiTe xmaccuduKaIuio aaropuTMOB B COOTBETCTBHH C X BPEMEHHOM CII0KHOCTBIO.
. B ueM cyTh 0cHOBHOI1 Teopembl apupmMeTUKH?
. Omumure meron dakropuzanun depma.
. Onummre anroputM perrera Iparochena.
. B uem cyTh Tecta @epma Ha TPOCTOTY YHUCTIA.
. Onumure anroput™m EBkina.
. [IpuBeaute cootHomenue besy.
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. Onummre pacmmpeHHbIi anroput™ EBkinuaa.

Tema 20. OCHOBBI KpUIITOAHAIN3A
1. Ilepeuncnute OCHOBHBIE YTPO3bl OE€30MACHOCTHU MPHU MCIIOIB30BAHUN KPUIITOIPAQUIECKUX CHUCTEM.
2. [lepeuncnute OCHOBHBIE PA3HOBUIHOCTH aJaITUBHON aTaky C BBIOOPOM OTKPBITOTO TEKCTA.

Tema 21. Creranorpadust
. IlepeuncnuTe OCHOBHBIE METO/IbI KJIACCHUYECKOM CTEraHOrpaduu U aiiTe UM XapaKTEPUCTHKY.
. B kakux 1ensx npuMeHseTcsi KOMIbIOTEpHas cTeraHorpadus?
. Onuire MeTosl COKpBITUS MH(OopMaru ¢ Moo notokoB NTFS.
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. 3a CUeT Yero JIOCTUTAETCS COKPHITHE HHPOPMAIIUU B ayHo- U BUuaeodaiiiax?

Tema 22. KogupoBanue nndopmaruu
1. Ha3zoBuTE OCHOBHBIE OTIMYUS KOJOBBIX CUCTEM OT KPUIITOIPAaUUIECKHX.
2. JlaliTe XapaKTepUCTUKY OOIIEIOCTYITHBIM KOJIOBBIM CUCTEMAaM.

3. Ilepeuncnute OCHOBHBIE CLIOCOOBI 0OecneueH s KOH(PUICHINATBHOCTH HH(POPMALIUU B CEKPETHBIX
KOZIOBBIX CHCTEMaXx.

TecTupoBanme

Tema 3. OcHoBHBIE TepMUHBI U onpeenenus. Knaccubukamnus mmdpos
1. Yro sBrsieTCs LENbIO KpUITOaHaIn3a?
A. OnpeneneHre CTOMKOCTH alropuTMa
B. YBenuuenue koauuecTBa (PyHKIMNA 3aMEIIEHUS B KPUITOTpapHUECKOM alrOpUTME
C. YMeHblIeHNE KOIMYeCcTBA (PYHKIUI TOJCTAHOBKM B KPUIITOIpahuIeCKOM alIropuT™Me
D. Onpenenenne ucnonb30BaHHBIX IEPECTAHOBOK



2. Yactora mpumeHeHus OpyTdopc-arak BO3pociia, MOCKOJIbKY:
A. Bo3pociio UCToNib3yeMoe B alTroOpuTMax KOJIUYECTBO MEPECTAHOBOK U 3€MEIICHUIA

B. AJ'IFOpI/ITMBI 110 MEPE MOBBIIICHUA CTOMKOCTH CTAHOBHJIMCH MEHEE CIIOKHBIMH U OoJiee MMOABCPIKCHHBIMU
araKkaM

C. MomHOCTh U CKOPOCTh pabOTHI IPOILIECCOPOB BO3POCIIA
D. Jlnuna kiroda co BpeMEHEM YMEHBIIWIIACH

3. YTo U3 MepeuncIeHHOr0 HIKE He SIBIISIETCS] CBOMCTBOM MJIM XapaKTEPUCTHKON OHOCTOPOHHEH (QYHKUIUU
X3LIUPOBaHUs?

A. Ona npeoOpa3zyeT cooOIIeHNE MPOU3BOILHON UTMHBI B 3HAUCHUE PUKCUPOBAHHON JJTUHBI

B. Nmes 3nauenne naimxecTa cOOOEeHUs, HEBOZMO)KHO MOJIYIUTh CaMO COOOIIICHHE

C. llonyyeHne OIMHAKOBOTO JaijXkecTa M3 JBYX Pa3IMYHBIX COOOILEHUI HEBO3MOXHO, JMOO Ciydyaercs
KpaliHe peaKo

D. Ona npeo6pazyet coobuienrne GUKCUPOBaHHON JJIMHBI B 3HAYEHUE IEPEMEHHON JITUHBI

4. Yto MOXKET yKa3bIBaTh Ha U3MEHEHHE COOOLIeHUs?
A. I3MeHWICS OTKPBITBIN KITI0Y

B. M3meHunmncs 3akpbITHIN K04

C. smenuicsa maimKecT COOOIEHNS

D. CooOuienne 06110 MPaBUIBHO 3aMIKA(POBAHO

5. Kakoil u3 mepedncieHHbIX HIDKE aJITOPUTMOB SIBISETCS aITOPUTMOM aMEPHKAHCKOTO MPABUTEIHCTBA,
MpeIHA3HAYeHHBIM IS CO3aHus 0€30MaCHBIX TaliPKeCTOB COOOOIICHMIT?

A. Data Encryption Algorithm
B. Digital Signature Standard
C. Secure Hash Algorithm
D. Data Signature Algorithm

Tema 5. ludper nepecraHoBKH
1. Yro M3 nepeuncieHHoro Huxe Jiydine Bcero onucsisaet onmuus mexry HMAC u CBC-MAC?

A. HMAC co3maer naipkecT cOOOIIeHHUs W MpUMEHsieTcsl st KoHTpoiis 1enoctHoct; CBC-MAC
WCIIONB3YyeTCsl 1715 MG POBaHUS OJOKOB IAHHBIX € LETBI0 00eCreueHHs] KOHPUACHIINATHHOCTH

B. HMAC ucnons3yeT CMMMETPpUYHBIA KIIt04 U anroputM xamupoBanus; CBC-MAC ucnosnb3yet nepBblid
OJI0K B Ka4eCTBE KOHTPOJIbHON CYMMBI

C. HMAC o6ecneunBaeT KOHTPOJIb IEIOCTHOCTH M ayTeHTH(UKanuio ucrounuka maaHHbix; CBC-MAC
WCIIONIBb3yeT OIouHbIi mudp B mporecce coznanus MAC

D. HMAC 3ammdpoBbiBaeT COOOIIEHHE HAa CHMMETPHUYHOM KJIIOYe, a 3aTeM IepenaeT pe3yiabTaT B
anroputm x3mmpoBanust; CBC-MAC 3ammdpoBbIBaeT BCce COOOIIECHHUE ETUKOM

2. B uem npenmymectso RSA nag DSA?
A. OH MoxeT obecrieunTh (PyHKIIMOHATLHOCTD TU(PPOBOI MOATMCH U TIH(PPOBAHMS

B. OH wucnone3yeT MEHBIIE PECypcOB M BBHINOIHSAECT IK(POBAHHE OBICTpEE, MOCKOJIBKY HCIIOIB3YET
CUMMETPUYHBIE KIIFOUU

C. D10 OnouHBIN WHK(P U OH JIydIle TOTOYHOTO
D. On ncnons3yeT oJHOpa30Bbie MN(POBATHHBIE OJOKHOTHI

3. MHorue cTpaHbl OTPaHUYHUBAIOT UCIIOJIB30BAHUE U AKCIIOPT KPUNTOTPAPUIECKUX CUCTEM. 3a4€M OHHU ATO
nemarT?
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A. be3 orpaHn4eHUil MOXXET BO3HHUKHYTH OOJIBILIOE YHUCIO IMPOOJIEM COBMECTHUMOCTH MpPU TMOIBITKE

HCIOJIb30BAaTh PAa3JIMYHBIC aJITOPUTMBI B PA3JIMYHBIX ITPpOrpaMMax
B. O1u cucremsl MOTYT HUCIIOJIB30BATLCA HCKOTOPBIMH CTpaHaMHU IMMPOTUB UX MCCTHOTO HACCIICHU

C. KpumuHambHBIE 3JIEMEHTHI MOTYT HCIIOJIb30BaTh IUGpPOBaHUE, YTOOBI M30€KaTh OOHAPYKEHHUS U
npecieI0BaHus

D. 3akoHOAATENBCTBO CHIIBHO OTCTAET, @ CO3aHNE HOBBIX THUITOB IIM(POBAHUS €Ille OOJbIIIe YCUITHBALCT Ty
npoOnemy

4. Yto uCTONB3yeTCs TSl CO3aHus IIUPPOBOI moaAmnucu?
A. 3aKpbIThIM KIIFOY MOJTyYaTess

B. OTKpBITHII KJIIOY OTIIPABUTENS
C. 3aKkpbIThIi KJIIOY OTIPABUTENS
D. OTKpbITHIN KIIIOY MTOJTy4aTeNs]

5. YTo U3 MepeyrcIeHHOTO HUKE JIy4llle BCErO OMUCHIBACT U(PPOBYIO HOANUCH?
A. D10 MeTOo/ mepeHoca COOCTBEHHOPYYHOM MOAMKICH HA SJICKTPOHHBIA JOKYMEHT
B. Oto meton mmdppoBanust kKoHGUIEHIMATBHON HH(OpMaUN

C. D10 MeTo1, 00eCTIeYnBAOIINMA AICKTPOHHYIO MOAMHUCH U IMHU(PPOBaHHE

D. Drto Merox, MO3BOJSIOMIMN MOTYyYaTeN0 COOOIIECHHS NPOBEPUTH €r0 HCTOUYHUK U yOeTuThCS B
LEJIOCTHOCTH COOOIIEHUS

Tema 9. llIudpoBanue ¢ OTKPHITHIM KIHOUOM
1. KakoBa 3¢ppexruBnas nnuna xiroya B DES?
A. 56

B. 64
C.32
D. 16

2. o kakoii MpUYKMHE YIOCTOBEPSIOLINIA IEHTP OT3bIBAET cepTH(UKAT?

A. Ecniy OTKpBITBIN KITFOY MTOJIB30BATENSI CKOMIIPOMETUPOBAH

B. Eciu nosb3oBarens nepexoquT Ha UCTIOAb30BaHue Moaenn PEM, kotopast UCIIONB3yeT CETh OBEpUs
C. Eciu 3aKpbIThIN KIJIIOY MTOJIB30BaTEIIsl CKOMIIPOMETHUPOBAH

D. Ecnu nonp30Baress mepexoquT padboTars B Apyroi opuc

3. UTo u3 nepevrcieHHOro HUXKe JIy4llle BCETO OMUCHIBAET YAOCTOBEPSIOMINMA LIEHTP?

A. Opranusanus, KOTopast BHIITYCKAaeT 3aKPbIThIEe KIIOYU U COOTBETCTBYIOLINE AITOPUTMBbI
B. Opranuzanus, koTopasi IpoBepsieT MPoIecChl MUu(POBAHUS

C. Opranuzanusi, KoTopasi IpoBepseT KIFOUX MUGPOBAHUS

D. Opranusanusi, KoTopast BEIITYCKAeT CepTU(UKATHI

4. Kak pacumdpossiBaercsa abopesuarypa DEA?
A. Data Encoding Algorithm

B. Data Encoding Application
C. Data Encryption Algorithm
D. Digital Encryption Algorithm

5. Kto yuacTBoBan B pa3zpaboTke MEPBOTO AJITOPUTMA C OTKPBITHIMHU KITFOYaMu?
A. Anu amup

B. Pocc Annepcon
C. bproc HInaiiep
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D. Maprun Xennmax

Tema 19. HexoTtopsle cBeieHNs U3 TEOPUI AJITOPUTMOB U YUCET
1. Kaxkoii mporiecc 0ObIMHO BBITIOHSAETCS TOCIIEe CO3IaHus ceaHncoBoro kimtoda DES?
A. Ilopnucanue xiaroda
B. [lepenaua kimtouya Ha XpaHeHUE TpeThelt cTopoHe (key escrow)
C. Knacrepuzauus kiroda
D. O0OmeH kirouoM

2. CKOJBKO IIMKJIOB MEPECTAHOBKH U 3aMellleHus BbinoaHseTr DES?
A. 16

B. 32
C. 64
D. 56

3. Urto M3 mMepeuucIeHHOrO HIKE SIBISETCS MPaBUIBHBIM YTBEP)KICHHEM B OTHOLICHUM MIM(POBAHUA
JAHHBIX, BBHITIOJIHSIEMOTO C IO UX 3aIIUThI?

A. OHO ofecrnieunBaeT MPOBEPKY MEJTOCTHOCTH M MPABHILHOCTH JTaHHBIX

B. Ono TpebyeT BHUMATEIFHOTO OTHOIICHHUS K MPOLIECCy YIPABICHUS KIIIOYaMU
C. OHo He TpeOyeT OOJIBIIOTO KOJTMYECTBA CUCTEMHBIX PECYPCOB

D. OHo TpeOyeT nepenayn Kiroua Ha XpaHeHHE TpeThel cTopoHe (escrowed)

4. Kak Ha3pIBaeTCsl CHUTyalus, B KOTOPOW IMPH HCIIOIB30BAHUU PA3IUYHBIX KIIOYEH IS MHQPPOBAHUS
OJTHOTO U TOTO K€ COOOIIEHUS B pe3yJIbTaTe MOMy4aeTcsl OAWH U TOT K€ MH(PPOTeKCT?
A. Komnnsus

B. XsmmpoBanue
C.MAC

D. Knacrepuzamus kiroueit

5. YTO U3 nepeyrcIeHHOTO HUXKE SBIISETCS olpeesieHneM (pakTopa Tpyao3aTpar JUisl aaropurma’?
A. Bpewms 3ammdpoBanus U paciun@poBaHus OTKPHITOTO TEKCTa

B. Bpewms, koTopoe 3aiiMeT B3j10M MU(pOBaAHUS

C. Bpewmsi, KOTopoe 3aHUMAET BBHIMIOIIHEHUE 16 IIUKIIOB MpeoOpa3oBaHUA

D. Bpems, koTopoe 3aHUMAET BhITIOJHEHNE (DYHKIIUA ITOJICTAaHOBKHU

Tema 20. OCHOBBI KpUNITOAHAIN3A
1. Yro siBNsieTCS OCHOBHOM IIEIIBIO UCIIONIB30BAHUS OJHOCTOPOHHETO XAIITUPOBAHUS TAPOIIS MTOIB30BaTENs?
A. D10 cHMXaeT TpeOyeMblii 00beM IUCKOBOTO MIPOCTPAHCTBA [T XpaHEHUs TAapOoJIs MOJIb30BaTeNs
B. D10 nmpenoTBpamaeT 03HaAKOMIEHUE KOTO-JIM00 C OTKPBITHIM TEKCTOM MaPOJIst
C. D10 mo3BOMISIET N30KaTh U30BITOUHOM 00pabOTKH, TPEOYEMOI ACUMMETPUYHBIM aJITOPUTMOM
D. Oro mpenotBpariaer ataku noeropa (replay attack)

2. Kakoii u3 MNEPCUYNCICHHBIX HUKC AJITOPUTMOB OCHOBAH Ha CJIIOXKHOCTHU PaA3JIOKCHUSA OOJIBIIINX YHCET Ha
ABa UCXOOHBIX MPOCTBIX COMHOXKHTEIA?

A. ECC
B. RSA
C. DES
D. Inddu-Xennman
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3. YTo M3 NepeuncIeHHOr0 HUXKE OMUCHIBAET pasHULy Mexay anroputMamMu DES u RSA?
A. DES — 310 cummeTpuuHbIi anroput™M, a RSA — acuMMeTpuyHbIi
B. DES — 310 acummeTpuuHbIi anroput™, a RSA — cumMmMeTpuuHsIii
C. OHu 00a SBISAIOTCS aNTopuTMaMu X3mupoBanus, HO RSA renepupyet 160-0uTHbIC 3HAUCHUS XdIIIa
D. DES renepupyet OTKpBITHIN U 3aKpPBITHIA KiTt0un, a RSA BeImonHsAeT mudpoBaHue cooOeHNni

4. Kakoll W3 IEpPEUUCIICHHBIX HIKE aJrOPUTMOB HCIOJIB3YET CHUMMETPUYHBIA KIIOY U aITOPUTM
X3LIUPOBaHUs?

A. HMAC

B. 3DES

C. ISAKMP-OAKLEY
D. RSA

5. TeHepamusi KY€, JIsI KOTOPOM MCIOJIB3YIOTCS Cily4dailHble 3HAa4€HUsA, Ha3biBaeTcs DyHKIMeEn
reHepanun knrouei (KDF). Kakue 3HaueHus: 00BIYHO HE WCIIONB3YIOTCS MIPH 3TOM B MPOIIECCE TeHepaIuu
KJIFouen?

A. Xoum

B. AcumMmeTpuuHbie 3HaYEHUS
C. Conp

D. [Taponu

4.3 IIpomexyTouHast aTTECTAIMSA 110 AUCIUIUIMHE MPOBOIUTCS B opMe 3adeTa, IK3aMEeHa

Tunossie Bonpocsl 3auera (OIIK-9)

1. ITonsTus "undopmarmonHas 6ezomnacHocTs" 1 "3amuTa nHpopmanuu". OCHOBHBIE COCTABIISIONINE
MH(POPMALMOHHON OE€30MTaCHOCTH.

. O6bexThI 3amuThl. Kareropun n HocuTenu uH(OpMaIHH.

. Cpencrsa 3auThl HH(GOPMALIUH.

. Kpunirorpagusi. OcHoBHBIE TEPMUHBI ¥ OIIPEACTICHHUS.

. Kimaccudukanus kpunrorpa@uieckux CUCTEM.

. Iudpset 3amensl. OCHOBHBIE METO/BI IINU(POBAHMUSL.

. llIndpst nepectanoBkr. OCHOBHBIC METO/IBI IIM(PPOBAHMUS.

e IEN o) NV, I N VS I O]

. [udper rammupoBanuss. OCHOBHBIE METOBI ITU(PPOBAHUS.

9. llIndpsr rammupoBanusi. CriocoObl TeHEpaMK TaMMBbI. [ eHepaTopbl raMM.
10. Cxema pexuma mmdposanust DES-ECB.

11. Cxema pexuma mudposanus DES-CBC.

12. Cxema pexxuma mmmdposanust DES-CPB u DES-OFB.

13. Tpoitnoit DES. Cheprl npumenerus pa3nuasbix pexxumoB DES.

14. Cxema pexxuma mmdposanus npocroii 3amensl 'OCT 28147-89.

15. lllndpoBanue ¢ OTKPHITHIM KIIt040M. OCHOBHBIE TTOHSTHSI.

16. Anroputm mudposanus RSA.

17. Anroputm mudpoBanus Dib-I"amans.

18. Anroputm mudpoBaHus Ha OCHOBE 3aa49H 00 YKJIaJIKe paHIia.

19. Dnnmuntudeckue kpuBbie. OCHOBHBIE MOHATUA. CI0KEHUE U YMHOXKEHUE TOUKH.
20. Anroput™ mM(poBaHUS HA OCHOBE SJUTUNTUYECKUX KPUBBIX.

21. Xom-pyHkiuu. OCHOBHBIC MOHATHS M PAa3HOBUIHOCTH.

22. Xsu-¢pynkuus. MDS.

23. Kpunrorpadudaeckue npotokossl. OCHOBHBIC TTOHSTHS.



Tunosble 3axanus A 3a4era (OIIK-9)
3ammdpoBark CBOIO (PaMUIIHIO C TTOMOIIBIO MU(POB:
- mmQpa MacoOHOB;
- burpamuoro mudpa [TopTsr;
- mudpa Xuia;
- BApUAHTHOTO Hdpa;
- mmdpa Tenw;
- COBMEIIICHHOTO T dpa.
3amudpoBars CBOIO (aMHUIUIO U UMS C IOMOIIBIO MM (POB:
- mudpa «IlepexkpecToxy;
- I QPBI C UCTIOTB30BAHUEM TPEYTOJIbHHKA.

Tunossie Bonpocekl 3xk3amena (OIIK-9)
. [IpoTokosbl 0OMEHa KITF0Yamu.
. IIpoToxosnsl ayTeHTU(UKAIMHA. Pa3HOBUIHOCTH M KpaTKasi XapaKTepPHCTUKA.
. [TaponbHast uneHTUPUKALINS/ay TCHTU(DUKATTHS.
. IlpoTokon naeHTHPHUKAINN/ayTEHTU(PUKAIIMKA HAa OCHOBE IHU(POBAHUS C OTKPBITHIM KITIOUOM.
. CepBep ayrentudukanuu Kerberos.
. Unentuduxanus/ayTeHTUPUKALHS ¢ TTOMOUIBIO OMOMETPUYECKHUX JTaHHBIX.
. Unentuduxarmonnsie kaptel (ID-cards) u 21eKTpOHHBIE KITIOYH.

0 I N W bW

. DnexTponHas mudposas noanuck. O0Imume cBeaeHus u pazHopuaHocta DI
9. OIII na 6a3e anroputma RSA.

10. Anroputm mudposoit noanucu 'OCT 34.10-94.
11. Anroput™m udposoit mognucu 'OCT 34.10-2001.
12. IIpoTOKOIIBI KOHTPOJIS LIETOCTHOCTH.

13. DneKTpOHHBIE TIIATEXH.

14. Knaccuueckoe ("0ymaxkHoe') roinocoBaHusl.

15. Poccuiickuii ONbIT 3JIEKTPOHHOTO TOJIOCOBAHUS.
16. [IpoTokon pa3iesieHus CeKpeTa.

17. IIpoTokon moa0packiBaHUs MOHETHI TI0 TeIe(OHYy.
18. TaliHple MHOTOCTOPOHHUE BBIYUCIICHUS.

19. C10)XKHOCTH aITOPUTMOB.

20. IIpocTeie uncna.

21. PaznokeHue yucia Ha NPOCThle COMHOKHUTENH.
22. HaxoxieHre Ha4yaabHOTO CIHMCKA MPOCTHIX YKCEIL.
23. TectupoBaHue yuciaa Ha MPOCTOTY.

24. Onpenenenre HanOOBIIETO OOIIETO ASTUTEIIS.
25. OCHOBHBIE CBEICHUS O KPUIITO AaHAJIM3E U aTaKu HA KPUITOCUCTEMBI.
26. Knaccuueckas creranorpadus.

27. KomnprorepHas cteranorpadusi.

28. O0mmue cBeeHHUs O KOJUPOBAHUY.

29. O6menoCcTyIHBIE KOTOBBIE CUCTEMBI.

30. CexpeTHbIE€ KOIOBBIE CUCTEMBI.

TunoBble 3axanus Ajs 3xk3amena (OIIK-9)
3ammdpoBark CBOIO (PaMUIHIO C TTOMOIIBIO MU(POB:
- mudpa MacoOHOB;
- burpamuoro mudpa [TopTsr;
- mudpa Xuia;
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- BapMaHTHOTO mudpa;
- mudpa Tenwu;

- COBMEUICHHOTO mudpa.
3ammdpoBark CBOIO (PaMUIHIO U UMS C TIOMOIIBIO MU(POB:
- mudpa «Ilepekpectoxy;

- wu@pbI C UCTIONH30BAHUEM TPEYTOJIbHUKA.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

3auer
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Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKA3aTeNn
JOCTHXKCHHUSI pE3yJIbTaTa)

«3a4TEHOY
(50 - 100 6amoB)

OIIK-9

JleMOHCTpUpPYET BBICOKHA YpPOBEHb TEOPETUYECKUX 3HAHHW B
obnactu kpunrorpadpuueckor 3ammTbl HH-Qopmaruu.fCrocodbeH
MPUMEHSTh CPEACTBA KPUNTOrpauyecKol M TEXHUUYECKOW 3alllUThI
uHpopmaruu I pemieHuss  3agad  npodeCCHOHATbHON
nesitenb-HoCTH.CriocobeH HacTpauBaTh " 00CITyKH-BaTh
Kpurnrorpaduueckue cpeacTna 3auThl HHGopmauu.g

«HE 3a4TCHO»
(0 - 49 Gannos)

OIIK-9

He Bnageer noHstusiMu, MeTogamMu OLEHKH NpUHATHS permieHuid.{He
Croco0eH MPUMEHATH CPEICTBA KPUNITOIpaUIECKON U TEXHUUYECKOM
3amuUThl MHQOpMAIMK Jig pelIeHds 3aaad npodeccruoHaIbHOU
NesATeNb-HOCTH. ||

DK3aMeH

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKA3aTeNn
JTOCTH>KCHHUSI pE3yJIbTaTa)

«OTIIMYIHO
(85 - 100 6anoB)

OIIK-9

JleMOHCTpUpPYET BBICOKH YpPOBEHb TEOPETUYECKUX 3HAHHWI B
obnacTu KpunTorpadudecKou 3anuThl HH-(HOpMaITIH.

CrnocobeH  TpPUMEHATH  CPEACTBA  KpUOTOTpapUYecKor |
TEXHMYECKOM  3amuTbl uHGOpMAIMM AN pelleHus  3ajaad
npodeccuoHanbHON AESITeNb-HOCTH.

CnocobeH HacTpawBaTh M OOCIY)XH-BaTh KpunTorpaduueckue
CpEeICTBa 3alIUThl UH(POPMALIUH.

«XOpOIIO»
(70 - 84 6amoB)

OIIK-9

JleMOHCTpUpYET XOpOIIMH YpOBEHb TEOPETUUYECKUX 3HAHUW B
obnacTu KpunTorpadudecKou 3anuThl HH-(HOpMaITiH.

CrnocobeH  TpPUMEHATH  CPEACTBA  KPUOTOTpapUYeCKOr |
TEXHUYECKOM  3ammTbl UWHGOpMAIMM A pelleHus  3ajaad
npodeccuoHanbHOMN AESITEeNb-HOCTH.

CnocobeH HacTpawBaTh M OOCIY)XH-BaTh Kpunrorpaduueckue
CpEeICTBa 3aIIUThl UH(POPMALIUH.

«YZIOBJIETBOPUTEIHHOM
(50 - 69 6amnoB)

OIIK-9

JIeMOHCTpHUpPYET HU3KUH YPOBEHb TEOPETUUECKUX 3HAHUIA B 00JIaCTH
Kpunrorpaduueckoi 3amuThl HH-GOpMaIInH.

YacTuyHO BHaJceT MOHATHSAMH, METO-IaMU OLIEHKH MPUHATHUS
pELICHHUIA.

Crniocoben MIPUMEHSITh TOJIBKO HEKO-TOpbIE CpeacTBa
Kpuntorpapuyeckoif M TEXHUYECKOW 3amMThl WHGOpMAIUU Ui
pelieHus 3aad npodeccruoHalIb-HOM NesTEIbHOCTH.

«HEYJIOBJICTBOPUTEIIHLHOY
(menee 50 6amoB)

OIIK-9

He BrnaseeT moHATHAMHU, METOAAMHU OLIEHKH TIPUHSITHS PEIICHUN.

He cnocoben mnpuMeHSATH, CcpeiacTBa KpUOTOrpapuyecko u
TEXHUYECKOW 3amuThl wHQOpMAmmMuM JUisi  pemieHus  3agad
poeCCHOHAIBHON JeSITehb-HOCTH.
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5. MeTonnueckue ykazaHus AJisi 00y4a0OIUXCS 10 OCBOCHUIO M CHUILIHHBI (MOLYJIS)

6. YueOHO-MeTOoAN4YecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. JlJonatun J1.B., Kanununa KO.B. bezonacHbie HHPOpPMAIIMOHHBIE TEXHOIOTHH : 3JIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpoH. ont. nuck (CD-ROM)

2. Tam6 roc. yu-T um. [.P. JlepxaBuna, MH-T Marematuku, Gpu3nku 1 uHGopMaTuku TexHUUYECKas 3alIuTa
uHpopmaruu : yued. mocoodue. - Tam6oB: [b.u.], 2014. - 1 sanexrpon. ont. auck (CD-ROM)

3. Jlonatun 1. B. IlporpaMmMHo-anmaparHas 3amuTa HHGOpMaIMK : 3IEKTPoH. yued. mocodue. - TamO0B:
[b. n.], 2014. - 1 snexrpoHn. ont. guck (CD-ROM)

4. Jlonarun JI. B. Texnonmorust nHGOpMAIIMOHHON 0€30MAaCHOCTH M METOAOJIOTHS 3aLIUThl HH(pOpMAINH :
3NEeKTPOH. yuel. mocobue. - Tam6oB: [b. u.], 2014. - 1 sanekrpos. ont. quck (CD-ROM)

5. Jlonatun /I. B. 3amuTa OT BpeIOHOCHBIX MPOTPaMM : AIIEKTPOH. yueb. nocodue. - Tam60B: [b.u.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6. Jlomarun JI.B., Yupkun E.C. 3ammra 31€KTPOHHOTO JOKYMEHTOOOOpPOTa B KOMITBIOTEPHOU CHUCTEME :
ANEeKTPOH. yueld. mocobue. - Tam6oB: [b.u.], 2014. - 1 anekrpoH. ont. nuck (CD-ROM)

7. Jlonarun /.B., Unpkun E.C. 3amuTa nHGOpPMAIIMOHHBIX MPOLIECCOB B aBTOMAaTU3HUPOBAHHBIX CHCTEMAX !
ANEeKTPOH. yued. mocobue. - Tam6oB: [b.u.], 2014. - 1 snexrpoH. ont. nuck (CD-ROM)

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. bexpoy3, A. Kpunrtorpadus u 6e3onmacHocTh cereli : yueoHoe nmocobwue. - 2020-11-14; Kpunrorpadus u
6e3onmacHoCTh cereil. - MockBa, CaparoB: HWutepHer-YHuBepcuter MHpopManuoHHbx TexHOmorni
(MHTYWUT), By3oBckoe obpazoBanue, 2017. - 782 c. - Teker : anekrponnsiii / [PR BOOKS [caiir]. - URL:
http://www.iprbookshop.ru/72337 . html

2. ArpanoBckuii, A. B., Xanu, P. A. [Ipaktudeckast kpunrorpadus: aaropuT™Mbl U UX IpOrpaMMUpPOBAHHE. -
2021-05-25; Ilpaktuueckass Kpunrtorpadus: ajaropuTMbl HW HMX [pOrpaMMHUpOBaHHe. - MocCKBa:
COJIOH-IIpecc, 2016. - 256 c¢. - Texcr : onexrponnwni // IPR BOOKS [caiir]. - URL:
http://www.iprbookshop.ru/90248.html

3. I'pubynun, B. I'., MapteiHoB, A. I1., Hukonaes, /I. b., ®omuenko, B. H. Kpunrorpadus u 6e3omacHocTsh
IUpPOBBIX CUCTEM : ydeOHoe mocoOue. - Becbh cpok oxpaHbl aBTOpckoro mpaBa; Kpumnrorpadus u
6e3onmacHOCTh LU POBbIX cucteM. - CapoB: Poccuiickuii ¢penepanbublit sinepublil nentp — BHUNO®, 2011.
- 411 c. - Tekcrt : anexkrponnsiit // IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/60851.html

4. PomanbkoB, B. A. AnreOpanueckas kpunrorpadusi : moHorpadus. - 2023-06-30; AnreOpamveckas
kpurrrorpadus. - Omck: Omckuii rocynapctBeHHbI yHUBepcuTeT uM. @.M. JloctoeBckoro, 2013. - 136 ¢. -
Texct : anexrponnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/24868.html

6.3 VHpIe MCTOYHUKU:

1. Kypnan «MaremMarrnueckue BOIIPOCHI Kpurnrorpadum -
http://www.mathnet.ru/php/journal.phtml?jrnid=mvk&option_lang=rus

2. Xypnan «BIS Journal - Madopmanmonnas 6e3omnacHocts 0aHKOB» - https://journal.ib-bank.ru/pub/169
3. XKypnan «3anumarensHas kpunrorpadus» - https://bigmir81.livejournal.com/420975.html

4. brnor«Kpunrorpadus. [llndposanue u kpunroananus» - https://habrahabr.ru/hub/crypto/page4/

5. XKypnan “be3onacHocTh HHGOPMAIIMOHHBIX TeXHOJOTHI . - http://www.pvti.ru/articles 37.htm

6. XKypnan «Mup I1K» - https://www.osp.ru/pcworld

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIEe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

JIntieH3noHHOE U CBOOOHO PACIIPOCTPAHIEMOE MPOrPaMMHOE 00CCIICUCHHE:
Onepanuonnas cucrema "Ansr O6pazoBanue"
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LibreOftice
Microsoft Windows 10
Microsoft Office [Ipodeccronanbhsrii mioc 2007
Kaspersky Endpoint Security 10 ais Windows "JlaGopartopus Kacnepckoro" 26.07.2018

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewnas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOIMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHnas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubmanoreka. — URL: http://nlr.ru

7. Dnexrponnas 6uomuorexka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAs HH(POPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpernomaBaTenss W CTYJCHTa B Tpolecce OOyYeHHUs OCYHISCTBISIETCS MOCPEICTBOM
MYJIBTUMEIHMHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKAIIMOHHBIX TEXHOJIOTHUH, HUCHOJIB3YEMBIX B

ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEie YHUBEPCHUTETA.



