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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[TIK-1 CiocoGeH aqMUHUCTPUPOBATH MTOJICUCTEMBI 3aIIUTHI HH(POPMAIIUH B OTIEPAITMOHHBIX CUCTEMAX

1.2 Tumel 3aga4 npoQecCHOHANBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecsi B paMKax

OCBOCHHUA NJUCHUIIIIUHBI:

- OpraHU3alMOHHO-YIIPaBIEHYECKUN

1.3 JlucuuriinHa OpHEHTUPOBAaHA Ha MOJATOTOBKY OOydYarommxcs K MpodeccHoHaTbHON IeSTEIbHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c)epe TEXHUKU U TEXHOJIOTHH,

OXBAaTBIBAIOUICH COBOKYNHOCTH MpPOOJIeM,

CBIA3aHHBIX C OOecleYeHUEM 3allUIIEHHOCTH OOBEKTOB

MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBI:

O06001TIeHHBIEC TPYIOBEIC
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

Kon n HammenoBaHue
xommnereniuu ®I'OC BO,
HEOOXOOUMOH IS

MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM

npodeccroHanbHbIC (opMHUpPOBaHHS TPYIOBOTO
nercTBus (MIpH HAUTHIAH WIH PO eCCHOHATBLHOTO
npodcTangapra) TEHCTBUS
[IK-1 Cnocoben AIMHHUCTpUpPYET MOACHUCTEMBI 3aIIUTHl WHPOPMALNH B
aJIMUHUCTPHUPOBATH OTIEPaLlUOHHBIX cucTeMax IS obecnieueHust

MOACHUCTEMBI 3aLUTHI
nHpOpPMAINH B
OTIEPaLlHOHHBIX CUCTEMAax

0e30IMacHOCTH B I/IH(l)OpMaLII/IOHHLIX TCXHOJOTUAX

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3ECH MUCIUTIINH, 00€CTIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-1 Crocoben
OTIepPaITMOHHBIX CUCTEMAX

aMHUHHUCTPUPOBATD

Ne
n/m

HanmenoBanme
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma
o0yueHus

Ounas
(cemectp)

31516

1 [ABTOMaTH3aMS
ESTENLHOCTH
NpeAnpUATUN

J’_

2 |O3nakoMmuTenpLHas
IIPaKTHKA

3 {OcHOBEI
MPOrpaMMUPOBAHUS B
KOPIOPaTUBHBIX
UH(POPMAITTOHHBIX
cHCcTEMaxX

4 |IIporpamMmmupoBanue
1C

5 |TIporpamMmMupoBaHue
Ha Python

6 [IIporpammHo-anmapar
HBIE CPENICTBA 3aLIUTHI
MHpOpMaIH

HOACUCTEMBI

3amuTel  UHQOpPMAIMK B

2. MecTo nucuuiuiaabl B cTpykrype OII 0akanaBpuara:




Hucuunnuna «be3zonacHble HHGOPMAITMOHHbBIE TEXHOJIOTUWY» OTHOCHUTCS K 00s3aTelbHON YacTH y4eOHOTO
mana OIl mo manpasnenuto moaroroBku 10.03.01 - Madopmanronnast 6€30MacHOCTb.

JucuumuinHa «be3onacHple HPOPMALMOHHBIE TEXHOIOTUI) U3ydaeTcs B 6, 7 ceMecTpax.

3.00beM u conepxaHHue TUCUUILINHBI
3.1.00peM QUCIUIUIHMHEL: 7 3.€.
Ounas: 7 3.e.

Bun yueOHOM paboTh (Bcgglf;io]s)
OO0mas Tpyn0éMKOCTb 1M CHUTLTTHHBI 252
KonTaktHas pabora 120
Jlexnuu (Jlekrun) 60
Jlaboparopnsie (J1ab. pab.) 60
CamocrosrenbHas padota (CP) 60
DK3aMeH 72

3.2.ConepxaHue Kypca:

Ne Hasganue
TEMBI paszena/TeMsbl

Bun yuebHoM
pabortsl, yac.

Jlek [JIa6 | CP
1005051

pao.

O]10|O

DOpMBI TEKYILETO
KOHTPOJIS

6 cemecTp

1 HNuTepHeT-3aBucum
OCTb.

BelnonnneHue
MPAKTHYECKUX
pabor.; 3amuTa
nabopaTopHOit
paboThI B
KOMITBIOTEPHOM
KJ1acce.

2 Bpenonocnoe
MPOrpaMMHOE
obecrneueHue,
XaKHHT. 4 4 8

BelnonnHeHne
MPAKTHYECKUX
pabor.; 3amuTa
nabopaTopHOi
paboThI B
KOMITBIOTEPHOM
KJ1acce.

3 BriMorarensCTBO U
(UIIUHT B CETH.

3amura
nabopaTopHOi
paboThI B
KOMITBIOTEPHOM
KJ1acce.;
Brinonnenne
MPAKTHYECKUX
pabor.




Nucaiinepckue 3amura
aTaku. nabopaTopHO
paboThI B
4 KOMIIBIOTEPHOM
KJ1acce.;
Brimonnenue
MPAKTHYECKUX
pa0or.
HexenarenpHblii Brimosnnenue
KOHTEHT. MPAKTHYECKUX
pabort.; 3ammra
4 naboparopHoOn
paboThI B
KOMIIBIOTEPHOM
KJ1acce.
MaHnunynupoBaHue Brimonnenue
CO3HAaHUEM U MPAKTHYECKUX
NEUCTBUAMU pabor.; 3amura
MOJIb30BATEIISI. 4 nabopaTopHO
KubepOymmuHr. paboThI B
KOMIIBIOTEPHOM
KJ1acce.
YpoBeHb 3HaHU 00 3amura
MH(POPMALMOHHO-KO naboparopHoi
MMYHHUKAITHOHHBIX paboThI B
yrpo3ax B 4 KOMIIBIOTEPHOM
MOJIOICKHOM KJ1acce.;
rpynime. Beinonnenue
MPAKTHYECKUX
pa0or.
7 cemecTp
CrnocoOHOCTh 3amuTa
MIPOTUBOCTOSITh nabopaTopHOit
nH(pOpPMAITMOHHBIM paboThI B
yrpo3am B 6 KOMITBIOTEPHOM
MOJIOJICKHON KJ1acce.;
rpyIiIe. Brinonnenue
MPAKTHYECKUX
pabor.
MeTtoasr 60pbOBI C 3amnmra
MHTEPHET-3aBUCHUMO nabopaTropHOi
CTBIO. paboThI B
6 KOMITBIOTEPHOM
KJ1acce.;
BelnonnHeHne
MPAKTHYECKUX
pabor.




10 Metonbt 60pb0BI ¢ 3amura
BpPEIOHOCHBIMU naboparopHoi
porpaMmmMmaMu. paboThI B
KOMIIBIOTEPHOM
KJacce.;
Brimonnenue
MPAKTHYECKUX
pa0or.

11 Metonbl 60pb0BI ¢ 3amura
(bUIIIHTOM. nabopaTopHO
paboThI B
KOMITBIOTEPHOM
KJ1acce.;
Brimonnenue
MPAKTHYECKUX
paOor.

12 Metonbl 60pbOBI ¢ 3amura
HEeXenaTeIbHbIM nabopaTopHOi
KOHTEHTOM. paboThI B
KOMITBIOTEPHOM
KJacce.;
Brinonxnenue
MPAKTHYECKUX
pa0or.

13 Metonbl 60pbOBI ¢ 3amura
MaHUTYJTHPOBAHUEM nabopaTopHO
CO3HaHMS U paboThI B
NEHUCTBUSMU KOMITBIOTEPHOM
IIOJIb30BaTENICH. KJacce.;
Brimonnenue
MPAKTHYECKUX
pa0or.

Tema 1. UnTepHer-3aBucumoctsb. (ITK-1)

Jlekuus.
NuTtepuer-3aBucumocTh. HaBs3unBbiii BeO-cepdunr. [Ipuctpactue Kk BUpTyaTbHOMY
obmennto. BupryanbHbie 3HakoMcTBa. HaBsizunBeie morpedHOCTH. OTIaCHOCTH HHTEPHET-
3aBUCUMOCTH JIJIs1 IIKOJIbHUKOB. UccnenoBanue «Jletn onnaitny. ConuanbHbIe CETH - WILTIO3US
MOJIHOM 3aHATOCTU. UHTEpHET-3aBUCUMOCTh KaK YSI3BUMOCTD I0JIb30BATEs MIEpPe
MIPECTYNHUKAMHU. TUIOBBIE IPUMEPHI PEATU3ALNH YTPO3bI.

JlaboparopHbie padoThbI.
MOHUTOPHUHT IEWCTBHI MOIB30BATENSI C IIOMOIIBIO TPOTPAMMHOTO
nponykra HideTracev.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. IToaroroBbTE AOKIIAT B3aUMOCBS3b HUHTEPHET-3aBUCUMOCTH U MICUXUYECKUX 3a001eBaHUN
2. BeimenuTe OCHOBHBIC TUITHI MHTEPHET-3aBUCUMOCTH.
3. YeM rpo3ut nosiroe npeObIBaHUE B CETH.
4. HazoBuTe mpuMepsl peanu3anui HHOOPMAIMOHHBIX YTPO3, CBI3aHHBIX C HHTEPHET-
3aBUCUMOCTBHIO.
5. Kakue mporpamMMHbIe perieHus MOKHO TTPEITIOKUTD ISl CHYDKCHHSI HHTEPHET-
3aBUCUMOCTH y JI€TEH, TOIAPOCTKOB U B3POCIIBIX JIFOAEH.



Tema 2. BpenonocHoe nporpammHuoe oboecnedenue, xakuur. (IIK-1)

Jlexknus.
Onpenenenue Bupyca. [IpoGieMbl aHTUBUPYCHOH 3aIIUTHI HHPOpMaIui. Bupycsl 1 ux
knaccudukanus. Cpena oOUTaHUS U aJTOPUTMbI BUPYCOB. JleCTpyKTHUBHBIE BOZMOKHOCTH
BUpYyCOB (0e3Bpe/iHbIe; HEOMIACHbIE; ONIACHbBIE BUPYCHI; OYEHb onacHble). [lomrnMopduk-Bupych.
[Tomamopdubie pacmmdposuuku. M3menenue BeimonHseMoro kona. Crenc-supychl. TpossHCKHE
nporpamMmsl. [IporpaMmbl IIMTHOHBL, TPOrPaMMHBIE 3aKIaIKU. Xakepckue yTHiauThl &quot;backdoor&quot;.
[Iporpammel- mmuoHsl. KnaBuarypHuele mmuoHbl. Mogenu nporpaMM-1mnuoHoB. [TporpaMmmubie
3aknaaku. IIporpammueiii mmuonax. Xakep. Xakepckas araka. XakHUHL

JlaGopaTopHbie padoThbI.
Hcnonb3oBanue riaruaa 3amutel McAfeeSiteAdvisor. KommiekcHast
cucTeMa 3amuThl —Avira Security Suite. AHTUBHPYCHOE ITporpaMMHOe perieHne Avast!
FreeAntivirus.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. IloarotoBbTe TOKIAM IO TEHACHIMUAM Pa3BUTHS BPEIOHOCHOTO IPOTPaMMHOTO
o0ecredeHusl.
2. Belgenure oOIMYUTENbHBIE IPU3HAKUA XaKEPCKOW aTaku. Belienure ocCHOBHbIE 11€N
XaKEepCKUX aTak.
3. YcranoBuTe miarut 3amuThsl B Opay3epsl Google Chrome u Mozilla Firefox.
4. C noMouIpIo IIaruHa 3aluThl IPOCMOTPUTE OTUET O OE30MacCHOCTH BeO-caiTa.
5. IloBeaure NOIHOE CKAHUPOBAHUE CUCTEMBI. YCTAHOBUT BBICOKUI ITPUOPUTET IIpoLiecca
CKaHUPOBaHUS, 1151 OOHAPYKEHUSI BPEIOHOCHBIX MTPOrPAMM.
6. OcymecTBuTe LieneHanpaBieHHbIi ouck Rootkit.
7. JlobGaBbTEe MEXKCETEBOM IKPaH B JOBEPEHHYIO 30HY aHTUBHPYCHOT'O PEIICHHUS.
8. Co3naiite HOBBII MPOGUIb CKAHUPOBAHUS TOJIBKO UCTIONHAEMBIX (DaiiIoB.
9. Hactpoiite cuctemy antucrnama. Co3naite NpaBuio yIaJIeHUs MUCEM, COIEPIKAIIUX
BUPYCHI.
10. IIpoBenute ananu3 ucxozsmiero Tpaduka mo nporokosam HTTP, SMTP u UDP. B
cilyyae 0OHapy>KeHHUs yIpo3bl, 3a0JI0KUPYITE TIOA03PUTEIbHbIE TAKETHI.

Tema 3. BoimoraresibctBo u ¢pumunr B cetu. (IIK-1)

Jlexknus.
BrimorarenscTBo. JKepTBbI BEIMOTATENbCTBA (TIOCETUTEN OpauHbIX OHJIAH-CAJIOHOB,
CaliTOB 3HAKOMCTB, MHTEPHET-CAJIOHOB, IOUCKOBBIX peCcypcoB). BeiMorarenbcTBo u
BpEIOHOCHBIE (TposiHCKHE) porpaMMel. Trojan-Ransom. @ummnar. dummHroBas ataxa.
Phishing-araka ¢ ucrons3oBanueM 3nekTpoHHON ouThl. Phishing Be6-caiiT. XapakTepucTuku
ANEKTPOHHBIX MTUCEM 3JI0YMBIIIUIEHHUKOB. XapaKTePUCTUKU HEJIETUTUMHBIX BeO-CaiiToB.
XwuieHne KOH(QUIEHINAIbHbIX JaHHBIX.

JlaboparopHbie padoThbI.
Pabota c pacmmupenuem aisa 6paysepa — pummar dunstp. [IpoBepka
perucTpanoHHol nHpopMaIuu ¢ nomoipio ciayx0sr WHOIS.

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. IloaroToBbTe TOKIAA O TEHACHIMSIM Pa3BUTHS BHIMOTATEIbCTBA B CETH.
2. Boigenure cioco6bl IPOHUKHOBEHHS POTrpaMM-BbIMOTaTeNiell B yCTPOMCTBO
nosb3oBatens. ChopMupyiiTe OCHOBHBIE MEPBI MIPEAYTIPEKACHUS 3apaXKSHUS
[IPOrpaMMaMU-BbIMOTaTEIISIMH.
3. Beigenute, 94T0 HEOOXOAUMO JIEJIaTh €CTh BBl BCE YK€ CTAJIH KEPTBOM MOIICHHUKOB.
4. [loBenure aHanu3 copeprkanus GUIIMHTOBBIX cooOmeHunit. CoznaiiTe npaBuia st
TUHAMHYECKUX YEPHBIX CIIMCKOB.



5. BeigenuTe sTansl GUIIAHTOBBIX aTak.

6. YcraHoBuTe pacuipeHue B Opay3epsl 111 00pbObI ¢ PUILIUHTOM.

7. I[IpoBepsre paboTy GUIIUHT GUIBTPaA MO OJIOKUPOBAHUIO CAUTOB — UTPOBBIX,COITUATBHBIX
ceTeil, pa3BieKaTeIbHbIX, HOBOCTHBIX, TEMAaTHUECKHX, BUAECO-CAITOB, 00pa30BaTEIbHBIXH

T. A.

8. Haiinure peructpainoHHyt0 HH(OPMAIUIO Ui UTPOBBIX, COLTUATBHBIX CETEH,
pa3BIIeKaTeNbHBIX, HOBOCTHBIX, TEMAaTHUECKUX, BUAECO-CAUTOB, 00pa30BaTEIbHBIX H T.
n.caitoB. [Ipoananu3upyite monydeHHy0 HHHOPMAIIHIO.

Tema 4. Uncaiinepckue araku. (ITK-1)

Jlekumus.
Omnpenenenue nHcaiina. Jloctyn Kk KoHGUIESHITMATEHON HHGOPMAIMH. XalaTHBIHN
uHcaiiep. Manunynupyemslii nncaiinep. O6mwxeHHslii nHcaiinep. HenmosibpHbIN nHCcaiinep.
[TonpabarsiBaromuii nHCaAep. BHenpeHHbIil nHCaiAep. AHATUTHYECKUE TaHHBIC OT YTEUKH
nH(pOpMAIUU B KOMIIAHUSIX U OpraHU3aIusIX. BbIBo KOpropatuBHOM nHpOpMauu u3
BHYTpEHHEH KOMIbIOTEpHOU ceTh. [Ipobiaema ucnob30BaHms CONMAIBHBIX CETEH M MOOMIBLHOM
CBsI3M Ha paboyem mecTe. DUHAHCOBBIE MMOTEPHU, CBI3aHHBIC C 3aTpaTaMy Ha JIMKBUIALIUIO
MOCJIEACTBUI HapyIeHui. M3aep:kku Ha COONTIOIEHNE TTPABOBBIX HOPM.

JlaboparopHbie padoThbI.
[Touck u GokupoBaHre KOHPUICHITMATBHBIX JaHHBIX HA OCHOBE
nporpammuoro pemenus DLP Lite.

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. CocTaBbTe IPOrHOCTUYECKUM MOPTPET 3JI0yMBIILIEHHUKAa-UHCalepa.
2. IIpoananu3upyite MEPOBYIO U POCCUIMCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTHU XaJIaTHOTO MHCANEpa.
3. [Ipoananu3upyiTe MUPOBYIO M POCCUHMCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MPUBJICUYCHUIO K OTBETCTBEHHOCTH MAHUITYIUPYEMOT0 HHCAKIEpa.
4. TIpoananu3upynTe MUPOBYIO M POCCUMCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTH OOM>KEHHOTO MHCAKepa.
5. [Ipoananu3upyiiTe MUPOBYIO M POCCUHMCKYIO TIPAKTUKY TI0 0OHAPYKCHHUIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTHU HEJIOSJIBLHOTO MHCANIEPA.
6. [Ipoananu3upyiiTe MUPOBYIO M POCCUIMCKYIO TIPAKTHKY TI0 0OHAPYKCHHIO U
MIPUBJICUYCHUIO K OTBETCTBEHHOCTH MOJIpadaThIBAIOILIETO H A Iepa.
7. [Ipoananu3upyiTe MUPOBYIO M POCCUUCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MPUBJICUCHUIO K OTBETCTBEHHOCTH BHEJIPEHHOTO MHCailaepa.
8. Ha ocHoBe mpoBeieHHOT0 aHann3a chopMyTUpyHTE OCHOBHBIE MEPHI 3aIITUTHI.
9. Ha npumepe opranuzanuu (KOMIaHUM) NPOAHATU3UPYUTE BUABI JAHHBIX, KOTOPbHIE
HanOoJiee MOIBEPIKEHBI YTeUKe HH(POPMAIIHH.

Tema 5. HexxenareabHblii KOHTeHT. (ITK-1)

Jleknusi.
Hexenarenbnbiii KOHTeHT. KoHTEHT. KOHTEHTHBIE prcKU. HeraTuBHbie KOHTEHTHBIE
MaTepI/IaJIBIZ HC3aKOHHBIC U HEOTUYHBIC. HGBTI/I‘IHEUI nu BpGZ[OHOCHaSI I/IH(bOpMaI_II/ISI. KOHTGHT KakK
CPEIICTBO MAaHUITYJIMPOBAHUS CO3HAHUEM Pa3IMYHBIX Tpyni Jiroaei. [loTeHnmanbabie yrpo3bl
HpI/I CTOJIKHOBCHUHN I[GTGI\/‘I n HOI[pOCTKOB C HEXKCJIAaTCIIbHBIM KOHTCHTOM.

JlaGopaTopHbie padoThbI.
Hcnonb3oBanue pummar-¢puinsrpa WOT (WebofTrust).

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. IlonroroBbTe oKnan Ha TeMy «KOHTEHT Kak cpecTBO MaHUITYJIMPOBAaHUS CO3HAHUEM



Pa3IMYHBIX TPYII OJb30BATEICH.

2. Beimenute, 9TO OTHOCUTCS K HE3aKOHHOMY KOHTEHTY. Kakue mepbl He00X0muMo
MIPUMEHSATDH K CO3/1aTeNsIM U PACIPOCTPAHUTESIM HE3aKOHHOTO KOHTEHTA B CETH
HNuTtepHer.

3. BriienuTe OCHOBHBIE KATETOPUU HEATUYHOTO KOHTEHTA JJIs PA3IMYHBIX BO3PACTHBIX
rpyImim nojib3oBaresneii. Ha ocHoBe aHanmm3a chopMymupyiTe TMHAMHYECKHE CITUCKHU
HEXeJaTeIbHbIX JIsl TOCEIICHUS CallTOB.

4. YcraHOBUTE TIJIATWH B Opay3epbl A1 OJIOKHPOBAHUS HEXKEIATeIbHOTO KOHTEHT.

5. Ilpoananu3upyiTe pemyTalHio psijaa UTPOBbIX, MHYOPMAIIMOHHBIX, HOBOCTHBIX,
PErMOHANIbHBIX, TEMAaTHYECKUX, BUJICO-CAUTOB, COIMATILHBIX U 00pa30BaTEIbHBIX CAUTOB.
6. OTKOpPPEKTUPYWTE PEIyTaINIO psijia CAaliTOB ¢ oMoIbl0 pumuHT-punsrpa WOT
(WebofTrust).

7. Kak MO>XHO MOJITacOBaTh PENyTalnio BeO-caiTax.

Tema 6. ManunmyIMpoBaHue CO3HAHUEM H JeiCTBUAMU MoJib3oBaTeas. Kudepoyaamnr. (ITIK-1)
Jlexknus.
Touku Bo3aeiicTBus. JlomorarensctBo. lIpecnenosanue. bolikor. ManumynupoBaHue.
He3akoHHBIN KOHTAKT U CeKCyasbHasl 3KcITyaTanus pedenka. [lonstie kubepOyuHT.
KubepnpecienoBanue B conuanbHbIX ceTax. [IyOnukanus yHU3UTEIbHBIX MaTepHUasoB.
Komnpomeranus B3ioMaHHBIX nipoduiiei 1 THTEpHET-pecypCcoB KEPTBHI.
JlabopaTropHbie padoThbI.
3anpeT noceneHus HeXKeNaTeNbHbIX KaTeropyuil CAalTOB ¢ TIOMOILIBIO
OeNbIX WM AMHAMUYECKHUX YEPHBIX CIIMCKOB MTOCPEICTBOM MPOTrPAMMHOTO TPOIYKTa
KidsControl.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. [ToaroroBbTe noknan Ha TeMy «HoBble mpruemMbl MaHUITYJIMPOBAHUS CO3HAHUEM U
neiictBueM uenoBeka yepes MHrepHert, connanbhblie cetu U BED 2.0».
2. BoigenuTe OCHOBHBIE MPU3HAKY MAaHUITYTMPOBAHMS COZHAHUEM U JIEHCTBUSMU
nosb3oBateneil. ChopMyaupyiTe 0OCHOBHBIE CIIOCOOBI MPOTUBOACHUCTBUS
MaHUIYJIUPOBAHHUIO.
3. BeigenuTe Bo3pacTHbIE TPYIIIBI, KOTOPhIE OOJbIIIE TOBEPKEHBI TPABIIE B CETH
HNuTtepHer.
4. Ilepeuncnure OCHOBHBIE METO/IbI HAIAJEHUSI 110 CXEME KNOepOysInHra.
CdopmynupyiiTe mpaBuia Mo ONPEISICHUIO TAKOTO OHIATHS KaK «KHOESpOYJIITMHTY B
cetu MHTEpHET.
5. Ycranosute nporpammusii mpoaykt KidsControl. O6ecnieusTe 3amuTy CBOETO
MIEPCOHATIBHOTO KOMITBIOTEPA OT KUOEpOYJUIMHTA € TIOMOIIBIO TAHHOTO ITPOrPaMMHOTIO
pelIeHuS.

Tema 7. YpoBeHnb 3HaHMIT 00 HHPOPMALMOHHO-KOMMYHHUKALIMOHHBIX YITPo3ax B
Moaoaexuon rpynne. (IIK-1)

Jlexknus.
O030p AUTEpaTYPHBIX JAHHBIX U MaTepuaioB LleHTpa KoMIbIOTEpHOI Ge30macHOCTH
TI'Y umenu I. P. Jlep>kaBuHa 00 akTyasbHOM ypOBHE HH(POPMAIITMOHHO-KOMMYHHUKAIIMOHHBIX
yIrpo3 JIsl IOJIb30BaTENs
JlaGopaTopHbie padoThbI.
Pa3pabotka ankeTsl B 00mactu 6e3omacHbix UKT.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Ipoiitu 610K aHKETUPOBaHUE «AKTYyaJIbHOCTh BUPYCHOM aTaku Juist Bamero 11K,
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CriocoOHOCTh MPOTUBOCTOATH YIPO3€. YPOBEHb 3HAHUIN.
2. ITpoiitn anketupoBanue «Kak yacto Bbl CTaJIKMBAINCH C HEXENATEIbHBIM KOHTEHTOM B
CeTHU. YPOBEHb 3HAHUI».
3. [Ipoiitu anketupoBanne «Kak gacto Bl cTankupamuch ¢ pummnarom? YpoBeHb
3HAHUI».
4. Tlponitn ankerupoBanue «IloaBepskensl i Bel MaHUMyIISIIMSAM B HHOOPMAITMOHHON
cdepe? YpoBEeHb 3HAHUIY.
5. Ilpoiitn ankeTupoBanue « IHTepHET-3aBUCUMOCTh. YPOBEHb 3HAHUIY.

Tema 8. CriocoOHOCTH MPOTUBOCTOSATH HHGPOPMALMOHHBIM Yrpo3aM B MoJjoae:xuoi rpynmne. (ITK-1)
Jlekumus.
O0630p nTUTEpaTypHBIX JaHHBIX U MaTepuajoB LleHTpa KOMIIBIOTEpHO 0€301aCHOCTH
TI'Y umenu I'. P. JlepxaBrHa 0 CHOCOOHOCTH PA3IMYHBIX TPYII MOJI30BaTENEH IPOTUBOCTOATh
MH(OPMAIIMOHHBIM YIpO3aM.
JlaboparopHbie padoThbI.
Pa3zpabotka anketsl B o0mactu 6e3omacHbix MKT.
3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
1. ITpoiiTi 610K aHKETUPOBaHUE «AKTYaJTbHOCTh BUPYCHOM aTaku Jijs Bamiero [1K.
CriocoOHOCTH MPOTHUBOCTOSATH YIPO3E».
2. ITpoiitn anketupoBanue «Kak yacto Bbl CTalKMBAIUCH C HEXENATEIbHBIM KOHTEHTOM B
cetd. CHOCOOHOCTH MMPOTHBOCTOSTH YIPO3E».
3. [IpoiiTu anketupoBanne «Kak wacto Bel ctankuBanuch ¢ pummarom? CriocoOHOCTh
MIPOTUBOCTOSITH YTPO3E».
4. Tlporitn ankerupoBanue «IloaBepskensl i Bel MaHUMyISIMsAM B HHOOPMAITMOHHON
ctepe? CocoOHOCTh TPOTUBOCTOSTH YTPO3EY.
5. IIpoiitn anketupoBanue « MHTEpHET-3aBUCUMOCTh. CIIOCOOHOCTH IPOTUBOCTOSITH
yTpo3e».

Tema 9. MeTonbl 00pb0bI ¢ UHTepHeT-3aBUCHMOCTHIO. (ITK-1)

Jlexknus.
Mertoas! 60pb0BI C HHTEPHET-3aBUCUMOCTHIO0. [IcHXonmornyeckuii moaxox.
[Iporpammusblii mogxon.OCHOBHBIE TTPaBUIIA, MTO3BOJISIIOIINE CHU3UThH 3aBUCUMOCTD
nosb3oBateneil. boppba ¢ «perKkoBBIMI» HOBOCTSIMHU.

JlaGopaTopHbie padoThbI.
brnokupoBanue pekiiaMbl U HEXeETaTeIbHBIX 00bEKTOB Ha BEO-
CTpaHHIaX C MOMOIIbI0 yTHIUTh Adguard.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. [ToaroroBeTe HoKiIaM HAa TeMy «ITHTepHET-3aBUCUMOCTH - MPOOJIeMa COBPEMEHHOTO
o01ecTBay.
2. Beinenute MeToi61 00phOBI C MHTEPHET-3aBUCUMOCTBIO, M KAKOM XapaKTep OHU HOCSHT.
3. ChopmynupyiiTe mpu3HAKK pACTIO3HAHMSI HHTEPHET-3aBHCUMBIX ITOJIb30BaTeNei CETH
WNutepHet. Beigenute Bo3pacTHBIE TPYIIIBI TOJIH30BATENICH, KOTOPBIE OOJIBIIIE
MIOABEPKEHBI TAHHOMN yrpo3e.
4. Ilepeuncnure NCUXOJOTUYECKUE METOBI IPEOIOJIEHHUS] HHTEPHET-3aBUCUMOCTH.
Brigenute myTu penieHus AaHHOM 3aBUCUMOCTH Y Pa3HBIX TPy MOJIb30BaTENeH CETH
HNuTtepHer.
5. Ilepeuncnure mporpaMMHOE pEILICHUE, TTO3BOJISIONIEE CHU3UTh MHTEPHET-3aBUCUMOCTb.
6. YcranoBute yrrnuty Adguard. C moMOIIbI0 JaHHON YTUIIUTHI OTKITIOYUTE (DUITBTPAITHIO
«[Tone3Hoii pexksiaMbl», SKCIIOPTUPYHTE CIIMCOK CAMTOB MOJIB30BATEILCKOTO (PHIIBTPA,
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3alpeTUTE 3arpy3Ky UCHIOIHAEMBIX (aifijioB, OrpaHUYbTE BpeMs padOoThI MOJIH30BATENS B
cetu IHTEpHET.

Tema 10. MeToabt 00pbs0bI ¢ BpenoHocHbiMH porpammamu. (ITK-1)

Jlexnus.
Mertoasl 0OHapyXeHHUs U yJalleHUs] KOMIIBIOTEPHBIX BUpYcoB. [Ipodunakruka
BHPYCHOT'O 3apakeHUs U yMEHBIIIEHUE NpeanoiaraemMoro ymepoa. [Ipopunakruka BupycHOro
3apakeHMsl U yMEHbILEHHE IIpernonaraeMoro ymepoa. Mcrnonb3oBanue crienaai3npoBaHHbIX
IporpaMM. AHTUBUPYCHBIE IIPOTPAMMHBIE CPEACTBA. AHTUBUPYCHBIE IPOTPAMMBI.
KomruiekcHble cpencTBa. MeToauka UCIOIb30BaHUS AHTUBUPYCHBIX IporpaMM. [Ipodunakruka
3apakeHHst KoMIbioTepa. OCHOBHBIE MTpaBuia 3amuThl. [Ipobiema 3auuThl OT BUPYCOB.
BoccranoBnenue nopaxeHHbIX 00bEKTOB. [IpOrHO3bI pa3BUTHSI BPEIOHOCHBIX ITPOrpamMM U
anTuBUpycHoro I10. PEUTHHT aHTUBHUPYCHBIX IPOrpaMMHBIX CpeAcTB. [IporHo3sl pa3Butus
CPEACTB MPOTUBOACHCTBHUS.

JlaboparopHbie padoThbI.
KommiekcHast cuctema 3amutei—OutpostSecuritySuitePro.
AHTHIITTHOHCKOE porpaMMHoe obOecrnieduenne Ad-Aware Pro. AutuBupyc Kacnepckoro st
Win-dows. AutuBupyc Dr.web mist windows. AHTUBUPYCHOE ITPOrpaMMHOE 00ecrieueHue
Kaspersky Internet Security

3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. Knaccugunupyiite aHTUBUPYCHBIE IPOTPAMMHBIE CPEZCTBA.
2. ChopmynupyiiTe IpOrHO3bI pa3BUTHSI BPEAOHOCHBIX MPOTPaMM U aHTUBUPYCHOTO
IIPOrPaMMHOTIO PELICHHUS.
3. [Ipoananu3upyiiTe peHTHHT aHTUBUPYCHBIX POTPAMMHBIX CPE/ICTB.
4. IlpennoxuTre npaBuiia 3alUThl OT BUPYCHOTI'O 3apa)KCHUs U YMEHbIICHUS
IpenoaaraeMoro yuiepoa.
5. Ilepeuncnute TEXHUYECKHE METOIBI OOPHOBI C BPEAOHOCHBIMH IIPOTPaMMaMHU.
6. B aHTUBUpYCHOM pellieHue HaCTPOMTe KypHasl COOBITHH JIsl aHaIn3a NepeJaHHbIX
naketoB TCP/IP.
7. 3anpeTuTe MPUIOKEHUSIM BBINOJIHATH JIIOObIE CETEBbIE OTEPAIIIH.
8. Co3paiite mpoduis MPOBEPKH TOJIBLKO CUCTEMHOM MaMsTH U mporeccoB. [locTaBsre,
YTOOBI OH BBINIOJHSUICSA KaXKIbIN pa3 MpH 3aycKe KOMITbioTepa. UTo BBIMOIHSI?
9. 3amuTUTE OT YTEUKU HOMED Balllel KPEAUTHOM KapThl U IApOJIb BXO/1A B CUCTEMY.
10. 3abn0KupyiTe JOCTYII K BallleMy KOMIIBIOTEPY JH000MY KOMIbIOTEpY U3 ceT. Co3maiite
HU3KOYPOBHEBOE MpaBuiIo Oiokupytouiee Tpaduk ¢ ynanennoro UDP nopra.
11. 3anperuTe nepenady naposis Ha BCE CallThl, KpomMe www.google.ru.
12. TIpockanupyiite JIOKaIbHOE CETEBOE OKpykeHue. 3abnokupyiite Bce IP-anpeca na 30
MUHYT.

Tema 11. Metoabl 60pb0ObI ¢ pumunrom. (IK-1)
Jlekumus.

OpranuzaioHHbIE MEpPbI TPOTUBOJICHCTBUSI MOIIICHHUYECTBA B ceTH MHTEepHET.
Pab6ota B cetn UnTepHeT. MeToabpl NpOTUBOACHCTBUS PECTYIUICHUSM B 3JIEKTPOHHON
koMMepiun. Henmniensnonnoe nporpamMmmuoe odecrederre. @opmbl aBTOPU3ALUH.
Kondunennumanpaas napopmanus. Uaearudukanronusie nanasie. [Ipeaynpexaenus opaysepa
o npobneMax ¢ cepruduxkaroM. MeTobl MPOTUBOIEHCTBUS IPECTYIUICHUSM B AJIEKTPOHHOMN
xommepuun. Hanéxusie Toproseie mardopmel. Peructpanuonnas nadopmanus 00 HHTEpHET-
nomene. Ceprudukar ceTeBoi 6€30macHOCTH. AHTHBUPYCHOE pemienne. HTepHeT-
o0o3peBarenb. QUITHHT-PUIBTP.



JlaboparopHbie padoThbI.
[TpoBepka ceprudukara cereBoi 6€30MaCHOCTH.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. [Ipoananu3upyite MephbI, MO3BOJISIONINE YCIIEITHO MPOTHBOCTOATH (DUIIIMHTOBBIM
arakaM. [lepeuriciure mporpaMMHbIE MEPbI IPOTUBOACUCTBHS (PUIITHHTY.
2. Boigenure counanbHble, OPraHU3allMOHHBIE MEPbl IPOTUBOACHCTBHSI (PUILIUHTY.
3. Ilepeunciurte METOBI MPOTUBOAEHCTBUS IPECTYIUIEHUSM B JJIEKTPOHHON KOMMEPLIUH.
4. IIpoBepbTe cepTU(UKATHI CETEBOM 0€30MAaCHOCTH Y psAJia UTPOBBIX, HH(OPMAITMOHHBIX,
HOBOCTHBIX, PETUOHAJIbHBIX, TEMAaTUUYECKUX, BUJIEO-CAUTOB, COLIMAJIBHBIX U
oOpazoBaTenbHBIX CalTOB Uepe3 Opayszepsl Opera, Google Chrome, Mozilla Firefox.
[Tpoananu3upyiite NOIy4eHHYIO0 HHPOPMALIUIO.
5. Beigenute HaJieKHbIE TOPTOBBIE TUIATHOPMBL.

Tema 12. MeTtoabl 60pb0bI ¢ HexkesnaTeJJbHbIM KOHTeHTOM. (ITK-1)
Jlekumus.
OpranmzanmoHabieMepbiOopbObl. [Inarunsr u qonoaHenus: WOT (WebofTrust),
AdblockPlus, PublicFox, FoxFilter. ITouckoBbiecuctemsl. Crieninaiu3upoBaHHbIE PECYPCHI.
IOpunnueckue mexanusmel. Hexxenarensnas nuadopmarys. MOHUTOPUHT JeHCTBUMA
nonp3oBarens. HamexHbsie MeToAb! 3alUThl. TeXHOMOTHS (GUIBTPAIIUN CANTOB.

WuTerpupoBanubiepenieHns. OUiIbTpalliuiHEraTUBHOTOKOHTEHTA. KOMITJIEKCHbIE TPOTYKTHI JUIs

3alIUThI JOMAIIHUX KoMIbIoTepoB. Bed —punsrper: CyberPatrol, CyberSitter,
ChildWebGuardian, NetNanny. ®wuibTpaiius KOHTCHTa Ha Y€ThIPEX YPOBHAX: OHJIAMH
cooO1miecTBo, mpoBaiiiep, U103 B MTHTEpHET 3amuiiaeMoil ceTH, KITMeHTCKask CTaHLusI.
JlaGopaTopHbie padoThbI.
YcraHoBKa U HacTpoika paciupenus ams Opaysepa AdblockPlus.
Pacummpenus ans 6paysepa FoxFilter. Bed —punbrp CyberPatrol. briokuposanue 3arpy3ku u
M0Ka3a JIEMEHTOB BeO-CTPaHHMII.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. IToaroToBbTE AOKIAA O METOAAaX OOPHOBI ¢ HEXKENATETbHBIM KOHTEHTOM. BpiienuTe
CTCMATM3UPOBAHHBIC PECYPCHI, IPEIOCTABISIONINE HHPOPMAITUIO O METOIaX OOPHOBI €
HEXKeJaTeIbHIM KOHTCHTOM.
2. [lepeuncnuTe PUAMIECKUE MEXaHU3MBI HEXKEIATSIILHOTO KOHTEHTA.
3. IlepeuncnuTe OpraHU3alMOHHBIC U TEXHUYECKUE METOABI OJIOKMPOBaHUS
HE)KEeJIaTeIbHOTO KOHTEHTA.
4. YcraHOBHTE TIATWH B Opay3epsl AJisi OJIOKHPOBAHMS HEXKEIATEIbHOTO KOHTEHT.
5. YcranoBute pacmmpenus st opaysepoB AdblockPlus.
6. Co3naiiTe CIMCOK CAaiTOB C JJOIyCTUMOMN pEKIIaMOi MOCPEICTBOM OTIIPABKH 3arpoca
paspabotuuky AdblockPlus.
7. [Ipennoxute cnocod MpOCMOTpa CANTOB C HABSI3YMBON PEKIIaAMOI MOCTIe YCTAHOBKH B
opay3ep AdblockPlus.
8. CocTaBbTe CIIUCOK KOMIUIEKCHBIX MTPOAYKTOB JJIS 3aIIUTHI JOMALTHUX KOMITBIOTEPOB.
9. IlpoBepwTe GUIBTPAIMIO KOHTEHTA Ha YETHIPEX YPOBHSX: OHJIAIH COOOIIECTRO,
IpoBaitep, Nu03 B IHTepHET 3alumaeMon CeTH, KIMEHTCKAast CTAHIIMS.

Tema 13. MeToabi 60pb0bI ¢ MAHUITYJIMPOBAHUEM COZHAHUSA U AeHCTBUAMU
nouab3oBareeii. (IIK-1)

Jlekumus.
MeTtoabst 60pbOBI C MAHUTTYJTUPOBAHUEM CO3HAHUS U ACHCTBUSMH IOJTH30BATEIICH.
KOpunnaeckuii mexaamsm. CO0p moKka3zaTebHOM 0a3bl. YTOIOBHBIN U aIMUHUCTPATHBHBIN
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kozxekc. HaGop mpaBuit A7is IIKOJIBHUKOB U TIOAPOCTKOB. TeXHUYECKHEe METO/IbI OOPHOBI ¢
MaHMITyJIMPOBAHUEM CO3HAHMS MOJIb30BaTeNeH. 3alUTa OT KOMMYHHUKAI[MOHHBIX YTPO3.
[Icuxonoruyeckue 0COOCHHOCTH peOeHKa. DTHUUECKOE OBEACHUE B CETH. ATPECCUBHBIC U
HeraTHBHBIC pecypchl. Crienuanu3npoBaHHOE MPOTpaMMHOE obecnieuenne: &quot;Pogurenbekuit
KoHTponb&quot; u &quot;CemeitHas 6e3onacHocTh&quot;. JleTckuii Opaysep.

JlaGopaTopHbie padoThbI.
3amuTa OT KOMMYHHMKAIIMOHHBIX YTPO3. DTHUYECKOE NIOBEJICHUE B
cetu. Pabora ¢ BeO-punbTpom «MuTepHET-1len3op». Pogutenbckuii koHTpob. CeMeiiHast
6e3omacHoCTb. [leTckuii Opaysep.

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. IlepeuncnuTe cepBUCH U TEXHOJIOTHH, KOTOPbIE MOYKET UCTIOIb30BaTh 3JI0YMBIIIUIEHHUK
IUTS. MAHUITYJTUPOBAHUS ICHCTBUSMU TIOJTB30BATEIIS.
2. Beiienure 3¢ ekTuBHBIE METOBI B O0pHOE ¢ MAHUITYIIATOPAMH.
3. 3aKOHCHEKTHPYUTE MPOTPAMMHBIE POAYKTHI, KOTOPHIE MOXHO HCIIOIB30BATh JIJIS
OJIOKMPOBaHUS «KUOEPXYIUTaHOBY. BrijenuTe Bo3pacTHbIE TPYIIIbI, KOTOPbIE OOIIbIIIE
TIOZIBEPKECHBI TPaBJie B ceTH MHTEpHET.
4. [Ipoananu3upyiTe padoTy MporpaMMHOTO obecriedeHust &quot;Poaurensckuii KOHTpoIb&quOt; U
&quot;Cemeitnas 0ezonacHocTb&quot;. [lepeuncnure Haubonee r3¢dhekTuBHbIE Opay3epbl s ACTEH.
5. ChopmupyiiTe HaOOp MPaBHII MOJIB30BAHMS HHTEPHET PECypCcaMu JUIsl IKOJIBHUKOB U
MOZPOCTKOB.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

6 cemecTp
* mocemaeMocTts — 10 0auIoB
*  TEKyIIHi KOHTPOIb — 78 OaioB
*  KOHTPOJIbHBIE CPE3bl — 2 cpe3a Mo 6 OAITOB KaX bl
* npemuanbHble 6amiel — 20 6amIoB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOJI-BO
MBI paboTsI KOHTpOIsl | 0amioB
/ cpe3sl
1. |HWuTepuer-3aBuc | Brimonne 6 [IpakTrueckue pabOTHI BHITIOTHSIIOTCS
HWMOCTBb. HUE CaMOCTOSITETTFHO WJIM B MAJIOH TPyTITIe
MIpaKkTH4IeC (2-3 crynenTa) Ha 00OPYTOBAaHUH WITH
KHX KOMITBIOTEPHBIX KJIACCaX MO TEKyIIEMY
paboT. paszeny Uil TeMbI TUCITUTLTHHBL

OCHOBHBIC Ka4eCTBA BBINIOJHEHHOTO

MPaKTHIECKOTO 3aaHusl MOJIeKAIIETO
OLICHKE: TTOJTHOTA M TOYHOCTh
BBISIBJICHHSI XapaKTEPHUCTHK;
OPHUTHHAIBLHOCTH MPAKTHIECKOTO
PELICHUST; TOJHOTA JOCTHIHYThIX
MoKa3zaresieit; 1eTalbHOCTh OMUCAHUS U
HATBSITHOCTD CXEM M aJITOPHUTMOB;
HAJIMYUE TECTOBBIX ITPUMEPOB,
Ka4eCTBO pabOThI.




3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Bpenonocnoe

IporpaMMHOE

obecreueHue,
XaKHHT.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO

MPAKTUYCCKOIO 3aJaHUs TOAJICKAIICTO
OICHKC: IIOJIHOTA U TOYHOCTH
BBISIBJICHUS XapPaKTCPUCTUK;
OPUTHMHAJIBHOCTD ITPAKTUYCCKOTO
pCeHICHUA; ITOJITHOTA JOCTUTHYTBIX
HOKaSaTeHCﬁ; JACTAJIBbHOCTH OIIMCAaHUA 1
HanIAJHOCTh CXEM U aJITOPUTMOB;
HaJIN4YUC TCCTOBLIX MPUMCPOB,
Kady€CTBO pa6OTI>I.
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3ammra JlaGoparopHblie pabOTHI BHITOTHSIOTCS
naboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
HOU JUCLIUTUTAHEL.
paboThI B 6 O6amnoB — naboparopHas pabora
KOMIIBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
pHOM CBOOO/IHO BJaJIC€T MaTepUaIoM,
KJacce. JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
BreimorarenscTB | 3amura JlaGoparopHblie pabOTHI BHITOTHSIOTCS
0 W ¢uImmHT B |7aboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
ceTu. HOU JUCLIUTUTAHEL.
paboThI B 6 O6amnoB — naboparopHas pabora
KOMIIBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
pHOM CBOOO/IHO BJaJICET MaTepUaIoM,
KJIacce. JIeMOHCTPHPYET [ITyOOKHe,

CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO IMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEYAET Ha 3a[JaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIIe
(2-3 crynenTa) Ha 000pPYIOBaHUM WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyILIEeMy
pas3zenny Wik TEMbl TUCIUILUIHHBL
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3aIaHHs TOAJICHKAIIETO
OLIGHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTD MPAKTHIECKOTO
PEILICHHS; IOTHOTA JOCTUTHY THIX
noKasaresneil; 1eTaabHOCTh ONMCAHUS U
HaIISAHOCTD CXEM U aJITOPUTMOB;
HaJIMYHE TECTOBBIX IPUMEPOB,
KauecTBO padOoTHI.

HNucaiinepckue
aTaKy.

3amuTa
maboparop
HOI
paboTHI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGopaTopHbie paObOTHI BEITOHSIFOTCS
MO TEKYIIEMY pa3leiTy HiIH TeMbI
JCITUTUTAHBL.

6 OamtoB — 1aboparopHas padbora
BBITIOJTHEHA B TIOJIHOM 00BEME, CTYICHT
CBOOOIHO BIAJCET MaTEPHAIIOM,
JIEMOHCTPHUPYET ITyOOKHe,
CHCTEMaTH3UPOBAHHBIC 3HAHUS,
CBOOOJIHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS TPOQEeCCHOHATIHBHYIO
TEPMHUHOJIOTHUIO.

3 Oaura — maboparopHas pabora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTABICHHBIM MaTepHaoM,
OTBEUAET Ha 3aJJaHHbIC BOMPOCHL.

1 6amn - maboparopHas paboTa B
TIEJIOM BBITTOJTHEHA, OJTHAKO B ITPOIecce
BBITIOJTHCHUS J1Ta00paTOpHOU pabOThI
JOTYIICHBI CYIECTBEHHBI OIIHOKH,
CTyACHT cnabo BiajneeT nHPpopMarpen
MO TEMeE, TIPH OTBETE HCIOIB3YET
3arOTOBIICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

Brmonne
HHE
MpaKkTH4eC
KUX
pabor.

[MpakTudeckue paboTHI BBITTOIHSIIOTCS
CaMOCTOSITETILHO HITM B MAJIOW TPYTITE
(2-3 crynenTa) Ha 00OPYIOBAHUH WITH
KOMIIBIOTEPHBIX KJIaccaX Mo TeKyIIeMy
paszeny Wi TeMbl TUCIUILUTHHBL.
OCHOBHBIE Ka4eCTBa BBITIOJIHEHHOTO
MPaKTUIECKOTO 3aIaHUS MTOJICIKAIIIETO
OIICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAILHOCTh MPAKTHIECKOTO
PEIICHHS; TIOTHOTA JIOCTHTHY THIX
MoKasareneif; 1eTanbHOCTh OMHCAHUS U
HATISIHOCTD CXEM U JITOPUTMOB;
HAJINYHE TECTOBBIX IPUMEPOB,
Ka4eCTBO pabOTEHI.
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HexenarenpHbl
M KOHTEHT.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIIe
(2-3 crynenTa) Ha 000pPYIOBaHUM WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyILIEeMy
pas3zenny Wik TEMbl TUCIUILUIHHBL
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3aIaHHs TOAJICHKAIIETO
OLIGHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTD MPAKTHIECKOTO
PEILICHHS; IOTHOTA JOCTUTHY THIX
noKasaresneil; 1eTaabHOCTh ONMCAHUS U
HaIISAHOCTD CXEM U aJITOPUTMOB;
HaJIMYHE TECTOBBIX IPUMEPOB,
KauecTBO padOoTHI.

3amuTa
maboparop
HOI
paboTHI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGopaTopHbie paObOTHI BEITOHSIFOTCS
MO TEKYIIEMY pa3leiTy HiIH TeMbI
JCITUTUTAHBL.

6 OamtoB — 1aboparopHas padbora
BBITIOJTHEHA B TIOJIHOM 00BEME, CTYICHT
CBOOOIHO BIAJCET MaTEPHAIIOM,
JIEMOHCTPHUPYET ITyOOKHe,
CHCTEMaTH3UPOBAHHBIC 3HAHUS,
CBOOOJIHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS TPOQEeCCHOHATIHBHYIO
TEPMHUHOJIOTHUIO.

3 Oaura — maboparopHas pabora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTABICHHBIM MaTepHaoM,
OTBEUAET Ha 3aJJaHHbIC BOMPOCHL.

1 6amn - maboparopHas paboTa B
TIEJIOM BBITTOJTHEHA, OJTHAKO B ITPOIecce
BBITIOJTHCHUS J1Ta00paTOpHOU pabOThI
JOTYIICHBI CYIECTBEHHBI OIIHOKH,
CTyACHT cnabo BiajneeT nHPpopMarpen
MO TEMeE, TIPH OTBETE HCIOIB3YET
3arOTOBIICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

ManunynupoBa
HUE CO3HAHUEM
U IEUCTBUSIMHU
MTOJTE30BATEII.
KubepOysuHr.

Brmonne
HHE
MpaKkTH4eC
KUX
pabor.

[MpakTudeckue paboTHI BBITTOIHSIIOTCS
CaMOCTOSITETILHO HITM B MAJIOW TPYTITE
(2-3 crynenTa) Ha 00OPYIOBAHUH WITH
KOMIIBIOTEPHBIX KJIaccaX Mo TeKyIIeMy
paszeny Wi TeMbl TUCIUILUTHHBL.
OCHOBHBIE Ka4eCTBa BBITIOJIHEHHOTO
MPaKTUIECKOTO 3aIaHUS MTOJICIKAIIIETO
OIICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAILHOCTh MPAKTHIECKOTO
PEIICHHS; TIOTHOTA JIOCTHTHY THIX
MoKasareneif; 1eTanbHOCTh OMHCAHUS U
HATISIHOCTD CXEM U JITOPUTMOB;
HAJINYHE TECTOBBIX IPUMEPOB,
Ka4eCTBO pabOTEHI.
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3ammura JlaGoparopHblie pabOTHI BHITOTHSIOTCS
Jadoparo MO TEKYIIEMY pa3lieiy UiIH TeMbI
pHoii JNUCLUIIINHEL.
paGoThI B 6 O6amnoB — naboparopHas pabora
KOMNBIOT BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
epHOM CBOOO/IHO BJaJIC€T MaTepUaIoM,
KJacce.(K JIeMOHCTPHUPYET [ITyOOKHe,
OHTPOJIBH CHCTEMaTU3UPOBaHHBIC 3HAHUS,
blii cpe3) CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
VYpoBeHb 3amura JlaGoparopHblie pabOTHI BHITOTHSIOTCS
3HaHWii 00  |;maboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
WHGOPMAIIMOHH |  HOM JUCLIUTUTAHEL.
0-KOMMYHHKAIH | paOOTHI B 8 6amnos — naboparopHast paboTa
OHHBIX YTPO3aX |KOMIIbIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
B pHOM CBOOO/IHO BJaJICET MaTepUaIoM,
MOJIOAEKHOM KJacce. JIeMOHCTPHPYET [ITyOOKHe,
rpymie. CHCTEMaTU3UPOBaHHBIC 3HAHUS,

CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO IMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEYAET Ha 3a[JaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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20

Boinosnne
HUe
npaKkTHye
CKHX
padoT.(xo
HTPOJIbH
blIii cpe3)

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIIe
(2-3 crynenTa) Ha 000pPYIOBaHUM WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyILIEeMy
pas3zenny Wik TEMbl TUCIUILUIHHBL
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3aIaHHs TOAJICHKAIIETO
OLIGHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTD MPAKTHIECKOTO
PEILICHHS; IOTHOTA JOCTUTHY THIX
noKasaresneil; 1eTaabHOCTh ONMCAHUS U
HaIISAHOCTD CXEM U aJITOPUTMOB;
HaJIMYHE TECTOBBIX IPUMEPOB,
KauecTBO padOoTHI.

ITocemaeMocThb

10

10 6aToB — CTOIPOIIEHTHOE
MOCEIICHUE 3aHIATHH CTYICHTOM

7-9 6aNIoB — MOCEMAaeMOCTh CTYICHTA
coctaniseT He MeHee 80 % 3aHATHiA
4-6 6aJITOB — IMOCENMAEMOCTh CTYICHTA
cocTasiseT He MeHee 50 % 3aHaTHii
1-3 Gayma — mocenaeMoCThb CTYIeHTa
COCTaBJISET He MeHee 25 % 3aHATHIA

[IpemuansHbie OaIbl

20

JlononHuTeNbHBIE TPEMUATBHBIE OaILTbI
MOTYT OBITh HAYHMCIICHBI:

- 3a TIPOEKT, BHITIOHEHHBIN IO 3aKa3y
paboTromarens 1 peaJu30BaHHBIN Ha
npaktuke — 20 6aos;

- IOCTOSIHHAs! aKTUBHOCTB BO BpeMs
MPaKTUIECKUX 3aHATHH — 10 6asos;

- TIOJIHOCTBIO TIOATOTOBJIIEHHAS K
MyOJUKAIMU CTAThsI [0 TEMATHKE B
pamKax TUCIUILTUHBL — 10 6aoB;

- y4acTue ¢ JOKJIaJ0M BO
BCEPOCCHICKON OJTUMIIHMAJIE TIO
TeMaTHKe n3ydaeMol qucrumiuse — 20
0aoB;

- y4acTue B BBICTABKE IO TEMAaTHKe
M3y4aeMou TUCIIUILTUHBI — 20 0aIlIoB;
- MyOMUKaIKs CTaThH 110 TEMATHKE
W3y4YaeMoil JUCLIUIUIMHBI B COOpHHKE
CTYACHYECKHX paboT / MaTepuaiax
BCEPOCCHICKON KOH(EpeHLINH /
KypHnaie u3 nepeurst BAK—10/15/
20

10.

WnpuBuayansHble 3a1aHUS,
C TMIOMOILBIO0 KOTOPBIX
MOXHO HaOpaTb
JOTIOJTHUTENIbHBIE OalTbI

10

OOyuJatromuiicsi cpaBUiCs C WHAWBHIyanbHBIM 3ananueM Ha BKP,
BBITIOJIHMB BCE JTambl 3aJlaHUS, W TPEIACTaBHII pabOTy K 3alluTe.
OOyuJatronuiicst CiocoOCH MUCKYTHPOBaTh MO OTACIHHBIM BOIPOCAM,
3amaBaeMbIMu wieHamu ['OK mo marepuany BKP.

11.

HUroro 3a cemectp

100

rocemaemMocts — 10 6ayuioB

TEKYIHI KOHTPOJIb — 46 6amioB
KOHTPOJIBHBIC CPE3bI — 2 cpe3a Mo 7 0aioB KaXK bl

npeMuanbHbie 6amsl — 20 6amioB

7 cemecTp

OTBET Ha dK3ameHe: He Ooiee 30 0ayuioB



Pacrnipenenenne 6aJiioB 10 3aaHKSIM:

21

Ne |HaszBanme tembl | Dopmbl Max. MeTonrka npoBeAECHNS 3aHATUS U OLIEHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboTh KOHTpoJsi | 0asuioB
/ cpe3sl
1. | Cmocobnocts | 3ammuta 3 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
NPOTUBOCTOATH |J1a00paTop MO TEKYIIEMY pa3leiy UiIH TeMbI
WHGOPMAIIMOHH |  HOM JUCLIUTUTAHEL.
BIM yIpo3aM B | paboTHI B 3 GamnoB — naboparopHas pabora
MOJIOIEKHOM | KOMITBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
rpymre. pHOM CBOOO/IHO BJaJICET MaTepUaIoM,
KJacce. JIeMOHCTPHPYET [ITyOOKHe,
CHCTEMaTHU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
2 Gayta — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEYAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BianeeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7]aBaeMbl€ BOIIPOCHI.
Brinmonne 7 [IpakTudeckne paboThI BBITOIHSIIOTCS
HUE CaMOCTOSITETILHO WM B MaJIOW TPyIIIe
MpaKkTUyec (2-3 cTynenTa) Ha 00OPY/IOBAaHUH WU
KHX KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
pador. paszenny Wik TEMbI TUCIUIUIHHBL

OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOT'O
MPAKTUYCCKOIO 3aJaHUs TOAJICIKAIICTO
OICHKC: IIOJIHOTA U TOYHOCTh
BBISIBJICHUS XapPaKTCPUCTUK;,
OPUTHMHAJIBHOCTD ITPAKTUYCCKOTO
pCeHICHUA; ITOJIHOTA JOCTUTHYTBIX
HOKaSaTeHCﬁ; JACTAJIBbHOCTH OIIMCAaHUA 1
HanIAAHOCTh CXEM U aJITOPUTMOB;
HaJIN4YUC TCCTOBLIX MPUMCPOB,
Kady€CTBO pa6OTI>I.
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MeTtonas!
O0OpBOEI ¢

HWHTCPHCT-3aBUC

HUMOCTBIO.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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MeTtonas!
O0OpBOEI ¢

BpPEIOHOCHBIMU
porpaMMamH.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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MeTtonas!
O0OpBOEI ¢
(buIMHrOM.

3ammra JlaGoparopHblie pabOTHI BHITOTHSIOTCS
naboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
HOU JUCLIUTUTAHEL.
paboThI B 3 6amnoB — naboparopHas pabora
KOMIIBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
pHOM CBOOO/IHO BJaJIC€T MaTepUaIoM,
KJacce. JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
Boinosine [IpakTudeckne paboThI BBITOIHSIIOTCS
HUe CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
NpaKTH4e (2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
CKHX KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
padoT.(xo paszenny Wik TEMbI TUCIUIUIHHBL.
HTPOJIbH OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
blii cpe3) MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO

OICHKC: IIOJIHOTA U TOYHOCTH
BBISIBJICHUS XapPaKTCPUCTUK;,
OPUTMHAJIBHOCTD ITPAKTUYCCKOTO
peHICHUA; ITOJITHOTA JOCTUTHYTBIX
HOKaSaTeHCﬁ; JACTAJIBbHOCTDH OIIMCaHUA 1
HamIAJHOCTh CXEM U aJITOPUTMOB;
HaJIN4YUC TCCTOBLIX MPUMCPOB,
Kady€CTBO pa6OTI>I.
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MeTtonas!
O0OpBOEI ¢

HCXXCIaTCIbHBIM

KOHTCHTOM.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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MeTtonas!
O0OpBOEI ¢

MaHUITYJIUPOBaH
HECM CO3HAHUA U

JIEHCTBUSIMU

MHOIb30BaTeleil.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Boinosnne
HUe
npaKkTHye
CKHX
padoT.(xo
HTPOJIbH
blIii cpe3)

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.

ITocemaeMocThb

10

10 6aTOB — CTOIPOIIEHTHOE
MOCEIICHUE 3aHIATHH CTYICHTOM

7-9 6aNIoB — MOCEMAaeMOCTh CTYICHTA
coctasiseT He MeHee 80 % 3aHATHiA
4-6 6aIITOB — MOCENMAEMOCTh CTYICHTA
coctasiseT He MeHee 50 % 3aHaTHii
1-3 Gayma — mocenaeMoCThb CTyIeHTa
COCTaBJISET HE MeHee 25 % 3aHATHIA
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[IpemuansHbie OaIbl

20

JlononHuTeNbHBIE TPEMUATBHBIE OAILTbI
MOTYT OBITh HAYHCIICHBI:

- 3a TIPOEKT, BHITIOIHEHHBIN 110 3aKa3y
paboTromarens 1 peaqu30BaHHBIN Ha
npaktuke — 20 6aos;

- IOCTOSIHHAs! aKTUBHOCTB BO BpeMs
MPaKTUIECKUX 3aHATHI — 10 6asos;

- TIOJIHOCTBIO TIOATOTOBJIIEHHAS K
MyOMUKAIMU CTAThsI [0 TEMATHKE B
pamMKax qUCIUILTUHBL — 10 6aos;

- y4acTue ¢ JOKJIaJ0M BO
BCEPOCCHICKON OJTUMIIMAJIE TIO
TeMaTHKe n3ydaeMoi qucrumiuse — 20
0aIoB;

- y4acTue B BBICTABKE M0 TEMaTHKe
M3y4aeMou TUCIUILTUHBI — 20 0aIlIoB;
- MyOMUKaIKs CTaThH 110 TEMAaTHKE
W3y4YaeMoil JUCIUIUINHBI B COOpHHKE
CTYACHYECKHX paboT / MaTepuaiax
BCEPOCCHICKON KOH(EpEeHLINH /
Kypnaie u3 nepeudst BAK - 10/ 15/
20
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OTBeT Ha PK3aMCHE

30

OLieHKa «yAOBIECTBOPUTEIHLHON-
CTYACHT UMEET JOCTAaTOUHBIN
MUHUMAJIBHEIN 00hEM 3HAHHIA 110
JUCLUIUIMHE; CTYICHTOM YCBOCHA
OCHOBHas JIUTEpaTypa,
pEKOMeHTI0BaHHas y4eOHOM
MPOTpaMMOii; CTYIEHT yMeeT
OpUEHTHUPOBATHCSI B OCHOBHBIX TCOPUSIX,
KOHIICIIUSAX U HAIIPaBJICHUIX 10
JUCUUIUIMHE U 1aBaTh UM OIICHKY;
CTYIIEHT YMEET JIeNIaTh BHIBOJIBI O€3
CYIICCTBEHHBIX OIIHUOOK;

OLieHKa «XOpOIIO» — *MOCTATOYHO
TIOJIHBIE ¥ CUCTEMAaTU3UPOBAHHEIE
3HaHUS N0 JUCHUIUIMHE;* YMEHHE
OpPUEHTHUPOBATHCSI B OCHOBHOM TEOPUSIX,
KOHIIEIIUSAX U HAMIPABICHUSIX
JUCUUIUINHBL U AaBaTh UM
KPUTUYECKYIO OLIEHKY; UCIIOJIb30BAHUE
HayYHOU TE€pMUHOJIOTHUU,
JIMHTBUCTUYECKU U TIOTUYECKHU
MPaBUIILHOE U3JI0KECHUE OTBETA Ha
BOIIPOCHI, YMEHHE JIETaTh
000CHOBaHHBIC BHIBOIBI; BIIAJICHUC
WHCTPYMEHTApUEM M0 AUCLUILIINHE,
YMEHUE €T0 UCITOIb30BaTh B
MOCTAHOBKE U PEIICHUH HAyYHBIX U
mpo(eCcCHOHANBLHBIX 3a7a4; YCBOCHUE
OCHOBHOH U JOIOJHUTEILHOMN
JIUTEPaTyphl, PEKOMEHI0BAHHON
y4eOHOU TpoTrpaMMOi TIO JUCIIUILIHHE;
camocTosTenpHas padoTa Ha
MPAKTUYECKUX 3aHIATHUSIX, YIACTHUE B
TPYMIIOBBIX O0CYXICHUSAX, BRICOKHIA
YPOBEHb KYJIBTYpPhI UCTIOTHEHUS
3aJlaHuil; CpeIHNUN YPOBEHb
c(hOpMUPOBAHHOCTH 3asBJICHHBIX B
paboueii mporpaMMe KOMITCTEHITHIHA.

- O11eHKa «OTIUYHOY —

CUCTCMATU3UPOBAHHBIC U ITT U TOJIHBIC 3HAHUSA

0 BCEM paszenam
JUCLUIUTMHBI, 8 TAK)KE 10 OCHOBHBIM
BOMPOCAM, BEIXOASIINM 32 TPeIeibl
yueOHOM MPOrpaMMBbL; TOUHOE
WCTIOJIb30BaHNE HAYYHOM
TEPMHUHOJIOTUH CUCTEMATHYECKH
IPaMOTHOE M JIOTUYECKH MPAaBUIBHOE
W3JI0)KEHHE OTBETA HA BOIPOCHI;
0e3yIpeyHoe BiIaIcHuE
WHCTPYMEHTapHEM y4eOHON
JUCLUUIUTMHBI, YMEHHUE ero () (EeKTHBHO
WCTIOJIb30BaTh B MOCTAHOBKE HAYYHBIX U
MPAaKTUUECKUX 3a]1a4; BEIpaKEHHAs
CHOCOOHOCTh CAMOCTOSITEBHO U
TBOPYECKHU PEIIaTh CIOKHBIE TPOOIEMBI
W HECTaHAapTHBIE CUTYAINH; IOJTHOE U
1yOOKOe YCBOGHHE OCHOBHOH H
JOTIOJTHUTENILHON JINTEPaTyphl,
PEKOMEHIOBaHHOH yueOHO
MPOTrpaMMOi IO AUCUUIIIMHE; YMCHHE
OPHEHTUPOBATHLCS B TEOPHUSIX,
KOHLETIHUAX U HAITPaBICHUSIX

TMTMIACITATITITAHLT 4 TTARATHE UMM
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10. |MunuBunyanbHbIC 3aJaHUs, 10 OOyuatromuiicsi cpaBUiCs C WHAWBHIyalbHBIM 3amanueM Ha BKP,
C IOMOMUIBIO0 KOTOPBIX BBITIOJTHMB BCE ATambl 3aJlaHUS, W TPEACTaBHII pabOTy K 3aIlluTe.
MOXKHO Ha0paTh OOyuJatronuiicst CiocoOCH MUCKYTUPOBaTh MO OTACIHHBIM BOIPOCAM,
JOTIOJTHUATENbHBIE OaNIbl 3anaBaeMbiMu wieHamu ['OK mo marepuany BKP.
11. HUroro 3a cemectp 100

HtoroBas omeHka 1O »JKk3aMmeHy BeicTaBisiercss B 100-0ayibHON 1mikame W B TPaTUIIMOHHOMN
yerplpexOamipHoi  1mikane. IlepeBon 100-0amnbHON  pEeHTHHTOBOW OLEHKM IO  JUCIMILIIMHE

TPaIUIIMOHHYIO YETHIPEX0aNIbHYIO OCYIIECTBISETCS CIEAYIOIMM 00pa3oM:

100-6annpHas cucrema TpanuuuonHas cucreMa
85 - 100 GanyoB OTnuyHO
70 - 84 Gannos Xoporio
50 - 69 6aiuioB VYoBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
BbinosHeHne NpaKTHYeCKUX padoT.

Tema 1. IHTEpHET-3aBUCUMOCT.
1. [ToaroToBbTe OKIA/l B3aUMOCBSI3b HHTEPHET-3aBUCUMOCTH U ICUXUYECKUX 3a00IeBaHUA
2. BolgennuTte OCHOBHBIE TUIIBI UHTEPHET-3aBUCUMOCTH.
3. Yem rpo3uT goaroe npeObIBaHUE B CETH.
4. HazoBuTe pUMepHl peanu3aiui HHPOPMALMOHHBIX YIPO3, CBA3aHHBIX C HHTEPHET-
3aBHUCHUMOCTBIO.
5. Kakue nporpaMMHbIE pelIEHHUs] MOKHO MPEATIOKUTD 711 CHUIKEHUS! MHTEPHET-
3aBHCHMOCTH y JIETEH, MOJPOCTKOB U B3POCIBIX JIIOACH.

Tema 2. BpenoHocHoe mporpaMmMHoOe 00ecTiedeHne, XaKiHT.
1. IToaroToBbTe 1OKNAM IO TEHACHLIMAM Pa3BUTHS BPELOHOCHOTO IIPOTPaMMHOTO
o0ecrieueHusl.
2. Belgenure oIMYUTENbHBIE IPU3HAKUA XaKEPCKOW aTaku. Belienure oCHOBHbIE 1ENN
XaKEepCKUX aTak.
3. YcranoBuTe miarut 3amuThsl B Opay3epsl Google Chrome u Mozilla Firefox.
4. C noMouIplo IIaruHa 3aiuThl IPOCMOTPHUTE OTYET O OE30MacCHOCTH BeO-caiTa.
5. IloBenure MOIHOE CKAHUPOBAHUE CUCTEMBI. YCTAHOBUT BBICOKUI ITPUOPUTET IIpoLiecca
CKaHUPOBaHUS, 17151 OOHAPYKEHUSI BPEIOHOCHBIX MTPOrPAMM.
6. OcymecTBuTe LieneHanpaBieHHbIi ouck Rootkit.
7. JlobGaBbTEe MEXKCETEBOM IKPaH B JOBEPEHHYIO 30HY AaHTUBHPYCHOT'O PEIICHHUS.
8. Co3naiite HOBBIH MPOGUITb CKAHUPOBAHUS TOJIBKO UCTIONHAEMBIX (DaiiIoB.
9. Hactpoiite cucremy antucnama. Co3naite NpaBuio yIaJIeHUs MUCEM, COIEPIKAIIUX
BUPYCHI.
10. IIpoBenute ananu3 ucxozsiiero Tpaduka mo nporokosam HTTP, SMTP u UDP. B
ciyyae 0OHapy>KeHHUs yrpo3bl, 3a0I0KUPYITE TIOA03PUTEIbHbIEC TAKETHI.

Tema 3. BeiMorarenbcTBO U (DUIIKHT B CETH.
1. IToaroroBeTE AOKIIA IO TEHACHIMAM PA3BUTHS BBIMOIaTeIbCTBA B CETH.
2. Beienure croco0bl IPOHUKHOBEHHSI TPOrpaMM-BBIMOTaTelieil B yCTPOMCTBO
nonp3oBarens. ChopMupyiTe OCHOBHBIE MEPBI IPEAYNPEKICHUS 3apakKeHUS



MIpOrpaMMaMHU-BbIMOTATEIISIMU.

3. Beimenute, 9T0 HEOOXOUMO JI€TIaTh €CTh BBI BCE KE CTAJIH KEPTBOM MOIIICHHUKOB.

4. IToBenauTte aHamu3 coepkaHusl PUITMHTOBBIX cooOmenunii. Co3naiite mpaBuia s
JTUHAMHAYECKUX YEPHBIX CIIUCKOB.

5. BeigenuTe sTansl GUITAHTOBBIX aTak.

6. YcTaHOBUTE paciIupeHne B Opay3epsl 171t 00pbOBI ¢ (PUIITMHTOM.

7. I[IpoBepsre paboTy PUIIUHT GUIBTPA MO OJIOKUPOBAHUIO CAUTOB — UTPOBBIX,COITUATBHBIX
ceTeil, pa3BieKaTeIbHbIX, HOBOCTHBIX, TEMAaTHUECKHX, BUACO-CANTOB, 00pa30BaTEIbHBIXH
T. A.

8. HalimuTe peructpaiinoHHy0 HHOOPMAITHIO TSI HTPOBBIX, COIIMAIBHBIX CETEH,
pa3BIeKaTeNbHBIX, HOBOCTHBIX, TEMAaTHUECKHX, BUACO-CANTOB, 00pPa30BaTEIbHBIX U T.
n.caitoB. [Ipoananu3upyite monydeHHy0 HHOOPMAIIHIO.

Tewma 4. MHcaiinepckue aTaku.
1. CocTaBbTe IPOrHOCTUYECKUM MOPTPET 3JI0YMBIILIEHHUKAa-UHCaiepa.
2. IIpoananu3upyite MEPOBYIO U POCCUIMCKYIO TIPAKTUKY TI0 0OHAPYKCHHIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTHU XaJIATHOTO MHCANEpa.
3. [Ipoananu3upyiTe MUPOBYIO M POCCUHMCKYIO TIPAKTHKY TI0 OOHAPYKCHHIO U
MIPUBJICUYCHUIO K OTBETCTBEHHOCTH MAHUITYIUPYEMOT0 HHCANIEpAa.
4. TIpoananu3upynTe MUPOBYIO M POCCUIMCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MIPHUBIICYCHUIO K OTBETCTBEHHOCTH OOMKEHHOTO HHCAIepa.
5. [Ipoananu3upyiiTe MUPOBYIO M POCCUHUCKYIO TIPAKTHKY TI0 OOHAPYKCHHIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTHU HEJIOSJIBLHOTO MHCANIEPA.
6. [Ipoananu3upyiiTe MUPOBYIO M POCCUHMCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MIPHUBIICYCHUIO K OTBETCTBEHHOCTH MOPA0ATHIBAIOIIETO HHCANUIEPA.
7. [Ipoananu3upyiTe MUPOBYIO M POCCUHUCKYIO TIPAKTUKY TI0 0OHAPYKCHHIO U
MPUBJICUCHUIO K OTBETCTBEHHOCTH BHEJIPEHHOTO MHCailaepa.
8. Ha ocHoBe mpoBeieHHOTO aHann3a chopMyTUpyHTE OCHOBHBIE MEPHI 3aIITUTHI.
9. Ha npumepe opranuzanuu (KOMIaHUM) NPOAHATU3UPYUTE BUABI JAHHBIX, KOTOPbHIE
HanOoJiee MOIBEPIKEHBI YTeUKe HH(POPMAIIHH.

Tema 5. HexenarenbHplil KOHTEHT.
1. IToaroroBbTe AOKIAM HA TeMy « KOHTEHT Kak cpeCcTBO MAHUIYIMPOBAHUS COZHAHUEM
Pa3IMYHBIX TPy TOJIb30BATENEI.
2. Beigenure, 4TO OTHOCUTCS K HE3aKOHHOMY KOHTEHTY. Kakue Mepbl Heo0X01umo
MIPUMEHSATH K CO3/1aTENsAM U PACIPOCTPAHUTEISIM HE3AKOHHOTO KOHTEHTA B CETH
HNutepHer.
3. BriienuTe OCHOBHBIE KATETOPUU HEATUYHOTO KOHTEHTA JJIs1 Pa3JIMYHBIX BO3PACTHBIX
rpyImmn nonb3oBaresneid. Ha ocHoBe aHanu3a copMmynupyiiTe TMHAMUYECKUE CITUCKU
HEXKEJATEIbHbIX JUIs IOCEIICHUS CalTOB.
4. YcraHoBUTE TUTarvH B Opay3epbl sl OJOKMPOBAHUS HEXKEIATEIIBHOTO KOHTEHT.
5. [Ipoananu3upyiite penyTaruio psjaa UTPOBBIX, HH()OPMAIIMOHHBIX, HOBOCTHBIX,
PETHOHANBHBIX, TEMATUYECKUX, BHJICO-CANTOB, COIUAIBHBIX U 00pa30BaTEIbHBIX CANTOB.
6. OTKOPPEKTHPYHTE PEIyTaLUIO PsAJia CAUTOB ¢ TOMOIbI0 pummmHTr-hunsTpa WOT
(WebofTrust).
7. Kakx MO’KHO TIOZITacOBaTh PEIyTalNI0 BeO-caiiTax.

Tema 6. ManunyIupoBaHHE COZHAHUEM U ICUCTBUSAMU TOJIb30Baresiss. KubepOymiuHr.
1. IloaroroBbTe 0Knax Ha TeMy «HoBble IprueMBbl MaHUIYJIMPOBAHUS CO3HAHUEM U



neiictBueM uenoBeka yepes MHrepHert, connanbhblie cetu U BED 2.0».

2. BeinenuTe 0CHOBHBIE PU3HAKKA MAHUITYJIMPOBAHUS CO3HAHNUEM U JEHCTBUIMU
nons3oBareneit. ChopMyIupyiTe OCHOBHBIE CIOCOOBI IPOTHBOACHCTBUS
MaHHUITYJINPOBAHUIO.

3. BeigenuTe Bo3pacTHbIE TPYIIIBI, KOTOPbIE OOJbIIE TOBEPKEHBI TPABIIE B CETH
HNuTtepHer.

4. Ilepedncnure OCHOBHbBIE METO/IbI HAllaICHUS 110 cXeMe KuoepOyIIiHra.
ChopmynupyiiTe npaBuia 1o OMnpeneIeHUI0 TAKOTO MOHATHS KaK «KuOepOyUIUHT B
cetu MHTEpHET.

5. Ycranosute nporpammusiil mpoaykt KidsControl. O6ecnieusTe 3amuTy CBOETO
MIEPCOHATILHOTO KOMITBIOTEPA OT KUOEpOYJUIMHTA € TIOMOIIBIO TAHHOTO IMTPOrPaMMHOTIO
peneHusl.

Tema 7. YpoBeHb 3HaHUN 00 HHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX YTPO3aX B
MOJIOJIEKHOW TPYIIIIE.

1. ITpoiiTi 610K aHKETUPOBAHUE «AKTYaJTbHOCTh BUPYCHOM aTaku jijs Bamiero [1K.
CriocoOHOCTh MPOTUBOCTOATH YIPO3€. YPOBEHb 3HAHUI.

2. ITpoiitn anketupoBanue «Kak yacto Bbl CTaJKMBAINUCH C HEXENATEIbHBIM KOHTEHTOM B
CeTHU. YPOBEHb 3HAHUI».

3. [IpoiiTn anketupoBanne «Kak wacto Bl ctankupamuch ¢ pummnarom? YpoBeHb
3HAHUIY.

4. Tlponitn ankerupoBanue «IloaBepskensl i Bel MaHUMyISIMSAM B HHOOPMAITMOHHON
cdepe? YpoBEeHb 3HAHUI».

5. Ilpoiitn ankeTupoBanue « IHTepHET-3aBUCUMOCTh. YPOBEHb 3HAHUIY.

Tema 8. CrtocoOHOCTH IPOTUBOCTOSITH HH(POPMAIIMOHHBIM YTpO3aM B MOJIOJIC)KHOM TpyTIIIE.
1. [ToarotoBkTe MoKIan Ha TeMy « MHTEpHET-3aBHCUMOCTS - PO0JieMa COBPEMEHHOTO
o01ecTBay.
2. Beigenute MeTonbl 00pbObl ¢ MHTEPHET-3aBUCUMOCTBIO, i KAKON XapaKTep OHU HOCST.
3. ChopmynupyiTe MpU3HAKKA PaclO3HAHUS HHTEPHET-3aBUCUMBIX TTOJIb30BaTENICH CeTH
WutepHet. Beienure Bo3pacTHbIE IPYIIBI OJIB30BaTENEH, KOTOpBIE OO0bIIIe
MOABEPKEHBI TAHHOM yrpo3e.
4. Ilepeuncnure NCUXOJOTUUECKUE METO/IbI PEOJOTIEHUSI HHTEPHET-3aBUCUMOCTH.
Beiaenute nyty pemeHus AaHHON 3aBUCUMOCTH Yy Pa3HbIX TPy MOJIb30BATENEH CETH
HNutepHer.
5. Ilepeunciure mporpaMMHOE pELICHHE, TO3BOJISIONIEE CHU3UTh HHTEPHET-3aBUCUMOCTb.
6. YcranoBute yruuty Adguard. C momMomsio JaHHOW YTUIUTHI OTKIIOUUTE (DUITBTPAITIIO
«ITone3Hol pekIaMbly, SKCIIOPTUPYUTE CIIUCOK CAUTOB MOJIB30BATEIBCKOTO (DUIIBTPA,
3aMpeTHTE 3arpy3Ky UCTIOTHIEMBIX (ailyioB, OrpaHUYbTE BpeMs paOOTHI MOJIL30BATENs B
cetu MHTEpHeT.

Tema 9. MeToasl 60pbObI C HHTEPHET-3aBUCUMOCTHIO.
1. Knaccugunupyiite aHTUBUPYCHBIE TPOTPAaMMHBIE CPEJICTBA.
2. ChopmynupyiiTe MpOrHO3bI PA3BUTHS BPEIOHOCHBIX MMPOTPAMM U aHTUBHPYCHOTO
IIPOrpaMMHOI0 PEIICHHUS.
3. Ilpoananu3upyiTe peUTUHT aHTUBUPYCHBIX MPOrPAMMHBIX CPEACTB.
4. IlpennoxuTre paBuiia 3alUThl OT BUPYCHOTI'O 3apa)KCHUs U YMEHbIICHUS
MpeanoIaraeMoro ymepoa.
5. Ilepeuncnute TEXHUUYECKHE METOIBI OOPHOBI C BPEAOHOCHBIMH IIPOTPAMMaMHU.
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6. B aHTUBHPYCHOM pellIeHHe HACTPOMTE JKypHaJ COOBITHI [T aHAIN3a TIePeIaHHbIX
naketoB TCP/IP.

7. 3anpeTuTe NPUIKEHUSIM BBITIOIHATD JIFOOBIE CETEBBIC ONIEPAIIHH.

8. Coznaiite mpo¢ b MPOBEPKH TOJIBKO CUCTEMHOM MamsATH U mporeccos. [locraBwTe,
9TOOBI OH BBITOJIHSJICS KaX/IbIM pa3 MpH 3arycke KOMIbloTepa. YTo BBIMOIHS?

9. 3amuTUTE OT YTEYKU HOMEP Balllel KPEAUTHOM KapThl U MAPOJIb BXOAA B CUCTEMY.

10. 3abnokupyiiTe JOCTYI K BameMy KOMIBIOTEPY JIFOOOMY KOMITbIOTepy u3 ceT. Co3naiite
HU3KOYpOBHEBOE TMpaBuiio Onokupytomee Tpaduk ¢ ynaaeanoro UDP nopra.

11. 3amperuTe nepeaavdy mapois Ha BCe CalThl, KpoMe Www.google.ru.

12. TIpockaHupyiTe JOKaIbHOE CETEBOE OKpYKeHHE. 3abnokupyiite Bce [P-anpeca na 30
MUHYT.

Tema 10. Metozs! 60pb0BI C BpEIOHOCHBIMU MPOTPAMMaMH.
1. [Ipoananu3upyiTe MephI, MO3BOJISIOIINE YCIIEITHO MPOTHBOCTOATH (DUIIMHTOBBIM
arakam. [lepeuncnure mporpaMMHbIe MEPBI TPOTUBOJACHCTBUS (PUILIKHTY.
2. Boigenure counanbHble, OPraHU3allMOHHBIE MEPbl IPOTUBOACHCTBHSI (PUILIUHTY.
3. Ilepeuncnute METOABI MPOTUBOACUCTBUS MPECTYIUICHUSM B AJIEKTPOHHON KOMMEPIIHH.
4. TIpoepwTe cepTU(dUKATHI CETEBON OE30ITACHOCTH Yy Psijia UTPOBBIX, HH()OPMAITMOHHBIX,
HOBOCTHBIX, PETHOHANILHBIX, TEMAaTUIECKUX, BUJEO-CAUTOB, COIIMAIBLHBIX U
oOpazoBaTenbHBIX CalTOB Uepe3 Opayszepsl Opera, Google Chrome, Mozilla Firefox.
[Tpoananu3upyiite NOIy4eHHYIO0 HHPOPMALIUIO.
5. BeimenuTe Haie)KHBIE TOPTOBBIE TUIAT(HOPMBL.

Tema 11. MeTtoasr 60pb0OBI C GUIITHHTOM.
1. [ToaroToBETE MOKIAT O METOJaX OOPHOBI C HEIKEIATEIBHBIM KOHTEHTOM. Beiienure
CIEIMaTU3UPOBAHHBIE PECYPCHI, TTPEI0CTABIISIONINE HHPOPMAIIUIO O METO/Iax OOPHOBI ¢
HEeXeJNaTeIbHbIM KOHTEHTOM.
2. [lepeuncnure 10pUANYECKHE MEXaHU3MbI HEKEIATEIbHOTO KOHTEHTA.
3. [lepeuncnuTe OpraHU3alMOHHBIC U TEXHUYECKUE METO/IbI OJIOKUPOBAHUS
HEXKeNaTeJIbHOTO KOHTEHTA.
4. YcraHoBUTE TUTaruH B Opay3epbl sl OJTOKHMPOBAHUS HEXKEIATEIIHBHOTO KOHTCHT.
5. YcranoBute pacmmpenus s opayzepoB AdblockPlus.
6. CoznaiiTe CIIMCOK CalTOB C IOIIyCTUMOM peKIaMOi MOCPEACTBOM OTIIPaBKHU 3arpoca
paspaboruuky AdblockPlus.
7. [Ipennoxute ciocod MpOCMOTpa CANTOB C HABSI3YMBON PEKIIAMOIl MOCTIe YCTAaHOBKH B
opay3ep AdblockPlus.
8. CocTaBbTe CIMCOK KOMILJIEKCHBIX MPOYKTOB JJIs 3aIlUThI JOMAITHUX KOMITBIOTEPOB.
9. [IpoBeprTe prIbTpaIuio KOHTEHTA HA YETHIPEX YPOBHSIX: OHJIAMH COOOIIECTRO,
IIpoBaiiep, 1uo3 B IHTepHET 3alumaeMon CeTH, KIMEHTCKAas CTAHIIMS.

Tema 12. Metozab! 00psOBI C HEXENTATEILHBIM KOHTEHTOM.
1. I[lepeuncnure cepBUCH U TEXHOIOTHH, KOTOPbIE MOXKET UCTIOIb30BATh 37I0YMBIIIIEHHUK
AJIL MAHUTTYJIMPOBAaHU A ﬂCﬁCTBHHMH I10JIb30BaTCJIA.
2. Beinenute ¢ dhekTuBHBIE METOABI B 00pb0E ¢ MAaHUTTYISITOPAMH.
3. 3aKOHCHIEKTUPYITE MPOrpaMMHBIE POAYKTHI, KOTOPbIE MOXKHO UCIIOIb30BaTh IS
OJOKMpOBaHUS «KHOEPXYJIUTaHOB». Briienute Bo3pacTHbIE TPYIIbI, KOTOPbIE OOJIbIIIE
IIOJIBEPKEHBI Tpasiie B ceTu VIHTepHET.
4. Tlpoananusupyite paboTy mporpaMmmMHoro ooecrnedenus &quot;Poautenbckuii KOHTPOIb&quOt; 1
&quot;Cemeitnas 6e3onmacHoctr&quot;. [lepeuncianre Hanboaee F3pPeKTUBHBIE Opay3epsl s JETEH.
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5. ChopmupyiiTe HaOOp MPaBHII MOJIB30BAHHS HHTEPHET PECypCaMu JUIsl IKOJIbHUKOB U
IIOIPOCTKOB.

Tema 13. MeTtoas! 00psOBI C MAHUITYIUPOBAHUEM CO3HAHUS U ICHCTBUSAMHU
I10JIb30BaTEIIEH.

1. I[lepeuncnure cepBUCH U TEXHOIOTHH, KOTOPbIE MOXKET MUCIOIb30BAThH 3JI0YMBIIIIEHHUK

AJIL MAHUTTYJIMPOBAaHU A HCﬁCTBHHMH I10JIb30BaTCJIA.

2. Beinenute ¢ dhekTuBHBIC METOABI B 0Opb0E ¢ MAaHUTTYISITOPAMH.

3. 3aKOHCHIEKTUPYITE MPOrpaMMHBIE IPOAYKTHI, KOTOPbIE MOXKHO UCIIOIb30BaTh IS

OJOKMpPOBaHUS «KHOEPXYJIUTaHOBY». Briienute Bo3pacTHbIE TPYIIIbI, KOTOPBIE OOJIbIIE

IIOJIBEPKEHBI Tpasiie B ceTu VIHTepHET.

4. Tlpoananusupyite paboTy mporpaMmmMHoro ooecrnedenus &quot;Poautenbckuii KOHTPOIb&quOt; 1
&quot;Cemeitnas 6e3onacHoctr&quot;. [lepeuncianre Hanbosaee F3pPeKTUBHBIE Opay3epsl s JETEH.
5. Chopmupyiite HaOOp MpaBHII MTOJIB30BAHUS HHTEPHET pecypcamMu JJIs KOJIbHUKOB 1

MIOJPOCTKOB.

3amura Ja60paTopHOil padoThl B KOMIILIOTEPHOM KJlacce.

Tema 1. IHTEpHET-3aBUCUMOCT.
MOHHUTOPHUHT IEHCTBHI MOIB30BATENSI C IIOMOIIBIO TporpammHoro npoaykra HideTracev.

Tema 2. BpenoHocHoe mporpaMmMHoOe o0ecriedeHne, XaKiHT.
Hcnonws3zoBanue miarnna 3amuthl McAfeeSiteAdvisor. KommiekcHas
cucTeMa 3amuThl —Avira Security Suite. AHTUBHPYCHOE ITporpaMMHOE petieHne Avast!
FreeAntivirus.

Tema 3. BeiMorarenbcTBO U (DPUIIKHT B CETH.
Pabota c pacmupenuem aiisa 6paysepa — pummar Gunstp. [IpoBepka
perucTpanoHHoi nHpopMaruu ¢ nomouipio ciayx0sr WHOIS.

Tema 4. Uncalinepckue aTaki.
[Touck u 610KMpoBaHNe KOHPHUICHINAIBHBIX JAHHBIX HA OCHOBE
nporpammuoro pemenus DLP Lite.

Tema 5. HexenaTenbHbl KOHTEHT.
Ucnons3oBanue pumunr-punsrpa WOT (WebofTrust).

Tema 6. ManunyTupoBaHHE COZHAHUEM U ICUCTBUSAMU TOJIb30Baresiss. KubepOymiuHr.
3anpeT NoceLeHUs HEJKENaTeIbHbIX KaTErOpruil CAalTOB € TIOMOILBIO
OembIX WM AMHAMUYECKHUX YEPHBIX CIIMCKOB MOCPEACTBOM NMPOTPAMMHOIO MPOTyKTa
KidsControl.

Tema 7. YpoBeHb 3HaHUN 00 HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX YIPO3ax B
MOJIOJIC’)KHOU TPYTIIE.

Pa3paborka ankeTsl B 00mactu 6e3omacHbix UKT.

Tema 8. CtocoOHOCTh IPOTUBOCTOSTH HH(POPMALMOHHBIM YTPO3aM B MOJIOJCKHOM TpyTIIIE.
broxupoBanue pekiIaMbl U HeXKeIaTeIbHBIX 00BEKTOB Ha BEO-
CTpaHMIIAX ¢ MOMOIIbIO YTHINTHI Adguard.
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Tema 9. MeToasl 60pbObI C HHTEPHET-3aBUCUMOCTHIO.
KommnekcHas cucrema 3ammtei—OutpostSecuritySuitePro.
AHTHIITIHOHCKOE porpaMMHOe ooecnieuenne Ad-Aware Pro. AatuBupyc Kacnepckoro s
Win-dows. AutuBupyc Dr.web nist windows. AHTHBHpYCHOE ITPOrpaMMHOE oOecIieueHue
Kaspersky Internet Security

Tema 10. Metoabt 60psOBI ¢ BpEIOHOCHBIMU ITPOTPAMMaMH.
ITpoBepka cepTudukara ceTeBoil 6e30macHOCTH.

Tema 11. Metonsl 60pb0BI ¢ GUILITHTOM.
YcTaHoBKa U HacTpoiika pacmmpenus s opayzepa AdblockPlus.
Pacmmpenus ans Opaysepa FoxFilter. Beo —punsrp CyberPatrol. biiokupoBanue 3arpy3ku u
MOKas3a 3JIEMEHTOB BE€O-CTPaHMII.

Tema 12. Metonbl 60psOBI ¢ HEXENATETLHBIM KOHTEHTOM.
3amuTa OT KOMMYHHMKAIIMOHHBIX YTPO3. DTHUYECKOE NIOBEJICHUE B
cetu. Pabora ¢ BeO-punbTpom «MuTepHET-1len3op». Pogutenbckuii koHTpOab. CeMeitHast
Oe3omacHoCTb. [leTckuii Opaysep.

Tema 13. Metonbl 60ps0BI ¢ MAHUTTYJIMPOBAHUEM CO3HAHUS U JEHCTBUSIMH
MI0JIb30BAaTEIEH.

3amuTa OT KOMMYHHMKAIIMOHHBIX YTPO3. DTHUYECKOE NIOBEJICHUE B
cetu. Pabora ¢ BeO-punbTpom «MuTepHET-1len3op». Pogutenbckuii koHTpoab. CeMeiiHast
Oe3omacHoCTh. [leTckuii Opaysep.

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILINHE TPOBOAUTCS B OopME IK3aMeHa

Tunosbie Bonpockl 3xk3amena (I1K-1)
1. Kmaccudunupyiite BuIbI HHCAHIEPOB.
2. [IpoaHanu3upyiTe MUPOBYIO U POCCUICKYIO IPAKTUKY 10 OOHAPYKEHHUIO U IPUBJICYCHHUIO K
OTBETCTBEHHOCTH XaJIaTHOTO, MAHUITYJIMPYEMOTO, OOMKEHHOTO0, HEJIOSIBHOTO,
noApabaTHIBAIOIIETO, BHEPEHHOTO HHCARAEpa.
3. BeiienuTe OCHOBHBIE KATETOPUU HEATUYHOIO KOHTEHTA /ISl Pa3JIUYHBIX BO3PACTHBIX TPy
0JIb30BATEIICH.
4. BeinenuTe OCHOBHBIE NPU3HAKKA MAHUITYJIMPOBAHUS CO3HAHNUEM U JEHCTBUIMU
10JIb30BATEIIEH.
5. Kimaccudumupyiite aHTUBHPYCHBIE POTPAMMHBIE CPEJICTBA.
6. BegenuTe coruanbHble, OpraHu3alliOHHBIE MEPHI POTUBOACHUCTBYS (DUIITHHTY.
[lepeuncnure mporpaMMHbie MEPbI IPOTUBOACHCTBUS (DUILTUHTY.
7. Ilepeuncnute OpraHU3alMOHHBIC U TEXHUYECKUE METOABI OJIOKUPOBAHUS HEXKEIATEILHOTO
KOHTEHTA.

Tunosble 3aganusa s 3k3amena (IIK-1)
1. Metozp! OI0KMpOBaHMS HEXKEIATEILHOTO KOHTEHTA.
2. FOpuanueckue MexaHU3MBbl HEXKeNaTeIbHOTO KOHTEHTA.
3. HanexxHble TOProBole maar(OpMBbl.
4. Tlonarue kubepOyIITUHTA.
5. MeTozab! NPOTUBOAECUCTBUS (PUIITHHTY.



6. Kimaccudukanys aHTUBUPYCHBIX ITPOTPAMMHBIX PELICHUH.
7. Tunbl MTHTEPHET-3aBUCHUMOCTH JUTS PA3JIMYHBIX TPYIII ITOJI30BATEIICH.
8. MeTozbl 60pHOBI ¢ MAHUITYIISITOPAMH.

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKK OCBOCHUS (TIOKa3aTEIH

Onenka Kommnerenrim
TIOCTYKCHISI pe3YJIBTaTa)

TIK-1 JIeMOHCTpUpPYET BBICOKHI YpO-BEHb TEOPETUYECKHX 3HAHHHA 00
yrpo3ax HH(POPMAITHOHHO-KOMMYHHKAIIMOHHOTO XapakKTe-pa.

D¢ (hexkTUBHO HCMOIB3YeT NPO-TpaMMHBIE CPEIACTBa OOLIET0 H
CIIeIIMaTIbHOTO Ha3HaueHHMs sl Oe3onacHocTy noib3oBarenst UKT.
Cnocoben IPOJICMOHCTPUPO-BATh pelieHue 3a1a4
npodec-CHOHATIBHOW JEATCIBPHOCTH C TPUMEHEHHEM O0e30IacHBIX
UH-()OPMAIIIOHHBIX TEXHOJIOTHH.

COTITHYHOY
(85 - 100 6amoB)

TIK-1 JIeMOHCTpUpPYET BBICOKHI YpO-BEHb TEOPETUYECKHX 3HAHHHA 00
yrpo3ax HH(OPMAIIHOHHO-KOMMYHHKAIIMOHHOTO XapaKTe-pa.

D¢ (hexkTUBHO HCMOIB3YeT NPO-TpaMMHBIE CpEIACTBa OOLIET0 H
CIIeIMATIbHOTO Ha3HaueHHs sl Oe3onacHocTy noib3oBarenst UKT.
Cnocoben POJCMOHCTPUPO-BATh pelieHue 3a1a4
npodec-CHOHATIBHOW JEATEIBPHOCTH C TPUMEHEHHEM O0e30TacHBIX
UH-()OPMAIIOHHBIX TEXHOJIOTHH.

«XOPOIIIO»
(70 - 84 6amoB)

TIK-1 JIeMOHCTPHUPYET TOCTATOYHBIM yPOBEHb TEOPETHUECKUX 3HAHUH 00
yrpo3ax HH(OPMAIIHOHHO-KOMMYHHKAIIMOHHOTO XapakKTe-pa.

[moxo  wWcHomb3yeT  mporpaMM-HbIE — CpeAcTBa  OOLIETO |
CIIeIM-aIbHOTO Ha3HAYCHUs Ui Oe3-onacHocTH nonbs3osatens UKT.
3arpynHsieTcss ~ TPOJACMOHCTPU-POBATh  PELICHUE 3aja4
npo-(heCCHOHATIBHOM JIEATEIBHOCTH C TPUMEHEHHEM O0e30TacHBIX
UH()OPMALIMOHHBIX TEXHOJIOTHIA.

«YIOBJIETBOPUTEIHHO»
(50 - 69 6amnoB)

TIK-1 He cmocobeH NpoaeMOHCTPUPOBATH YPOBEHb TEOPETHUYECKUX
3HaHUM 00  yrpo3ax  HMH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHOTO
Xapakrepa.

«HEY/IOBIETBOPUTEIHLHOY He ucnonb3yer mporpaMMHBIE CpeICTBa OOILEro M CHEIHaIbHOIO

(menee 50 6amnoB) Ha3HauyeHus U1 Oe30macHoCTH monb3oBarens MKT.

He cnocobeH  mponeMOHCTpUpOBaTh  pelieHHe 3a1a4
npoecCHOHANBHON NIEeATEeNHbHOCTH C MPUMEHEHHEM O0e30IMacHbIX
MH(POPMALMOHHBIX TEXHOJIOTHIA.

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOCHHM IO IMCIUILIMHBI (MOXYJIA)

5.1 Meronuueckue yKa3aHus IO OPraHU3aIUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaroluMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanremM paboueii mporpammbl aucturummabl (PIT[]), koTopas ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUYESHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIlMOHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pazmene «O0veM u copepkaHWE AWCHUILIMHBDY YKA3bIBAIOTCS BCE pa3lelNbl M TEMBI HU3ydaeMOM
JTUCIUILTAHBL, @ TAK)KE BUJIBI 3aHITHIA U TUTAHUPYEMBI 00BEM B aKaJICMUYECKHUX Yacax.

B pasmene «YdeOHo-meromuueckoe U uH(pOpManMOHHOE oOecledYeHne AUCHUIUIMHBDY — yKazaHa
pEKOMEH1yeMasi OCHOBHASI U JIOTIOJIHUTEIIbHAS JTUTEPATYpa.



B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE TUCIUIUIMHBL, TMPOTPaAaMMHOE OOecrieueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
TACIIUATUIMHEL

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOT0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CaAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHayibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJIHUTENBHOM JIHUTEPATYpOl SBISETCS IIaBHOM (OpMOIl caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAaHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pasMmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCIeKT MOXKeT OBITh BBITIOJIHEH B paMKax paclieuyaTKd BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeaMery. OH JOKeH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAIUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HayyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3MIIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelpl MpernoAaBareist co CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme W T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEKALIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUS TOCTaBIEHHONW yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PallMOHAJIBHOCTH UCIOJIb30BAHUS BPEMEHH, OTBEICHHOIO Ha 3aJJaHUE.
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YCTHBIM OIIPOC MOXKET CONPOBOXAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATHUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllMN: aKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI CONIEPIKAHHUIO, COOTBETCTBHE METOAMYECKAM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PeCypChl. COOTBETCTBHUE CONEPXKAHHS M JIUTEPATyphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTD UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIEHOCTD U JIOTHYHOCTb MPE3CHTYEMOTO Marepuara,

- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaTOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaMEeHTa, SMOIMOHAJIBHOCTh, YMCHUC
OTBETUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:

- COIEepKaHHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHus cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHDKCHHS
pPEe3yNBbTaTUBHOCTH W 3(P(HEKTUBHOCTH U1l BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHOW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh MPUHUMAEMBIX PEUICHUH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOAUYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. JlJonatun J1.B., Kanununa KO.B. bezonacHbie HHPOpPMAIIMOHHBIE TEXHOIOTHH : 3JIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpoHn. ont. nuck (CD-ROM)

2. Jlonatun J1. B. 3ammra oT BpeIOHOCHBIX MPOTPAaMM : JIEKTPOH. yuel. nmocodue. - Tam6oB: [b.u.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6.2 JlononHUTENBHAS JIUTEPATYpA!

1. ®edunor A. JI. MeToas! u cpeacTBa 3aiuThl HHPOPMAIIUU B CETAX : MPAKTHUUECKOe mocodue. - Mockaa:
Jlabopatopust kauru, 2011. - 105 c. - Tekct : snekrponHsii // OBC «YHUBepcuTeTcKas OuOIMOTEKA
onnaiiny» [caitT]. - URL: http://biblioclub.ru/index.php?page=book&id=140796

2. Jlonarun J[.B. 3amuTa KOMIOBIOTEPHBIX CUCTEM OT JECTPYKTHUBHBIX MPOTrpaMM : Y4eb.-MeTos. mocobue. -
Tamo6o0B: U3a-Bo TT'Y, 2005. - 158 c.

3. CoBpemeHHbIE HH(MOPMAIMOHHBIC TEXHOJOTHH @ TEHICHIIMM W TIEPCIICKTUBBI Pa3BUTHs: MaTepHAIIBI
XXVI nayunoit kondepeniuu (FOxubiit dhenepanbapiii yauepcuteT, PoctoB-Ha-{ony, 18—19 ampens 2019
I.) : Marepuainbl KoHpepeHui. - PoctoB-Ha-J/{lony|Taranpor: FOxubiit penepanpubiii yauBepcuret, 2019. -
297 c. - Tekcr : snexrponssiii // OBC «YHuBepcuteTckas Oubmmoreka owiaitH» [calT]. - URL:
http://biblioclub.ru/index.php?page=book&id=570913

6.3 VHbIe NICTOUHMKMU:
1. ®enepanbueblii nopran «Poccuiickoe odpazoBanue» - http://www.edu.ru/
2. Ilopran «['ymanutapHoe o6pa3zoBanue» - http://www.humanities.edu.ru/

3. ®epepanbHoe xpaHwiniie «ExamHas Kommeknus [UQPOBBIX 00pa30BATEIBHBIX PECYpPCOB» -
http://school-collection.edu.ru/

4. @enepanbHas ciry:k0a 1o HaA30py B cepe oOpa3oBaHus U Hayku - http://obrnadzor.gov.ru
5. Bomipockr o6pazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaJbHO-TeXHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecrnedyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI
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I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIIINHEC HGOGXO,Z[I/IMO CJICAyoHmICcC MarCpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKHIUOHHOI'O W CCMHUHAPCKOTr0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoMi nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIA UCTIONB3YIOTCS HAOOPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKIE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlnmeH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUeHHE:

Kaspersky Endpoint Security ans OusHeca - Cranmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Onepanuonnas cucrema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccuonanbusiii moc 2007

[Ipodeccuonanbubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. VYHuBepcurerckass OubOnmoTeka  OHJIAMH:  DNEKTpOHHO-OMOMMoTeunas  cucrema. —  URL:
https://biblioclub.ru
2. KoHncynpranT ctymeHta. ['ymMaHuTapHble HayKd: 3JICKTPOHHO-OMOMMoreuHas cucrema. — URL:

https://www.studentlibrary.ru

3. Hayunas snexkrponHas 6ubmoreka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccumiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru

5. Poccwuiickast HanmoHanbHas oubanoreka. — URL: http://nlr.ru

6. [Ipesunentckas 6uonuorexa umenu b.H. Expriuna. — URL: https://www.prlib.ru

7. Hayunas oanektpoHHas OuOnuorexka Poccuiickoit akamemuu — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

8. Dnexrponnas 6ubnmoreka POOU. — URL: https://www.rfbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernomaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEMMHBIX, THIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.



