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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-1.1 CnocobeH pa3pabaTeiBaTh W peaM30BBIBATH MOJUTUKH YIIPABICHHS JTOCTYIIOM B KOMITBIOTEPHBIX
cUCTeMax

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,
OXBaTbIBAIOUIEH COBOKYNMHOCTh NpOOJEM, CBSI3aHHBIX C OOECHeYyeHHEeM 3alIMIIEHHOCTH OOBEKTOB
nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE Kon u HanmeHoBaHMe
(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
OIIK-1.1 Criocoben [IpoBoguT aHanmM3 W peayM3yeT IOJMTHKY YIIPaBICHHS
pa3pabarbiBaTh U JOCTYIIOM B KOMITBIOTEPHBIX CUCTEMAaX
peanu30BbIBaTh MOJIUTHKH
yIpaBJIEHUs JOCTYIIOM B
KOMIIBIOTEPHBIX CHUCTEMaX

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

2. Mecto nucuuninHbl B cTpykrype Ol 6akanaBpuara:
JucuumuinHa « OCHOBBI yIpaBieHUs HHPOPMALMOHHONW 6e301MacHOCTHIO» OTHOCUTCS K 00s13aTeIbHOI YacTH
yuebnoro rtana OIT mo nanpasnenuto noaroroBku 10.03.01 - Mapopmanmonnas 6€30mMacHOCTb.

Hucrunmaa «OCHOBBI yIpaBiieHHs] HHPOPMAIIMOHHOM 0€30MacHOCTBIO» U3ydaeTcsl B 7 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 3 3.€.

Ounas: 3 3.e.
Bun yueOHo# paboTh (Bcgglj{i::m)
O0mast Tpy10éMKOCTb TUCHHUILIHHBI 108
KonrakTHast pabora 64
Jlexmm (Jlextmm) 32
JlaGoparopnsie (J1ab. pab.) 32
CamocrostensHas padota (CP) 44
3auer -
3.2.Conepxanue Kypca:
No Haspanue Bun yueOnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS




Jlex |JIa6 | CP
U | .
pao.
O|l0|O
7 cemecTp
1 Cucrema TecTtupoBanue
yIpaBlIeHUS
nH(pOpMAITMOHHOM 6 |4 1|6
0€301MaCHOCTBIO
OpraHu3ali.
2 TexHonorus TecTtupoBanue
yIpaBlIeHUS 4166
nH(pOpMAITMOHHOM
0€301MaCHOCTBIO
3 ManunesTs! TecTtupoBanue
nH(pOpMAITMOHHOM 6 |2 1|6
0€30MacHOCTH
4 VYmpasieHue TectupoBanue
uHpopmaumonneiMu | 4 | 4 | 8
pUCKaMHU.
5 VYnpasnenue TecTtupoBanue
poprIsIMHU 4 | 8 | 8
3aIUTHIL.
6 MOHUTOPUHT U Brimonnenue
KOHTPOJIb 8 8 | 10 MIPaKTUYECKON
3alUTHBIX MEp. paboTbl

Tema 1. Cuctema ynpasjieHnsi ”HPOPMAIHMOHHOI Oe3onacHOCTHIO opranusanun. (OIIK-1.1)
Jlexknus.
ba3oBble ompeneneHnss M OCHOBHBIE MOJENM cHCTEM. [lOHATHS, XapakTepu3yIOLIUME CTPOECHHUE H
¢ynkumonupoBanue cucreM. OOmas kinaccupukanus cucteM. OCHOBHBIE 3aKOHOMEPHOCTH CHCTEM.
Knaccudukamuss cucrem 3ammrtel uHGOpManuu, cdepsl aeiictBus. CTpyKTypa CHUCTEMBI 3aIlUTHI
nH(pOpPMaLMH, Ha3HAYCHHE COCTABHBIX YacTel cucTeMbl. TpeOoBaHus K cUCTEMaM 3alIUThl HH(OpPMALIUH.
JlaboparopHbie padoThbI.
1. Yro takoe ISM?

a. Tpouecc, KOTopblii  oOecrneynBaeT KOH(UACHUIMAIBHOCTD, LEIOCTHOCTh U JOCTYNHOCTb AaKTHBOB,
nH(pOpMAIUH, TAaHHBIX U YCIYT OpraHu3aluu.+

0. [Ipouiecc ynpasnenust uHboOpMaIueit
B. [IpoToKko mepeaayn JaHHBIX
2. Yto aBageTCcs OCHOBHOM 11ei1bi0 ISM?

a. O6ecnieuenne 3¢ GHEKTUBHOTO yrpaBieHuss HHPOPMAIMOHHON O€30MacCHOCThI0 BCEX YCIYT H
NEATEeIIbHOCTEN B paMKax YIpaBJeHHUs YCIyr.+

0. 3aTpyaHSAIOCH OTBETUTb.

B. OOecriedeHrne OTCYTCTBUS b0 W3MEHEHUs HWH(POPMAIMM M OCYIISCTBICHUS JOCTYIA TOJBKO
MpeTHAMEPEHHO CyObEKTaMH, UMEIONUMH Ha HETO TPaBo.

3. [Ipornecc ISM nmomxen BKiIrOYaTh B ce0s (HECKOJIBKO BapHAHTOB):

a. ¢dopMHpoOBaHUE, YIPABICHHE, pactipocTpaneHue W coOmonenue I[lomuTukn wHOOPMAMOHHON
0€30MacHOCTH M JPYTUX BCIOMOTATEIbHBIX MOJIUTHK, KOTOPHIE HMEIOT OTHOUICHHE K WH(POPMAIMOHHOM
6e3onacHocTH. [Tonmutuka nadopmarmonnoii 6e3omacHoctH (SecurityPolicy) - monuTtuka, onpeesnsomnas
MOJIXO/I OPTaHU3AIIUH K YIPABICHUIO HHPOPMAITMOHHOW 0e301MacHOCThI0+

0. MOHMMaHHE COTIACOBAHHBIX TEKYIIUX M Oymaylux TpeOoBaHUM OM3Heca K 6€30MmacHOCTH;+



B. HCIIOJIb30BaHUE KOHTpOJIEH Oe3omacHocTH JUisi  BeimonHeHus [lonmutuku WHGOPMAITMOHHOMN
0€30MMacCHOCTH U yIPABICHUS PHCKaMH, CBI3aHHBIMHU C JIOCTYIIOM K MH(OpPMAIIMU, CUCTEMaM U yCIyraMm.
Tepmur  "KoHTponb Oe30macHOCTH" SBISIETCS 3aMMCTBOBAHHBIM W3 QHIIIMHACKOTO  SI3bIKA U B JAHHOM
KOHTEKCTE O3Ha4aeT HAOOp KOHTPMEp U Mep MPEeIOCTOPOKHOCTH, MPHUMEHSEMBIX IS aHHYTHPOBAHMSI,
YMEHBIIICHUSI PUCKOB U MPOTUBOCTOSIHUSA UM. TO €CTh  KOHTPOJIb 0€30MaCHOCTH COCTOUT U3 MPOAKTUBHBIX
Y PEaKTUBHBIX JEHCTBUI;+

I. JOKYMEHTHpPOBaHHE MEepPeuHsi KOHTPOJel 0e30macHOCTH, AMCTBUIM MO MX HKCIUTyaTallid U YIPaBICHHUIO,
a TaK)Ke BCEX CBA3AHHBIX C HUMHU PUCKOB;+

4. KnroueBbie iesTeIbHOCTH B pamMkax ISM (HeCKoJbKO BapHaHTOB):

a. popmupoBanue, nepecMoTp 1 koppekrupoBanue Ilomutuku nHpopMannoHHOM Oe30macHoCTH U Habopa
MOJACPKUBAIOIINX €€ BCIIOMOIATEIbHBIX ITOJIUTUK;+

0. peanuzanMs W COOJIONCHHE MOJIUTUK WH(POPMALMOHHOM 0€30macHOCTH, a TaKXke obecredyeHue
B3aUMOJCHCTBUS MEXIY HUMMU;+

B. OLICHKA U KJaccu(UKaIKs BceX HH(POPMALMOHHBIX AKTHUBOB U JIOKYMEHTOB;+
I. aHAJIU3 pacIUCaHus

5. B kauecTBe KJIIOYEBBIX MOKa3aTesiel MPOU3BOIUTEIBLHOCTH IIpoliecca YIpaBieHUus: HHPOPMAITMOHHON
0€30MMacHOCTHIO0 MOXHO UCTIONB30BaTh (HECKOJIBKO BAPHAHTOB):

. OTCYTCTBUC ITOJIUTHKHU 6€3OHaCHOCTI/I
. IPOIICHTHOE YMEHBIIIEHNE HEraTUBHOTO BIIUSHKS HA OW3HEC CO CTOPOHBI "Operiei” u HHITUACHTOB;+
. KOJIMYECTBO IPEUIOKEHHBIX YIIyYIIEHUN B OTHOLIEHUU KOHTPOJIEH U IIPOLEnyp;+

a
0
B
6. Yro HE smBisieTcst mpouieaypoit BHEPEHHS CUCTEMBI YITpaBiIeHUs HHGHOPMAIIMOHHON 0€30TTaCHOCTH:
a. BHEJ[PEHHUE MEp 0 CHIDKEHUIO HHPOPMAITMOHHBIX PHUCKOB

0. ompeneneHrne MEeToI0B OIIeHKH d(P(PEKTUBHOCTH BHEIPEHHBIX MEP

B. TIOBBIIIICHHE KBATU(DUKAIIMK COTPYIHUKOB KoMIIaHuu B obnactu b

I. BBIOOp Mep MO CHIKEHUIO HHPOPMAITMOHHBIX PUCKOB+

1. BHEIPEHHUE CUCTEMBI yIpaBlieHus HHIUAeHTamu b

7. Kaxkoit CTaHJApT YCTAHABIMBACT TPeOOBaHMUSI K CHUCTEME YIpaBICHHS HWH()OPMAITMOHHON
0€30MacHOCTBIO MPEATPHUITHS?

a. ISO/NEC 27002:2007

6. ISO/NEC 27001:2003

B. ISO/NEC 27001:2005+

r. ISO/NEC 27005:2001

8. Monens cuctembl HHPOPMAITMOHHOW 0€30MMaCHOCTH MPEATIPUSITHS 3TO?

a. COBOKYITHOCTb BHEIIHMX M BHYTPEHHUX (AKTOPOB, UX  BIMSHUE HA COCTOSIHME HH(OpMAIMOHHOMN
0€30MacHOCTH MPEANPUATHS U 00ECIIEYeHHE COXPAHHOCTH PECYPCOB.+

0. puUCKM, OTpaXkarollue MpeArnoaraeMblii yuepo B pe3yibTare peaqu3aliy yrpo3bl HHPOPMAIMOHHON
0€30MacHOCTH.

9. UcTOYHMKaMM BHEIIHMX YIPO3 SBIAIOTCS (HECKOIBKO BAPUAHTOB):

a. IeATENIbHOCTh KOHKYPEHTOB 110 NIEpeXBaTy BaKHOM HH(pOopMauu;+

0. mpeHaMepeHHbIe ISHCTBHS 110 Pa3pyIICHUI0, YHHUYTOXECHUIO WM MOAU(UKAIIUN HH(pOpMaLIUU;+

B. OTCYTCTBHE KOOPAWHALIMY JEATEIbHOCTH TOAPA3CICHUI NpeanpusaTus B cepe 3aiuThl HHpOopManuu;
I. TIpeIHaMEpEHHbIE IEHCTBHS MIEPCOHANIA 10  YHUYTOXKEHUIO WK MOAU(UKAUU UHOpMAIIUH;

10. K wucTroyHnKam BHYTPEHHHUX yTPO3 OTHOCATCS (HECKOJIBKO BAPHAHTOB) :

a .HempeJIHaMEpPEHHbBIC OIMIMOKU MEpCOHaNa, OTKa3bl TEXHHUUYECKHX CPENCTB U cOOU B MHPOPMAIMOHHBIX
CHCTEMaX;

0. HapylIeHUS YCTAHOBICHHBIX pENIaMEHTOB cOopa, HaKOIUICHUs, XpaHeHus, 0o0paboTKH,
npeoOpa3oBaHusl, 0OTOOpAKEHU U Tepeauydl  MHPOPMAIUH.

B. HeNpeIHaMEepeHHbIE JACUCTBUS COTPYAHUKOB CTOPOHHUX OpraHM3alWi, MOBJIEKIINE 3a COOOW OTKa3 B
paboTe IIMEeMEHTOB CHCTEMBI;+

I. CTUXHIHBIE OEICTBHA U KaTacTpodbl, aBapUH, SKCTPEMaJbHbIC CUTYaIlUU.+



3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1. OOBeKT, mpeIMeT U 3a/1a9¥ HAyKW KPUMHHAIUCTHKH, €€ METOJIBI.
2. CucteMa HayKd KpUMUHAJIUCTUKH; MECTO KPUMUHAJIMCTUKU B CUCTEME HayK.
3. OcHOBHBIE ATanbl POPMUPOBAHKS KPUMHUHATUCTUKH KaK CAMOCTOSTEIIPHOW OTPACH 3HAHHUS.
4. Pa3BuTHE KPUMUHAUCTUKU B 3apyOeKHBIX CTpaHaXx.

Tema 2. Texnosorusi ynpasjaenusi uH(popmannonnoi 6esonacocroio (OIIK-1.1)
Jlexknus.
CocrtaB u conepaHue yrnpaBieHYecknX (yHKUMH. TeXHOJIOrHs ynpaBieHus CIy:KO00H MH(POPMAITMOHHON
0e30nmacHOCTH. 3HA4YE€HHUE YIpaBieHUYeCKuX pemeHui. Llenn mmanupoBanus. Bunsl ruraHupoBaHMs, UX
HazHaueHue. ConepxaHue W CTPYKTypa IUlaHOB. Metonasl U (opMabl KOHTPOJIS BBINOJHEHHS IJIAHOB.
Kputepuu sdpdextuBHOCTH Ciy:)0b1 HHPOpMAIMOHHON Oe3omacHOoCTH. [lyTH UM crmOCOOBI MOBBIMICHUS
3¢ (EeKTUBHOCTH YIIPaBIICHUS CITyX00¥ nH()OpPMAIIMOHHON 0€30MaCHOCTH.

JlaboparopHbie padoThbI.
1.KTo siBNisieTcss OCHOBHBIM OTBETCTBEHHBIM 3a OMpezesieHue YPOBHs Kitaccudukanuuy nHbopManumn?
A. PyKOBOIUTEND CPETHETO 3BEHA
b. Bricuiee pykoBOJCTBO
B. Bnageneu+
I'. ITonb3oBarens
2. D¢ dexTuBHas nporpamma 6e30MacHOCTH TpedyeT cOaTaHCUPOBAHHOTO MTPUMEHEHHS:
A. TexHUYECKUX U HETEXHUYECKUX METOLOB+
b. KonTpmep 1 3allUTHBIX MEXAHU3MOB
B. ®usnveckoii 6€30MacHOCTHA U TEXHUYECKUX CPEJICTB 3aIUTHI
I". Ilpouienyp 6e3omacHOCTH U MUGPOBAHUS
3. UTo U3 NepeYnCICHHOTO HE SBISETCS 1EIbI0 MPOBEICHUS aHAIN3a PUCKOB?
A. JlenerupoBaHue MOJTHOMOYUN+
b. KonnuectBeHHas olieHKa BO3AEHCTBUS TOTEHIIUAIBHBIX YIPO3
B. BrisiBiieHue puckoB
I'. Onpenenenne GanaHca MEXIy BO3/ICHCTBHEM PUCKA M CTOUMOCTBIO HEOOXOIUMBIX KOHTPMED

4. Tlouemy mpH TpPOBEACHWU aHaiIM3a HWH(POPMALMOHHBIX PHUCKOB CIEAYeT IMpPHUBICKaTh K 3TOMY
CIELMAJIMCTOB U3 Pa3INYHbIX OAPA3AEICHUN KOMITAaHUN ?

A. UTo0bI yOEIUTHCS, YTO MPOBOIUTCS CIIPABEINBAs OLICHKA

b. Oto He TpeOyerca. [[ng aHanmu3a pUCKOB CIEAYyeT IPUBJIEKATh HEOOJNBIIYIO IPYMIly CHELHMAINCTOB, HE

SBIISIOIIUXCA COTPYAHUKAMH KOMIAHUH, YTO MO3BOJHUT OOECHEYUTh OECIPUCTPACTHBIM M KauyeCTBEHHBIH
aHaJIN3

B. IlockonbKy 10AM B pa3jIMUHBIX MOAPA3AEICHUAX JIydllle IOHUMAIOT PUCKU B CBOUX IOAPA3ACICHUAX U
CMOTYT MPEIOCTaBUTh MAKCUMAJIBHO MOJHYIO U IOCTOBEPHYIO HH(OPMAIIMIO IS aHATU3a+

I. HOCKOHBKy JIOAW B PA3JIMYHBIX MOAPA3ACIICHUAX CaMU SABJIAIOTCA OIIHOﬁ N3 MPUYUH PUCKOB, OHU
JOJIZKHBI OBITH OTBETCTBEHHEI 32 HX OLICHKY

5. Aynut uH(pOpMaIIMOHHOHN 0€30MMacHOCTH MPEACTABIAET COOO0N:

A. TpoOBepKy BBIMOJHEHUS TpPeOOBaHWM 3aKOHOJATENBCTBA IO 3alllUTE€ CBEACHUN, COCTABIISIOMINX
KOMMEPYECKYIO TaliHy

b. ouienky mep 1o 3amure HHGOPMAIIMOHHBIX PECYPCOB+

B. mpoBepky BbIMONHEHUs TpeOOBaHMI TOCYAapCTBEHHBIX CTaHIAPTOB B cdepe HHGPOPMALMOHHOM
0€30IacHOCTH

6. Ceprudukanus cucTeMbl 0€30MaCHOCTH Ha COOTBeTCTBUE TpeOoBaHusM cranaapra ISO 17799 moxer
OBITh OCYIIIECTBJICHA IO PE3YJbTaTaM:

A. BHelIHero aynura+
b. BHyTpeHHero aynura
B. uHCTpyMEHTAIBHON NPOBEPKHU 3aLUIIEHHOCTH



7. B DNEKTPOHHBIX CIPABOYHBIX CHUCTEMax, MWCIOJB3YEMBIX JUISI YOpPABICHUS WHPOPMAITMOHHON
0€30IacCHOCTBIO, COCPKATCS:

A. TUTIOBBIE PEITIaMEHTHI ayuTa WH(HOPMAITMOHHON 0€30MaCHOCTH

b. TunoBast TokyMeHTaIusl Ha CUCTEMBI 3aIlUThl HH(OpMaLuu

B. TunoBsie nonuTuku 6€30mMacHOCTU

8. B ompenenenun 3amad MeHemKMEHTa B chepe MHPOPMAIMOHHOW 0€30mMacHOCTH (DUTYPHUPYIOT TaKHe
MOHATHUSA KaK (HECKOJIIKO BAPHUAHTOB):

A. KOMIUIEKCHOCTb+

b. nenoctHocthb

B. HeliTpanbHOCTH

I'. HenpepbIBHOCTB+

9. Yenyru BHEMIHUX ayAUTOPOB UCIOIB3YIOTCS JUIsl (HECKOJIBKO BApUAHTOB):
A. CHW)KEHUS 3aTpar Ha ayauT

b. noBrIeHNs1 0OObEKTUBHOCTH ayAuTa+

B. nonydenus ceprudukaToB Ha COOTBETCTBUE OIPEICICHHBIM CTaHAapTaM+

10. Kakasi kareropusi siBIsieTCS HanOoJjiee PHUCKOBAHHOW JJII KOMITAHWM C TOYKHA 3PEHUS BEPOSTHOTO
MOIIIEHHUYECTBa U HapylIeHHs 0€301acHOCTH?

A. CorpynHuku+
b. Xaxkepsl
B. Arakyromue
I'. KoHTpareHTsl
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. [ToHsiTHE ¥ HAyYHBIE OCHOBBI KPUMUHATHCTUYECKOU UIACHTH(UKAIIIH.
2. OOBEKTHI, CYyObEKTHI U BUJIbI KPUMUHATUCTUICCKON HICHTU(DUKAITNN.
3. [Ipornecc uaeHTU(HUKAINY U ITAIBI HICHTUDUKAITMOHHOTO HCCIIETOBAHUS.
4. KpuMuHaIMCTHYECKast TUAarHOCTUKA: TTIOHSATHE U 3HAYCHUE.
5. lnarHoCTUYECKUE 3a/1a4H U 3TAIbI UX PEIICHUS B X0/I€ JAUArHOCTHUYECKOTO UCCIIEI0BAHUS.

Tema 3. UHunaeHTHI HH(POPMAIMOHHOMN 0€30MIACHOCTH
(OIIK-1.1)
Jlekuus.
[Tonstne wHOMACHTa WHGOPMAIMOHHONW Oe30macHOCTH. MeTombl W cpeAcTBa OOHApY)KEHUS |
pearupoBaHMsi Ha WHUUACHTHl MH(OpMannoHHOW Oe3omacHocTH. [lopsaok paccienoBaHUS MHLUICHTOB
nH(pOpMAITMOHHON 0€30TTaCHOCTH.
JlaboparopHbie padoThbI.
1. Cornmacao 'OCT P UCO/M3BK TO 18044-2007 naumaeHT nHOOPMAITMOHHONW O€30MaCHOCTH 03HAYACT:
a) [losiBIeHWE OJHOTO WJIM HECKOJNBKHX HEXKEIaTeIbHBIX WU HEOKHIAHHBIX coObiTuil Wb, ¢ KOTOphIMU
CBsI3aHA 3HAYHUTEIHHAS BEPOSITHOCTH KOMITPOMETAINH OM3HEC-onepanuii U cozaanus yrpo3sl Mb.+
0) WneHTHQUIMpPOBAHHOE TMOSBICHUE OMNPEACICHHOTO COCTOSHUS CHUCTEMBI, CEpBUCAa WIH CETH,
YKa3bIBAIOIIETO HA BO3MOXKHOE HapylieHue nmonutuku Vb mim oTka3 3aluTHRIX MEp, U BOSHUKHOBEHUE
HEU3BECTHOM paHee CUTYyaIllH, KOTOpas MOKET MMETh OTHOIICHHE K O€30MacHOCTH.
B) Ilpomecc oOecreueHuss BOCCTAHOBJIICHHS ONEpallii B Cllydae BO3HHKHOBEHHUS KaKOTO-JTHOO
HEOXKUJAHHOTO WJIM HEXKEJIaTeJbHOTO HWHIUACHTA, CIOCOOHOTO HEraTMBHO BO3JEHCTBOBATH Ha
HEMPEePHIBHOCTD BaXXHBIX PYHKINN OM3HECA U MOAIEPKUBAIOIINX €TO AIEMEHTOB.
r) ['pynmy o0yueHHBIX ¥ TOBEPEHHBIX WICHOB OpPraHU3aIINH.
2. Jlna moctmxenus 1eneil B coorBercTBUU ¢ myHkToM 4.1(I'OCT P MCO/MOK TO 18044-2007)
MEHEIKMEHT MHIMAeHTOB Ub monpasnenstor Ha yeThIpe OTAeabHbIX dTana. Ha kakue?
a) pa3palboTka; co3aHue; BHEIPEHHE; UCIIOIb30BaHUE.



0) TUTaHUPOBAHKE; CO3/IaHNE; BHEAPEHUE; YITydIlICHHUE.
B) IUTaHWPOBAHKE U MOATOTOBKA; UCIIOIb30BAHNE; aHAIN3; YIIydllleHue. +
') CO3/laHKE; BHEIPEHUE; aHAU3; lajibHelIee e€ yIydlIeHHe.

3. BreiOepure u3 crucka MpoIecchl, KOTOpbIe HEOOXOAWMO OCYIIECTBUTH IMPH HCIIOIb30BAHUN CUCTEMBI
Menemxmenta uHuaeHToB b (cormacno 'OCT P MCO/MBK TO 18044-2007)(HECKOIBKO BapUaHTOB
OTBETA):

a) OTIIPaBKa TECTOBBIX 3aIPOCOB IO CIyYaifHBIM CETEBBIM a/IpecaMm ¢ IENbI0 HATH paboTaroIye CUCTEMBI.
0) oOHapyXeHHWE U OIOBEIIEHHWE O BO3HUKHOBEHHMH CcOObITHH Wb (demoBekoM wiM aBTOMaTHYECKHUMH
CpelncTBaMH).+

B) cOop mH(Dopmariu, cBsizaHHOU ¢ coObITusiMu Wb, n orieHKy 3T0# MHGOpMaIMK ¢ TETBI0 ONPEICTICHUS,
KaKue COOBITHSI MOYKHO OTHECTH K KaTeropuu WHImIeHToB 1b.+

T') U3y4UTh YPOKH, U3BJICUCHHBIC N3 UHIIHICHTOB Mb.

4. auenTaMu HHGOPMALMOHHONW 0€30MaCHOCTH SBIISIOTCS (BHIOEpUTE HECKOJIBKO BAPHAHTOB OTBETA):

a) yTpara yciyT, 000pyI0BaHUs UIH YCTPONCTB.+

6) U3MEHEHHUE TOIIOJIOTUH BEIYUCIUTEIBLHBIX CETEH.

B) U3MEHEHHUE MTApaMETPOB PA0OTHI CPEJICTB 3aAIMUTH HHPOPMAIIHH.

') CHCTEMHBIE COOU WIIH TIEPETPy3KH.+

5. Inst ycTpaHeHus MOCHEACTBUN UM MPUYUH WHIMJICHTa WHPOPMAITMOHHOW O€30MMacHOCTH B OpTaHHM3aIlud
CO3/1al0TCS CHELMANbHBIE TPYIIIbl, YKAKUTE KaKhe CHEIHAIUCThl BXOIAT B ATy TIpymnmy(BbliOepuTe
HECKOJIbKO BapMAHTOB OTBETA):

a) cnenuaIrcTel bruomornueckoro aenapraMenTa.

0) crienmanuctol FOpuanveckoro nenaprameHTa.+

B) CIICLUAJIUCTHI aTTECTAUU OOBEKTOB HH(POPMATH3AIHH.

r) cienrasucthl Jlenapramenta Muadopmanronnsix TexHonoruit.+

6. Haiinute KiroyeBble BOMPOCHI, KOTOPbIE HEOOXOAMMO PAaCCMOTPETh Uil MOCTPOCHHUS ONTUMAJIbHOM
CHCTEMBbI MEHE/DKMeHTa UHIIeHTOB Wb (BbIOEpHTE HECKOIBKO BApUAHTOB OTBETA):

a) KOH()UICHIUATBHOCTb.

0) 00s13aTeNIbCTBA PYKOBOJCTBA. +
B) aHOHUMHOCTb.+

T') 00s13aTeNhCTBA PAOOTHUKOB.
n) pucku Ub.

7. V3 xakux 9acTeil COCTOUT CUCTEMa KpUMHHAIUCTHYECKON (hoTorpaduu (BEIOEPUTE HECKOIBKO
BapUAHTOB OTBETA):

a) cyeOHO — KpUMHUHAIIUCTUYECKAs.

0) cyneOHO - aKcriepTHas.+

B) CyIeOHO — MEICIIMHCKASI.

T) CyieOHO - onepaTHBHAs. +

8. MeToapl kpuMHHaANMHCTHYECKOU (hoTorpaduu — 310!

a) COBOKYITHOCTb ITPAaBUJI U PEKOMEHAALUH 110 BEIOOPY (PoTOrpaduuecKkux CpeacTB, yCIOBUNA CbEMKU U
00pabOTKN SKCITIOHUPOBAHHBIX N300paKEeHHI 1151 OIy4eHus! PoTorpaduuecKuX CHUMKOB, OTBEUAIOIINX
LEJIIM ¥ TpeOOBaHUAM (PUKCALUU M UCCIICAOBAHMS BEIIECTBEHHBIX TOKA3aTEIbCTB. T

0) COBOKYITHOCTb IIPAaBWJI U PEKOMEH/IAINH 11O MPABHILHOMY BBIOOPY TOYEK CHEMKH, HAIPABICHUS U
paccrostaus oTorpadupoBaHUs OTHOIICHUH KKIOTO 00BEKTa ChEMKH

B) 9TO CHCTEMa CIICIIMAJIbHBIX METOOB, PUEMOB U CPEJICTB ChEMKH, UCTIONB3YEMBIX ISl BBISIBICHUS U
(buKcaIy HEBUIUMBIX WU CITA00BUIMMUX OOBEKTOB M MX MPU3HAKOB B MPOIECCE MPOBEACHUS IKCIIEPTH3.

r) pororpadupoBanue MecTa MPOBEACHUS CIECICTBEHHOTO (PO3BICKHON) AEHCTBUS Ha (DOHE OKPYIKAIOIIEH
€ro 0OCTaHOBKH.

9. Kpumunanuctuaeckyto ¢hoTtorpaduio nmoapasnesstor Ha (BEIOEpHUTE HECKOJIBKO BAPHAHTOB OTBETA):
a) cyneOHO — CIIEZICTBEHHYO.
0) cyneOHO — PO3BICKHYIO.



B) CyZ1IeOHO — MEIUIIMHCKYIO.

T') ONEpaTHUBHYIO.

1) cyneOHO — IKCTIEPTHYI0.+

10. Yto mepBbIM yKa3biBaeTCs Ipu ohopmMiIeHHH POTOTAOTHIL:
a) Yka3bIBaeTcs aJipec U BpeMs MPECTyIUICHHUS.

0) YkaszbiBaetcs, k npumepy, «Doto Ne 1: Opuentupyromias chéMka. MecTo MpUINHEHUS TSHKKUX
TEJIECHBIX MOBPEXACHUH, 1o anapecy: yia. CoBerckas 111 r.TamboBay.

B) YKa3bIBaeTCs TOCYIapCTBEHHBIN OpraH, COTPYIHHK KOTOPOTO OCYIIECTBISECT POTOCHEMKY, H IO KAKOMY
(dakty hoTOoChEMKA OCYIIECTBIACTCS. +

r) Yka3piBaeTcs o01mias nHGopMaIus.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. IIpenmeT u 3a1a4u KPUMUHATIMCTHYECKON TEXHUKH, €€ CUCTEMA.
2. Knaccugukaius TeXHUKO-KPUMUHAIUCTHUECKUX CPEJCTB U METOIOB.
3. Cucrtema M 3Ha4CHHE KPUMHUHATUCTHYECKOU poTorpadun.

4. TpeOoBaHus, peIbABIIIEMbIE K TIPOLIECCYyaTbHOMY O(DOPMIICHHIO PE3yNbTaTOB MIPUMEHEHHS CPEICTB
(oToCHEMKH, 3BYKO- U BUACO3AIHCH.

Tema 4. Ynpasiaenue nuapopmanuonabiMu puckamu. (OIIK-1.1)
Jlekumus.

Henu ynpaenenuss uHpopmannoHHbIMU puckamu. [Iponecc ympaBneHus MHGOPMAIMOHHBIMH PUCKAMHU.

AnroputM ympaBieHuss ”HPOPMAIIMOHHBIMU prckamu. [IpuHsITHE pelieHuil B yCIOBUAX OIpPENEICHHOCTH,
pHucKa 1 HeonpeesieHHOCTH. CocoObl CHIKEHUST THPOPMAIIMIOHHOTO PUCKA.

JlaboparopHbie padoThbI.
1) YnpaBnenue nHGOPMAIIMOHHBIMUA PUCKAMUA — 3TO...

a) BaYKHAS 9aCcTh MEHEKMEHTA BCEil opranusanuu, odecneunBaronas 3pPeKTUBHOCTh MPOIECCOB U
pelIaoIas He TOJIBKO TAKTHYECKHE, HO U CTPATerHueCKHe 3a/1a49u

0) KOMITJIEKC MEPOTIPUATHH TI0 OOBEKTUBHON MACHTU(DHUKAIINH U OIICHKE Han0O0JIee BaKHBIX JIJIsl KOMIIAHUU
MH(OPMAITMOHHBIX MPOLIECCOB, CTETICHN UX 3aIIUIIICHHOCTH U KOHTPOJIS +

B) IUKJIMYECKHIA MpoIiecc, BKIIOYAIOIINUNA 0CO3HAHUE CTETIEHH HEOOXOAMMOCTH 3alIUThl HH(OpPMALIUU U
MIOCTAHOBKY 3aja4; cOOp M aHAJIN3 JaHHBIX O COCTOSHUM MH(OPMAIIMOHHOM 0€301acHOCTH B OpraHU3aluu

r) Habop mapamMeTpoB 0OECIIEUNBACT 3AIUTY KOMITBIOTEPOB

2) Puck sBnsercst pyHKIMEH (HECKOJIBKO BAPHAHTOB):

a) pa3Mepa BO3MOXKHOTO yiepoa +

0) uncia ysa3BUMOCTEH B CUCTEME

B) YCTaBHOT'O KaluTalla OpraHu3aIiu

') BEPOATHOCTH pean3aluy yrpo3bl +

3) YpoBeHb pucka sBIISETCS (PyHKIUCH:

a) BEpOATHOCTH pean3alii yrpo3bl +

0) CTOMMOCTH 3aIlIUTHBIX CPEACTB

B) UKCIIa YS3BUMOCTEH B CCTEME

') yCTaBHOTO KamuTaia OpraHu3aiuu

4) B unciio BO3MOXKHBIX CTPATErHii HEUTpalInu3aIlii PUCKOB BXOJAT (HECKOJIBKO BAPHUAHTOB):
a) JIMKBUJAIMS pUCKa +

0) UTHOPUPOBAHUE PHUCKA

B) IIPUHATHE PUCKA +

T') COKPBITHE PHUCKa

5) B uncno aTanoB ynpaBieHUs: pUCKaMH BXOAST (HECKOJIBKO BAPUAHTOB):
a) aHaJIM3 yrpo3 +

0) yrpo3bl IpOBEACHUS aHATN3a

B) BBISIBIICHUE YA3BUMBIX MECT +
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') HAKa3aHUE 3a CO3/IaHUE YSI3BUMOCTEHN

6) [lepBrIii mIar B aHam3e yrpos - 3TO:

a) uACHTUPHUKALNS yTPo3 +

0) ayreHTUPUKAIINSA yTPO3

B) JIMKBHALIMS YTPO3

I') MUHUMU3AIHS YTPO3

7) Iocne naeHTUGUKAIMK YTPO3bl HEOOXOIUMO OLIEHUTH (HECKOJIIBKO BAPUAHTOB):
a) BEpOATHOCTH €€ OCYIIECTBICHUS +

0) ymep0b oT ee ocyIiecTBIeHus +

B) YaCTOTY €€ OCYIIECTBICHUS

T') CIoco0 € JIMKBUIAIUN

8) Ilpu aHanu3e CTOMMOCTHU 3aLTUTHBIX MEP CIIEAYET YUUTHIBATh (HECKOJIBKO BAPHAHTOB):
a) pacxo/pl Ha 3aKynKy o0OpynoBaHuUs +

0) pacxo/bl Ha 3aKyIKy IIpOrpamMm +

B) pacxobl Ha o0ydeHue nepcoHana +

I') KOJIMYECTBO 3aLIUTHBIX MEP

9) YrpaBnenue puckaMu BKJIIOYAeT B ceOs CIEyIOIUe BUIBI eI TEIbHOCTH (HECKOJIBKO BApPUAHTOB):
a) OILICHKa PUCKOB +

0) BBIOOD 3aIIUTHBIX CPEACTB +

B) JINKBUAALINUS UCTOYHUKOB yIPO3

T') OIpe/iesieHNe OTBETCTBEHHBIX 32 aHAJIN3 PUCKOB

10) OneHka prUCKOB TTO3BOJISIET OTBETUTH HA CIIEAYIOIINE BOMIPOCHI:

a) KaKk CIPOEKTHPOBATh HAJACKHYIO 3aLIUTY?

0) KaKyro MOJUTUKY O€30MaCHOCTH MIPEANOYECTh?

B) KaKHe 3alUTHbIE CPEJCTBAa IKOHOMHUECKHU 11eJIeCO00pa3HO UCTIONb30BaTh? +

I') YeM PUCKYIOT CUCTEMHBIE a]MUHUCTPATOPHI?

11) B uém 3akirouaeTcs KaueCTBEHHOE YIIpaBieHnEe HHPOPMAITMOHHBIMU PUCKaMH (HECKOJIBKO BApUAHTOB):

a) oTpeiesieHun +

0) MUHIMH3ALHH +

B) 3aTPaTHOCTH

I') KOHTpoJIE +

12) Tlouemy npu mpoBeACHUH aHAIN3a HHPOPMAIIMOHHBIX PUCKOB CIIEAYET NMPUBJIEKATh K 3TOMY
CHEIMAIMCTOB U3 Pa3INYHbIX MOAPA3/IeICHUI KOMITaHUN?

a) UtoObl yOeIUThCsI, YTO MMPOBOUTCS CIIPABETHBAS OIICHKA

6) O10 He Tpedyercs. [l aHanM3a pUCKOB CIeyeT MPUBIEKATh HEOONIBIIYIO TPYIIY CHEIMAINCTOB, HE
SBJISIIOIINXCS COTPYAHUKAMU KOMITAHUH, YTO ITO3BOJIUT 00€CTIeUnTh OCCIIPUCTPACTHBIN U KaUueCTBEHHBIH
aHasu3

B) [TockonbKy 10U B pa3iuyHbIX MOAPA3ACIECHUSX JTyUllle TOHUMAIOT PUCKU B CBOMX MOAPA3IEICHUIX U
CMOTYT MPEOCTaBUTh MAKCUMAJILHO MOJIHYIO U IOCTOBEPHYIO MHPOPMALIMIO JIJIs aHalu3a +

r) [TockonbKy 101K B pa3inUYHBIX MOAPA3ICICHUIX CAMU SBIISIOTCS OHOM U3 MPUYUH PUCKOB, OHU
JOJKHBI ObITh OTBETCTBEHHBI 32 UX OIICHKY

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. [TonaTHE 1 HayYHBIE OCHOBBI OTOXK/ICCTBJICHHS YEJIOBEKA IO MIPU3HAKaM BHEIIHOCTH.
2. Knaccugukarys npu3HaKoB BHEITHOCTH YEJIOBEKa.
3. UcTounuku nonydeHust vHGOpMalMy 0 BHEITHEM OOJIMKE YeJIOBeKa U CIOCOObI ee (PUKCAITHH.
4. OcHOBHBIE ITPaBUJIa ONMMCAHUS TPU3HAKOB BHEITHOCTH 110 METOJLy «CJIIOBECHBII HOPTPET».
5. HCHOJ’IBSOB&HI/IG KOMIIBXOTCPHBIX CPEACTB AJIAA U3TOTOBJICHUSA Cy6’bCKTI/IBHBIX IIOPTPCTOB.
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Tema 5. Ynpasiaenue npoduasamu 3amutsl. (OIIK-1.1)
Jlexknus.
[Tonsatue npoduns 3ammrtel. CTpykTypa mnpoduieit 3amutbl. TpeGoBaHUS K COACPXKAHUIO Pa3eoB
npodwis 3anmtel. OOmas cxema ¢opmupoBanusi npoduis 3amurbl. CemeicTBO mpoduieil 3amuThl.
[TpakTuyeckue mpueMsl HOpPMUPOBAHUS TPOQPHIIS 3AIUTHI.

JlaGopaTopHbie padoThbI.
1) Ilpodune 3amUTHI - 3TO...

a) BakKHAs 9acTh MCHEDKMEHTA BCEil opraHu3anuu, odecrneunBaromnias 3QpGheKTUBHOCTh IPOIIECCOB U
pelaronias He TOJbKO TAKTHYECKUE, HO U CTPATErHYECKUE 3a/1a91

0) KOMIUIEKC MEPOTIPUATHI TT0 OOBEKTUBHON UACHTU(MUKAIINK U OIIEHKEe Han00JIee BAKHBIX JIJIs1 KOMITAHUH
WH(POPMALIMOHHBIX MPOIIECCOB, CTEIICHU MX 3aIUIICHHOCTA U KOHTPOJIS

B) IIMKJIMYECKUH TIPOLIECC, BKIIOYAIOIINI 0CO3HAHUE CTENIEHN HEOOXOIMMOCTH 3aIUThl HH()OPMAIINH
MMOCTAHOBKY 3a/1a4; COOp M aHaJIM3 JaHHBIX O COCTOSTHUU WH(OPMAIIMOHHON O€30ITaCHOCTH B OpraHU3aIuu

T') CTICHATBHBIA HOPMATUBHBINA JOKYMEHT MPEACTABISIONNNA COO0H COBOKYITHOCTH 3aJ1au 3alllUTHI,
(yHKIIMOHATBHBIX TPEOOBaHMM, TPEOOBAHUH aICKBATHOCTH M X 00OCHOBaHHE +

2) B xakoM 3aKOHOJATEILHOM JJOKYMEHTE ONPEICTICHO MOHATHE PO 3alTUTHI?
a) @3 “O nepcoHalIbHBIX TAHHBIX
0) @3 “O06 napopmanuu, THOOPMAITMOHHBIX TEXHOJIOTHSAX M O 3alUTe HHOpMAIn’™’

B) [OCT “Hudopmannonnas TexHonorus. MeTonsl u cpeactBa obecneuenus 6ezonacuoctu. Kpurepun
OILICHKH 0€30MacHOCTH WH(POPMAITMOHHBIX TEXHOIOTUN ™ +

r) @3 “O 6e3onmacHOCTH”

3) Kak Ha3bIBaeTCsi COBOKYITHOCTbH MTPOrPAMMHBIX, IPOrPaMMHO-aIMapaTHIX W/WIK anfapaTHbIX CPEICTB
UT, npenocrasistoniasi onpeaesieHHble pyHKINOHAIbHbIE BO3MOKHOCTH U MIpeIHa3HaYeHHAs IS
HEMOCPEACTBEHHOTO HCIOIb30BAHUS WM BKJIIOUEHUS B pa3inyHble cuctembl U T?

a) npoaykt UT +

0) mznenue UT

B) cuctema UT

r) cpena 6e3omacHocta UT

4) O6001IeHHBIM TEPMUHOM TSI TPOAYKTOB U cucteMm UT siBrsieTcst:

a) MpoUITb 3aIIUTHI

0) mpoduns 6e3omacHOCTH

B) uznenue UT +

r) cuctema UT

5) Kakue nienm npeciieayer ucnonb3oBaHue mpoduieid 3amuThl (HECKOJIBKO BapHAHTOB)?

a) CTaHIapTU3aIMs HAOOPOB TPeOOBaHUM K HH(POPMALIMOHHBIM MTPOIYKTaM +

0) MOBBITIICHUE YPOBHS O€30MaCHOCTH MH(OPMAIIMOHHON CUCTEMBI

B) OIICHKA O€30IIaCHOCTH +

T') MPOBEACHUE CPABHUTEIHHOTO aHAIM3a YPOBHS 0€30MaCHOCTH pa3nuyuHbIX m3aenuid UT +

1) IOBBIIIIEHUE YPOBHS Oe3omacHocTy usaenus UT

6) BriGepuTe npaBrIIbHOE YTBEPKICHUE OTHOCUTENIBHO TTpodutst 3amuThl (I13).

a) I13 pernamentupyet TpedoBanus 6e3onacHocty m3nenuit UT u ciocoOsl peanuzaiyu 3TUX TpeOoBaHUN
0) [13 pertaMeHTHPYET CIIOCOOBI peaTu3aliy OMPEACICHHOTO YPOBHS Oe3onacHocTy usaenus UT
B) I13 comepxuT peKOMEHIAIUY 110 pean3alluy ONpeAeIeHHOrO ypoBHs 6e3onacHocTr u3nenust UT

r) [13 permamenTupyet TpedoBanus 6ezonacHocty uznenuii T, Ho He pertaMeHTHpyeT CITocoO0B
peanu3anuu 3TuX TpeboBaHUi+

7) [Ipoduis 3aTUTE MOKET PUMEHSTHCS (HECKOJIBKO BAPUAHTOB):

a) K OZTHOMY IIPOIYKTY

0) K ONpeACIICHHOMY KJIacCy MPOIyKTOB +

B) COBOKYITHOCTH MTPOAYKTOB, He 00pa3yromux HHPOPMAIHMOHHYIO TEXHOIOTHIO
') COBOKYITHOCTH ITPOAYKTOB, 00pa3yomux HHHOPMAITMOHHYIO TEXHOJIOTHIO+
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8) Kaxoii moapazaen mpoduis 3amuThl JOJKEH AaBaTh OOLIYI0 XapaKTEPUCTUKY MPO(UITIO 3alUTHI 1
HUMETh OIHUCATENbHYIO (hopMy?

a) aHHOTaIUs +

0) obocHOBaHME

B) cpena 6e30macHOCTH

T') 3aMeUYaHus 110 MPUMEHEHHIO

9) Kaxoit moxgpasaen npoQuis 3aluThl JOIDKEH 00€CIeYUTh MapKUPOBKY M OMHCATENbHYI0 HH(POPMALIHUIO,
HEOOXOIMMBIE JIJIs1 OTHO3HAYHON MACHTU(UKAIIMH U PETHCTPALUU TPOQUIIS 3aIUThI?

a) 000CHOBaHUE
0) cpena 6e30MacHOCTH
B) 3aMEYaHUS 110 MPUMEHEHUIO
r) uaeHTudukanus +
10) B xakoM pazaerne mpoduis 3auTsl CONEP>KUTCS aHHOTAIMS U UACHTHPHUKALNA?
a) BBEJICHUE +
0) o00CHOBaHHE
B) cpena 0e30MacHOCTH
I') 3aMEYaHusl 10 TPUMEHEHHUIO
11) Korna mpousBoauTcs perucTpamus mpodusis 3amTh?
a) 10 ero co3aaHus
0) rmocJe OIEeHKU U CepTH(UKAINH +
B) B IIPOLIECCE IKCIUTyaTaI[H
T') BO BpeMsl CO3/IaHUS
12) Kak Ha3bIBaeTCsl COBOKYIMHOCTH 3aMUCEH (B JEKTPOHHOM WIIH SJIEKTPOHHOM B OyMa)kKHOM BHJIE),
BKJTIOYAIOIINX B CE0s PETUCTPAIIMOHHBIC METKH, & TAK)KE CBA3aHHYIO C HUMH JIOTIOJTHUTEIHHYIO
MH(POPMALIUIO O TPOPHUIIAX 3ALUTHI?
a) JKypHaI
0) peectp +
B) Habop
I) Karajor
13) VI3 kakux 4acTeil COCTOUT Kaxaas 3amnch peectpa (HECKOJIbKO OTBETOB)?
a) TUII JIEMEHTA peecTpa +
0) roj perucTparuu +
B) TUII PETUCTpaLMH
') pErUCTPAIIMOHHBIA HOMED +
1) TUII0 WJIM OpraHU3aIusl, BbIAABIIAs CEPTU(PUKAT COOTBETCTBUS
14) CxonbKo 3HaYEHUH MOXKET IPUHUMATh THII 3JIEMEHTa peecTpa?
a)2
0)3+
B) 4
r)5
15) ns npoduiist 3alUThl C pETUCTPALMOHHBIM HOMEPOM 5, 3apeructpupoBanHbiM 11 ¢espans 2011 rona,
3aIUCh B peecTpe OyaeT UMETh CICAYIOLNI BU;
a) [1/1-2011-02
6) [13-02-2011-005
B) [13-2011-005 +
r) [13-02-2011
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Knaccudukanus MaTepralbHbIX CIEI0B, IpaBUiIa UX OOHApYKEHUS, PUKCAIIUN U UIBSITHS.
2. Cnienpl pyK (HaKTUIOCKOIIUS).
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3. Cnensl HOT.

4, CJ'IC)IBI OPYJII/Iﬁ B3JiIOMa, MHCTPYMCHTOB, MCXdHW3MOB M BO3MOXHOCTHU HX KPpUMHUHAJIINCTHUYICCKOT'O
HUCCIICIOBAHMA.

5. Crieipl TPAHCIIOPTHBIX CPECTB.

Tema 6. MOHMTOPUHT M KOHTPOJIb 3alIUTHBIX Mep. (OIIK-1.1)
Jlekumus.

[ToHsiTHE MOHMTOpPHHra M KOHTpOJIA 3amuTHBIX Mep. CamoolieHka WHGOPMAIMOHHON 0€30macHOCTH.
Onenka MeHeKMeHTa HH(POPMalIMOHHON 6€30MacCHOCTH OpPraHu3alllu.

JlaGopaTopHbie padoThbI.
«ITocTpoenne KoHUenuuH MHGOPMALIMOHHOKH 0€30IIACHOCTH NPeANPHUATHS)
eanb padoTsl
3HAKOMCTBO C OCHOBHBIMH MNpUHIMIIAMU TOCTPOCHHA KOHLCIIHNU b apeanpuiarus, C€ y4C€TOM
ocobeHHocTel ero HHPOPMAITMOHHON HH(PPACTPYKTYPHI.
Kparkue Teopernueckue cBeieHust

Jlo Hauanma co3maHus CHCTEM WH(OOPMAIIMOHHOW O€30MacCHOCTH PsII OTEYECTBEHHBIX HOPMATHUBHBIX
nokymerTtoB (I'OCT P UCO/MBK 15408 TOCT P UCO/MBK 27000 TOCT P UCO/MDBK 17799) u
MexayHaponHbix ctanaaproB (ISO 27001/17799) mpsimo TpeOyroT pa3pabOTKH OCHOBOIOJIATAIONINX
nokymeHToB — Konneniuu u [onutuku nabopmanronnoi 6e3omacHoctr. Ecimu Konnenus b B o0mmx
yeprax omnpeaensier, YTO HeoOxogumo caenarh il 3amuThl uHGopMaruu, To [loauTuka aeranu3upyer
nonokennst Konnernmuu, u roBoput KAK, kakumu cpeacTBamMu W CIocoOamMu OHHU JIOJDKHBI  OBITh
peanu30BaHEbI.

Konnenuusa nHpopMamoHHOH 6€3011aCHOCTH UCIIOIb3YEeTCs IS
MPUHATHS 000CHOBAHHBIX YIPABICHYECKUX PELICHUH 10 pa3paboTke Mep 3aIluThl HHPOPMaIUH;

BBIPA0OTKH KOMILJIEKCA OPraHU3aIIMOHHO-TEXHUYECKUX U TEXHOJIOTHUYECKUX MEPOIIPHUATHH 110 BBISIBICHUIO
yrpo3 HHPOPMAIIMOHHOM 6€30MacHOCTH U MPEAOTBPALLEHUIO OCIEACTBUM UX peaan3aluy;

KOOPIMHAIUH JIEATEITLHOCTH TOIPA3IEIICHUH 110 CO3aHUI0, PA3BUTHIO M SKCILTyaTallnd HHPOPMAITUOHHON
CHUCTEMBI C COOITIOZIEHHEM TPeOOBaHMI oOeceueHus: 6€30macHOCTH HH(POPMAIINH;

1, HaKOHeIl, /Ut (GOPMHUPOBAHUS M PeATU3aIlUH SAMHON MOJUTHKH B 00JIACTH 00eCTICUCHHS
nH(pOpMAITMOHHON 0€30MTaCHOCTH.

3. 3amanue

Hcnonb3yst mpeasioxeHHble 00pasilbl, pa3paboTaTh KOHIENIWI0 HH()OpPMAIMOHHON 0e30MacHOCTH
KOMIAHUU (CM. BapUaHT), COACPIKAIIYIO CIEAYIOIINE OCHOBHBIE MYHKTHI (IIPUBEICH MPUMEPHBIN IJIaH, B
KOTOPBI B clIy4ae HEOOXOIUMOCTH MOTYT OBITh BHECEHBI H3MEHEHUS ):

1. OOwue MoJI0KEHUA

Hasnauenne Konnenmuu o obecrneueHno nHGOpManoHHONW O€301MacHOCTH.
1.2. llenu cuctembl nHPOPMAITMOHHOM O0€30MTaCHOCTH

1.3. 3agaun cuctembl HHQOPMAIIMOHHON 0€30MaCHOCTH.

2. IIpo6nemHuas curtyarus B chepe nHGopmMamoHHoOM 6€30MacHOCTH

2.1. O6bexTHI HHPOPMAITMOHHOM 0€30MaCHOCTH.

2.2. OnpenesieHre BEPOSITHOTO HAPYIIIUTENS.

2.3. Onucanue ocobeHHoctel (mpoduiist) KaKA0H U3 TPyl BEPOSTHBIX HAPYIIUTEICH.
2.4. OcHOBHBIE BUBI yIpo3 nHPOpMaImoHHou Oe3omacHoctu [Ipeanpusitus.
Knaccudukanuu yrpos.

OcHoBHbIE HEeTpeAHAMEPEHHbIE UCKYCCTBEHHBIE YTPO3BI.

OcHOBHBIE TIpeTHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3BI.

2.5. OOmecraructuueckass HWHGOpPMANMS IO HCKYCCTBEHHBIM  HApPyIICHHSIM  HHGOPMAIIMOHHOMN
0€30IMacHOCTH.

2.6. OneHKa MOTEHIIMAIBLHOTO yiepoa oT peanm3aiuu yrpo3sl (cM. [Ipaktuueckyro padory Ne 1).
3. Mexanu3msbl obecrniedeHus: HHPopMamonHo 6e3onacHoct [Ipeanpustus



3.1. Ilpunnumsl, ycnoBus U TpeOOBaHMA K OpraHu3alMl W (YHKIUOHUPOBAHHMIO CHUCTEMBI
MH(POPMALMOHHOW 0€30MaCHOCTH.

3.2. OcHOBHBIE HAINpaBICHHS MTOJUTUKH B chepe NHPOPMAITUOHHON OE30MaCHOCTH.

3.3. IlmaaupoBaHre MEPONPUTHI O obecneueHnio nHGOpPMaIMOHHOMN O6e3omacHoCcTH [Ipennpustusi.
3.4. Kpurepuu u nokasarenau nH(pOpMalMOHHOM 6e3onacHocTu [Ipennpusrus.

4. MeponpusTus 1o peanuzainuu Mep nHpopmarmornHon 6ezonacHoctu [pennpusrus

4.1. Opraam3anoHHoe obecrnieueHne HHPOPMATMOHHON OE30MMaCHOCTH.

3ajauu OpraHU3alMOHHOTO o0ecredeHusT HH(OOPMAITMOHHONW O€30MTaCHOCTH.

[Toapaznenenus, 3aHATHIE B 0OecrieueHNH HH(POPMALIMOHHON 6€3011acHOCTH.
B3anMoneiicTBue noapas3aesieHnid, 3aHATHIX B 00ecTieueHnH HHPOPMAITMOHHOM 0€30T11aCHOCTH.
4.2. Texuuyeckoe obecrieueHue nHpopManoHHoH 6e3onacHocTu lpennpusrus.

OO61re noIoXKEeHHUS.

3amuTa HHPOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JAOCTYTIA.

CpenctBa KOMIUIEKCHON 3alIUTHI OT HOTEHIIUANBHBIX YTPO3.

ObecnieueHne KauecTBa B CUCTEME OE30MaCHOCTH.

[TpuHIMIIBI OpraHu3anuu padoT 00CTyKHBAIOIIETO TIEPCOHAIA.

4.3. TlpaBoBoe obecneueHrne nHGopMamoHHOK O6e3onacHocTH [Ipeanpustus.

[TpaBoBOE oOecmeueHne IOPUANICCKUX OTHOIIIEHUH ¢ paboTHUKamMu [IpeanpusTus .
[IpaBoBOE oOecrieyeHre IPUINUECKUX OTHOILIECHHH ¢ mapTHepamu [Ipeanpusitus.

[TpaBoBOE 0oOecmieueHre MPUMEHEHHUS AMEKTPOHHON ITU(DPOBOM MOAIHUCH.

4.4. OuenuBanue 3((HeKTUBHOCTU cHCTEMBbl HHPOpMaIMoHHOU 6e3onacHocTu [Ipennpustus.

5. IlporpaMma co3fanusi cicTeMbl HHPOpMamoHHoi 6e3onacHocTtH [Ipennpustist

4. Conep:xanue oT4eTa

TuTyIBbHBIN TUCT

Conepxanue

3aganue

Konuenmusa b 3agannoro npeanpusiTys Mo 1iaHy, IPUBEICHHOMY B 3aJlaHUU
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

1. O0uue mosoKeHNsT KPUMUHAITHCTHYECKON OaNTUCTUKH.

2. Knaccudukanus u XapakTepUCTUKHA OTHECTPEIIBLHOTO OPYKHSL.

3. OOGHapyxeHue, ocMOTp, GUKCAIHS, H3BITUE OTHECTPEIBLHOTO OPYXKHUS U CJIEIOB €r0 IPUMEHEHUSI.

4. [MonsTre u KIacCUPUKAIUS XOIOTHOTO OPYIKHUS

4. Kontpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

7 cemecTp
* mocenraemocts — 10 GamtoB
*  TEKyIUHd KOHTPOJIbL — 60 OamioB
*  KOHTPOJIBHBIC CpPe3bl — 2 cpe3a mo 15 6amnoB KaxabIi
* mpeMuanbHbIe OauTel — 10 6amioB

Pacnipenenenne 6aJiioB 10 3aaHHSIM:

No  [Ha3zBanue tembl | DopMbl Max. Mertoauka mpoBeIcHUS 3aHATHS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJisi | 0asuioB

/ cpe3sl
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Cucrema Tectupos 15 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
yIpaBIcHUA aHue 15 ©annoB - CTyOeHT NOpaBWIbHO OTBeuaeT Oonee yem Ha 90%
WHPOPMAIIOHH BOIIPOCOB.
oM 6-9 OannoB — CTyOeHT mpaBWbHO oTBedaeT Ha 50-80% Bompocos B
0€301acHOCTBIO TecTe.
OpraHH3aLHH. 2-5 Gata - cTyleHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
MeHnee 25% mpaBWIBHBIX OTBETOB 0AJIOB HE JACT.
Texnonoruss | TecTupon 15 Tect cocTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
yIpaBicHUs | aHue(KOH 15 GamnoB - cTymeHT TpaBWIbHO OTBedaeT Oomee dem Ha 90%
UHGOPMAIMOHH | TPOJILHBI BOIIPOCOB.
oit i cpe3) 6-9 6amioB — cTyAeHT mpaBwiIbHO oTBedaeT Ha 50-80% Bompocor B
0€3011acHOCTHIO TecTe.
2-5 Gamna - cTyneHT npaBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.
Wuuunentsr | Tectupos 15 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
WHPOPMAIIOHH |  aHHUe 15 ©annmoB - CTyOeHT NpaBWIbHO OTBeuaeT Oonee yem Ha 90%
oM BOITPOCOB.
0e30macHOCTH 6-9 OannoB — CTyOeHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B
TecTe.
2-5 Gata - cTyleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.
Vnpasnenne | Tectupos 15 TecT cocTOUT M3 BOIIPOCOB C BEIOOPOM OTBETA.
nH(pOpPMAITHOHH aHue 15 GamnoB - cTymeHT TpaBWIbHO OTBedaeT Oomee dem Ha 90%
BIMH PHCKaMH. BOIIPOCOB.
6-9 6amIoB — cTydeHT mpaBwiIbHO oTBedaeT Ha 50-80% Bompocor B
TecTe.
2-5 Gamna - cTyneHT npaBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
VYopasnenue |TecTtupon 15 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
npodunsamMu | aHue(KOH 15 ©annmoB - CTyOeHT NOpaBWIBHO OTBeuaeT Oonee yem Ha 90%
3aLIUTHL. TPOJIBLHBI BOIIPOCOB.
i cpe3) 6-9 0annoB — CTyOeHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B
TecTe.
2-5 Gata - cTylleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Mesnee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.
Monurtopunr u | Beinosnne 15 JlaGopaTtopubie pabOTHI BBEITIONHSAIOTCS IO TEMATHKE IPAKTHICCKUX
KOHTPOJIb HUE 3aHATHI.
3AIUTHBIX MEP. |TIPaKTHIEC 15 6amnoB — mabopatopHast paboTa BBHIITOJIHEHA, HO UMEET HEKOTOPHIC
KO HETOYHOCTH BBINIOJIHEHUS, CTYACHT BiaJeeT MpeACTaBICHHBIM
paboTsI MaTepHaoM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI
5 OGaminoB - mabopaTopHas paboTa B IIEJIOM BBITOJTHEHA, OJHAKO B
MpoIecce  BHITIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBJICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/1aBaeMbI€ BOTIPOCHI
[TocemaeMocThb 10 10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7-5 GannoB — MOCEmaeMOCTh CTyAeHTa cocTasisieT He meHee 80 %
3aHATUN
3 GamIoB — TMOCEmaeMOCTh CTyAeHTa cocTaBisieT He meHee 50 %
3aHATUN
1 Oamra — mocemaeMoCTh CTyA€HTa COCTaBisieT He MeHee 25 %
3aHATUN
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8. [IpemuansHbie OaIbl 10 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TPOCGKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens H
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- TIOCTOSIHHAsI aKTHBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aIoB;
- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
paMkax qucuuiuinHel — 10 6asos;
- y4acTHe C JOKJIaJoM BO BCEPOCCHMCKOM OMUMIIMAJE MO TEMAaTHKE
n3ydaeMoit qucturuiuHe — 20 0amios;
- y4JacTue B BBICTaBKE IO TEMAaTUKE M3y4yaeMOW JUCHMITIUHBI — 20
0aIoB;
- myOnmuKamus CTaTbM IO TEMaTHKE H3ydyaeMoil OUCHUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

9. Hroro 3a cemectp 100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKaie U B TPAIUIIMOHHON YeThIpeXx0aTbHOM
mkane. [lepeBog  100-GammpHOM
YETHIPEX0AUTBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

PEeWTHHIOBOW OICHKA IO JUCHUUILNIMHE B  TPAJAUIHMOHHYIO

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

50 - 100 GayuioB

3auTeHo

0 - 49 6aiut0oB

He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

BrinosiHeHHe MpaKTHYeCKOl padoThI

Tema 6. MOHUTOPUHT U KOHTPOJIb 3aIIUTHBIX MEP.

«ITocTpoenne KoHUenuUH HHGOPMALMOHHOH 0€30MACHOCTH NPeANPUSITHS

esanb padoThI

3HAKOMCTBO C OCHOBHBIMH MNpUHIMIIAMHU TOCTPOCHHA KOHUCIIIHNU b npeanpuiartus, € y4CTOM
ocobeHHocTel ero HHPOPMAITMOHHON HH(PPACTPYKTYPHI.

Kparkue TeopeTnueckue cBeaeHust
Jlo Hauanma co3maHus CHCTEM WH(OOPMAIIMOHHOW O€30MacCHOCTH PsII OTEYECTBEHHBIX HOPMATHUBHBIX
nokymenTtoB (I'OCT P UCO/MBK 15408 TOCT P UCO/MBK 27000 TOCT P UCO/MDBK 17799) u
MexayHaponHbix ctanaaproB (ISO 27001/17799) mnpsimo TpeOyroT pa3pabOTKH OCHOBOIOJIATAIONINX
nokymeHToB — Konneniiuu u [onutuku nabopmanronnoi 6e3omacHoctr. Eciu Konnenus b B o0mux
yeprax omnpeaensier, YTO HeoOxogumo caenarh it 3amuThl nHGopMaruu, To [loauTuka aeranu3upyer
nonokennst Konnenmuu, u roBoput KAK, kakumu cpeacTBamMu W CIOCOOaMH OHHU JIOJDKHBI OBITh

pealn30BaHEbI.

Konnenus nadopmanmornHoi 6€301MacHOCTH UCTIONIB3YeTCs IS

MPUHATHS 000CHOBAHHBIX YIPABICHYECKUX PELICHUH 10 pa3paboTke Mep 3aIuThl HHPOpPMaIUH;

BBIPa0OTKH KOMILJIEKCA OPraHU3aIIMOHHO-TEXHUYECKUX U TEXHOJIOTHUYECKUX MEPOIIPHUATHH 110 BBISIBICHUIO
yIrpo3 HHPOPMAIIMOHHOM 6€30MacHOCTH U MPEAOTBPAILLEHUIO TOCIEACTBUM UX peaan3aluy;

KOOPAMHAIUH JIEATSILHOCTH TOIPA3IEIICHUH 110 CO3aHUI0, PA3BUTHIO M AKCIUTyaTallnd HHPOPMAITUOHHON
CUCTEMBI C COOITIOZIEHHEM TPeOOBaHMI oOeceueHus: 6€30macHOCTH HH(POPMAIINH;

1, HAaKOHeTI, /Il ()OPMHUPOBAHUS U PEATH3ALUN SUHON IMMOTUTHUKU B 00J1aCTH 0OecTieueHus

nH(pOpMAITMOHHON O€30MTaCHOCTH.
3. 3amanue

Hcnone3yst TpeioxKeHHbIE 00pasIibl,

pa3paboTarh KOHIENUWI0 HHGOPMAIIMOHHON 0e30MacHOCTH

KOMITaHUU (CM. BapUaHT), COAEPKALLYIO CIEAYIOIIME OCHOBHBIE IyHKTH! (IPUBEAEH NPUMEPHBIN IIaH, B
KOTOPBIN B clIydae HEOOXOIMMOCTH MOTYT OBITh BHECEHBI H3MEHEHUS ):
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1. O6mue moaoKeHMs

Haznauenue Konneniuu mo obecrnedeHnio nHOOPMAIMOHHONW 0€30MaCHOCTH.
1.2. Llenu cucremMbl HHPOPMAITMOHHON 0€30aCHOCTH

1.3. 3amaun cuctembl HHOOPMAITMOHHON OE30MTaCHOCTH.

2. [Ipobnemuas curyarus B chepe nHPOPMALMOHHOMN 6e30MacHOCTH

2.1. O6bexThI HHPOPMAITMOHHOM 0€30TTaCHOCTH.

2.2. OnpeneneHne BEPOSITHOIO HAPYILIUTEIS.

2.3. Onucanne ocoOeHHOCTEH (MPoduIIst) KaXKI0W U3 TPYIIT BEPOSITHBIX HAPYIITUTEIICH.
2.4. OcHOBHBIE BH]IBI YTP03 HHPOPMAIIMOHHOM Oe3omacHocT [Ipennpusrus.
Knaccudukanum yrpos.

OcHOBHBIE HETIPETHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3BI.

OcHoBHbIE NpeHAMEPEHHbIE UCKYCCTBEHHBIE YTPO3BI.

2.5. OOmecratuctuueckas wuH(pOpMaNMs IO HMCKYCCTBEHHBIM HapyIIEHHsM  HH(OpMAIMOHHON
0€30MacHOCTH.

2.6. OneHka MoTeHIHaIbHoro yiepoa ot peanuszanuu yrpossl (cM. [Ipaktuueckyro padory Ne 1).
3. Mexanu3Mmsbl o0ecriedeHus: nHGOpMaIMoHHON Oe3onacHocTH [Ipennpusitus

3.1. Ilpunnumel, ycnoBus U TpeOOBaHMA K OpraHu3alMd W (YHKIUOHUPOBAHHMIO CHUCTEMBI
MH(POPMALMOHHOW O€30MaCHOCTH.

3.2. OcHOBHBIE HAINpaBIEHHS MTOJUTUKH B chepe NHPOPMAITUOHHON OE30MaCHOCTH.

3.3. IlmaaupoBaHre MEPONPHUITHI O 0becTieueHnio HHGOPMaIMOHHOMN O6e30omacHoCTH [Ipenmpustusi.
3.4. Kpurepuu u nokasarenaun nH(pOpMalmoHHOM 6e3onacHocTu [Ipennpusrus.

4. MeponpusTus 10 peanusainuu Mep nHpopmarmornHon 6ezonacHoctu [pennpusarus

4.1. Opraam3anoHHoe obecrnieueHne HHPOPMAITMOHHON OE30MMaCHOCTH.

3agaun OpraHU3alMOHHOTO o0ecredeHusT HH(OOPMAITMOHHON O€30MTaCHOCTH.

[Toapaznenenus, 3aHATHIE B 0OecrieueHNH HH(POPMALIMOHHOM O€30MaCHOCTH.
B3anmMoneiicTBue noapas3aesieHnid, 3aHATHIX B 00ecTieueHn HHPOPMAITMOHHOM 0€3011aCHOCTH.
4.2. Texunyeckoe obecrieueHue nHpHopManoHHOH 6e3onacHocTu [lpennpusrus.

OO61re noIoXKEeHHUS.

3amuTa HHPOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JAOCTYTIA.

CpencTBa KOMIUJIEKCHOM 3alIUTHI OT HOTEHIIUANBHBIX YTPO3.

ObecnieueHne KauecTBa B CUCTEME OE30MAaCHOCTH.

[TpuHIMIIEI OpraHu3anuu padoT 00CTyKHBAIOIIETO TIEPCOHAIA.

4.3. TIpaBoBoe obecneueHre nHHopMamoHHOK O6e3onacHocTH [Ipeanpustus.

[TpaBoBOE oOecmeueHne IOPUANICCKUX OTHOIIIEHUH ¢ paboTHUKamMu [Ipeanpustus .
[IpaBoBOE oOecrieyeHre IPUINUECKUX OTHOILIEHHH ¢ mapTHepamu [Ipeanpusitus.

[TpaBoBOE 0OecmieueHre MPUMEHEHHUS AMEKTPOHHON ITU(DPOBOM MOAIHUCH.

4.4. OuenuBanue 3(h(HeKTUBHOCTU cHCTEMBl HHPOpMaIMoHHON 6e3onacHocTH [Ipennpustus.

5. Ilporpamma co3nanusi cucteMbl HHPOpMamonHoi 6e3onacuoctu [Ipennpustus
4. Conep:xanue oT4eTa

TuTyIBbHBIN TUCT

Conepxanue

3aganue

Konuenmusa b 3agannoro npeanpusiTys Mo 1iaHy, IPUBEICHHOMY B 3aJlaHUU

TecTupoBanme

Tema 1. Cucrema ympaBieHus: HHHOPMAIIMOHHON O€30MaCHOCTHIO OPTaHU3AIUH.
1. Yto Takoe ISM?
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a. Tpolecc, KOTopblii  oOecrneynBaeT KOH(UACHUUAIBHOCTD, LEIOCTHOCTh U JOCTYIHOCTb AaKTHUBOB,
nH(pOpMAIUK, TAaHHBIX U YCIYT OpraHU3aluu.+

0. [Ipouecc ynpasnenust uHboOpMaIueit
B. [IpoToKko epeaaun JaHHBIX
2. Yto aBasIeTCS OCHOBHOM 11€i1bi0 ISM?

a. O6ecnieuenne 3¢ GHEKTUBHOTO yrpaBieHuss HHPOPMAIMOHHON O€30MacCHOCThI0 BCEX YCIYT H
NEATEeIIbHOCTEN B paMKax YIpaBJeHHUs YCIyr.+

0. 3aTpyaHSAIOCH OTBETUTb.

B. OO0ecrieueHue OTCYTCTBUS a1n00 WM3MEHEHUs WHPOPMAIMM M OCYIIECTBIECHHUS HOCTYIA TOJIBKO
NpeIHAMEPEHHO CYyOBEKTaMU, MIMEIOLIMMH Ha HETO MPaBo.

3. [Iporuecc ISM nmomxen BKIrOYaTh B ce0s (HECKOIBKO BapHUAHTOB):

a. ¢dopMHpoOBaHUE, YIPABICHHE, pactipocTpaneHre W coOmonenune I[lomuTukn wHOOPMAITMOHHOMN
0€30MacHOCTH M JPYTUX BCIOMOTATEIbHBIX MOJIUTHK, KOTOPHIE MMEIOT OTHOUICHHE K WH(POPMAIMOHHOM
6e3onacHocTu. [Tonmutuka nadopmarmonnoii 6e3omacHoctH (SecurityPolicy) - monutuka, onpeaensomias
TIOJIXO/T OPTaHU3AIIUH K YIIPABICHUIO NHPOPMAITMOHHOW 0e30MacHOCThIO+

0. MOHMMaHUE COTIACOBAHHBIX TEKYIIUX M Oymaylux TpeOoBaHUM OM3Heca K 6€30MmacHOCTH;+

B. HCIIOJIb30BaHUE KOHTpOJIEH Oe3omacHocTH JUisi  BbimonHeHus [lonmutuku WHGOPMAITMOHHOM
0€30MacCHOCTH U yIPABICHUS PHCKaMH, CBI3aHHBIMU C JIOCTYIIOM K MH(OpPMAIIMU, CUCTEMaM U yCIyraMm.
Tepmur  "KoHTponb Oe30macHOCTH" SBISIETCS 3aMMCTBOBAHHBIM M3 QHIIIMHACKOTO  SI3bIKA U B JAHHOM
KOHTEKCTE O3Ha4aeT HAOOp KOHTPMEp U Mep MPEeIOCTOPOKHOCTH, MPHUMEHSEMBIX IS aHHYTHPOBAHMS,
YMEHBIIICHUSI PUCKOB U MPOTUBOCTOSIHUSA UM. TO €CTh  KOHTPOIIb 0€30MaCHOCTH COCTOUT U3 MPOAKTUBHBIX
Y PEaKTUBHBIX JEUCTBUI;+

I. IOKYMEHTHpPOBaHHE MEepPeuHsi KOHTPOJel 0e30macHOCTH, ASMCTBUI MO MX AKCIUTyaTallid U YIIPaBICHHUIO,
a TaK)Ke BCEX CBA3AHHBIX C HUMHU PUCKOB;+

4. KnroueBsbie ieaTeIbHOCTH B pamkax ISM (HeCckoilbkO BapHUaHTOB):

a. popmupoBanue, nepecMoTp 1 koppekrupoBanue Ilomutuku nHpopMaMOHHOM Oe30macHOCTH U Habopa
MOJICP’KUBAIOIINX €€ BCIOMOTAaTEIbHbBIX MOJIUTHK; T

0. peanmuzanMs W COOJIONCHHE MOJIUTUK WH(POPMALMOHHOM 0e30macHOCTH, a TaKke obecredyeHue
B3aUMOJICHCTBUS MEXKIY HUMMU;+

B. OLICHKA U KJaccu(UKaIys BceX HHPOPMALMOHHBIX AKTHUBOB U JIOKYMEHTOB;+
I. aHAJIU3 pacIuCaHus

5. B xauecTBe KJIIOYEBBIX MOKa3aTesiel MPOU3BOAUTEIBLHOCTH Mpoliecca YIpaBieHUus: HHPOPMAITMOHHON
0€30MMacHOCTHIO0 MOXHO HUCTIONB30BaTh (HECKOJIBKO BAPHAHTOR):

. OTCYTCTBUC ITOJIUTUKHU 6€3OHaCHOCTI/I
. TIPOIICHTHOE YMEHBIIIEHNE HETaTUBHOTO BIIUSHKS HA OW3HEC CO CTOPOHHKI "Operiei” u HHIUACHTOB;+
. KOJIMYECTBO IPEUIOKEHHBIX YIIyYIIEHUN B OTHOLIEHUU KOHTPOJIEH U IIPOLENyp;+

a
0
B
6. Yro HE smBisieTcst mpotieypoit BHEAPEHHS CUCTEMBI YITpaBiIeHUs] HH)OPMAIIMOHHON 0€30TTaCHOCTH:
a. BHEJ[PEHHUE MEp 0 CHIDKEHUIO NHPOPMAITMOHHBIX PHCKOB

0. ompeneneHrne MeToI0B OIIeHKH d(P(PEKTUBHOCTH BHEIPEHHBIX MEP

B. TIOBBIIIICHHE KBATU(DUKAIIMK COTPYITHUKOB KOMIIaHuu B obnactu b

I. BBIOOp Mep MO CHIKEHUIO HHPOPMAITMOHHBIX PUCKOB+

1. BHEIPEHHUE CUCTEMBI yIpaBlIeHUs HHIUAeHTamu b

7. Kaxkoit CTaHJApT YCTAHABIMBACT TPeOOBaHMUSI K CHUCTEME YIpaBICHHS HWH()OpPMAITMOHHON
0€30MaCHOCTBIO MPEATPHUITHS?

a. ISO/NEC 27002:2007

6. ISO/NEC 27001:2003

B. ISO/NEC 27001:2005+

r. ISO/NEC 27005:2001

8. Monenb cuctembl HHPOPMAITMOHHOW 0€30MMaCHOCTH MPEATPUSITHS 3TO?

a. COBOKYITHOCTb BHEIIHMX M BHYTPEHHUX (AKTOPOB, X  BIMSHUE HA COCTOSIHME HH(OpMAIMOHHON
0€30MacHOCTH MPEANPUATHS U 00ECIIEYeHUE COXPAHHOCTH PECYPCOB.+



0. puCKM, OTpaXkarollue MpeArnoaraeMblii yuepo B pesyibTare peaqu3aliy yrpo3bl HHPOPMAIMOHHON
0Ee30I1aCHOCTH.

9. UcTOYHMKaMM BHEIIHMX YIPO3 SBIAIOTCS (HECKOIBKO BAPUAHTOB):

a. IeATENbHOCTh KOHKYPEHTOB 110 NIEpeXBaTy BaKHOM HHGpOpMauu;+

0. mpeHaMepeHHbIE ISHCTBHS 110 Pa3pyIICHUIO, YHUYTOXKECHUIO WIN MOAX(UKAIIUN HH(pOpMALIIU;+

B. OTCYTCTBHE KOOPAWHALIUY JEATEIbHOCTH TMOApA3CICHNI NpeanpusaTus B cepe 3aiuThl UHpOpMaLuu;
I. TIpe/IHaMEpEHHbIE ICHCTBHS MIEPCOHANA 10  YHUYTOXKEHUIO WK MoAU(UKaIU UHOpMAIIUH;

10. K wucroyHMKaM BHYTPEHHUX YTPO3 OTHOCSTCS (HECKOJIBKO BApUAHTOB) :

a .HempeJIHaMEpPEHHbIC OIMMOKU MEpPCOHaNa, OTKa3bl TEXHHUUYECKHX CPENCTB U cOOU B MHPOPMAIMOHHBIX
CHCTEMaX;

0. HapylIeHUS YCTAHOBICHHBIX pEIIaMEHTOB cOopa, HaKOIUICHUs, XpaHEHus, 00paboTKH,
npeoOpa3oBaHusi, OTOOpAKEHU U Tepeauyil  MHPOPMAIUH.

B. HEIIPEIHAMEPEHHBIE JAEUCTBUS COTPYJHUKOB CTOPOHHMX OpraHu3alliii, NOBJEKIINE 32 COOON OTKa3 B
paboTe 2IMEeMEHTOB CHCTEMBI;+

I. CTUXHIHBIE OEJICTBUA U KaTacTpOodbl, aBaphH, SKCTPEMAJbHbIC CUTYyalluu.+

Tema 2. TexHonorus ynpasieHUs HHPOPMALMOHHON O€30MTaCHOCTHIO
1.KTo siBNIsieTcss OCHOBHBIM OTBETCTBEHHBIM 3a OMpezesieHne YPOBHs Kitaccudukanuu nHbpopManuu?
A. PyKOBOIUTEND CPETHETO 3BEHA
b. Bricuiee pykoBOJCTBO
B. Bnageneu+
I'. ITonb3oBarens
2. D¢ dexTuBHas nporpamma 6e30MacHOCTH TpedyeT cOaTaHCUPOBAHHOTO MPUMEHEHHS:
A. TeXxHHYECKUX U HETEXHUYECKUX METOLOB+
b. KonTpmep 1 3alIUTHBIX MEXaHU3MOB
B. ®usnveckoii 6€30MacHOCTH U TEXHUYECKUX CPEJICTB 3aIUTHI
I". Ilpouienyp Ge3omacHOCTH U MIU(POBAHUS
3. UTo U3 NEepeYUCICHHOTO HE SBISETCS 1EIbI0 MPOBEICHUS aHAIN3a PUCKOB?
A. JlenerupoBaHue MOJTHOMOYUN+
b. KonnuectBeHHas olieHKa BO3AEHCTBUS TOTEHIIUAIBHBIX YIPO3
B. BrisiBiieHue puckoB
I'. Onpenenenne GanaHca MEXIy BO3JICHCTBHEM PUCKA M CTOUMOCTBIO HEOOXOIUMBIX KOHTPMED

4. Tlouemy mpH TpPOBEACHWU aHaIM3a WH(GOPMALMOHHBIX PHUCKOB CIEAYEeT IpPHUBICKaTh K 3TOMY
CIELMAJIMCTOB U3 Pa3INYHbIX OAPA3AEICHUN KOMITaHUN ?

A. UTo0bI yOIUTHCS, YTO MPOBOIUTCS CIIPABEINBAs OLICHKA

b. Oto He Tpebyerca. [[ng aHanmu3a pUCKOB CIEAyeT NPUBJIEKATh HEOOJNBIIYIO IPYMIy CHELHMAIUCTOB, HE

SBIISIOIIUXCA COTPYAHUKAMH KOMIAHUH, YTO MO3BOJMT OOECHEUUTh OECIPUCTPACTHBIM M KauyeCTBEHHBIH
aHaIn3

B. ITockonbKy J10AM B Pa3jIMUHBIX MOAPA3AEICHUAX JIydllle IOHUMAIOT PUCKU B CBOUX IOAPA3ACICHUAX U
CMOT'YT MPEIOCTaBUTh MAKCUMAJIBHO MOJHYIO U IOCTOBEPHYIO HH(OPMAIIMIO JUIs aHATUu3a+

I. HOCKOHLKy JIOAW B PA3JIMYHBIX MOAPA3ACIICHUAX CaMU SABJIAIOTCA OIIHOI‘/JI N3 MPUYUH PUCKOB, OHU
JOJIZKHBI OBITH OTBETCTBEHHEI 32 HX OLICHKY

5. Aynut uH(pOpMaIMOHHOHN 0€30MMacHOCTH MPEACTABIAET COOO0I:

A. TIpoBepKy BBINOJHEHHs TPeOOBAHMN 3aKOHOJATENBCTBA [0 3AIUTE CBEJCHHMH, COCTaBIIAIOLIUX
KOMMEPYECKYIO TallHy

b. ouenky mep no 3amure HHGOPMAILIMOHHBIX PECYPCOBT

B. mpoBepky BbIMONHEHUs TpeOOBaHMI TOCYAapCTBEHHBIX CTaHIAPTOB B cdepe HHGPOPMALMOHHOM
0€301acHOCTH

6. Ceprudukanus cucTeMbl 0€30MaCHOCTH Ha COOTBETCTBUE TpeOoBaHusiM cranaapra ISO 17799 moxer
OBITh OCYIIECTBIICHA TI0 PE3YJIbTATaAM:
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A. BHENIHEro ayaura+
b. BHyTpeHHero aynura
B. uHCTpyMEHTAIBHON NPOBEPKHU 3aLUIIEHHOCTH

7. B DNeKTpOHHBIX CIHPaBOYHBIX CHCTEMax, HCIOIb3YEMbIX [UIsl YIpaBieHHs HH(DOPMaLMOHHON
0€30I1aCHOCTBIO, COIEPIKATCS:

A. TUIIOBBIE pENNIaMEHTHI ayuTa HHPOPMALMOHHON O€3011acCHOCTH
b. TumoBast TOKyMeHTaIs Ha CUCTEMBI 3aIlIUThl HHPOPMALIUU
B. Tunossie nonuTuku 0€30MacHOCTH

8. B ompenenenuu 3agau MeHeKMeHTa B cepe nmHOpMAIIMOHHON 0€30MacHOCTH (PUTYPHPYIOT TaKue
MOHSATHUSA KaK (HECKOJIbKO BAPUAHTOB):

A. KOMIUIEKCHOCTb+

b. nenocrHocTh

B. HeliTpanbHOCTH

I'. HenmpepbIBHOCTH+

9. Yenmyru BHEMIHUX ayAUTOPOB UCIIOIB3YIOTCS JUIsl (HECKOJIBKO BApUAHTOB):
A. CHW)KEHUS 3aTpaT Ha ayIuT

b. noBbIeHNst 00BEKTUBHOCTH ayUTa+

B. nonyudenus ceprudukaToB Ha COOTBETCTBUE ONPEEICHHBIM CTaHAApTaM+

10. Kakas kareropust sIBIseTCS HamOosiee PHUCKOBAHHOW ISl KOMIIAHWU C TOYKM 3pPEHHSI BEPOSITHOTO
MOIIICHHUYECTBA U HapyIIeHus: 0€30macHOCTH?

A. CotpyaHuku+
b. Xakepsl

B. Arakyromue
I'. KouTpareHTsl

Tema 3. ManmaeHTsl HHPOPMAITMOHHON 0€30MMaCHOCTH
1. Cornacao 'OCT P UCO/M3K TO 18044-2007 nHIMACHT UHPOPMAITMOHHON 6€30aCHOCTH 03HAYACT:

a) IlosiBIeHHE OMHOTO WJIM HECKOJBKHX HEXKENIaTeNbHBIX WM HEOXKHUIAHHBIX coObiTnii Wb, ¢ xoTophiMu
CBsI3aHA 3HAYHMTEIIbHASI BEPOSTHOCTh KOMIIPOMETAIIMN OU3HEC-OTepaluii U co3aanus yrpo3sl Ub.+

06) WneHTuguIMpoBaHHOE TMOSBICHUE OMNPEHCTIEHHOTO COCTOSHUS CHUCTEMBI, CEpBUCAa WIH CETH,
YKa3bIBAIOLIETO HAa BO3MO)KHOE HapylieHue noiutuku b mnm oTkas 3alluTHRIX Mep, UM BOBHUKHOBEHUE
HEU3BECTHOM paHee CUTYyalllH, KOTOpas MOXKET UMETh OTHOIIEHHE K O€30MacHOCTH.

B) Ilpomecc oOecneyeHHs BOCCTAaHOBICHUS OIEpalldd B Clyyae BO3HUKHOBEHMS KaKOro-IMOO
HEO)KMJAHHOTO WJIM HEXEJNaTeNbHOr0 MHLUACHTA, CIOCOOHOTO HETraTMBHO BO3/CHCTBOBATH HA
HETPEPHIBHOCTD BAKHBIX (PYHKIMI OM3HECA U TIOAJEPKUBAIOIINX €TI0 AIEMEHTOB.

r) ['pynmny oOy4ueHHBIX U TOBEPEHHBIX YWIEHOB OpPraHU3alINH.

2. Hns nmoctwxkenus ueneid B coorBerctBuu ¢ myHkrom 4.1('OCT P MCO/M3K TO 18044-2007)
MEHEKMEHT uHIuAeHTOB Mb nmonpasaenstor Ha yeTblpe OTAeNbHbIX 3Tana. Ha kakue?

a) pa3paboTKa; co3/1aHue; BHEAPEHHE; UCIIOIb30BaHHE.

0) MIaHUPOBAaHKE; CO3/IaHNE; BHEAPCHUE, YIIyUIIICHHE.

B) IUIAaHUPOBAHUE U MOATOTOBKA; UCIIOJIb30BAHNE; AaHAIN3; YIIydlleHUe. +

I') CO3/1aHKE; BHEAPEHNUE; aHAIIN3; JlajibHellIee e€ ymydlleHue.

3. Bribepure u3 crucka Mpolecchl, KOTOPbIe HEOOXOAWMO OCYIIECTBUTH NPH HCIOIB30BAHUU CUCTEMBI
MenemkMenTa uHIaeHToB Ub (cormacio 'OCT P UCO/MBK TO 18044-2007)(HECKOTBKO BapuaHTOB
OTBETA):

a) OTIpaBKa TECTOBBIX 3aPOCOB 10 CIIYYalHBIM CETEBBIM a/IpecaM C IeJIbI0 HAaWTH padOoTaIOIUE CUCTEMBI.
0) oOHapy>XeHHE W OIOBEIICHHE O BO3HUKHOBEHUHM coObITHN Wb (4enoBekoM WM aBTOMATHYECKHUMH
cpelncTBaMu).+

B) cOop uH(popmanmu, cBI3aHHOM ¢ codbiTuaMu Vb, u OneHKy 3Toi MHPOPMAIUH C LETIbI0 ONpEeAeICHUS,
Kakue COOBITHS MOXKHO OTHECTH K KaTeropuu uHImeHToB 1b.+



I') U3y4YUTh YPOKH, U3BJICUEHHBIE U3 UHIIEHTOB 1b.

4 amuaenTamMu nHOOPMAITMOHHON O€30MaCHOCTH SIBIISIOTCS (BBIOEPUTE HECKOJIBKO BAPHAHTOB OTBETA):
a) yTpara yciyr, 000py0BaHUS WU YCTPOMCTB.+

0) M3MEHEHHUE TOTIOJIOTUU BHIYHCIUTEIBHBIX CETEH.

B) M3MEHEHHE MTapaMeTPOB pabOTHI CPEICTB 3AIIUTHI HHPOPMALIUH.

T') CHCTEMHBIC COOM HIIH TTePErpy3KH.+

5. Jlnst ycTpaHeHus NOCHEeICTBUM U MPUYHMH MHIUIACHTa MHPOPMAIIMOHHON 0€30IaCHOCTH B OpraHU3aIUH
CO3JAIOTCS CIIELHUANIbHBIE TPYMIbl, YKKUTE KaKhe CIHEIHAIUCThl BXOMAT B 3Ty TIpymnmy(BelOepute
HECKOJIBKO BapMaHTOB OTBETA):

a) cnenuanrcTel buonornueckoro genapramMeHTa.

6) cneunanuctsl FOpuaudeckoro aenaprameHTa.+

B) CITEIIUAJIUCTHI aTTECTAIIMH O0OBEKTOB HH(GOPMATH3AIIH.

r) cneuuanuctel Jlenapramenta Mnpopmannonusix Texnomoruii.+

6. HailiguTe KiIfOueBBIE BOIPOCHI, KOTOPHIE HEOOXOAMMO PACCMOTPETh MJisi TMOCTPOSHHUS ONTHMAaIbHOU
cUCTeMbl MeHekMeHTa HHIKAeHTOB b (BbiOepHTe HECKOIBLKO BApHAHTOB OTBETA):

a) KOH(UICHIIMAIBHOCTh. +

0) o0si3aTenbCcTBA PYKOBOACTBA.
B) aHOHUMHOCTb.+

r) 00s13aTeIbCTBAa PAOOTHHUKOB.
n) pucku Ub.

7. VI3 xakux 4acTeil COCTOUT CUCTeMa KpUMUHAIUCTHUECKON oTorpaduu (BbIOEpUTE HECKOIBKO
BapHaHTOB OTBETA):

a) CyleOHO — KPUMUHAJIMCTHYECKASI.

0) cyneOHo - SKcTiepTHAs. +

B) CyZ1IeOHO — MEJICIIHCKASI.

T') cyeOHO - orepaTuBHas. +

8. MeTozbl KpUMHUHATTUCTUYECKOH (poTorpaduu — 3T0:

a) COBOKYITHOCTb TTPaBUJI M pEeKOMEHIAINH TI0 BBIOOPY oTOrpadiuecKux CpeCTB, yCIOBUM ChEMKH U
00pabOTKM SKCTIOHUPOBAHHBIX U300pAKEHHH JIJ1s1 TOJTy4eHHs (OoTOrpauecKux CHUMKOB, OTBEYAIOITUX
HEeJsIM ¥ TpeOOBaHUSAM (PUKCAIMU M UCCIICAOBAHMS BEIIECTBEHHBIX JTOKA3aTEIbCTB. +

0) COBOKYITHOCTb IPAaBWJI U PEKOMEH/IAINH 10 MPaBUILHOMY BBIOOPY TOUEK CHEMKH, HAlpaBICHUs U
paccrosiHus poTorpadupoBaHKs OTHOLICHUN KaKI0TO 00bEKTa CheMKHU

B) 9TO CUCTCMaA CIICIUAJIbHBIX MCTOAOB, ITPUCMOB U CPCACTB CbEMKU, UCITOJIB3YCMbBIX IJId BBIABJICHUA U
(I)I/IKCEII_II/II/I HECBUAMMBIX NN CJIa6OBI/II[I/IMI/IX 00BEKTOB U UX IIPU3HAKOB B IMTPOLECCC TPOBCACHUS SKCIICPTUS.

r) ¢pororpadupoBaHre MECTa MPOBEACHUS CIIEACTBEHHOTO (PO3BICKHOM) JieiicTBUS Ha (hOHE OKpY Karomien
€ro 00CTaHOBKU.

9. Kpumunanuctuueckyro GoTtorpaduio moapasiensior Ha (BbIOepuTe HECKOJIbKO BAPHAHTOB OTBETA):
a) cyz1e0HO — CJIeICTBEHHYIO. +

0) cyneGHO — pO3BICKHYIO.

B) CyA€OHO — METUIIMHCKYO.

I') OIlEpaTUBHY0.+

1) CyIe0HO — DKCIIEPTHYIO.+

10. Yo mepBbIM yKa3bIBaeTcs Mpu oopmiieHUH (HOTOTaOIuUIL:

a) YKa3bIBaeTCs afipec U BpPeMsl IPECTYIUICHHS.

0) YkasbiBaetcs, k mpumepy, «@oto Ne 1: Opuenrupytomas cbéMKa. MecTo IPUIHMHEHUS TKKUX
TEJIECHBIX MOBPEXACHUH, 1o aapecy: yin. Coerckas 111 r.TamOGoBay.

B) YKa3bIBaeTCs roCylapCTBEHHBIN OpraH, COTPYIHUK KOTOPOTO OCYIIECTBIISAET POTOCHEMKY, U IO KAKOMY
¢baxTy PpoTochEMKa OCYIIECTBISACTCS.

r) Yka3biBaeTcs oO1ast nHpopmanus.
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Tema 4. Yipapnenue HHPOPMAITMOHHBIMU PUCKAMH.
1) YnpaBnenue nHGOPMAIIMOHHBIMA PUCKAMU — 3TO...

a) Ba)KHAs 9aCcTh MEHEKMEHTA BCEi opranuzanuu, odecneurBaronas 3pPeKTUBHOCTH MPOIIECCOB U
pelIaoIas He TOJIBKO TAKTHYECKHE, HO U CTPATerHueCKHe 3a/1a49u

0) KOMITJIEKC MEPOTIPUATHH IO 0OBEKTUBHON UACHTU(DHUKAIINK U OIICHKE Han0O0JIee BaKHBIX JIJIsl KOMIIAHUU
MH(OPMAITMOHHBIX MPOLIECCOB, CTETICHN UX 3aIIUIICHHOCTH ¥ KOHTPOJIS +

B) IMKJIMYECKHIA NpOIiecC, BKIIOYAIOIINUNA 0CO3HAHUE CTETIEHH HEOOXOAMMOCTH 3alIUThl HH(OPMALIUU U
MIOCTAHOBKY 3aJ1a4; cOOp M aHAJIU3 JaHHBIX O COCTOSHUM MH(OPMAIIMOHHOM 0€301acHOCTH B OpraHU3aluu

r) Habop mapamMeTpoB 00ECIICUNBACT 3AIUTY KOMITBIOTEPOB

2) Puck sBnsercst pyHKIMeH (HECKOJIBKO BAPHAHTOB):

a) pa3mMepa BO3MOXKHOTO yiepoa +

0) uncia ysa3BUMOCTEH B CUCTEME

B) YCTaBHOT'O KamuTalla OpraHu3aIiu

') BEPOATHOCTH pean3aluy yrpo3bl +

3) YpoBeHb pucka sBISETCS PyHKIUCH:

a) BEpOATHOCTH pean3alii yrpo3bl +

0) CTOMMOCTH 3aIlIUTHBIX CPEACTB

B) UMCIIa YS3BUMOCTEH B CCTEME

') yCTaBHOTO KanmuTaia OpraHu3aiuu

4) B unciio BO3MOXKHBIX CTPATErHii HEUTpaInU3aIlii PUCKOB BXOAT (HECKOJIBKO BAPHUAHTOB):
a) JIMKBUJAIMS pUCKa +

0) UTHOPUPOBAHUE PHUCKA

B) IIPUHATHUE PUCKA +

T') COKpBITHE PHUCKa

5) B 4ncno aTanoB ynpaBieHUs: pUCKaMH BXOAST (HECKOJIBKO BAPUAHTOB):
a) aHaJIU3 yrpo3 +

0) yrpo3bl IpOBEACHUS aHATN3a

B) BBISIBIICHUE YS3BUMBIX MECT +

') HAKa3aHUE 3a CO3/IaHUE YSI3BUMOCTEMN

6) IlepBrIii mmIar B aHaM3e yrpo3 - 3TO:

a) uACHTUPHUKALNS yTPo3 +

0) ayreHTUUKAIINSA yTPO3

B) JIMKBHALIMS YTPO3

T') MUHUMU3AIHS YTPO3

7) Iocne naeHTUGUKAIMK YTPO3bl HEOOXOIUMO OLIEHUTH (HECKOJIIBKO BApPUAHTOB):
a) BEpOATHOCTH €€ OCYIIECTBICHUS +

0) ymepb oT ee ocymiecTBIeHus +

B) YaCTOTY €€ OCYIIECTBICHUS

T') CIoco0 € JIMKBUIAIUN

8) Ilpu aHanu3e CTOMMOCTHU 3aLTUTHBIX MEP CIEAYET YUUTHIBATh (HECKOJIBKO BApHAHTOB):
a) pacxo/pl Ha 3aKynKy o0OpynoBaHuUs +

0) pacxo/bl Ha 3aKyIKy IpOrpamMm +

B) pacxobl Ha o0ydeHue nepcoHana +

I') KOJIMYECTBO 3aLIUTHBIX MEP

9) YnpapneHue puckaMu BKIIOYAET B CE0S CICIYIONINE BUIBI JESTEIBHOCTH (HECKOJIBKO BAPUAHTOB):
a) OILIEHKa PUCKOB +

0) BBIOOD 3aIIUTHBIX CPEACTB +

B) JINKBUAALINUS UCTOYHUKOB yIPO3

T') OIpe/iesieHe OTBETCTBECHHBIX 32 aHAJIN3 PUCKOB
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10) OueHka puCKOB MTO3BOJIIET OTBETUTH Ha CIIEAYIOLIUE BOIIPOCHI:
a) KaK CIPOEKTUPOBATh HAJIC)KHYIO 3aLTUTY ?
0) KaKyIo MOJUTHUKY O0€30MaCHOCTH MPEAOYECTh?
B) KaKHe 3alUTHBIE CPEICTBA SKOHOMHYECKH 11eJ1eCO00pa3HO NCIOIb30BaTh? +
') YeM PUCKYIOT CUCTEMHBIE aIMUHUCTPATOPHI?
11) B uém 3akirouaeTcs Ka4eCTBEHHOE yIIPaBJICHHE HHPOPMAIMOHHBIMHU pUCKaMU (HECKOJIBKO BAPHAHTOB):
a) orpesiesieHuu +
0) MUHIMU3AIIUH +
B) 3aTPaTHOCTH
') KOHTpOJIE +

12) [louemy npu NpoBeJCHUN aHaTN3a MHOOPMAIIMOHHBIX PUCKOB CIIEAYET NMPHUBIEKATh K ATOMY
CIEMAJIMCTOB U3 Pa3INYHbIX OAPA3AEICHUN KOMITAaHUN ?

a) UtoObl yOeTUThCS, 4TO MTPOBOAUTCS CIIPABETHBAsI OI[CHKA

0) D10 He Tpebyercs. [l aHamm3a pUCKOB CJICIYET NMPUBJIEKATh HEOOBIYIO TPYMIY CIICIUAINCTOB, HE
SIBIISTFOIINAXCSL COTPYAHUKAMHU KOMITAHWH, YTO TIO3BOJIUT 00ECTIEUNTh OCCIIPUCTPACTHBIN U Ka4eCTBEHHBIH
aHau3

B) ITockonbKy 1011 B pa3iInyHbIX OAPA3ACICHUAX JyUllle TIOHUMAOT PUCKU B CBOMX HOAPA3JIEICHUAX U
CMOT'YT MPEIOCTaBUTh MAKCUMAJIBHO MOJHYIO U IOCTOBEPHYIO MH(OPMAIIMIO JUIs aHATU3a +

r) IlockonbKy 1011 B pa3iIMUHBIX MOAPA3AECICHUAX CAMU SBIISIOTCA OJHOM U3 IPUYHUH PUCKOB, OHU
JOJDKHBI OBITh OTBETCTBEHHBI 33 UX OLICHKY

Tema 5. Ynpasienne npoduassMy 3aIIuTHI.
1) Ilpodune 3amUTHI - 3TO...

a) BakKHAs 9acTh MCHEDKMEHTA BCEil opraHu3anuu, odecrneunBaromnias 3pGheKTUBHOCTh MPOIIECCOB U
pelaronias He TOJIbKO TAKTHYECKUE, HO U CTPATETHYECKUE 3a/1a91

0) KOMIUIEKC MEPOTIPUATHI TT0 OOBEKTUBHON UACHTU(MUKAIINK U OIIEHKEe Han00JIee BaKHBIX JIJIs1 KOMITAHUH
WH(POPMALIMOHHBIX MPOILIECCOB, CTEIICHU MX 3AIUIICHHOCTA U KOHTPOJIS

B) IIUKJIMYECKUH TIPOLIECC, BKIIOYAIOIINI 0OCO3HAHUE CTENIEHN HEOOXOIMMOCTH 3aIUThl HH(OPMAIINH U
MMOCTAHOBKY 3a/1a4; COOp M aHaJIM3 JAaHHBIX O COCTOSTHUU WH(OPMAIIMOHHON O€30ITaCHOCTH B OpraHU3aIiu

T') CTICHATBHBIA HOPMATUBHBINA JOKYMEHT MPEACTABISIONNNA COO0H COBOKYITHOCTH 3aJ1au 3aIllUTHI,
(yHKIIMOHATBHBIX TPEOOBAaHMM, TPEOOBAHMH aJIECKBATHOCTH M X 00OOCHOBaHHE +

2) B xakoM 3aKOHOAATEIILHOM JJOKYMEHTE OTNIPEICTICHO MOHATHE PO 3alTUTHI?
a) @3 “O nepcoHalIbHBIX TAHHBIX
0) @3 “O06 nadpopmanuu, THOOPMAITMOHHBIX TEXHOJIOTHSAX M O 3alUTe HHOpMAIIn’™’

B) [OCT “HNudopmannonnas TexHonorus. MeTonsl u cpeactsa obecneuenus 6ezonacuoctu. Kpurepun
OILICHKH 0€30MacHOCTH WH(POPMAITMOHHBIX TEXHOIOTUN ™ +

r) @3 “O 6e3onmacHOCTH”

3) Kak Ha3bIBaeTCsi COBOKYITHOCTbH MPOrPAMMHBIX, IPOrPaMMHO-aIMapaTHIX W/WIK anfapaTHbIX CPEICTB
UT, npenocrasistoniast onpeaesieHHble pyHKINOHAIbHbIE BO3MOKHOCTH U MIpeIHa3HaYeHHAs IS
HEMOCPEACTBEHHOTO HCIOIb30BAHUS WM BKJIIOUEHUS B pa3inyHble cuctembl U T?

a) npoagykt UT +

0) mznenue UT

B) cuctema UT

r) cpena 6e3omacHocta UT

4) O6001IeHHBIM TEPMUHOM TSI TPOAYKTOB U cucteM UT siBrsieTcst:

a) MpoUITH 3aIIUTHI

0) mpoduns 6e3omacHoOCTH

B) uznenue UT +

r) cuctema UT

5) Kakue nienm npeciieayer ucrnonb3oBanue mpoduiieid 3ammuThl (HECKOJIBKO BAapHAHTOB)?
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a) CTaHIapTU3aIMs HAOOPOB TPeOOBAaHUM K HH(OPMALIMOHHBIM MTPOIYKTaM +
0) MOBBIIICHUE YPOBHS O€30MaCHOCTH MH()OPMAIIMOHHON CUCTEMBI
B) OIICHKA O€30IIaCHOCTH +
T') MPOBEACHUE CPABHUTEIHHOTO aHAIM3a YPOBHS 0€30MacCHOCTH pa3nuyuHbIX m3aenuid UT +
1) IOBBIIIIEHUE YPOBHS Oe3omacHocTy uzaenus UT
6) BriGepuTe nmpaBrIIbHOE YTBEPXKICHUE OTHOCUTEIBHO TTpodutst 3amuThl (I13).
a) I13 pernamentupyet TpedoBanus 6e3onacHocty u3nenuid UT u ciocoOsl peanuzaiyu 3TUX TpeOoBaHUN
0) [13 permaMeHTHPYET CIIOCOOBI peaTu3alfy OMPEAEICHHOTO YPOBHS Oe3onacHocTy usaenus UT
B) I13 comepxuT peKOMEHIAIUY 110 pean3alliy ONpeAeIeHHOrO ypoBHs 6e3onacHocTu u3nenust UT

r) [13 permamenTupyet TpedoBanus 6ezonacHoctu uznenuii T, Ho He pertaMeHTHpyeT CITocoO0B
peanu3anuu 3TuX TpeboBaHUi+

7) [Ipoduis 3aTUTEI MOKET PUMEHSTHCS (HECKOJIBKO BAPUAHTOB):

a) K OZTHOMY IIPOIYKTY

0) K ONpeAeICHHOMY KJIacCy MPOIyKTOB +

B) COBOKYITHOCTH MTPOAYKTOB, He 00pa3yromux HHPOPMAIHOHHYIO TEXHOIOTHIO
') COBOKYITHOCTH ITPOAYKTOB, 00pa3yomux HHHOPMAITMOHHYIO TEXHOJIOTHIO+

8) Kaxoii moapazaen mpoduis 3auThl JOJKEH AaBaTh OOLIYI0 XapaKTEPUCTUKY MPO(UITIO 3alIUTHI 1
HUMETh OIHUCATENbHYIO (hopMy?

a) aHHOTaIUs +

0) obocHOBaHME

B) cpena 6e30macHOCTH

T') 3aMeUYaHus 10 MPUMEHEHHIO

9) Kaxoit moxgpasaen npoduis 3aluThl JOIDKEH 00€CIeYUTh MapKUPOBKY M OMHMCATENbHYI0 HH(POPMALIHUIO,
HEOOXOIMMBIE JIJIs1 OTHO3HAYHON MACHTU(UKAIIMH U PETHCTPALUU TPOQUIIS 3aIUThI?

a) 000CHOBaHUE

0) cpena 6e30MacHOCTH

B) 3aMEYaHUs [0 MPUMEHEHUIO

r) uaeHTudukanus +

10) B xakoM pazaerne mpoduis 3auThl CONEP>KUTCS aHHOTAIMS U UACHTHPHUKALINA?
a) BBEJICHUE +

0) o00CHOBaHHE

B) cpena 0e30MacHOCTH

I') 3aMEYaHusl 10 TPUMEHEHHUIO

11) Kornma mpousBoauTCes perucTpamus mpodusis 3ammThl?

a) 10 ero co3aaHus

0) rmocJe OIEeHKU U CepTH(UKAINH +

B) B IIPOIIECCE IKCILTyaTaI[uN

T') BO BpeMsl CO3/IaHUS

12) Kak Ha3bIBaeTCsl COBOKYIMHOCTH 3aMUCEH (B JIEKTPOHHOM WIIH SJIEKTPOHHOM B OyMa>kKHOM BHJIE),
BKJTIOYAIOIINX B CE0s PETUCTPAIIMOHHBIC METKH, & TAK)KE CBA3aHHYIO C HUMH JIOTIOJTHUTEIHHYIO
nH(GOPMAITUIO O TPO(HIIAX 3AIUTHI?

a) )KypHa

0) peectp +

B) Habop

T') KaTajor

13) V13 xakux yacTeil COCTOUT KaxKasl 3aKch peecTpa (HECKOJIbKO OTBETOB)?

a) TUI 3JIEMEHTa peecTpa +

0) rox perucTpauuu +

B) TUII PETUCTPALIUU



I') pETUCTPALIMOHHBINA HOMEp +

1) U0 WJIM OpraHu3alus, BblAaBIIas cepTU(PUKAT COOTBETCTBUS

14) CxonbKo 3HaYE€HUN MOXKET IPUHUMATh THUII 3JIEMEHTa peecTpa’?

a)2

0)3+

B) 4

r)5

15) lns mpoduiast 3auThl ¢ pErUCTPAIMOHHBIM HOMEPOM 5, 3apeructpupoBanabiM 11 deBpans 2011 roxa,
3aIuch B peecTpe OydeT UMETh CIEAYIOMNN BUI:

a) [T1-2011-02

0) 113-02-2011-005
B) [13-2011-005 +
r) [13-02-2011

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILTIHE IPOBOAUTCS B hopMe 3aueTa

Tunossie Bonpocekl 3auera (OIIK-1.1)
1. Baytpennsis MmotuBanus kK odbecrnieuenuto b Ha mpennpustuu.

2. buznec-monens npeanpusatus. MabopmanroHHbIe TOTOKH.

3. lokymeHTHI 1TO YpOBHS: cTparerus HHPOPMaAITMOHHOW 0€30MMacHOCTH, TTOJIUTUKA HHPOPMAITMOHHOMN
0€30MacHOCTH

4. 3amaun pa3nUYHBIX NoApasaenaeHuii o odecnedenuto b

5. [Iporecch obecnieueHss HHPOPMAIIMOHHOM OE30MTaCHOCTH.

6. KonTpons kadecTBa nporeccoB HH(PpOpMAIIMOHHON 0€30MacCHOCTH.

7. Cuctema yrnpapieHUs HHPOPMALIMOHHONW 0€30MaCHOCTBIO MPEATIPUATHSI.

TunoBble 3axanus s 3a4era (OIIK-1.1)
1.BeiObupuTe hyHKIIMM yIIpaBICHUS
a) [InanupoBanue
0) Opranuzanus
B) MoTuBanus
r) Pa3zButne
n) Konrtponb
2 Mertozp! aHanu3a KOHGIUKT JOTUYECKUX JaHHBIX:
a)CTaTUCTUYECKUN METOI;
0)MareMaTHIeCKU METOT,
B)CHUCTEMHO-IKCIIEPHBIA METOI;
T')UCTOPUYECCKHUIA aHAIIN3;
J1)KOMITapaTUBHBIN aHAIIN3.
3 BeiOpaTh cTaguu peanu3aiii CUCTEMBbI YIIPaBICHUS HHHOPMAIIMOHHON 0€30TaCHOCTBIO:
a) (hopMHUpOBAaHKE TIOJIUTUKU B 00JACTH PUCKOB.
0) aHanmu3 OU3HEC-TIPOIIECCOB.
B) COITIAaCOBAHUE PUCKOB C IKCIIEPTAMH



I') aHAJIU3 PUCKOB.
1) GOopMUPOBAHUE TICICBOM KOHIIETITHH.

4. Kakue myHKTBI BKJIIOYaeT «3aMKHYThIH KU3HEHHBIH ITUKJI CUCTEMBbI YIpaBJIeHUS HH()OpMAIIMOHHOK
0€30IaCHOCTHIO»

a) Aymut CYUb

0) KoppektupoBka Mep 1o MuHUMHU3aIuu puckos b

B) IUIAaHUPOBAaHKE MEP 110 MMHUMM3aK puckos Ub

T') COIJIacCOBaHUE 3allJIaHUPOBAHHBIX MEP 1) IPOBEpPKA

5. CYUB Brrouaet B ceOsi:

a) OpraHU3alMOHHYIO CTPYKTYPY,

0) OMUTHKH,

B) pacmnpe/ieJicHUue TIpaB U 00sS3aHHOCTEH,

T') OCYIIECTBICHHUE HA TPAKTUKE,

JT) IPOIIECCHI U PECYPCHI

6. HazoBuTe MeTonb! ynpaBieHUs: HHPOPMAIIMOHHOM 0€30IacCHOCTH

a) aIMUHUCTPATHBHbBIC

0) MH)KEHEPHO-TEXHUUYECKUE

B) ITPaBOBBIC

I') TEOPETUYECKUE

1) S)KOHOMHYECKHE

€) COIMaJbHO-TIeITarOTHYECKUE

7. Tunbl MOTUBOB B KOJUIEKTHUBE

a) MOTHB KaK BHyTPEHHE OCO3HAHHBIC MOTPEOHOCTH;

0) MOTHUB KaK BHEITHSS 0CO3HAHHASI TOTPEOHOCTH;

B) MOTHB KaK HHCTPYMEHT Y/IOBJIETBOPEHHUS MTOTPEOHOCTH

I') MOTUB KaK HaMepeHue, o0y K aaroiee MoBeACHHE;

8. Mepompusitus st o0ecredeHus 3aiuThl UHHOPMAINH B aBTOMAaTU3UPOBAHHOMN CHCTEME YIIPaBICHUS
a) popMupoBaHue TpeOOBaHUH K 3alIUTe HHPOPMAIIUHA B ABTOMATH3UPOBAHHOM CHUCTEME YIIPaBICHUS;
0) pa3paboTKa CUCTEMBI 3aIUTHI ABTOMATH3UPOBAHHOW CUCTEMBI YIIPABICHHUS,

B) COIVIAaCOBAHME CHUCTEMBbI 3alIUTHl aBTOMATU3UPOBAHHOMN CHCTEMBI YIIPABIICHUS U BBOJ €€ B JICHCTBUE;
r) obecrieueHne 3auThl UHHOPMAITUH B XO€ SKCIUTyaTallid aBTOMAaTH3UPOBAHHOW CUCTEMBI YIIPABICHHUS,

1) obecriedeHre 3auThl HH(OPMAIUU MPU BBIBOZE U3 SKCILTyaTal[il aBTOMAaTU3UPOBAHHOM CHCTEMBI
yOpaBJICHUS.

9 Pa3paboTka cucTemMbl 3alIUTHl aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABJICHUS BKIIIOYAET
a) MPOEKTHUPOBAHHUE CUCTEMBI 3aLUTHl aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABIICHHUS;
0) cortacoBaHME CUCTEMbI 3aLIUTHl aBTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUS

B) pa3palbOoTKy 3KCIUTyaTal[HOHHON JTOKYMEHTAIUU Ha CUCTEMY 3alllUThl aBTOMaTU3UPOBAHHON CHCTEMBI
YIIPaBJICHUS.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

JleckpunTopsl (YpOBHH) — OCHOBHBIC IPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerenuu
TOCTHKEHHMSI pe3ynbTaTa)

OIlIK-1.1 JIeMOHCTpHUPYET BHICOKUH ypOBEHb 3HAHUH 1O OCHOBaM yIIPaBJICHHS
nH(popMaIrMoOHHOW  Oe30macHOCTH,  olecredeHusi  Tpedyemoro
kadecTBa nmosutuku Ub.
YMmeer pa3pabaTbiBaTh W PEAIM30BBIBATH TOJUTHKU YIIPABICHUS
TOCTYTIOM B KOMITBIOTEPHBIX cucreMax  Ha  OCHOBE
OpPTraHU3aIlMOHHBIX, TMPOTPAMMHO-AMIIAPATHRIX W  TEXHUYECKHX
CpE/CTB 3alIUThl HHPOPMAITUH.

«3a4TCHO»
(50 - 100 6anzoB)




OIIK-1.1 He cmocoGen mpomeMOHCTpUpOBaTh 3HAHMSA MO  OCHOBaM
yhOpaBieHus  MHPOPMAIMOHHOW  Oe3omacHOCTH,  OOecredeHus
Tpebyemoro kauectBa nonutuku 1b.

He ymeeT pa3pabathiBaTh ¥ peajr30BbIBATH MOJUTUKHA YIPABICHUS
IOCTYIIOM B KOMIIBIOTEPHBIX ~ CHUCTEMax  Ha  OCHOBE
OpPraHU3aIlMOHHBIX, MPOTPAMMHO-AMIMAPATHBIX W  TEXHUYECKHX
CPEICTB 3alIUThl HH)OPMAIIUH.

«HE 3a4TCHOY»
(0 - 49 6anon)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)
5.1 Meroauueckue yKa3aHus IO OPraHU3alUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OO0ydaromuMcsi HEOOXOAMMO O3HAKOMUTBCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopas ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHBL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT pa3zienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeTouuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHMe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfelbl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, @ TAKXKE BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKxoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, IMPOrpaMMHOE OOecCIeyYeHue,
npodeccroHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpedyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIHUITIHHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jekauu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAaHHOM [IOMOJIHUTEIbHOU
JUTEPATYPHI;

- IPYU CAMOCTOATEILHOM U3YYEHHU TE€OPETUYECKOU TEMBI CAeNaTh KOHCIEKT, UCIOb3Ysl PEKOMEHI0BaHHbIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOThI, TTO TeMe MpecTaBieHHbIe B yHKTe 3.2 PIT/I.

- [P MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHUTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia U PEeKOMEHIOBAHHBIX
VCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKnu JOJKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHble B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIUTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KoHCeKT MOKeT OBITh BBITIOJIHEH B paMKax pacliedyaTKH BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa W3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXkAaTh JHUIIb OCHOBHBIC KIIIOUYEBbIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETAETCS CAMUM CTYIAECHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:
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- JCJIaTb 3allMCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIrO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);

- cO3/1aBaTh KOHCIIEKTHI (pa3BEepHYThIE TE3HUCHI).

5.4. PexoMeHaIMy 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist co CTyJEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIA OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO COJIEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- pPalMOHAJILHOCTD UCIIOJIb30BAaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHONW yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((PEKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MMOCOOMI M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTeprarna;

- palMOHAJIBLHOCTD HUCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/IaHue.

VYCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATHUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueld HeoOXoauMo odpamarb BHUIMaHUE
Ha TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyaJlbHOCTh TEMbI, IOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEPKaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COICpPKaHUS U JIMTEPATyphl), MpaKTUUeCcKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aleKBaTHOCTh MCIOIb30BAHUSI TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTh MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YATAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBo€ OQOpMIIeHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeibl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE pErIaMeHTa, SMOIIMOHAIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, INTyOOKKE U MOJTHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coepXaHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, pacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkeHus, d3PpdextuBHOoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHsS JIOCTHXKEHHUSA
PEe3yIBTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeIbHOCTH, JJ0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBO/IbI.

6. YueOHO-MeTOoANYecKOe U HHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. llepenxoB B.M., Mutpomkun A.I. Madopmanmonnas 6e30macHOCTh U 3amuTa nHpopmanuu. - TamOoB:
[b.u.], 2014. - 1 snexTpoH. ont. nuck (CD-ROM)

2. Jlonarun J1.B., Kanununa FO.B. bezonacHbie HHGOpPMaMOHHBIE TEXHOIOTHY : AJIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpoHn. ont. nuck (CD-ROM)

3. Tam0 roc. yu-T um. I.P. [lepxaBuna, H-T MaTeMaTHKy, GU3UKU U WHPOPMATUKU TeXHUYeCKas 3aIluTa
uHpopmanuy : yuaed. nocodbue. - Tam60B: [b.1.], 2014. - 1 sanexrpon. ont. auck (CD-ROM)
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6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. 3arunaiinoB HO. H. OcHoBbl mHGOpMaIIMOHHON 0€30MaCHOCTH: KypC BH3YaJbHBIX JICKIUMH : y4eOHOe
nmocobue. - Mockpalbepnmun: Jlupekr-Memua, 2015. - 105 c. - Tekcr : anmexkrponnbii // DbC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaitnoB 0. H. Teopust nHGOpMannoHHON O€30MACHOCTA M METOMOJIOTHS 3alIUThl HHGOPMAIINH :
ydyebHoe mocobue. - Mockpa|lbepnun: [upexkr-Memma, 2015. - 253 c. - Tekcr : snexrponusii // ObC
«YHUBEPCUTETCKAS OmoOIMoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PertoB M. 1O., KyBsixkiima A. B., Pynanosckuit M. B. Aynut uHbopmarmoHHOn
0€30MacHOCTH OPTraHOB MCTIOJHUTEIHHOM BIACTH : yueOHOE mocodue. - 4-¢ u3l., crep.. - Mocksa: OnuHTa,
2016. - 100 c. - Tekcr : snexrponnsiii // IBC «YHuBepcurerckas 6ubnroreka onmaite» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&i1d=93259

4. Tlerpenko B. U. Teopernueckue OCHOBBI 3amuThl MH(pOpMaruu : ydyeOHoe mocobue. - CTaBpomoib:
Ceepo-Kapkaszckuii @enepanbupiii yauepcuteT (CKDY), 2015. - 222 c. - Teker : anexrponssiid // 9bC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=458204

6.3 VHbIe NCTOUHMKMU:
1. Kype «Cranaaptsl nHGopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHoBBI HHGOpMAIIMOHHOK Oe30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuajibHO-TeXHHYecKoe o0ecrneyeHne TUCHMILIUHBI, MPOrpaMMHoe odecreveHmne,
npodeccuoHa bHbIe 623bI JAHHBIX U HH(POPMALMOHHbIE CIPABOYHBIE CHCTEMbI

Jlnsg mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJsl TNPOBEICHUS 3aHITHH JIEKIIMOHHOTO M CEMHUHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTALMH, TEKYLIETr0 KOHTPOJII M MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VY4eOHble ayTUTOPUH U MTOMEILIEHUS AJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY KAIIUMH JIJIs1 TIPEICTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus I CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAaHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" u obecrnieueHneM JIOCTyIa B AIIEKTPOHHYO
UH(OPMAITMOHHO-00Pa30BaTEIbLHYIO Cpey YHUBEPCHUTETA.

Jliig mpoBesieHus 3aHIATUH JIEKIIMOHHOTO TUIA UCTIOIB3YIOTCSI HAOOPHI JEMOHCTPALIMOHHOTO 000PYI0BaHMS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTPAUK (ITPOSKTOP, HOYTOYK, IKpaH/ MHTEPAKTUBHAS I0CKA).

JluneH3noHHOE ¥ CBOOOTHO PACcTIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Koncynperant [Intoc

Google Chrome

Microsoft Windows 10

[Ipodeccuonanbubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru
4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru
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5. Poccuiickas rocynapcrBenHast 6nbnuoreka. — URL: https://www.rsl.ru
6. Poccuiickas HarmoHanbpHas onbamoreka. — URL: http://nlr.ru
7. [Ipe3unentckas 6ubnuoreka umenu b.H. Expriuaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3HaHus. — URL:
https://www.monographies.ru

9. Dnekrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTpPOHHAsA HH(pOPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnopaBarensi M CTyAE€HTa B Iporecce OOy4deHHs] OCYIIECTBISETCS MOCPEACTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOIb3yEeMbIX B
AIIEKTPOHHON MHPOPMAIIMOHHO-00pa30BaTeIbHOM Cpelle YHUBEPCUTETA.



