[Tpunoxenue 5

denepanbHOE rOCYIapCTBEHHOE OIOKETHOE 00PAa30BATEIHHOE YUPEXKICHUE BBICILIETO
obpazoBanus « TaMOOBCKHUIA rocynapCTBEHHbIN yHUBEpcUTET uMenu [.P. Jlep:kaBuHay»
NuctutyT MareMaTtuku, Pu3nku 1 HHPOPMAITMOHHBIX TEXHOJIOTUN
Kadenpa maremarnueckoro MoJieTMpOBaHMs 1 HHPOPMALIMOHHBIX TEXHOJIOTUI

YTBEPX/IAIO:
JUpPEKTOP-UHCTUTYTA

0 T0BPAS
%8 0rPAI0843,04

HHOOPMAOIHE
TERHOSON

0
%

O
- N
s N

S

PABOYAS ITPOT'PAMMA

no puciumuinae b1.B.J1B.06.3 International information security
Hampasnenue noaroroBku/crennanbHOcTh: 10.03.01 - MadopManmonHas 6€301macHOCTb
[Tpodwnp/HanpaBieHHOCTE/ cieMann3anus: be30macHoCTh KOMIIBIOTEPHBIX CHCTEM
YpoBeHb BhICIIET0 00pa3oBaHus: OakaJaBpuaT
KBanudukauus: bakanasp

rox Habopa: 2021

TamboB, 2022



ABTOp NMpOrpamMmsbi:
Kanmunar ¢pusnko-mateMaTndeckux Hayk, noreHt Jlonarun mutpuii Banepbepuu

Pabouas mporpamma cocrapiena B coorBeTcTBuu ¢ ®I'OC BO mno nampasienuto noaroroBku 10.03.01 -
Nudopmarmonnas 6e3onacHOCTh (ypoBeHb OakamaBpuara) (mpuka3 MuHUCTEpCTBAa 00pa30BaHUS M HAyKH
P® ot «17» Hos1Opst 2020 1. No 1427).

PabGouwass mnporpamma mnpuHsitTa Ha 3acenanud Kadeapbsl mareMaTHUecKOro MOJAETUPOBAaHUS U
nHpopmarmoHHbIX TexHOomoru# «18» mast 2021 1. [Iporokon Ne 9

Paccmorpena u omoOpeHa Ha 3acemaHun YdeHoro coBera MHcTuTyTa MareMaTukd, (U3UKA U
nH(popMaIrmoHHBIX TexHONMoruH, [IpoTokon ot «05» urons 2021 . Ne 5.



COIEPXAHUE

B (5011708 BB 12 2 001 02 (0300200 00711 4

. Mecto muctiatIuHBL B CTPYKTYPE OIT OAKATABPA. ... uveenttintt et et e et e e e ee e e iee e eaeeeteeaeeaeenns 5

. O0OBEM U COMEPIKAHME TACTIATIITITHBL. . . ..\ vsussenssenteenseenneenseenneeneeeaseeeseanasanseanseanseenreenneenneans 5

. KorTpons 3HaHM# 00y4Jaronuxcst U TUTTOBBIC OITCHOUHBIE CPEICTBA. ... vtnureenrsenreenreenneenneenneenneenneans 10
. MeToandeckne ykazaHus I 00YUYAIOITAXCS 10 OCBOCHHUIO JUCITUTUTHHBI (MOJTYTIS) ..\ vveeeeeanreannannnns 23
. Y4eOHO-MeToiuecKoe U HHPOPMAITHOHHOE 00ECTICUCHHE JUCIUTITIHBL. . . . \vueseeeeeneeneneeneneenennanenss 25
. MarepuanbHO-TeXHUYECKOe obecrievueHue JICIIUTUTAHBI, MpOTrpaMMHOE obecrieveHue,

npodeccroHabHBIC 0a3bl TaHHBIX U WH(POPMAITHOHHBIE CITPABOTHBIC CHCTEMBL. . ...'vveeereenreanreansannns 26



1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-2 CrnocobeH aaMUHUCTPUPOBATH MPOrpPaMMHO-aIapaTHbIe CPEACTBAa 3alluThl WHOOpPMAIMK B
KOMITBIOTEPHBIX CETSIX

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN
- DKCIUTyaTalMOHHBIN

1.3 JlucumrinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroHIMXCsl K Mpo(ecCHOHaIbHOM AEATEIbHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c(epe TEXHUKU U TEXHOJIOTHH,
OXBAaTBIBAIOIIEH COBOKYNHOCTb MpPOOJEM, CBS3aHHBIX C OOECleUeHHEeM 3alIUIICHHOCTH OOBEKTOB
MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIC Kon n HaumMeHoBaHue

(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

xommnereniuu ®I'OC BO,
HEOOXOOUMOH IS

MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM

npodeccruoHaIbHEIC (hopMHpOBaHUS TPYIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBHUS
[MK-2 Cnocoben Ha OCHOBE MEKIyHAPOIHBIX CTaHJapTOB
aJIMHUHUACTPHUPOBATH MH(OPMAITMOHHOM 0€30MacCHOCTHAIMUHUCTPUPYET
MpOrpaMMHO-aNmNapaTHeIe  |IPOrpaMMHO-aIapaTHbIE CpencTBa 3aIUTHI

Cpe/CTBA 3aLIUTHI WHPOPMAINH B KOMITBIOTEPHBIX CETIX
nHpOpPMAINH B

KOMITBIOTCPHBIX CCTAX

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

I1K-2 CnocobeH aIMHHHUCTPUPOBATH MPOTPAMMHO-ANIAPATHBIE CPEICTBA 3aIIUTHI
MH(POPMALIUU B KOMITBIOTEPHBIX CETIX

Ne HaumeHnoBanue ®dopma
n/n JTUCLUILINH, o0y4eHHs
OIIPECACIIAONINX Ouynas
MCXKIUCHUITIIMHAPHBIC (CCMCCTP)
CBA3U 3 4 5 8
1 ["Networksecurity" +
2 | Ananm3 +
3aIIMILEHHOCTH
KOMITBIOTEPHBIX CETEH
3 |bezomacHoCcTh +

KOMITBIOTEPHBIX CETEH

4 |Kommerorepnsle cetn | + | +

5 |MexnyHaponHas +
nH()OpMaIOHHAS
0e301macHOCTh

6 |CrarmapTsl B 006JaCTH +
nH()OPMAITMOHHON
0e30macHOCTH

7 | OKcIUTyaTarmoOHHAS +
MpaKTHKA




2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

HucuumuinHa «International information security» oTHocHTCS K 4YacTd, (POpMUPYEMOHl y4yaCTHUKAMHU
oOpa3oBareNbHbIX OTHOIIEHUH, yueOHoro twrana OIl mo wnHampasienuto mnoarotoBku 10.03.01 -
WNudopmanmonnas 6€30MacHOCTb.

JucrunmHa «International information security» uzydaercst B 5 cemecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM TUCIUTUIHHBI:

Bun yueGHOM paboThI (Bcef:r)glj{ii%)
O0mas Tpy10€éMKOCTb JMCIHUIITHHBI 144
KonTaktHas pabora 64
Jlexuuu (Jlexummn) 32
Jlaboparopnsie (JIab. pab.) 32
CamocrositenbHas pabota (CP) 44
DK3aMeH 36

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
H | .
pao.
0|0 ]|O
5 cemecTp

1 Stages of TecTupoBanue;
development and Co0OecenoBanue
structure of the s a6
information security
system in foreign
countries.

2 Formation and TectupoBanue
development of
information security
systems in leading 4 1516
foreign countries.

Information security
in the XX century.

3 The state of the TecTupoBanue;
problem of s 146 CobecenoBanue
information security
in the EU countries.

4 Information security s s |7 TectupoBanue;
system in the USA. CobecenoBanue

5 Information security TectupoBanue

. 514 1|6
system in the UK.

6 Information security 45 |7 TectupoBanue;
systems in France. CobecenoBanue




7 Information security TectupoBanue;
systems in China. CobecenoBanue

Tema 1. Stages of development and structure of the information security system in foreign countries.
(ITK-2)

Jlexknus.
The history of the development of information security systems in foreign countries. Stages of development
of the information security system at the present time. The structure of information protection systems used
in the global practice of ensuring information security: organizational information protection, technical or
engineering and technical protection of information, software and hardware protection, cryptographic
methods, psychological types of protection, moral and ethical types of protection, insurance protection of
information. The main stages and patterns of the historical development of Russia, its place and role in the
modern world in order to form a civic position and develop patriotism.

JlaboparopHbie padoThbI.
Do practical work

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Systematization of the history of the development of methods and means of SI in the process of human
evolution.

2. Highlight the features of the second and third periods of development of methods and means of GI.
3. What are the main types of storage media were in 60-80 years. ?
4. What is the period of the most intensive solution of information security problems?

5. Describe the current state of the problem of information security in the world.
6. Name the main elements of a typical information security system in a modern system.

Tema 2. Formation and development of information security systems in leading foreign countries.
Information security in the XX century. (IIK-2)

Jlexknus.
Developing the skill of analyzing information security in antiquity (Ancient Germany, Ireland, Iceland,
Denmark and other Scandinavian countries, Ancient Greece and Rome, Ancient Egypt and Mesopotamia,
the Middle East, Ancient India, Ancient Japan, Ancient China). Protection of information in the Middle
Ages (Medieval Europe). Information protection in the 17th-19th centuries. Information protection in the
Ist half of the 20th century. Protection of information during the Second World War. Information security in
the second half of the XX century.

JlaGopaTopHbie padoThbI.
Cryptographic protection of information at the initial stage.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
- Write a short summary of the lecture.

- Study basic and additional literature on the topic of the lecture
- Perform laboratory work.
Subjects of questions:

1. How was information encrypted using runes?



2. What is the formation and what are the features of information security systems in ancient China and
India?

3. What are the sources that characterize the features and patterns of formation of information security
systems in the Ancient World?

4. What are the features of trade secret protection systems in Western Europe in the 19th - early 20th
centuries?

5. List the stages of the formation of the information security system in the United States?
6. How do European approaches to information security differ from those in the East?
7. What is meant by "Indian cryptography"?
8. What was the weak point in the German Enigma machine?
Tema 3. The state of the problem of information security in the EU countries. (ITK-2)

Jlexkuns.

European Network and Information Security Agency (ENISA) and national cybersecurity strategies. Center
for combating cybercrime. Upcoming projects of the European Union.

JlaGopaTopHbie padoThbI.

Encryption principles. Analysis of the development of foreign practice in the use of cryptographic data
protection algorithms.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
- Write a short summary of the lecture.
- Study basic and additional literature on the topic of the lecture
- Do practical work
Subjects of questions:
1. When and for what purpose was the European Union created?
2. What is an information weapon?
3. What is the main feature of the information weapon?
4. What was the purpose of the European Network and Information Security Agency?
5. What factors influence the functioning of key public information systems?
6. What is cyber security?

7. Why did ENISA develop the GoodPracticeGuideon NCSS?

8. What are the responsibilities of the European Cybercrime Center?



9. What are the main directions for ensuring the Information security of the European Union in the short
term?

10. What is the essence of the new rules for the protection of personal data proposed for consideration in the
EU?

Tema 4. Information security system in the USA. (IIK-2)
Jlexknus.
US national security concept. US national security agencies. Directorate of Intelligence (DI). Operational
management (DO). Scientific and Technical Management (DS&T). Administration Administration (DA).

Search, analysis and systematization of scientific information, domestic and foreign experience on the
research topic.

JlaboparopHbie padoThbI.
A study of US government information security agencies.
3ananus 1J151 CAMOCTOSITEILHOI padoThI.
- Write a short summary of the lecture.
- Study basic and additional literature on the topic of the lecture
- Do practical work
Subjects of questions:

1. List the legal acts regulating the US state policy in the field of informatization.

2. What policy should the United States pursue in order to successfully implement the provisions of the US
National Security Concept?

3. What is the result of the implementation of the provisions of the US National Security Concept?

4. What directives of the President of the United States regulate the solution of important strategic issues of
national policy in the field of information security?

5. What is the US "Intelligence Community" and what organizations does it include?
6. Which US executive authorities are exclusively engaged in intelligence activities?
7. What structural units are part of the CIA?
8. What are the reasons and goals for the creation of the US Department of Homeland Security.
9. What departments and departments are part of the US National Space Intelligence Agency?
10. What methods does the NSA use in its professional activities?

Tema 5. Information security system in the UK. (IIK-2)

Jlexkuns.

UK Parliamentary Intelligence and Security Committee (IntelligenceAndSecurityCommittee /ISC/). UK
Intelligence Service SecretIntelligenceService / MI6. Counterintelligence service MI-5. Government
Communications Center (Government Communications Headquarters / GCHQ /). IS software.



JlaboparopHbie padoThbI.

IS standards. The cost structure of information security in the British government.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Search for information about UK information security authorities.

Tema 6. Information security systems in France. (IIK-2)
Jlekumus.

Intelligence agencies of the French Republic. The structure of the secret services of the French Republic.
DGSE. Military Intelligence Directorate (DRM). DRM structure.

JlaGopaTopHbie padoThbI.
The study of public authorities to ensure information security in France.
3ajaHus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. How does the French government view the concept of information warfare?
2. How does the French view of economic conflict differ from other European countries?

3. Analysis of the benefits of virtual war?

4. For what purposes is an information and analytical decision support system being created in France?

5. What methods, according to French experts, provide reliable information protection and what measures
are needed to achieve these methods?

6. What hinders defensive actions to prevent and reduce the threats of information warfare?

Tema 7. Information security systems in China. (IIK-2)
Jlekumus.

The concept of information confrontation in China. Information security legislation in China. Ensuring the
security of computer and information systems. Organizational structure of the Chinese intelligence services.
The "Great Wall" of China's information security. Ministry of State Security of the People's Republic of
China. Search, analysis and systematization of scientific information, domestic and foreign experience on
the research topic.

JlaGopaTopHbie padoThbI.
The study of government information security agencies in China.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1. Describe the legal and regulatory framework of China in the field of information security and
responsibility for computer crimes in China.

2. List the main special services of China, what functions do they perform?

3. What is the "Great Wall" of China's information security? How does it differ from the information
security policy in Russia?

4. What are the features of the support of Internet resources by individuals in China?
5. What tasks are solved in China within the framework of integration into the world information systems?

6. What is meant by "The concept of network forces"?

7. Name the main activities carried out by the Chinese leadership aimed at improving the country's
information security.



8. What is China's IW concept?

9. What are the main elements of China's IP legal system?

10. What are the main measures to ensure the information security of China, carried out in the process of
integration into the global Internet?

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

5 cemecTp
nocermaeMocTs — 10 6amioB
TeKylui KoHTpostb — 40 6aioB
KOHTPOJBHBIC Cpe3bl — 2 cpe3a mo 10 6amioB Kaxabli
npemMuaibHbie 0amisl — 20 6ayToB
OTBET Ha 3k3aMeHe: He Oornee 30 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertoauka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboTsI KOHTpOJS | Oamos
/ cpe3bl
1. Stages of Tectupos 5 TecT cocTouT U3 5 BOMPOCOB.
development aHue 5 0ayI0B — CTYIEHT MPaBUILHO
and structure of orBevaet Ha 50-100% BompocoB B
the information Tecre
security system 3 Oajuta - CTYIEHT IPaBHUIHLHO OTBEYACT
in foreign Ha 25-50% BOIIPOCOB B TeCTeE.
countries. Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE aeT

10



Cobeceno 3 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
3-2 Oanna - CTYIEHT yMeeT IPUMEHSITDH MOMYyYEHHYIO TIPH OATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTU JUCKYCCHUIO C HCIO.
1 Gamn — CTyIeHT BiajeeT TEOPETHUYECKUM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyXxaaeMyto npoodiemy
Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3aUYUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
Formation and |TecTtupoB 10 Tect cocTout U3 5 BOIPOCOB.
development of | anue(kon 10 GanoB — CTYAEHT NPaBUILHO
information | TpoIBLHBI orBeuaeT Ha 50-100% Bompocos B
security systems | ii cpe3) TecTe
in leading 5 0aJIoB - CTyAEHT NMPaBUILHO OTBEYAET
foreign Ha 25-50% BOIIPOCOB B TeCTE.
countries. Menee 25% mpaBHIIBHBIX OTBETOB
Information 0aJuIoB HE aeT
security in the
XX century.
The state of the | Tectupos 5 TecT cocTOUT U3 5 BONIPOCOB.
problem of aHue 5 0annoB — CTyACHT MIPaBHILHO
information otBevaeT Ha 50-100% BompocoB B

security in the
EU countries.

TecTe

3 Ganna - CTYJCHT NPaBUILHO OTBEYAET
Ha 25-50% BOMpPOCOB B TECTE.

Menee 25% mpaBHIIBHBIX OTBETOB
0aJJI0B HE JaeT
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Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
3-2 Oanna - CTYIEHT yMeeT IPUMEHSITDH MOMYyYEHHYIO TIPH OATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTH AMCKYCCHIO C UCIIO.
1 Gamn — CTyIeHT BiajeeT TEOPETHUYECKUM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpoonemy
Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3aUYUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
Information | Tectupos TecT cocTOUT U3 5 BONIPOCOB.
security system aHue 5 0annoB — CTyACHT MIPaBHILHO
in the USA. otBevaeT Ha 50-100% BompocoB B

TecTe

3 Gamnna - CTYJEeHT NPaBUJILHO OTBEYAET
Ha 25-50% BOMpPOCOB B TECTE.

Menee 25% mpaBHIIBHBIX OTBETOB
0aJJI0B HE JaeT
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Cobeceno 4 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
3-2 Oanna - CTYIEHT yMeeT IPUMEHSITDH MOMYyYEHHYIO TIPH OATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTH AMCKYCCHIO C UCIIO.
1 Gamn — CTyIeHT BiajeeT TEOPETHUYECKUM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyXxaaeMyto npoodiemy
Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3aUYUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
Information | TecTupoB 10 Tect cocTout U3 5 BOIPOCOB.
security system | anue(KoH 10 6amioB — CTYICHT NPaBUIHLHO
in the UK. TPOJILHBI otBevaeT Ha 50-100% BompocoB B
i cpe3) TecTe
5 0aJIoB - CTyAEHT NMPaBUILHO OTBEYAET
Ha 25-50% BOMpPOCOB B TECTE.
Menee 25% mpaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
Information | Tectupos 5 TecT cocTouT U3 5 BOMPOCOB.
security systems aHue 5 0ayI0B — CTYICHT MPaBUILHO
in France. orBevaet Ha 50-100% BompocoB B

TecTe
3 Oajuta - CTYIEHT MPaBHUILHO OTBEYACT
Ha 25-50% BOIIPOCOB B TeCTeE.

Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE aeT

13



Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
3-2 Oanna - CTYIEHT yMeeT IPUMEHSITDH MOMYyYEHHYIO TIPH OATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTH AMCKYCCHIO C UCIIO.
1 Gamn — CTyIeHT BiajeeT TEOPETHUYECKUM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpoonemy
Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3aUYUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
Information | Tectupos TecT cocTOUT U3 5 BONIPOCOB.
security systems aHue 5 0annoB — CTyACHT MIPaBHILHO
in China. otBevaeT Ha 50-100% BompocoB B

TecTe

3 Gamnna - CTYJEeHT NPaBUJILHO OTBEYAET
Ha 25-50% BOMpPOCOB B TECTE.

Menee 25% mpaBHIIBHBIX OTBETOB
0aJJI0B HE JaeT
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Cobeceno 2 CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
2 Ganna - CTyAeHT yMeeT MPUMEHATh TOIYyYEeHHYIO [IPH MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIPOCOB, BECTH AMCKYCCHIO C UCIIO.
1 Gamn — CTyIeHT BiajeeT TEOPETHUYECKUM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YyMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyXxaaeMyto npoodiemy
Ecnu ctyneHt He BnazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3aUYUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCH.
[TocemaeMocTs 10 10 GanyoB — CTONPOLIEHTHOE MMOCEIICHUE 3aHATUH CTYICHTOM
7-9 OayoB — MOCEMaeMOCTh CTYJeHTa cocTaBisieT He meHee 80 %
3aHATUN
4-6 Ga;IOB — MOCENMIaeMOCTh CTyIEHTa cocTaBiseT He MeHee 50 %
3aHATUN
1-3 Oamna — moceniaeMocTb CTYAEHTa COCTaBisieT He MeHee 25 %
3aHATUN
IIpemMuansHBIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:

- 32 TIPOEKT, BBHINOJNHEHHBIA 10 3aka3zy paboromarens W
peann30BaHHEIN Ha mpakTuke — 20 6aUIoB;

- MOCTOSHHAsI aKTUBHOCTh BO BpeMsl MpakTHUeCKuX 3aHsATHi — 10
0aJIIoB;

- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMKAIIMH CTAThsl 1O TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6amios;

- y4acTHhe € JOKJIaJJOM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;

- yJacThe B BBICTaBKE IO TEMaTHKE W3ydaeMOW TUCIHMILTUHBI — 20
0aJIIoB;

- MmyONWKamusi CTaThMl 10 TEMaTUKE W3y4aeMOW IUCIHILIAHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuajigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
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10.

OTBeT Ha PK3aMCHE

30

OneHka «yIOBIETBOPUTENBHO»- CTYAEHT HMEET JOCTaTOYHBIN
MUHHMAJIBHBIH 00bEM 3HAHMH 1O TUCHUIUIMHE; CTYACHTOM YCBOEHA
OCHOBHAas JIMTEpaTypa, PEKOMEHIOBaHHas Y4eOHOH NpOrpaMMoN;
CTYIEHT YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUAX, KOHIETIINAX
Y HalpaBJIEHUAX 110 JUCLUIUIMHE U JaBaTh UM OLIEHKY; CTyACHT yMEeT
JienaTh BBIBOJBI 0€3 CYIIeCTBEHHBIX OLUIMOOK;

OrneHka «XOpoIIo» — *I0CTaTOYHO MOJHBIE U CHCTEMAaTU3HMpPOBAHHBIE
3HAaHUA N0 AWCLUUIUIMHE;* YMEHHE OpPHEHTHUPOBATbCd B OCHOBHOM
TEOPHSIX, KOHIEMIUSAX W HaNpaBlCHUSIX AUCUUILUIMHBI U AaBaTb UM
KPUTHYECKYIO OIIEHKY; HCIONb30BAHUE HAy4YHOM TEPMHMHOJIOTHUH,
JIMHTBUCTUYECKH M JIOTHYECKH MPAaBUIBHOE H3JIOKEHHE OTBETAa Ha
BONPOCHI, yYMEHHE JejaTh OOOCHOBaHHbBIC BBIBOIBI, BIAZCHUE
WHCTPYMEHTApHUEM [0 AWCLUUIUIMHE, YMEHHE €ro HCIOJIb30BaTh B
MOCTAaHOBKE M PEHIEHWH HayYHBIX M NpOQECcCHOHATBbHBIX 3al1ay;
YCBOEHHE  OCHOBHOM W  JIOTIOJHUTENBHON JUTEPATyPBI,
PEKOMEHIOBaHHOM  y4eOHOH  mporpaMModl 1O  AWCLUILUIMHE;
caMoCTOsITeTIbHAsE paboTa Ha MPaKTHUYECKUX 3aHATHIX, ydyacTHe B
IPYIIIOBBIX OOCYKICHHUSAX, BEICOKHUH YPOBEHBb KYJIBTYPhl UCTIOTHEHHS
3aJaHdi; CpEeIHUH ypOBEHb CQOPMUPOBAHHOCTU 3asBICHHBIX B
paboueii mporpaMMe KOMIETEHIHH.

- OleHKa «OTIMYHO» — CHUCTEMaTH3UPOBAaHHBIE U TN M TIOJHBIE
3HAHHUA 110 BCEM pas3zienam

JTUCLMIINHBI, a TakXKe II0 OCHOBHBIM BOINpOCAaM, BBIXOASIIUM 3a
npenensl yueOHOW MporpaMMbl; TOYHOE HCIIONB30BaHUE HayqHOH
TEPMHUHOJIOTUM  CHCTEMaTHMYeCKH TpPaMOTHOE U JIOTUYECKHU
MPaBUWIBHOE U3JIOKEHHE OTBETA Ha BOIPOCHI; Oe3yMpevyHOe BIaJCHUE
WHCTPYMEHTapHEM y4eOHOH AWCLUIUIMHBI, YMEHUE ero 3QQeKTUBHO
WCIONB30BaTh B TIOCTAHOBKE HAy4YHBIX W TIPAKTUYECKUX 3a]ay;
BBIpQ)KEHHAs CIIOCOOHOCTh CaMOCTOSITENIFHO M TBOPYECKH pEeLIaTh
CIIOXHBIE TMpOOJIEeMbl W HECTAaHAApPTHBIE CHUTYallH; IIOJIHOE U
IyOOKOe YCBOGHHE OCHOBHOH U JIOTIOJIHUTEIBHOH JIMTEparyphl,
PEKOMEHAOBaHHOM Y4eOHOH MPOTrpaMMOi MO IMCLUUILIUHE; YMEHHE
OPUEHTHPOBATECA B TEOPUAX, KOHLEMIMIX U  HaNpaBICHMSIX
TUCLMIIIMHBL W JaBaTh UM KPUTHYECKYIO OLIEHKY, HCIIONIb3Yys
Hay4yHbIC  JOCTIIKCHHS  JPYTHX  JMCUMIUIMH,  TBOpYCCKas
camMocTosiTeNIbHAass paboTa; aKTUBHOE YydYacTHEe B TPYIIOBBIX
00CYXICHHUSX.
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11. |MuauBuayanbHbIC 3aJaHUs, 10
C IOMOMUIBIO0 KOTOPBIX
MOXHO HaOpaTb
JIOTIOJIHUTEIbHEIE OaIlIbI

Jloknag  cTyaeHTa TpeanosiaraeT  OpraHu3aluilo  COBMECTHOM
TUCKYCCUM aBTOpa, IPENOAaBaTeNls U  CTYAEHTOB IO BOIpOCaM,
CBSI3aHHBIX C OIpPEICNCHHBIM pa3ieioM, mpobieMe WM crocode
peanm3anuu T.1. [locne nokmama Bce WIEHBI TPYIIBI aKTHBHO
Y4acTBYIOT B OOCYXACHUH, NOOaBISAIOT  HMHGOPMALUIO, 3a4aI0T
BOIPOCHI U AETAIOT 3aMeYaHUsl TOKIATIHKY.

OcCHOBHBIE Ka4ecTBa JOKJIaaa IMOJIEKAIIETO OLIEHKE:

10 6annoB — 4eTko cHOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYOLIAs
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana TeMmbl JOKIana; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TOJIHO PacCMOTPEHBI PELEHUs
npoOiIeMsl; JeleHue IPe3eHTal Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTUYHO BHITEKAIOIINE
W3  CONEp)KaHUS  OCHOBHOM  4YacTH; HET 3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuainy; MPAaBWJIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH(OpMAaluy; BBITOIHEHA
3ajlaya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, aKkTUBHAs
JMCKYCCHS CPeIn CTYACHTOB IPH 00CYKACHUH JOKIIala.

8 0OamnoB — 4eTko chopMyIMpOBaHbI MPOOIEMBI, COOTBETCTBYIOLIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKpbiTa TeMa J0KJIana; B OCHOBHOM
YacTH TOJHO PACCMOTPEHBl pEIICHUS MPOOJIEeMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHHE  COJEPXKHUT  BBIBOJABI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHMs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITIOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTelel B TpyMie, akTUBHAsA IUCKYCCHUS
CpeAr CTYyACHTOB NP 00CYKACHUH JOKIaIa.

6 0ayIoB - YeTKO CPOPMYITHPOBAHBI MPOOIEMBI, COOTBETCTBYIOLIAS
TeMe JIOKJIaJa; JOCTAaTOYHO pacKpblTa TeMa JOKJIaAa; HEIOCTaTOYHO
MOJTHO PACCMOTPEHBI pelieHus NpoOIeMbl; eleHUE MPEe3CHTANH Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIIOUYEHHE; €CTh 3aMEYaHus I10
MPEe3CHTAllHOHHOMY  MaTepuaiy; ciabo  BBIIONHEHAa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.

12. Hroro 3a cemectp 100

HrtoroBass omeHka mo »9k3aMeHy BbicTaBisiercs B 100-OammpHON 1IKajge W B TPATUIIMOHHOMN

yeThlpexOauibHOM  mikane. IlepeBon

100-6ampHOM  PEUTHHTOBOW OIIGHKH 10 JUCIUIUIMHE B

TPaAULIMOHHYIO YEThIPEXOaUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucreMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

CobecenoBanue

Tema 1. Stages of development and structure of the information security system in foreign countries.

o 1. Kakue ocHOBHBIE TPOOIIEMBI PELIAIOT CHEHUATUCTHI CTpaH EBpOCOI03a B YCIOBUAX BO3ZMOKHOCTH
NpUMEHEHUs UHPOPMAITMOHHOTO OPYKUs?

o 2. Kakue nenu npecienyer uaes Co3gaHusi CUCTEMbI KOJUIEKTUBHOTO KOHTpoJis U obecnieuenus 1 b

€BpOIEHCKUX CTpaH?
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¢ 3. OxapakTepusyiiTe rocyqapcTBeHHYIO crucTeMy Oe3onacHoctu BenukoOpuranuu. [TpuBenure
CTPYKTYPY CIIELICTY>K0 3TON CTpaHBbl.

o 4. HazoBuTe oTIMYHTENbHBIE YEPTH CUCTEMBI 3aIIUTHI HHPOpManuu [ epmanun.

¢ 5. Ilepeuncnute ocHOBHBIE crielCiTyk0b1 [ epManumn

Tema 3. The state of the problem of information security in the EU countries.

Onuimre, Kak 0OHAPYKUTh KOMIIBIOTEPHOE MPECTYIUICHUE UK YSI3BUMBIC MECTa B CHCTEME
MH(POPMALMOHHON O€30MTaCHOCTH.

OnuinTe 0CHOBHBIE TEXHOJIOTUHU KOMITIBFOTCPHBIX HpeCTYHHCHHfI.
[Tepeuncnure MepsI 3aUTHl HHOOPMAITMOHHON OE30MTaCHOCTH.
Onumure OCHOBHBIE MEPBI 3aIIUTHI HOCUTENEH HHPOPMAIIHH.

[Touemy monkIiIFOUEHKE K TI00AIBHON KOMIBIOTEPHOM ceTr IHTepHeT mpeacTaBisieT Co00M yrpo3y ais
nH(popmaImoHHoM 6e30macHocT?

Tema 4. Information security system in the USA.
1. ITpo6nemsr 3U B CIIA.

2. KakoBO HOpMaTWBHO-IIPABOBOE PETYIMPOBAHHE JAHHBIX MPOOIIEM?
. Kakue myTu perenus npeanpuHIMArOTCs ?
4. Craructuka yrpo3 b B CIIIA

(98]

Tema 6. Information security systems in France.
. Kakast nHopmatuBHo-1mipaBoBas 6a3a 311 Bo @paniun?
. Kakumu cpeactBamu noaaepsxkuBarotcsi cucteMbl 31 Bo @paniun?
. Kro BegeT koHTposb 3a yrpo3amu?

A W N =

. Kakue cucremsr 31 ucnonb3yrorcs?

Tema 7. Information security systems in China.
[Touemy Kwuraii oTcTaer ot Apyrux cTpaH Mo BO3MOXKHOCTSIM KHOEpIpoCcTpaHcTBa?
Kaxkue cucrembr 31 ucnons3yrorcst B Kurae?

TecTupoBanue

Tema 1. Stages of development and structure of the information security system in foreign countries.

o Bompoc Nel. Onnoit u3 ocHOBHOM 3a71a4 MuHHCcTEpCTBAa MH)OPMAIIMOHHOMN poMBbIUIeHHOCTH Kuras:
BapuanTe! oTBeTOB: 1. MOATOTOBKA K BeieHUIO HH(opMaIMoHHbIX BOMH (VIB) B kauecTBe rmaBHOI
TEHJICHIIMH B pPe(pOPMUPOBAHUN KUTAHCKUX BOOPYKEHHBIX CHJI 2. pelIeHue podaeM
UH(POPMAIIMOHHOW 6€30MaCHOCTH CTPaHBI 3. pacCMOTpEHKE BOIIPOcoB BeaeHus VB, ornenka
3 PEKTUBHOCTH CPEACTB 3ALUTH MH)OPMAIIMOHHBIX CUCTEM M pa3padOTKa pEKOMEHIAINH O
IIPOTUBOJECHCTBUIO BO3MOXHBIM YIp0o3aM 4. peryJupoBaHue A€ATeIbHOCTH HAllMOHAIBHBIX CTPYKTYP,
HOAKJIIOYEHHBIX K 3apyO0eKHBIM KOMIIBIOTEPHBIM CETSIM, U OCYILECTBIISIET MEPBI TOCYIapCTBEHHOTO
KOHTPOJIS 33 3TUMHU IIpoLeccaMu

o Bomnpoc Ne2. [leHTp BO€HHBIX cTparernueckux uccienosannii Kuras: BapuanTs! oTBeToB: 1.
oTIpeJieIIAeT MOATOTOBKY K BeZieHHio VB B kauecTBe I1aBHOM TEHACHIIUH B pe(OPMUPOBAHUH
KUTalCKUX BOOPYKEHHBIX CUJI 2. PETYIUPYET AEATEIBHOCTh HALIMOHAIBHBIX CTPYKTYD,
HOAKJIIOYEHHBIX K 3apyO0eKHBIM KOMIIBIOTEPHBIM CETSIM, U OCYILECTBIISIET MEPBI TOCYIapCTBEHHOTO
KOHTPOJIS 332 3TUMH IIpolLieccaMu 3. paccMaTpuBaeT Bonpockl BeneHus 1B, ouennBaer
3 PEKTUBHOCTH CPEICTB 3aIIUTH HH(YOPMAIIMOHHBIX CUCTEM U pa3padaTbiBaeT pEeKOMEH/IAIUH T10
POTHUBOJEHCTBHIO BO3MOKHBIM yTpo3aM. 4. pemaeT npodiaemMsl HHPOpMaIMOHHON 0€30IacHOCTH
CTpPaHbI
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o Bomnpoc Ne3. Haponno-ocBoboauTenbHoM apmuu Kutast oqHOM 13 MIaBHBIX 3a]1a4 SBJISETCS:
Bapuants! orBeTOB: 1. paccmoTpenue Borpocos BefeHus B, onernBath 3¢ (eKTUBHOCTH CPEICTB
3alIUThl HH()OPMAIIMOHHBIX CHCTEM H pa3padarhiBaTh PEKOMEHIAIMU TI0 IPOTUBOACHCTBUIO
BO3MOXKHBIM yTpO3aM. 2. ONpeaesieHne OTUTHKY K BeAeHHI0 nHpopmannoHHbix BoiiH (MIB) B
KaueCTBE IMIABHOM TEHACHLUH B pe()OPMHUPOBAHUH KUTAHCKUX BOOPY>KEHHBIX CHJI 3. PETYJIMpOBaHHE
JeSITeTbHOCTH HAIMOHAIBHBIX CTPYKTYP, MOJKIIOUYCHHBIX K 3apyOeKHBIM KOMITBIOTEPHBIM CETAM,
OCYUIECTBIISIET MEPHI TOCYIaPCTBEHHOI'O KOHTPOJIS 3@ 3TUMU IIpoLieccaMu. 4. penieHue npooieM
UH(POPMAITMOHHOW O€30MaCHOCTH CTPAHBI

o Bompoc Ne4. Komuccus o aenam unpopmarusanuu npu roccoere Kuras: Bapuantst otBeToB: 1.
OTIpeJeIIAeT MOATOTOBKY K BeZieHuio VB B kauecTBe I1aBHOM TEHACHIIUH B pe(OPMUPOBAHUH
KHATANCKNX BOOPY>KEHHBIX CHJI 2. pacCMaTpUBaeT Bonpockl BeneHus VB, onenuBaet 3 peKTUBHOCTD
CPEACTB 3alUThl HH(POPMALIMOHHBIX CHCTEM U pa3padbaThiBaeT PEKOMEHIAIMHU TI0 IPOTUBOACHCTBUIO
BO3MOYKHBIM yTpo3aM 3. peryjiupyeT AeATeIbHOCTb HAMOHAIBHBIX CTPYKTYP, TOJKIIOUEHHBIX K
3apyOeHBIM KOMITBIOTEPHBIM CETSIM, U OCYILIECTBISIET MEPHI TOCYAaPCTBEHHOTO KOHTPOJIS 32 3TUMH
nporeccamu. 4. pemaeTt npoodiaemMsl HHGOpMAIIMOHHOM 0e30macHoCTH cTpaHsl Borpoc

o Ne5. Ha3oBuTe MHCTPYMEHT, KOTOPBINA UCIIONIB3YETCS ISl TOTO, YTOOBI JOHECTH 710 ayAUTOPHH
MOJHOIICHHYO HH(popMaInio 00 00beKTe HccaeJ0BaHus B yI0OHOH 11t Hee popme. BapuaHTbl
OTBETOB: 1. mpe3eHTanus 2. TecT 3. MpakTUkyM 4. acce

Tema 2. Formation and development of information security systems in leading foreign countries.
Information security in the XX century.

1. Hanbonee pacrpocTpaHeHHBIE CPEICTBA BO3ACHUCTBUS HA CETh Ouca:
a) CnaOsrii Tpaduk, HHPOPMAITMOHHBI OOMaH, BUPYChI B UHTEPHET
0) Bupychl B cetu, Jormueckre MUHBI (3aKJIaJIKH ), THPOPMAIIMOHHBIN MepexBaT+

B) KommbrorepHbie cO0u, U3MEHEHHE aAMUHUCTPUPOBAHHS, TONOJIOT U
2. Ha3Banue nndopmaiinu, KOTOpYIO CIeIyeT 3aluilaTh (1o HopMaTuBaM, MpaBUiaM CETH, CUCTEMBbI):

a) PermamenTupoBanHon
0) [IpaBoBoit

B) 3ammimaemMon+
3. Uto Takoe MoiuTHKa O€30MacHOCTH B cucTeMe (ceTr)? ITO KOMILIEKC:

a) PyxoBozcTB, TpeboBaHmii o0ecrieyeHnss HEOOXOIMMOT0 YPOBHS 6€30IacHOCTH+
0) MuCcTpyKIMi, aITOPUTMOB TIOBEICHUS TIOJIH30BATENS B CETH

B) Hopmbl nH(MOpMAIIMOHHOTO MpaBa, COOII0IaeMbIe B CETH
4. Hanbonee BaXHBIM MPH PEATH3AIIMN 3aIIUTHBIX MEP MOJIUTUKU O€30TIaCHOCTH SIBJISIETCS CIICAYIOIIEee:

a) AyauT, aHaJIM3 3aTpaT Ha MPOBEJCHHUE 3aIlIUTHBIX MEp
0) Aynaut, anaim3 6€30MacHOCTH

B) AyIHT, aHAJIN3 YS3BUMOCTEH, PUCK-CUTYyallUi+
5. YTo Tako€ UCTOUYHUK yTpO3bl?



a) MOTEHIMAJIBHBIH 3JI0yMBIIIICHHUK+
0) 37OyMBITINIEHHUK
B) HET IPABUJILHOTO OTBETA
Tema 3. The state of the problem of information security in the EU countries.

Kakue u3 cpencTB 3amnThl HHPOPMAIIUH HATIPABJICHBI HA 3aIUTy 000pYI0BaHU?

IIporpammMHusbIe
o AmnmaparHbie
o Dusnyeckue

o OpranuzanyoHHbIE

YcTaHOBUTE COOTBETCTBHE MEXKAY IPOrPaMMHBIMH CpeicTBaMU MHPOPMAIIMOHHOM 0€30MaCHOCTH U MX
OTIHCAHUEM.

o OuibTpyeT TpaduK MEKIY KOMIBIOTEPOM H CETHIO
o ObOecnieunBaeT COXpaHHOCTh HH(POPMAITUN

o et u ynanser BpeAOHOCHBIN KOJ

YcTaHOBHTE COOTBETCTBHE MEXY COCTABIISIOIIMMU MH()OPMAIIMOHHON 0€301MaCHOCTH U UX
OIIPEICIICHUSIMU.

o HeusmenHocTh nHpOpManuy, IpH BHITIOJTHEHUN HEKOTOPHIX OIepaIiuii Haj Hei
o TpebGoBanue He nepenaBaTh HHPOPMAIUIO TPETHUM JIULIAM

o B03MOXHOCTH CyOBEKTOB BOCIIOIH30BaThCS CBOMMHU IPaBaMu JI0CTYMa K UH(OpMauu

Kak Ha3piBaeTcs cocTosiHuEe MH(POPMALIMOHHON Cpe/ibl, B KOTOPOM 0OecTiedeHbl KOH(DUIECHIIMAIbHOCTD,
LEJIOCTHOCTh U JOCTYITHOCTh UH(opManun?

WNndopmannonnas ceobona

NudopmarimonHoe o01iecTBo

Nudopmanmonnast 3amuniéHHOCTh

NudopmarmonHas 6€30macHOCTh

Kaxk nnaue Ha3pIBaeTCs MEKCETEBOM IKpaH (MO-pyccKu)?

Tema 4. Information security system in the USA.
Homep 1

[Ipuopurers! odpunnansHol rocynapctseHHon nonutuku CLIA B cdepe nnpopmarrionHoit 6e3onacHoCcTH
BKJIIOYAIOT B ce0s:

Orser:
(1) mogepkKy aMepUKaHCKUX MTPOU3BOIUTENCH CPEACTB 3alUTH MH(OpMAIN
(2) moaroroBka kazipoB B cepe nHPOPMAIIMOHHOM O0e301acHOCTH
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(3) mpoBenenue HHGOPMALIMOHHBIX ONIEPALUH POTUB HEAPYKECTBEHHBIX CTPaH
(4) 3amuTy HHPOPMAITMOHHBIX PECYPCOB OPTaHOB TOCYAAPCTBEHHOTO YITPABICHUS
Howmep 2

JloxTpunHa nHpopMannonHoit 6e3omacHoct CIIA npeamnonaraet:

Ortser:

(1) noBwimenue 6e3onacHoctu cetu HTEpHET

(2) co3nanue ceTH roCyIapCTBEHHbBIX CHEIUATU3UPOBAHHBIX YHUBEPCUTETOB JIJIsl TOJTOTOBKU
CIEIMAJIMCTOB T10 3aIIUTe WH(HOPMAITUU

(3) pacmmpeHne BO3MOKHOCTEN MPOBEAECHUS PACCIEN0BAHNI KOMIIBIOTEPHBIX IPECTYIUICHUN
Homep 3

B cootBercTBum ¢ gokrpunoii CILIA pa3BuTHe 00IIeHAIIMOHAIBHOW CUCTEMBI PearupoBaHus Ha
Yype3BbIYaiiHbIe CUTYalluH B chepe nHPOPMALMOHHOM O€30MTaCHOCTH MPEIIoIaraer:

Ortser:

(1) pa3paboTKy U pa3BUTHE apXUTEKTYPbl B3aUMOIEHCTBHUS TPABUTEIHLCTBEHHBIX M HEMTPaBUTEIbCTBEHHBIX
OpraHoB C IIeJIbI0 PearnpoBaHUs Ha Ype3BbIYaiIHbIE CUTYaIH

(2) MarepuanbHOE MOOMIPEHHUE YACTHBIX JIUI] 32 CBOCBPEMEHHOE HH()OPMHUPOBAHHUE YITOJTHOMOYCHHBIX
TOCYJIapCTBEHHBIX OPTaHOB O MIPH3HAKAX YPE3BbIUAHHBIX CHUTYAIMi B chepe HHPOPMAIIHOHHOM
0€e3011acHOCTH

(3) pa3paboTKy MpOTrpaMMHBIX M alllapaTHBIX CPEICTB OOHAPYKEHUSI BTOPKEHUH B HH(OPMALIMOHHbIE
CETHU IOCYNapCTBEHHBIX OPraHOB

Howmep 4

AHanu3 cocrosiHus nH(popmarmorHoi 6e3onacHocty B nHtepecax Konrpecca CIIA ocymiecTBiseT:
Otser:

(1) I'maBHOE KOHTPOJIBLHOE YIIPABIECHUE

(2) AIMUHUCTPATUBHO-0IOKETHOE YIIPABICHHE

(3) OcoOpbIii KOMHUTET 10 HAITMOHATBHOM O€30MTaCHOCTH
Homep 5

Hentp JTF-CNO ob6ecnieunBaet 3ammuty uHOOpPMAIIIH B:
Otser:

(1) ctpykrypax dhenepanpHoro npaBurenbcTea CIIA

(2) npaBUTENBCTBEHHBIX CTPYKTYpPaxX OTAEIbHBIX ILITATOB
(3) ctpykrypax Munucrepctsa o6oponst CIIIA

Tema 5. Information security system in the UK.
Homep 1

[Tpuopurers! oduimamIbHON rocynapcTBEHHON MOMUTUKN BenukoOputanuu B cepe nHPOopMaImOHHON
0€30MacCHOCTH BKJIIOUAIOT B CeOs:

Orser:

(1) mommep KKy aMepHKaHCKHUX MPOU3BOAUTEINICH CPENICTB 3AIUTHI HHPOPMAITUH

(2) monroroBka kazapoB B chepe nHHOPMAITMOHHON O€30MaCHOCTH

(3) mpoBeneHne nHGOPMAIIMOHHBIX OTIEPALUU TPOTUB HEPYKECTBEHHBIX CTPaH

(4) 3amuTy nHGOPMAIIMOHHBIX PECYPCOB OPTaHOB FOCYIAPCTBEHHOTO YIIPABICHUS

Howmep 2

JlokTpuHa nHGOpMaIMOHHOM O6e30macHOCTH BennkoOpuTanuu mpearnonaraer:

Orser:

(1) moBeIIeHwe Oe3omacHoCcTH cetn IHTepHeT

(2) co3nanue ceTu rocyaapCTBEHHBIX CIIEUAIN3UPOBAHHBIX YHUBEPCUTETOB IS IIOATOTOBKU
CHEIMAJIMCTOB IO 3aIIUTe WH(HOPMAITUU

(3) pacmmpenue BO3MOKHOCTEH IPOBEACHUS PACCIICAOBAHNN KOMIIBIOTEPHBIX MPECTYILICHHIMA
Howmep 3
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B cootBercTBUM ¢ JOKTpHHOM BennkoOpuTanuu pa3BuTie 0OLIICHAMOHAIBHON CHUCTEMbI pearnpoBaHus Ha
Yype3BbIYaiiHbIe CUTYaluH B chepe nHPOPMALMOHHOM O€30MaCHOCTH MPEIOoIaraer:

Ortser:

(1) pa3paboTKy M pa3BUTHE apXUTEKTYpPbI B3aUMOEHCTBHS TPABUTEIbCTBEHHBIX U HEITPABUTEIbCTBEHHBIX
OPraHoOB C LICJIBIO PEarupOBAHMS HA YpE3BbIYaliHbIC CUTYal[U1

(2) MaTepHranbHOE MOOLIPEHNE YACTHBIX JII 32 CBOEBPEMEHHOE HH(POPMUPOBAHHE YIIOJIHOMOYEHHBIX
rOCy/IapCTBEHHBIX OPIaHOB O MPU3HAKaX YPE3BbIUANHBIX CUTyalluil B cepe MHHOPMALIMOHHON
0€30I1aCHOCTH

(3) pa3paboTKy MpOrpaMMHBIX M alllapaTHBIX CPEICTB OOHAPYKEHUS BTOPKEHUH B HH(OPMAIIMOHHbIE
CETH TOCYIapCTBEHHBIX OPTaHOB

Howmep 4

AHanu3 cocTosiHUsI UH(POPMAaLIMOHHON 0€301MacHOCTH B MHTepecax BennkoOpuTaHUM OCYIIECTBIISIET:
Orser:

(1) I'maBHOE KOHTPOJILHOE YTIPABIECHUE

(2) AIMUHUCTPATUBHO-0IOKETHOE YIIPABICHHE

(3) OcoOpbIii KOMHTET 10 HAITMOHAIBHOU 0€30MTaCHOCTH

Homep 5

Hentp JTF-CNO ob6ecneunBaet 3ammuty uHOOpPMAIIIH B:

Otser:

(1) ctpykrypax henepanbHOTO MpaBUTENHCTBA BenmkoOpuranum
(2) MpaBUTENBCTBEHHBIX CTPYKTYpPax OTAEIHHBIX IITATOB

(3) cTpykrypax Munucrepctsa 060ponsl Bennkobpuranun

Tema 6. Information security systems in France.
1. Kakoe ympasnenue Bo @paHIK B3aUMOJACHCTBYET C yIpaBIEHUEM 3aLIUTHI U O€30MaCHOCTH 000POHBI?
DRM+
DPSD
BRGE
CPES

2. B xoMrieTeHIHIO Kakoro ynpasieHuss OpaHITuu BXOANUT BBISABICHHUE U NIPEAYTIPEKACHUEC aHTHPPAHITY3KOM
JEATEeIIbHOCTH 3a TpPaHULIeii?

DGT
DGSE
DRM
BRGE

3. Kakoe ynpasnenue ®paniun oTBeyaeT 3a NpeAoCcTaBIeHUE MOIUTHYECKOMY U BOGHHOMY PYKOBOJCTBY
CTpaHbl aHATTUTUYECKON MHPOpMAITHH?

Pa3BenniBaTenbHoe

Crparernueckoe+

TexHnueckoe

OneparuBHOE

AJIMUHUCTPATUBHOE

4. B xakom rogy dpanuus 3aKI0unIa MakT KUOepOe30nacHOCTH ¢ KPYIHEUIITMMHU B CTpaHe KOMIIAHUSIMU?
2019+

2021

2015

2017

5. Korga npousonura Kubeparaka npotuB MuHUCTEPCTBA (hHAHCOB DpaHIun?
2011+

2010
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2009
2015

Tema 7.

Information security systems in China.

Kakxoe ynpasnenue cieaur 3a 31 B Kurae?

Kakas craructuka nanuaentoB B cepe b B Kurtae?

Kak npoucxonut oomen nnpopmarment Mmexxay ynpasinenueM Wb u npasurensctBom B Kutae?

Kaxkwue cucremsl ncnonssyrores 1 3U B Kurae?

BsaumogeiictByer nu Kuraii ¢ npyrumu ctpanamu?

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILINHE IPOBOAUTCS B GopMe IK3aMeHa

Tunosbie Bonpockl 3xk3ameHna (I1K-2)

criencayk0oe1 dpaHiuu.

Yto npencrasnser coboil cucreMa 3amutsl nHGopmaru Opanunn? HazoBuTe 0CHOBHBIE

Kaxyto cmpykmypy umeem cayscoa DGSE @panyuu, kakoswl e€ sadauu?

e Kaxue ocobennocmu umeem cucmema 34 Illseyuu?

o Haszosume ocobennocmu oesmenvHocmu CJnyC6 bezonacnocmu UeeoCKux NPOMbBIULIIEHHbBIX

NPeonpusmu.

TunoBble 3axanus s dxk3amena (I1K-2)

He npenycmotrpeno

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTECTALMKI

23

Orenka Kommnerenmu

Heckpuntops! (ypOBHH) — OCHOBHBIE IIPU3HAKH OCBOCHUS (ITOKA3aTeNn
JOCTHXKCHHUSI pE3yJIbTaTa)

[1K-2

COTITHYHOY
(85 - 100 6ammoB)

BrnazmeeT BRICOKMM YpOBHEM 3HAHUH O MPHUHIIAIIAX TEOPETU-UYECKOTO
000CHOBaHUS BAapUaH-TOB PEIICHUS, Pa3padOTKH W OpTraHW3aIlud
KOMIUTEKCHOW CH-CTEMBI 3aIUTHl MHPOPMAIIH MTPEITPUSITHSL.
CriocoOeH aJIMUHHCTPHPOBATH MPOTPaMMHO-AIIAPATHBIE CPECTBA
3alIUThl HHPOPMAIIUY B KOMITBIOTEPHBIX CETSIX.

[1K-2

«XOPOIIIO
(70 - 84 6amoB)

BrnanmeeT xopoumiM ypoBHEM 3HaHUI O MPUHIIUIIAX TEOPETH-YECKOTO
000CHOBaHUS BapUaH-TOB PEIICHUS, Pa3paOOTKH W OpTraHW3aIlud
KOMIUTEKCHOW CH-CTEMBI 3aIUTHl MHPOPMAIIH MTPEIITPUSITHSL.
CriocoOeH aJIMUHHCTPHPOBATH MPOTPaMMHO-AIIAPATHBIE CPENCTBA
3alUThl UHPOPMAIINU B KOMITBIOTEPHBIX CETSX

[1K-2

«YIOBJIETBOPUTEIHHOY
(50 - 69 6amnoB)

Bnageer  gocTraroyHbIM < YpOBHEM — 3HAaHMW O  MNPHHIUIIAX
TEOPETUYECKOr0 OOOCHOBAaHHS BAapUAHTOB pPELIEHUS, pa3pabdOTKU U
OpraHM3ali  KOMIUIEKCHOM CHCTEMBl 3alluThl HHGOpMaIUuU
MPEIIPUSITHS.

He no xoHma MoXeT agMUHUCTPUPOBATH MPOTPAMMHO-ANIMapaTHHIE
CpeICTBa 3allUThl UH()OPMALIUU B KOMIIBIOTEPHBIX CETAX.

[K-2

«HEYIOBICTBOPUTEILHOY
(menee 50 6amioB)

He Bnageer 3HaHMAMH O  TPUH-IMIAX  TEOPETUUYECKOTO
000C-HOBaHUSI BAPMAHTOB pELICHMSA, pa3pabOTKM M OpraHU3aALUU
KOMIUIEKCHOW CHCTEMBI 3allIUThl HH(POPMALIUHU MPEATIPUATHS.

He cmocobeH agMUHHUCTPUPO-BaTh  MPOrPaMMHO-aNIapaTHbIe
CpezacTBa 3aIuThl HHPOPMAIMH B KOMIBIOTEPHBIX CETSIX.

5. Metoanueckue yKkazaHus JJisl 00y4al0UUXCsl IO OCBOCHHMIO TMCIUILIMHBI (MOXYJIA)
5.1 Meroauueckue yKa3aHus IO OpraHU3alUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:



[Ipuctynas K W3yYeHUIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueM paboueil mporpammbl nuctuiummabl (PITJ]), xotopas ompexaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHB U «MaTepruaabHO-TEXHUYECKOe
o0ecriedyeHre AMCUUIUIMHBI, POrpaMMHoOe obecrieuenue, npodeccuoHaibHble 0a3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKUX Yacax.

B pasgmene «YyeOHo-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIHUILIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccuoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYECKUMU MaTepuaiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl W JOMNOJHHUTh €ro € Yy4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIPY CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKON TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PI1/] ucrounuku, npodeccuoHabHbIE 0a3bl JaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHEBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHOW PabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl ¢poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MpU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpPabOTKy JIEKIIMOHHOTO Marepualia U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH cofepxarb pedepaTuBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpPbl IO
TeMaM, BBIBOJIBI MO KaKIOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIMI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHAM JOJIKHBI COAEPKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsl HMCIOJIb3yeMOIl Hay4yHOH JHMTeparyphl.
KoncniekTr MoOXeT OBbITh OMOPHBIM (COIEp)KaTh JIMIIL OCHOBHBIE KIIIOUEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIONIMM JaTh TOJNHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISETCS CAMUM CTYIEHTOM.

B nporiecce paboThl ¢ OCHOBHOM M JIONIOTHUTEIBHOM JTUTEPATypPOl CTYACHT MOXKET:

- JenaTh 3allMCU MO XOIy YTE€HHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IIaHa (co3gaBaTh INEpEeUYeHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATH TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTBH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOITPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1alilny 110 OATOTOBKE K OTJEIbHBIM 33JJaHUSM TEKYILEro KOHTPOJIS

ColecenoBaHue TpeAnoyaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH II0 BOIPOCaM
MPAKTUYECKOTO 3aHATUS C LENblo 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
pasgeny, Teme, mpoOieMe W T.II. Bce WiIeHB TPyNIbl MOTYT Y4acTBOBaTh B OOCYKIEHUU, J00ABIATH
nH(pOpPMAIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.
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VYCTHBI ONMPOC MOXKET TPUMEHATHCS B  pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHbII. OCHOBHBIE KaU€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHNs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOIO MaT€puaa,
- padlOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O HA 3aJaHHUC.

VYCTHBI OMPOC MOXKET COIMPOBOXKAATHCS MPE3CHTAIUEH, KOTOpas TOATOTABIMBACTCS IO OJHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BBICTYIUIGHHH ¢ Tpe3eHTaIeld HeoOXoAuMO oOpamarb BHUIMaHUE
Ha TaKHe MOMEHTHI KaK:

- cofep)KaHUE MPE3CHTAlMU: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (II€TTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKaHHUS M JUTEPaTyphl), MPaKTHUECKasi HANpaBICHHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTbH MPE3CHTYEMOT0 MaTrepuara;

- odopmileHHE Tpe3eHTaluu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHMHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHUE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBbl:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasna, pacKpbITHE TEeMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHus cpeactB  WKT, cmocoObl W  yCIOBHS  JTOCTHIKECHHUS
PE3yABTaTUBHOCTH M I(PGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CcBOed MpodeccHoHATbHOW WU yueOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apryMEHTHUPOBATh CBOM 3aKJIIOUYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecrieyeHre JUCHUIITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. IlepenkoB B.M., Mutpomkun A.I. Madopmarmonnas 6e30macHOCTh 1 3ammTa uHdopmanuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. 3arunaiino FO. H. OcHoBbl MHpOpMAITMOHHOW 0€30MACHOCTH: KypC BU3YaJbHBIX JIEKIIMHA : ydeOHOE
nmocobue. - Mockpalbepnmun: Jlupekr-Memua, 2015. - 105 c. - Tekcr : anmekrponnbii // DbC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

4. ApzamacueB (Arzamastsev) A.A. (A.A.), Hepkau (Derkach) A.K (A.C.) Introduction aux sciences
informatiques (BBenenue B Hayky uHpopmaruku) : le cours prealable pour les etudiants etrangers (mmst
MHOCTpaHHBIX cTyAeHTOB). - Tamdov: U3nar. nom TT'Y um. I'.P. Jlepxkasuna, 2011. - 140 c.

5. Paxena E.C., CmenkoBa E.A., Tpommna O.B. English for Information Security Specialists = Anrnuiickuii
A3BIK JUIS CHEIMAJINCTOB B 00JacTH MH(POPMAIIMOHHOW OE30MaCHOCTH aBTOMATU3MPOBAHHBIX CHUCTEM
yueOHoe mocobue. - MockBa: MI'TY um. H.D. baymana, 2020. - 83 c. - Tekcr : anexrponHsiii // 3bC
«Koncynprant CTyZACHTa By3a 51 Me/By3a [caiT]. - URL:
https://www.studentlibrary.ru/book/ISBN9785703855171.html
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6. Ignatyev V. 1. The Information Resonance in Social System : monograph. - Novosibirsk: NSTU
Publisher, 2015. - 287 c. - Tekcr : anekrponnsiii / 9bC «YHuBepcUTeTCKast OMOIMOTeKa OHIaWHy [calT]. -
URL.: http://biblioclub.ru/index.php?page=book&id=438367

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. AsepuenkoB B. U., PeitoB M. 1O., KyBbikimuua A. B., Pynanosckuit M. B. Aynut nHpopMannoHHOM
0€30MacCHOCTH OPraHOB MCIIOJIHUTEIBHON BIACTH : yueOHOe mocobue. - 4- u3., crep.. - Mocksa: DnuHTa,
2016. - 100 c. - Tekcr : snekrponsbiii / OBC «YHuBepcurerckas O6ubnmuoreka onnaiin» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=93259

2. KommuiekcHoe oOecrieyeHne HWH(POPMAITMOHHONW OE30MacHOCTH aBTOMAaTU3MPOBAHHBIX CHUCTEM
naboparopuseiii mpaktukyMm. - CraBpomonb: CeBepo-KaBkasckuit ®Denepanpubiii yHUBepcuteT (CKOY),
2016. - 242 c. - Tekcr : anexkrponsbiii / OBC «YHuBepcurerckas O6ubnuoreka onnaiin» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012

3. CrorameBa O. H. Aunrmmiickuii s3eik st MUT-nanpasnenuii. English for Information Technology :
VYuebHoe mocobue mist By30B. - Mocksa: FOpaiit, 2020. - 143 c. - Tekcr : anexkrponusiii // 96C «FOPAUT»
[caiiT]. - URL: https://urait.ru/bcode/449121

6.3 VHpIe MCTOYHUKU:

1. ®enepanpHoe xpanwmmie «EnuHas xomiekius OU(GPOBBIX 00pa30BaTENBHBIX pECYpcoB» -
http://school-collection.edu.ru/

2. Kype «OcHoBbl HH(popMaIimoHHO# Oe3omacHocTn» - https://www.intuit.ru/studies/courses/10/10/info

3. Kypuan "Ucropuueckas nnpopmaruka. MHDopMamoHHbIE TEXHOIOTUH U MaTeMaTHYECKUE METONBI B
UCTOPUYECKHUX UCCIeIoBaHUAX U oOpazoBanuu. Historical Information - http://kleio.asu.ru/

4. Kypc «Cranmaptsl nuHpOpMaIimoHHoM 6e3omacHocTy - https://www.intuit.ru/studies/courses/30/30/info

7. MaTepuaJbHO-TeXHMYeCKoe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJsl TNPOBEICHUS 3aHITHH JIEKIIMOHHOTO M CEMHUHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJbHBIX KOHCYJbTALMM, TEKYLIETr0 KOHTPOJI M MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VY4eOHble ayTUTOPUH U MTOMEILIEHUS AJIsi CAMOCTOSITENIbHOM pabOThl YKOMIUIEKTOBaHbI CHIEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" u obecrnieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAYy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMAaTHYECKUE WILTIOCTPAUd (ITPOSKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JIOCKA).

JluneH3noHHOE ¥ CBOOOTHO PACcTIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Microsoft Office [Ipodeccuonanbusiii moc 2007

Microsoft Windows 10

Omneparnmonnas cuctema "Anst O6pazoBanue"

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:
1. Poccuiickas HarmoHanbHas oubnuoreka. — URL: http://nlr.ru

2. Hayunas onekrtponHas Oubnuorexka Poccuiickoit akamemunm — ectectBozHanuia. — URL:
https://www.monographies.ru

3. Hayunas snexrponnas 6ubnuoreka eLIBRARY.ru. — URL: https://elibrary.ru
4. pesunentckas 6udnmuoreka umenu b.H. Enprinna. — URL: https://www.prlib.ru
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5. DIIEKTPOHHBIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog
6. OnexkrponHas 6udnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3aumoneiicTBue mpernopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYHBTHMGHHﬁHBIX, THIICPTCKCTOBLIX, CCTCBLIX, TCICKOMMYHUKAITMOHHBIX TGXHOHOFHﬁ, HCIOJIL3YCMbBIX B

ANIEKTPOHHOH MH(OPMAIIMOHHO-00pa30BATEILHON CPEie YHUBEPCUTETA.



