[Tpunoxenue 5

denepanbHOE rOCYIapCTBEHHOE OIOKETHOE 00PAa30BATEIHHOE YUPEXKICHUE BBICILIETO
obpazoBanus « TaMOOBCKHUIA rocynapCTBEHHbIN yHUBEpcUTET uMenu [.P. Jlep:kaBuHay»
NuctutyT MareMaTtuku, Pu3nku 1 HHPOPMAITMOHHBIX TEXHOJIOTUN
Kadenpa maremarnueckoro MoJieTMpOBaHMs 1 HHPOPMALIMOHHBIX TEXHOJIOTUI

YTBEPX/IAIO:
JUpPEKTOP-UHCTUTYTA

0 OBPA3
?"E 06PA3084 7,04

HHOOPMAOIHE
TERHOSON

0
%

Q:Q o

- \ o

e “\1“\1%0@ 3,4‘)
LIRSS

PABOYAS ITPOT'PAMMA

no aucuurinae b1.B./IB.05.2 Ananu3 3aiyiieHHOCTH KOMIIBIOTEPHBIX CETel
Hampasnenue noaroroBku/crennanbHOcTh: 10.03.01 - MadopManmonHas 6€301macHOCTb
[Tpodwnp/HanpaBieHHOCTE/ cieMann3anus: be30macHoCTh KOMIIBIOTEPHBIX CHCTEM
YpoBeHb BhICIIET0 00pa3oBaHus: OakaJaBpuaT
KBanudukauus: bakanasp

rox Habopa: 2021

TamboB, 2022



ABTOp NMpOrpamMmsbi:
Kannunar nenarornyeckux Hayk, noueHT CamoxBanoB Alnekceit Bnaaumuposuu

Pabouas mporpamma cocrapiena B coorBeTcTBuu ¢ ®I'OC BO mno nampasienuto noaroroBku 10.03.01 -
Nudopmarmonnas 6e3onacHOCTh (ypoBeHb OakamaBpuara) (mpuka3 MuHUCTEpCTBAa 00pa30BaHUS M HAyKH
P® ot «17» Hos1Opst 2020 1. No 1427).
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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-2 CrnocobeH aaMUHUCTPUPOBATH MPOrpPaMMHO-aIapaTHbIe CPEACTBAa 3alluThl WHOOpPMAIMK B
KOMITBIOTEPHBIX CETSIX

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,
OXBaTbIBAIOUIEH COBOKYNMHOCTh NpOOJEM, CBSI3aHHBIX C OOECHeYyeHHEeM 3alIMIIEHHOCTH OOBEKTOB
nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC HITH

Kox u HauMeHoBanue
komreTeHIIm OI'OC BO,
HEeOOXOAUMOM I

I/IH,I[I/IKaTopLI JOCTHXXCHUSA KOMHGTGHHI/If/’I

npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-2 Cnocoben AIIMAHHUCTPUPYET TMPOTrpaMMHO-AINIapaTHBIC CpPEACTBa
aJIMUHICTPHUPOBATH 3an|Thl UHGOPMAIUHU ISl oOecrieueHuss Oe30MacHOCTH

MPOTPaMMHO-AIIIAPATHBIE  |KOMITBIOTEPHBIX CETEH HA HHOCTAHHOM SI3BIKE
CpeJICTBA 3alUTHI
nHpopMaIm B

KOMITBIOTEPHBIX CCTAX

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-2 CnocobGeH aaMUHUCTPUPOBATH MPOrPAMMHO-AIIAPATHBIC CPEACTBA  3aIUTHI
nH(pOpMaIMU B KOMIIBIOTEPHBIX CETAX

Ne HaumenoBanue dopma
n/m JIMCITUILINH, oOyueHwMst
OTIPEICTISIONINX OuHast
MEXTUCITUTUTMHAPHBIS (cemectp)
CBs3HU 3 4 5 8
1|"Networksecurity" +
2 |International +
information security
3 |be3omacHoCTh +

KOMITBIOTEPHBIX CETei

4 |Kommerorepnsle cetn | + | +

5 |MexnyHaponHas +
nH()OpMaIOHHAS
0e301MacHOCTh

6 |CrarmapTsl B 006JaCTH +
nH()OPMAITMOHHON
0e30macHOCTH

7 | OKcIUTyaTarmoHHAs +
NpaKTHKA

2. MecTo nucuuiuiaabl B cTpykrype OII 0akanaBpuara:



JlucuuiuinHa «AHamu3 3aIlUIIEHHOCTH KOMIIBIOTEPHBIX CeTel» OTHOCHTCA K YacTH, (opMHpyeMon
y4aCTHHKaMU 00pa3oBaTeIbHbIX OTHOLIEHUH, y4yeOHoro rutana OIl nmo nampasnenuto noarorosku 10.03.01
- Unpopmannonnas 6€300acHOCTb.

JucuuminHa « AHaln3 3aIUIIEeHHOCTH KOMITBIOTEPHBIX CETEN» u3ydaercs B 4 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCIIUILINHEL:

Ounas

Bup yueOHOIT paboTEI
Ay p (Bcero yacos)

OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 108
KonTaktHas pabora 64
Jlexnuu (Jlexrun) 32
Jlaboparopnsie (JIab. pab.) 32
CamocrosrenbHas padota (CP) 44

3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TeMsbl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp
1 [TorpebHOCTE B 4 als TecTupoBanue;
KnoepOe30nacHOCTH ColecenoBanue
2 Araku, NOHATHS U 6 4 6 TecTtupoBanue;
TEXHUKA ColecenoBanue
3 3amura JaHHbBIX | TecTtupoBanue;
KOHUAEHIIMaIbHOC | 4 6 6 ColecenoBanue
TH
4 3amura 4 4 ] TecTtupoBaHue;
OpraHHU3aIiH CobecenoBanue
5 Oo6paszoBanue u Tectuposanue;
Kapbepa B chepe 6 16| s CobecenoBanue
MH(POPMALTMOHHON
0€e30MacHOCTH
6 Kubepbe3onacHocTh TectupoBanue;
— mup 3kcrieproBu | 4 | 4 | 10 | CobGecenoBanue
MIPECTYITHUKOB
7 Ky6 4| a4 i TecTupoBanue;
KnoepOe30nacHOCTH ColOecenoBanue

Tema 1. Ilorpe6HocTh B knbepoesonacuocTu (IK-2)
Jlexknus.
Pa3Butue nHpopManMoHHOTO OOIIECTBA MpEANoiaraeT BHeApeHne NH(POPMALIMOHHBIX TEXHOJIIOTUI BO BCe
cepbl KU3HU, HO ITO 03HAYAET U MOSBICHUE HOBBIX YIPO3
Oe3omacHOCTH — OT yTedek WHpopmanuu 10 kuOepreppopusma. B mpoekre Konuenmmu crpareruu
kubepb6e3onacHoct Poccuiickoit deneparyn KUOEpIPOCTPAHCTBO



ompenensieTcss Kak «cdepa JAeATENBHOCTH B HH(POPMALMOHHOM IPOCTPAHCTBE, OOpa30BaHHAA
COBOKYITHOCTbIO MIHTEpHETa M IPYyTrUX TEJICKOMMYHHKAIMOHHBIX CeTe M J0ObIX (JOpM OCYyIIeCTBISIEMOit
MOCPE/ICTBOM MX HCIOJIB30BAHUS YEIOBEYECKON aKTUBHOCTH (JIMYHOCTH, OPTaHU3aAIlMH, TOCYIapCcTBa)», a
KnOep6e30nacHOCTh — KaK «COBOKYITHOCTb YCJIOBUH, IIPU KOTOPHIX BCE COCTABIISIOMINE KHOEPIPOCTpaHCTBA
3alIHUIICHBI
OT MaKCHMAaJIbHO BO3MOKHOTO YHCIIa YTPO3 U BO3JEHCTBUI C HeXeaTeIbHBIMU OCIeICTBUSIMI». B cBsi3M ¢
5TUM  OoJIbIIOE  3HA4YeHHWE MpHOoOpeTaeT mpodieMa  «KyJIbTYphl — O€30IacHOrO0  TOBEACHUS B
KHOEpIPOCTPAHCTBEY.

JlaGopaTopHbie padoThbI.
1. Ha3oBuTe MOTHBALIMIO OEJIOT0 XaKepa.
2. Kakue 31eMeHTHI SBIISIIOTCS KOMIIOHEHTaMK Tpouku CIA?
3. Uto Takoe kubepBoitHa?
4. Kt0 Takue XakTUBHUCTHI?
5. IlepeuncnuTe OCHOBHBIE 3aJ]a4H OEIBIX XaKEePOB.

Tema 2. Ataku, nousaTusi u TexHuku (I1K-2)
Jlexknus.
Kubeparaku Ha 0OBEKTHI KPUTHUECKOM HHPOPMALMOHHONW HHPPACTPYKTYPHI
Nutepuer Bemeii (IoT) - 5T0 3BOIONNS B MEXMAIIMHHON CBSI3U, YHHUKAIBHOE
COEIMHEHHE, [T03BOJISIONIEE BEIUMCIUTEIBHBIM YCTPOMCTBAM IIEpPEIaBaTh JAHHBIE 10
Bcell ceTu 0e3 yuacTust XOTs ObI OJTHOTO YeJloBeKa. TPEBOXKHON CUTYaIMEH SIBISICTCS
pacTtymas B3auMOCBs3b 00BEKTOB KPUTHUECKOW HHPOPMAITMOHHONW HHPPACTPYKTYPHI

¢ moMolplo TexHojoruii MHTepHeTa Bemieil M COMyTCTBYIOIIEE YBEIWYEHHUE YHUCIA OPraHMW30BaHHBIX
kuOeparak 1o Bcemy Mupy. boijio ycTaHoBI€HO, 4TO MHOTHE KHMOepaTaku

Stuxnet, Havex, Black Energy 3 u Industroyer, coBepiieHHbIE 3a TIOCJIETHNAE TOBI, OBLITH
HanpasJeHbl Ha cucTeMsbl yrpasieHus SCADA, npuHaiexanye K pa3aIuyHbIM
CyObeKTaM KpUTHUYECKON MH(OPMAITMOHHON HH(PpacTpyKTyphl. OueBHICH TOT (PaKT, 4TO
BpenonocHoe 10, koTopoe HaleaeHo Ha BOAHBIC U T'a30BbI€ CTAHIINUH, SIEKTPOCTAHINH

Y TPAHCIIOPTHBIE CUCTEMBI, SIBIISIETCS JIEJIOM pyK IpodecCcroHalIoB U ObLIO CTIeHaIbHO
pa3paboTaHo AJIs COBEpUICHUsI TOAOOHBIX AeHCTBUIL. MHOTHE yCcTpoiicTBa, paboTaromue
Ha 0a3e MHTepHeTa Bemeii, ”HTErpupoBaHbl B CYObEKTHI KPUTUUECKON MH(OPMAIIMOHHON
UHPPACTPYKTYPBI [UI JOCTHKEHUSI MAKCUMAIIbHO 3 (PEKTUBHOTO B3aUMOCHCTBUS

u komMmyHukanu. [To mporno3am k 2025 rogy 4Kciio yCTPOMCTB, MOAKITIOYEHHBIX

K UHTEPHETY, JOCTUTHET 75 MUJUIMAPIOB, YTO MOXKET 3HAYUTEIILHO YXYIIIUTh CUTYaIUIO

U TIPUBECTH YBEJIMYEHHUIO pocTa KuOepaTak, HalEJICHHBIX Ha KPUTHYECKYI0 HH(GOPMAIMOHHYIO
UHQPACTPYKTYPY, KOTOPbIE pa3padaThIBAIOTCS C UCIIOJIB30BAaHUEM PELICHUI

Ha ocHOBe MHTepHeTa Beeil u cooT-BeTCTBEHHO MOTYT OBITH MOIBEP)KEHBI KHOEpaTakam.
JlaboparopHbie padoThbI.

1. [Touemy BHyTpeHHHE yTPO3bl O€30MACHOCTH MOTYT HAHECTH OPTaHU3allUU e1le OOIBIIHK yiiepo, yem
BHeEIIHUE?

2. Kakue crmocoObsl MOKHO MCIIONIB30BaTh JJIs1 00ecTieueHrs KOoH(GUIEHIINaTbHOCTH HHDOopMaIuu?
3. Kak emie Ha3pIBalOT KOH(PpUACHINATBHOCTH HH(OpMAUn?
4. Kaxkoii crmoco0 UCTIONB3yeTCs Il MPOBEPKU 1IETOCTHOCTH JTAHHBIX ?
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3apanue. OnpeneneHue TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpenenenue TUNOB BperoHocHoOro [10.
3. 3apanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (IK-2)
Jleknus.



3ammra yCTpONUCTB M CETH. 3allMTa BBIYUCIUTEIBHBIX ycTpoHCTB. CobOmroneHue mpaBuiia 0€30MacHOCTH
IIPYU MCIIONB30BAHUU OECIPOBONHBIX ceTei. Mcroab30BaHnEe YHMKAIBHBIX Mapojei A KaXIOoW y4eTHOM
3amucu B ceTd. Benenme gansbeix. lludpoBanue naHHBIX. Pe3epBHOE KONMUpOBaHHWE JAHHBIX.
OxoHUYaTenbHOE y/laJeHUEe JaHHBIX. 3alluTa MEepPCOHANBHBIX JaHHBIX B ceTH. HanexHas ayTeHTU(UKAIHSL.
JHByxdaxtopHas ayrentudukanus. OAuth 2.0. KonduaeHnunanbHOCTb 3IeKTPOHHON TOUTHI U BeO-Opay3epa.

JlaboparopHbie padoThbI.
1. Co3nanuie U COXpaHEHHE HAJEKHBIX MapoJien
2. Pe3epBHOE KOIIMPOBAaHUE JAHHBIX BO BHEIIHEE XPAHWINLIE
3. JlJabopatopHas pabora.
4.Hackonbko pUCKOBaHHO IOBEACHUE NOb30Bareis B InTepHere?

Tema 4. 3amura opranuzanun (ITK-2)
Jlexknus.

MexceTeBble SKpaHbl. THUITBI MEXKCETeBBIX KpaHOB. CKaHMpPOBAaHUE MOPTOB. YCTpPOMcTBAa OE30MACHOCTH.
OOHnapyxeHne aTak B peajJbHOM BpeMeHH. OOHapy)XeHHe arak B peaJbHOM BpemeHHu. Jlyumme
MPaKTUYEeCKHEe METOAMKH Mo MH(popManMoHHO# OezomacHocTH. [loaxon k kuOepOe30macHOCTH Ha OCHOBE
noBezieHus. botHeT. YOuiicTBeHHas 1ernouka. YOWNCTBEHHas ILeroyka B kuOep3amure. be3omnacHocTs Ha
ocHoBe moBeneHus. NetFlow u xubeparaku. Ilonxon Cisco k kubep6e3onmacHoctu. CSIRT. CoopHuk
CIIeHapueB Mo obecreueHno Oe3omacHOCTH. MHCTpYMEHTBI Uil TMPEJOTBpALCHUS W OOHApYyXEHHUs
nunuaenTos. Cucremsl IDS u IPS.

JlabopaTropHbie padoThbI.
1. Kakoii TN aTaky mo3BoJisieT 3J10yMbIIIJIEHHUKY BOCIOJIb30BAaTHCS METOA0M MOA00pa MapoJis
(brute-force)?
2. B 1em 3akitouaeTcss OCHOBHAS 11€Jb aTakK TUIIA «0TKa3 B oocmyxuBanum» (DoS-arak)?
3. Jlns yero npeaHa3Ha4eH PyTKUT?
4. Kakue xapakTepUCTHUKH OMUCHIBAIOT MPOrPAMMY-4EPBb?
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3apmanue. OnpeneneHue 0TBETa MPOrpaMMbl CKAHUPOBAHHUS MOPTOB.
2. 3apanue. OnpeneneHue ycTporcTBa 6€30MacHOCTH.
3. 3aganue. OnpeneraeHue NOpsIKa dTAOB YOUMCTBEHHOM IIETIOYKH.

Tema 5. O0pa3oBanue u kapbepa B cepe nunpopmanuonnoii 6ezonacuocru (I1K-2)
Jlekumus.
OO6pazoBanue u Kapbepa B chepe wuHDOpMAIMOHHONW Oe30macHOCTH. BO3MOXHOCTH cepTudUKAIIH.
Bo3moxnoctn ceprudukanuu. PacmpenHbie Bo3MOXXHOCTH ceprudukanuu. Kappepa. Bakancuum B
obmnactu kubepOe3onacHocTu Ha caite Cisco.com. JIpyrue BakaHcuu B cepe KubepOe30macHOCTH.

JlaboparopHbie padoThbI.
[Touck BakaHcuit 10 HHGOPMAITMOHHOM 0€30MMACHOCTH 3a PyOEKOM
[Topsitok BBIOJIHEHUS:
- TIOMCK 3apyOEKHBIX CAalTOB C BAKaHCUSIMU
- HACTpO#Ka (PUIBTPOB
- U3y4YEHHE MOTyUYEHHOTO CITUCKA
- BEIOOP XOPOILIETO MPEAIOKEHUS Ha PHIHKE

Tema 6. Kuoep0e3onacHocTb — MHP 3KcnepToB M npectynHnkos (ITK-2)
Jlexknus.



Kubepbe3onacHOCT — MHp 3KCIEpTOB U mpecTynHHKoB. OO030p ypoBHeW oOecrnedeHus
kubepOezonacHocTu. [Ipumepsr ypoBHel obecriedenust kudepoOe3omacHOCTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPIPECTYNHHUKOB. 3ayeM CTAHOBHUTHCS CHEIMAIMCTOM II0
kubepo6e3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IOJIb30BarTeliel. THUIIbI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y JKuW3HU Jtofed. BHyTpeHHHE W BHEUIHHE YTPO3bl. YA3BUMOCTH
MOOMIBHBIX ycTpoicTB. IlosiBnenue Murepnera Bemieil. BrnusHue Oonbpiimx maHHBIX. Vcmonb3oBaHue
nepesoBoro opyxusi. bonmee mumpokmii oxBaT M KackamHblid dddekr. [Ipennochuiku 6e30MacHOCTH.
[ToBbIIeHHOE pacrio3HaBaHue yrpo3 [ kubepbezonacHocTH. Pemenne mpobaemMbl HEXBATKU CHEUATUCTOB IT
kubepOezonacHocT. HarponanpHast KOHIENIHs MPoQeCcCHOHATbHONW MOATOTOBKH COTPYJAHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKHe OpraHu3aldl U KOHKYypchl 1O KkuOepOe3omacHocTtu. OTpacieBbie
cepruduranuu. Ceprudukanuu, CHOHCHpyeMble KoMOaHusAMU. Kak  cTarh  IKCIEPTOM IO
K1OepOe30nmacHOCTH.
JlaGopaTopHbie padoThbI.

1 Tlouck paboTsl B cepe kubepOe30macHOCTH.

2 Unentuduxanus yrpos.

3 3anmauu npodeccroHanoB B chepe kubepoe30macHOCTH.

4 Packet Tracer — co3manne KOMIBIOTEPHOTO MHPA.

5 Packet Tracer — OOmienue B kubepmupe.

Tema 7. Ky6 kubepoe3onacnoctu (I1K-2)

Jlexknus.
[Mpununs! naGopMmaronHoi 6ezonacHocTu. CocrostHus HaHHBIX. Mepsl [/kubepbesonacHoctu. [Tpunim
KOH(UACHIMANBHOCTH. 3aluTa KOH(pUIACHUMANbHBIX JaHHbIX. KOHTponms pgoctynma. 3akoHBl U
OTBETCTBEHHOCTb. [IpMHIMII IIETOCTHOCTH MAAaHHBIX. TpeOoBaHMs K IIEIOCTHOCTH AaHHBIX. I[IpoBepku
nenoctHocTH. [IpuHnun nocrtynuoctu. [Iate aeBstok. ObecnieueHne NOCTYIHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3aJaud 3allUThl XPAaHALNIMXCS JaHHBIX. MeToAbl Tepelauyd JaHHBIX. 3aJaud  3allHuThI
NepeaaBaeMbIX JaHHBIX. Buabl 00pabOTKM AaHHBIX. 3afayd 3amuThl 00padaTbIBAEMbIM JIaHHBIX.
TexHonmormueckue NpPOrpaMMHBIE MeEpbl 3aIIUTHL. TEXHONOTMYECKHE amIapaTrHble MeEpbl  3allUThl.
TexHonmormueckue ceTeBbIE MeEphl 3aIIUTHL. TEXHONOTMYECKHE CpeICTBa 3alUThl Ha 0Oasze oOmaka.
OOpaszoBatenpHble U y4yeOHbIE MeponpusATHs 10 KubepOesonacHOCTH. DPOpMHpPOBAHUE KYIBTYpPbI
kubepoesonacHoct.  [lomutuku.  Crangaptel.  Pexomenpmammu.  Ilpomenypsl.  O0630p  Mozpenu
KnbepOe3onacHOCTH. YpoBHH obOecrieueHus kubepbOezonmacHoctu. Koutponenbsle 1enu. Cpenctsa
ynpaeneHusi. Mopens  [xkubepOe3omacnoctu  [SO wu  tpumama «KIA». MHWcmonb3oBanue Momen
Clkubep6e3onacuoct ISO u cocrostnus nanubIx. Mozaens [JxkubepOeszomacHoctu ISO u MephI 3alMTHI.
JlabopaTropHbie padoThbI.
1 VYcranoBka BuptyanbHOW MamuHbl Ha [1K.
2 AyteHTu(UKAIH, aBTOPU3ALUS U yUeT.
3 Packet Tracer — uzydenue mudpoBanus GaiiioB U JaHHBIX.
4 Packet Tracer — nmpoBepKa 11eIOCTHOCTH (haiiyIOB U JJAHHBIX.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

4 cemecTp
* mocemaeMocTs — 15 GamioB
*  TEKYyIIUH KOHTPOJIbL — 65 0aioB
*  KOHTPOIBHBIEC Cpe3bl — 2 cpe3a mo 10 6amnoB KaKabIi
* mpeMuasbHBIC OauTel — 20 6aioB

Pacrnipenenenre 6aJiioB 10 3aaHKSIM:



TC
MbI

HasBanue TeMbl
/ BuJ yueOHOI
paboThI

Dopmbl
TEKYILETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
0aJUIOB

MCTO,Z[I/IKa IMMPOBCACHUS 3aHATHA U OLICHKHU

[MorpeGHOCTE B
Kkubepbe3onacH
oCTH

Tectupos
aHue

TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

5 0amioB - CTyIEHT NpaBWIbHO OTBeyaeT Oomee uyeM Ha 90%
BOIIPOCOB.

4 0GannoB — CTYISHT MpaBWJbHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

3 Gamnna - cTyaeHT npaBuiIbHO oTBevyaeT Ha 30-50% Bompocos.

2 GaJu - CTYIEHT MPaBUIBHO OTBeuaeT Ha 25-30% BompocoB B TecTe.
Menee 25% mpaBUWIIBHBIX OTBETOB OAJUIOB HE JACT.

Cobeceno
BaHHE

Omnpoc mpexaronaraeT OpraHU3alMio Oecelbl IPEroaaBarelis Co
CTYJCHTAMH II0 BOIIPOCAM TMPAKTHUYECKOTO 3aHATHS C IeNbI0 Ooliee
OOCTOSITENIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 100aBiIATh HH(OpMAINIO, JIUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTANBHBIN, WHIWBUIYaIbHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TOJJICIKAIIETO OIIEHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepraa;

- palMOHATBHOCThH MCIIONB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOM y4ueOHOMU 3a/1aun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBHOCTh WCIIONB30BAHUS BPEMEHH,
3aJjaHue.

5 OayloB — CTYIEHT YMEET COINOCTaBUTh IONYyYCHHYIO TIpU
MOATOTOBKE K TPAKTHYECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3pEHUS Ha aHAIU3HPYEMYIO MPOOIEeMY, YMETh YETKO
(opMynHpOBaTh CBOM BOMPOCHI M OTBEYaTh Ha 3a/IaBacMbIC EMy
BOTIPOCHI

4 0ayioB - CTYIEHT YMEET MPUMEHSTh MONyUYSCHHYIO MIPH TOATOTOBKE
K MPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OONBIINHCTBO
BOIIPOCOB, BECTH JMCKYCCHIO .

2 famra — CTYIEHT BIIaJIeeT TCOPETHUYCCKUM MATEepPHATIOM IO TEME
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyJHSETCSl MpPH OTBETe Ha
BONPOCHI, HE yMeeT CQOPMYIHPOBAaTh CBOIO TOYKY 3pEHHUS Ha
obcyxIaeMyIo pooIeMy

Ecmu cryneHt He BiazeeT mpoOiIeMaTnkod MPaKTHYSCKOTO 3aHSTHS,
HE MOXET OTBeYaTh Ha BOINPOCHI, 3a4YUTHIBAET OTBET II0
Halle4aTaHHOMY TEKCTY — OTBET OaJlaMU HE OI[CHUBACTCA.

OTBCJACHHOI'O Ha

Ataku, ToHITHS
W TEXHUKHU

Tectupos
aHue

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

5 0amnoB - CTyOeHT NpaBUIBHO oOTBe4yaeT Oomee dem Ha 90%
BOIIPOCOB.

4 GaminoB — cTymeHT mpaBwibHO oTBeyaeT Ha 50-80% BompocoB B
TecTe.

3 Ganna - cTyfeHT npaBmiIbHO oTBedaeT Ha 30-50% Bompocos.

2 Gam - CTyAeHT MpaBUIBHO oTBedaeT Ha 25-30% BOIpPOCOB B TeCTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.




Cobeceno
BaHUE

Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

4 GanuoB - CTYyIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

3ammra JaHHbIX
u
KOoH(UACHINATB
HOCTH

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10 GannoB - CTyOGHT HpaBWIBHO OTBeuaeT Oonee yem Ha 90%
BOIIPOCOB.

7 GamioB — CTyIEHT mpaBwiIbHO oTBedaeT Ha 50-80% BOIpocoB B
TecTe.

3 Gamnna - cTyaeHT npaBuiIbHO oTBevyaeT Ha 30-50% Bompocos.

2 GaJu - CTYIEHT MPaBUIBHO OTBeuaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.
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Cobeceno
BaHUE

Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
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- CO3HATEIBHOCTh OTBETA;
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MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

4 GanuoB - CTYyIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

3ammra
OpraHU3alNN

Tectupos
aHue

TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

5 0amioB - CTyIEHT NpaBWIbHO OTBeyaeT Oomee uyeM Ha 90%
BOIIPOCOB.

4 GannoB — CTYIEHT MpaBWibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

3 Gamnna - cTyaeHT npaBuiIbHO oTBevyaeT Ha 30-50% Bompocos.

2 GaJu - CTYIEHT MPaBUIBHO OTBeuaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.
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Cobeceno
BaHUE

Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
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Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

4 GanuoB - CTYyIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

OO0pazoBanue u
Kapbepa B
ctepe
WHPOPMAIIOHH
oM
0e30macHOCTH

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10 GannoB - CTyOGHT HpaBWIBHO OTBeuaeT Oonee yem Ha 90%
BOIIPOCOB.

7 GamioB — CTyIEHT mpaBwiIbHO oTBedaeT Ha 50-80% BOIpocoB B
TecTe.

3 Gamnna - cTyaeHT npaBuiIbHO oTBevyaeT Ha 30-50% Bompocos.

2 GaJu - CTYIEHT MPaBUIBHO OTBeuaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.
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Cobeceno
BaHUE

Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
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- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

4 GanuoB - CTYyIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

KubepbezomacH
0CTh — MUD
IKCIICPTOB U

HPECTYITHUKOB

Tectupos
aHue

TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

5 0amioB - CTyIEHT NpaBWIbHO OTBeyaeT Oomee uyeM Ha 90%
BOIIPOCOB.

4 GannoB — CTYIEHT MpaBWibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

3 Gamnna - cTyaeHT npaBuiIbHO oTBevyaeT Ha 30-50% Bompocos.

2 GaJu - CTYIEHT MPaBUIBHO OTBeuaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.
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Cobeceno
BaHUE

Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
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5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
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BOIIPOCHI

4 GanuoB - CTYyIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
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Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Ky6
Kkubepbe3onacH
oCTH

Tectupos
aHue

10

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10 GannoB - CTyOGHT HpaBWIBHO OTBeuaeT Oonee yem Ha 90%
BOIIPOCOB.

7 GamioB — CTyIEHT mpaBwiIbHO oTBedaeT Ha 50-80% BOIpocoB B
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2 GaJu - CTYIEHT MPaBUIBHO OTBeuaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.
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Cobeceno 5 Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
BaHHE CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1.
VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOTIPOCEHI
4 GanuoB - CTYyIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTH AHCKYCCHIO .
2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATUS, WHOTAA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy
Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3a4YUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.
8. [TocemaeMocthb 15 3 Oamia — TOCEImaeMOCTh CTYACHTa COCTaBisSeT He MeHee 25 %
3aHATUN
9. IIpemMuansHbIe OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:
- 32 TIPOEKT, BBHINIOJNHEHHBIH 10 3aka3ly paboromarens W
peann30BaHHEIN Ha mpakTuke — 20 6aIoB;
- MOCTOSHHAsI aKTUBHOCTh BO BpeMsl MpakTHUeCKuX 3aHsATui — 10
0aJIIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl M0 TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6auios;
- y4acTHhe € JOKJIaJJOM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;
- yJacTe B BBICTaBKE IO TEMAaTHKE W3ydaeMOW TUCIHILTUHBI — 20
0aJIIoB;
- myONHMKamusl CTaThMl 10 TEMaTUKE W3y4aeMOW IUCIHIUIUHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTrepuagax BCEPOCCHICKOM
koH(pepeniuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
10. |MunuBunyanbHbIC 3aJaHUs, 40
C TIOMOIIBI0 KOTOPBIX Pemenmne keiica (10 6amnoB)
MOXHO HaOpaTb [Ipoxoxxnenne TtectupoBanus (30 BOMPOCOB) MO BCEMY Kypcy
JOTIOJTHUTENIbHBIE OalTbI nucuuruHel (40 6anos)
11. HUroro 3a cemectp 100
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HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaJIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBog 100-OamipHONW  PEeHTHHTOBOM  OLEHKM 1O JAMCUUIUIMHE B TPAaTULMOHHYIO
YeThIpeX0aIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cucrema Tpagunuonnas cucrema

50 - 100 6aiutoB 3aureHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBble OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
CobecenoBanne

Tema 1. [TorpeOHOCTH B KHOEPOE30MACHOCTH
1. HazoBuTe MoTHBaImio 6EJI0ro Xakepa.
2. Kakue a1eMeHThI SIBIIAIOTCS KOMIIOHEHTaMu Tpoiiku CIA?
3. Yro Takoe kubepBoiiHa?
4. Kto Takue XakTUBHUCTHI?
5. [lepeunciure OCHOBHBIC 3a7]a4l OCIIBIX XaKEPOB.

Tema 2. ATaku, TIOHATUS U TEXHUKU

1. [Touemy BHyTpeHHHE yTrpO3bl O€30MACHOCTH MOTYT HAHECTH OpraHU3alliy elle OONbIIni yiepo, ueM
BHEITHUE?

2. Kakue criocoObl MOXKHO HCIIONB30BATh sl 0OecieueHus] KOH(PUISHIIMAIbHOCTH HH(popMaun?
3. Kak eme Ha3bIBatoT KOHGUIECHIIMATLHOCTS HH(DOpMaIuu?
4. Kakoii crioco0 HCTIoNnb3yeTcst A7 IPOBEPKH LETOCTHOCTH TaHHBIX?

Tema 3. 3amuTa JaHHBIX U KOHPHUIECHIIMATHLHOCTH
UYro camoe m1aBHOE JOHKHO MPOIyMaTh PyKOBOJICTBO MPH KilacCU(PUKAIIMK JaHHBIX ?
Bapuanrts! oTBeTa:
a) Tunsl COTPYIHUKOB, KOHTPAreHTOB U KJIIMEHTOB, KOTOpPbIE OyIyT UMETh AOCTYI K JaHHBIM
0) HeoOxonumbiil ypOBEHB TOCTYITHOCTH, [ETOCTHOCTH U KOH(PHUICHIINATHHOCTH
B) O1leHUTh YpPOBEHb PUCKA U OTMEHUTH KOHTPMEPHI
r) YrpaBieHue J0CTyIOM, KOTOPOE JA0JDKHO 3aIIUIIATh TaHHbIE

Kakoe yTBepskaeHue siBiseTCs MPaBUIbHBIM, €CITU B3IVITHYTh HA Pa3HUILY B LEJIIX 0€30MaCHOCTH JIs
KOMMEpYECKOM YU BOGHHON OpraHu3aiuu?

BapuanTe! oTBeTa:
a) TonbKO BOGHHBIE UMEIOT HACTOSIIYIO O€30MaCHOCTh

0) Kommepueckast koMmmanusi OOBIYHO OOJIBIIE 3a00TUTCS O TIEJTOCTHOCTH U IOCTYITHOCTH JIAHHBIX, a
BOCHHBIC — 0 KOH(UICHIIMATEHOCTH

B) BoeHHBIM TpeOyeTcst O0IbIINI YPOBEHb O€30MAaCHOCTH, T.K. MX PUCKH CYIIICCTBEHHO BHIIIIE

r) KommMmepueckast kommanust 0ObI9HO O0JIbIIe 3200TUTCS O JOCTYIMHOCTU U KOH(UICHIINATILHOCTH TaHHBIX,
a BOEHHEBIE — O I[EJIOCTHOCTH

Kakoe yTBepikeHne SBIAETCS MPaBUIBHBIM, €CIIU B3IVISIHYTh HA PAa3HUILY B IeNsAX 0€30MacHOCTH JUIs
KOMMEPUECKON U BOEHHOW OpraHu3alu?

Bapuanrts! oTBeTa:
a) Tonpko BOGHHBIE UMEIOT HACTOSIIYIO 0€30MMacHOCTh

0) KoMmMepueckast koMmmanust 0OBI9HO O0JIbIIE 3200TUTCS O IIENOCTHOCTH U JOCTYITHOCTH JaHHBIX, a
BOCHHBIC — 0 KOH(UICHIIHATEHOCTH

B) BoenHbIM Tpebyercst 60bIIHiA ypOBEHb 0€30MaCHOCTH, T.K. UX PUCKH CYIIECTBEHHO BBIIIE
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r) KommMmepueckast kommanust 0ObI9HO O0JIbIIe 3200TUTCS O JOCTYIMHOCTH U KOH(UICHIINATILHOCTH TaHHBIX,
a BOEHHBIE — O IIEJIOCTHOCTH

Tema 4. 3amura opranuzanuu
1. Kakoii TuIl aTaku MO3BOJISET 3JI0YMBIIUICHHUKY BOCTIONIB30BATHCS METOAOM MOAOOpa mapoist
(brute-force)?
2. B uem 3akimodaercs OCHOBHAsI 1I€Jh aTaK TUIA «OTKa3 B oOcyxuBaHum» (DoS-arax)?
3. J1ns yero npeaHa3HaueH pyTKUT?
4. Kakue XxapakTepUCTHKH OIUCHIBAIOT IPOTrPAMMY-4€pPBb?

Tema 5. OOpa3oBanue u kapbepa B chepe nHPOPMAITMOHHON 0€30IaCHOCTH
[Tonck akTyanbHBIX BaKaHCUH IO HHPOPMAITMOHHOM 0€30MMaCHOCTH
[Topsitok BBIOJIHEHUS:
- IOUCK CalTOB C BAKAHCUSMHU
- HACTpOWKa (PUIBTPOB
- U3y4YEHHUE MTOJIyYEHHOTO CIIMCKA BAKaHCHUU
- BBIOOP XOPOIIIETO MPETIOKEHHS Ha PHIHKE

Tema 6. Kubep6e30macHOCTb — MUP SKCIIEPTOB U MPECTYITHUKOB

1. Kakum 006pa3oM mosip30BaTesisiM, padoTarOIIMM Ha 00IIIEM KOMITBIOTEPE, CKPBITh JIMYHYIO HCTOPUIO
MIPOCMOTPOB B Opay3epe OT OCTAIBHBIX COTPYIHUKOB, KOTOPBIE MOTYT MOJIB30BATHCS STUM KOMITBIOTEPOM?

2. Ecnu nanHbIe XpaHATCS Ha JIOKAJIBHOM >KECTKOM JHCKE, KaK JIy4dIlle BCEro 3alllUTUTh UX OT
HEaBTOPU30BAHHOIO JOCTyMa?

3. TexHoyOrUs KAaKOro TUIA MOKET MPEAOTBPATUTH CIICKEHUE BpeTOHOCHBIM [1O 32 aKTUBHOCTHIO
MOJIb30BaTeseld, COOp MEPCOHATbHON MH(OPMAITIH U BBIJIaYy HEXEJIaTeIbHON BCIUTHIBAIOIICH peKJIaMbl Ha
KOMITBIOTEPE TOJIb30BaTENS?

Tema 7. Ky0 kubepOe3onacHoCTH
1. Ha3oBuTe mocieqHuii 3Tar CTpYKTypbl yOMICTBEHHOHN 1IETIOUKH.

2. Kakoit ”HCTpYMEHT MOKET BBITIOJIHATH aHaJIu3 TpaduKa 1 MOPTOB B peaabHOM BPEMEHH, a TaAKXKe
BBISIBJISITh aTaKU CKaHUPOBAHUS MOPTOB, CO3/1aHUs HU(POBBIX OTIIEYATKOB U NepenoiaHeHus Oydepa?

3. Kakoli MHCTpYMEHT MOXKET BBISBJISITh BPEIOHOCHBIN TpadHK, CpaBHUBAS COEPKUMOE TTAKETa C
M3BECTHBIMU CUTHATypamH aTak?

TecrupoBanue

Tema 1. [TorpeOHOCTH B KHOEPOE30MACHOCTH
Bomnpoc 1:
Kto saBnsteTcst OCHOBHBEIM OTBETCTBEHHEIM 3a OIpPCACIICHUC YPOBHA KJ'IaCCI/I(bI/IKaLII/II/I I/IH(bOpMaI_[I/II/I?
BapuanTe! oTBeTa:
a) PykoBoaurensb cpeqHero 3seHa
0) Briciiee pykoBOICTBO
B) Brnanenerng
r) [Tons3oBaTensb
Bompoc 2:

Kakast kareropus siBnsieTcsi Hanbosiee pUCKOBaHHOM JJIs KOMIIAHUU C TOYKU 3PEHUS BEPOSITHOTO
MOIIIEHHUYECTBa U HapylIeHHs 0€301acHOCTH?

BapuanTe! oTBeTa:
a) CoTpyiHUKH
0) Xakepsl
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B) Arakyrolue
r) KonTparents! (Jinia, padboTaromue mo J0roBopy)
Bompoc 3:

Ecnu paznuuHbiM rpynmnam mnoyib3oBaTesiell ¢ pa3inyHbIM YPOBHEM JIOCTYIA TPeOyeTCs TOCTYII K OJTHOM U
TOMH ke MH(pOpMAIH, KaKOe U3 YKA3aHHBIX HUKE ICUCTBUM ClIeyeT MPEANPUHSTH PyKOBOACTBY?

BapuanTe! oTBeTa:

a) CHU3UTH YpOBEHb 0€30MacCHOCTH 3TOM HH(POPMALIUH ISl 0OecTieueH s ee TOCTYIHOCTH U ynoOcTBa
UCTIOJIb30BaHHS

6) TpebGoBaTh MOANKMCAHUS CIIEHUATBHOTO PAa3pEIICHUs KaXKIBIN pa3, KOTa 4ejIoBeKy TpeOyeTcst JOCTYI K
3To# uHpopMaUn

B) YJIy4IIUTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON HH(DOpMAIK

r) CHU3UTH YPOBEHB Kiaccu(uKauy 3Toi nHpopmaIuu

Bomnpoc 4:

Yro camoe maBHOE AOKHO MPOIYyMaTh PyKOBOJICTBO MPH Kiaccuukanuu JaHHBIX?
Bapuanrts! oTBeTa:

a) Tunbsl COTPYIHUKOB, KOHTPAreHTOB U KJIIMEHTOB, KOTOpPbIE OyIyT UMETh AOCTYI K JaHHBIM
0) HeoOxonumbiil ypOBEHB TOCTYITHOCTH, IIETOCTHOCTH M KOH(PHUICHIINATHHOCTH

B) O1leHUTh YpPOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YpaBieHue 10CTyIoM, KOTOPOEe JOJDKHO 3aIUIIATh TaHHbIC

Bomnpoc 5:

KTo0 B KOHEYHOM CueTe HECET OTBETCTBEHHOCTD 33 TAPAHTUH TOTO, YTO JaHHBIE KJIacCU(DUIIMPOBAHBI U
3aIUIIECHEI?

Bapuanrts! oTBeTa:

a) Bragenbibl 1aHHBIX

0) [Tonp3oBaTenu

B) AIMUHUCTPATOPHI

r) PyxoBoznctBo

Bomnpoc 6:

Urto Takoe npouenypa?

BapuanTe! oTBeTa:

a) [IpaBuia ucmonp30BaHUS IPOTPAMMHOTO U AMIapaTHOTO 00ECTICYEHUS B KOMITAHHUH

0) [TomaroBast MHCTPYKITUS 110 BHITIOJTHEHUIO 3a/1a491

B) PYKOBOJICTBO 1O IEHCTBUSM B CUTYAIUSX, CBI3aHHBIX C O€30MACHOCTHIO, HO HE OMMCAHHBIX B
CTaHIapTax

r) O0s3aTenbHbIC ICHCTBUS
Bomnpoc 7:

Kakoii ¢akTop Haubonee BaXkeH Ui TOro, YTOObI OBITH YBEPEHHBIM B YCIICIIHOM 00€CIICYCHUN
0€301acHOCTH B KOMIIaHUU?

Bapuanrts! oTBeTa:

a) I[logneprkka BbICIIETO PyKOBOACTBA

0) D¢ dexTUBHBIE 3aIIUTHBIE MEPHI M METOABI UX BHEJPEHUS

B) AKTyaJIbHbIE U aJIeKBaTHbIE IOJMUTUKU U NIPOLEAYPhl O€3011aCHOCTH

r) [IpoBeneHre TPEHUHTOB 110 GE30MaCHOCTH ISl BCEX COTPYIHUKOB

Bomnpoc 8:

Korna nenecoo0pa3Ho He IpeANPUHUMATh HUKAKUX JEHCTBUI B OTHOIICHUH BBISIBICHHBIX PHUCKOB?
BapuanTe! oTBeTa:

a) Huxornma. [l obecrieuenust xopoiueil 0e30macHOCTH HYKHO YUUTHIBATh U CHIKATh BCE PUCKU
0) Korga pucku He MOTYT OBITH TPUHATHI BO BHUMAHHE TI0 TMTOJIMTHYECKUM COOOPaKCHHUSIM

B) Korna Heo6xoquMble 3alIUTHBIE MEPhI CIUILIKOM CIIOMKHBI



F) KOI‘I[a CTOUMOCTB KOHTPMCEP MPCBLIMIACT ICHHOCTH aKTUBA U MMOTCHIIMAJILHBIC ITIOTCPU
Bomnpoc 9:

Uro Takoe noauTHKu O6e3onacHocTu?

BapuanTe! oTBeTa:

a) [TomaroBpie MHCTPYKIMH IO BBIMOJIHEHHIO 3a/1a4 0€30acCHOCTH

0) OOmue pykoBosIHEe TPEOOBAHUS 110 JOCTHKCHHIO ONPECICHHOTO YPOBHSI 0€301MaCHOCTH
B) llIupokue, BEICOKOypOBHEBBIE 3asIBICHUS PYKOBOACTBA

r) Jleranu3upoBaHHbIE JOKYMEHTHI TI0 00pa0OTKe MHITUACHTOB O0€301MaCHOCTH

Tema 2. ATaku, HOHATUS U TEXHUKHU

1. Xaxkep 3a0/10KHpOBAJI NOJIb30BaTe/Iei M 3aIU(POBAJ XPAHALIMECH HA UX MEPCOHATBHBIX
KOMIIbIOTepax ¢ailabl M JaHHbIE, U NMPeAJaraeT BOCCTAHOBUTH JOCTYN K HUM €CJIH eMy 3ariaTsT
BbIKYINl. Kak Ha3pIBaeT Takoil Tun Kudeparaku?

-Browser hijacker

-Ransomware(nporpamMma-BbeIMOTraTens)

-Brute-force

2. B BeuepHUX HOBOCTSX pennoprep pacckasbiBaia 0 UHTepHeT-yrpo3e noa HazeanueM 'Botnet'. Urto
Takoe Botnet?

-BpenonocHas mporpamma, KOTopast MaCKHpyeT cedst cpein Apyrux (paiiyioB UM JaHHBIX, XpaHSAIIUXCS Ha
KOMITBIOTEpE.

-I'pymna KoMIbIOTEPOB, HA KOTOPBIX paOOTAIOT BPEIOHOCHBIE IPOTPAMMBI, YIaJIC€HHO YIIpaBIseMble
KHOEpIpEeCTYMHUKAMU.

-HoBbI#i THUIT KUTAMCKOTO BUPYCa, CO3AIOIINI Xa0C MO BCEMY MHUPY.

3. Kakue Tunbl aTak NpuBOASAT K HAPYLIEHUI0 HOPMAJIbHOM padoThl web-caiiTa njim apyroro
ceTeBOro pecypca?

-Araka DoS

-Araka POS

-OUIIHT

4. YTo U3 nepevucIeHHOro sIBJIseTCS NpUuMepoM (pumuHra?

-K Bam npunuio nucbMo 1o 37IEKTPOHHOM MOYTE OT YEJI0BEKA, C KOTOPHIM Bbl PEIKO KOHTAKTHPYETE, U OHO
COZIEP’KUT TOJIBKO CCBUIKY Ha aJpec B web.

-K Bam MMPpUILIO IMUCbMO IT10 3J'ICKTpOHHOI71 MOYTE M3 Ballero 0aHka ¢ l'[pOCB6OI7I BBCCTHU HOMCP BallICro CUcTa
B 3TOM OaHKe U apoJjib, HO aZIp€C OTIPABUTCIIA HC ITIOXO0K Ha aIpCC BALICTO OaHKa.

-Be1 momyunnm cooOuieHre o ToM, 4YTO Bbl BBIMTPATIN B KOHKYpCE, U JUIS MOIYYEeHUS ITPU3a HYKHO
HIEJIKHYTh IO CCBLIKE.

-Bce BbienepeynciaeHHoe

5. Bbl noexa;iu B KOMAaHAMPOBKY B IPYIroi ropoj M 3alLJM B Kade 4T00bl OTHIPABUTH NHCHMA CBOUM
KOJIJIeraM OTHOCUTEJIbHO TeKYIIHUX POEKTOB.

Jlnst obecrieuenust 6€30MacHOCTH MPU UCTIONIB30BaHUU ATHUX OOIIEIOCTYIHBIX CETeH HYKHO BCET/a:
-Haiitu mo6nu3octy caMblii cuitbHBIN curHai WiFi.

-OTKITI04UTH cepBUC 0OMeHa (aiimamu

-Mcnonb3oBark BUpTyalbHYIO YacTHYO ceTh Virtual Private Network (VPN)

6. Bam npencTouT y4acTBOBaTh B COBEIIAHMH, TOCBSIIIIECHHOM HOBOMY €BPOIECIICKOMY 3aKOHY 0O
3al[uTe NepcoHaNbHBIX HJaHHBIX General Data Protection Regulation (GDPR), koTopsblii HauHeT
AeiCTBOBATH B Mae 3TOro roga. Kaxoe u3 cieayromux yreep:xaeHuil orHocutebH0 GDPR saBasiercs
NpaBUWIbHbIM?
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-GDPR kacaercs 3al1uThl IEPCOHAIBHBIX JaHHBIX rpakaad EBpomneiickoro Coro3a 1 Io3ToMy €ro
TpeOOBaHUS JOJKHBI BBIIIOJIHATH TOJIBKO €BPONEHCKUE KOMIIAaHUH.

-GDPR TecHo cBsizan ¢ Undopmanmonnoii bezonacHocTsio.

-Xots HeBbinonHenue TpedoBanuit GDPR nHanocut ymep0 penyTranuy KOMIaHUH, HUKakue (PMHAHCOBBIE
mTpadbl 3a HApYIIEHUE 3TOTO 3aKOHA HE MPEyCMOTPEHBI.

Tema 3. 3amuTa JaHHBIX U KOHPHUIECHIIMATHLHOCTH
1.KonduneHnmaibHOCTh — 3TO..
A) 3amuTa OT HeCaHKIIMOHUPOBAHHOTO JIOCTYTA K MHPOPMAIIH

b) nporpamMm u nporpaMMHBIX KOMILIEKCOB, 00€CIIEYUBAIOLINX TEXHOJIOTHIO Pa3paboTKH, OTIAAKU U
BHEJIPEHUS CO3/1aBa€MbIX MIPOrPAMMHBIX IPOAYKTOB

B) onucanue npouenyp
2. Kakue TpyaHOCTH BO3HUKAIOT B HHPOPMAIIMOHHBIX CHCTEMaX MpHU KOH(DUIECHIINAIBHOCTH?
A) cBeZleHHs O TEXHUYECKHX KaHaJaX YTeUKU HHPOPMAIIUH SBIISIOTCS 3aKPbITHIMU

b) Ha myTH Nonb30BaTEIbCKOM KPUNTOTPaQHUU CTOST MHOTOUHCIICHHBIE TEXHHUECKUE TIPOOIIEMbI

B) Bce oTBeThI paBUIIbHBIE
3. Kondunenuuanbayo nHPOPMAITAIO MOXKHO Pa3IeIUTh:
A) peaMETHYIO

B) cay:xe0nyro

B) mo6anbnyto
4. OCHOBHBIMH HCTOYHHKAMH BHYTPEHHUX OTKA30B SBIISIOTCA:
A) ommbKu pu KOHPHUTYPUPOBAHUN CHUCTEMBI

B) oTka3bl NpOrpaMMHOI0 WM annapaTHoro odecnev4eHust
B) BBIX0X CHCTEMBI U3 IITATHOIO PEKMMA IKCILIyaTaluu

Tema 4. 3amura opraHu3aun
3amuTa HHpoOpPMALMHU OT YTEUYKH ITO JAeITeJTbHOCTDb M0 NPeA0TBPALIEHHIO:
1.  momyueHus 3ammmaeMoi HHGOPMAIIUK 3aHHTEPECOBAHHBIM CyOBEKTOM C HApPYIIICHHEM
YCTaHOBJICHHBIX MPABOBBIMU JOKYMEHTAMH WM COOCTBEHHHKOM, BIIaAeIblleM HHPOPMAIIIH MIPaB WIN
MPaBWII JOCTYTA K 3alIHUIaeMON HH(POPMAIUH;

2.  BO3JCHCTBUS C HapyIIEHUEM YCTAHOBICHHBIX MIPAB W/WIIM MPABUWII HA U3MEHEHHE HHPOPMALIUH,
MPUBOJISIIETO K HCKAXKEHUIO, YHUUTOXECHHUIO, KOMUPOBAHUIO, OJIOKMPOBAHMIO JJOCTYTA K MHPOPMAIIH, a
TaKXe K yTpare, YHUYTOXKECHHUIO WK cO0I0 (PYHKITMOHUPOBAHUS HOCUTEIS HHPOPMAIUH;

3. BO3ACHCTBUS Ha 3alIMIAEMYI0 HH(POPMAIHIO OMKUOOK MOIb30BaTelNs HHPOpMaIe, coost
TEXHUYECKHX M MIPOrPaMMHBIX CPEACTB UHPOPMAITMOHHBIX CUCTEM, a TAK)KE MPUPOHBIX SBICHUH;

4.  HEKOHTPOJIHMPYEMOTO PacIpOCTPAHEHUS 3AIUIIIAEMOH HHPOPMAIIUH OT €€ pasIyIalieHHs,
HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

5. HECaHKUMOHHMPOBAHHOTO JIOBEJACHMS 3alUIaeMOi MH(OpMAIMK 10 HEKOHTPOIUPYEMOTO KOJIMYeCTBA

nojiyyvareseil HH(popMaruu.
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21
3amura uHopmMannu 3T0:
1.  mpormecc cOopa, HAaKOTUICHHSI, 00PaOOTKU, XpaHEHHsI, pACIIPEICIICHUS U ITOMCKa HH(POpMAITUK;

2. mpeobOpazoBaHue MHGOPMAIIMH, B PE3YJIbTAaTe KOTOPOTO COAEp)KaHne HH(POPMAITUU CTAHOBUTCS
HETIOHSITHBIM JUTs CyObeKTa, He UMEIOIIIETO JIOCTYTIA;

3.  momyuyeHHe CyOBEKTOM BO3MOXXHOCTH O3HAKOMIIEHUS ¢ MH(POPMALIUEH, B TOM YHUCIIE IPH TOMOIIN
TEXHUYECKHUX CPEJICTB;

4.  COBOKYITHOCTbH MPaBWJI, PETIAMEHTUPYIOUINX MOPSAIOK U YCIOBUS JOCTyNa cyObeKkTa K HHPOpMAIUK U
€e HOCUTEJISIM;

5. JesSTenbHOCTH MO MPEIOTBPAILECHUIO YTeUKH HH(OpMAIK, HECAHKIIMOHUPOBAHHBIX U
HEIpeAHAMEPEHHBIX BO3JCHCTBUN Ha HEE.

Tema 5. O6pa3zoBanue u Kapbepa B chepe HHPOpMaIMOHHON 0€301MacHOCTH
ITouck BakaHCHiA IO HHPOPMALIMOHHOW OE30MTACHOCTH 3a PyOek oM
[Topsiiok BBITIOJIHEHUS:
- IOUCK 3apYOEKHBIX CAaTOB C BAKAHCUSIMU
- HacTpoika (puIbTpPOB
- 3y4YEeHHE MOTYUYECHHOTO CIHCKA
- BBIOOP XOPOILETo MPeAIoKEHHs Ha PhIHKE

Tema 6. KubGep6e30macHOCTh — MUP IKCIIEPTOB M MPECTYITHUKOB
TectupoBanue

1. ITouemy yctpoiictBa [oT nmpeacTasistor Gomblie pucKa, 4YeM IPyrUe BEIUUCIUTEIbHBIC YCTPOMCTBA B
ceru?

2. Kakas koHpurypamust 6ecrpoBOIHOTO MapIIpyTU3aTOPa CYNTACTCS HEAIeKBAaTHOM 3aIIUTON IS
OecnipoBoHOM ceTn?

3. Kak nonp3oBaresto 00e30MmacuTh ce0sl OT «MOACITYITHBAHUSD) CETEBOTO TpaduKa, KOTJa OH IOJIb3yeTCs
myomuaHOM Toukoi noctyna Wi-Fi na ceoem I1K?

Tema 7. Ky6 kubepb6e3omnacHOCTH
Bomnpoc 1: Kro siBnsieTcss OCHOBHBIM OTBETCTBEHHBIM 3a OIIPE/ICIICHUE YPOBHS KIIACCH(PHUKAIINN
nHpopmaruu?
BapuanTe! oTBeTa:
a) PykoBoauTensb cpeqHero 3seHa
0) Briciiee pykoBOICTBO
B) Brnanenerng
r) [Tons3oBaTensb

Bomnpoc 2: Kakast kareropust sBisieTcs Hanboee puCKOBAaHHOM U1l KOMIIAHUU C TOYKH 3PEHUS BEPOSTHOTO
MOIIICHHUYECTBA U HapyIIeHus: 0e30macHOCTH?

Bapuanrts! oTBeTa:

a) CoTpyaHUKH

0) Xaxepsl

B) ATakylomue

r) KonTparenTs! (Juiia, paboTatomue 1o J0roBopy)

Bompoc 3: Ecnu paznudabIM rpyIinaM Mojib30BaTeield ¢ pa3InyHbIM YPOBHEM JI0CTyNa TpeOyeTcs TOCTYy K
OJTHOM | TOH ke MH(POpMAIIMHU, KaKOe U3 YKa3aHHBIX HUXKE IEUCTBUH CIIeyeT NMPEANPUHSITH PyKOBOACTBY?

BapuanTe! oTBeTa:



a) CHU3UTH YpOBEHb 0€30MacCHOCTH 3TOM HH(POPMALIUH ISl 0OecTieueH s ee TOCTYITHOCTH U ynoOcTBa
UCTIOJIb30BaHHS

6) TpebGoBaTh MOANKMCAHUS CIEHUATBHOTO PA3pPEIICHUS KaXKIBIN pa3, KOTa 4ejaoBeKy TpeOyeTcst JOCTYII K
3To# uH(popMaUn

B) YJIy4IIUTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON HH(pOpMaIK

r) CHU3HUTH YPOBEHB KJlaccu(HUKAIIUU dTOW HHDOpMAITUU

Bomnpoc 4: Uto camoe maBHOE JA0JKHO MPOAYMaTh PyKOBOACTBO MPH KJIACCH(PUKALUU TaHHBIX?
BapuanTe! oTBeTa:

a) TUIbl COTPYTHUKOB, KOHTPAreHTOB M KIIMEHTOB, KOTOPBIE OyIyT UMETh JOCTYII K JaHHBIM

0) HeoOGxoaumbIii ypoBeHB JOCTYITHOCTH, IIEIOCTHOCTH U KOH(MUIEHIINATIEHOCTH

B) OLIeHUTH YpOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YrpaBieHue J0CTyIOM, KOTOPOE AOJIKHO 3aIlUIIATh JaHHbIE

Bompoc 5: KTo B KOHEUHOM cUeTe HECET OTBETCTBEHHOCTD 3a FaPAHTUHU TOTO, YTO JaHHBIE
KJIacCU()UITUPOBAHBI U 3aUIICHBI?

Bapuanrts! oTBeTa:

a) Bragenbibl 1aHHBIX

0) [Tonp3oBaTenu

B) AIMUHUCTPATOPHI

r) PyxoBozncteo

Bomnpoc 6: Uto Takoe npoueaypa?

Bapuanrts! oTBeTa:

a) [IpaBuia ncnonp30BaHUS MPOTPAMMHOTO U alapaTHOro 00ecreyeHs] B KOMIIaHUH
6) IlomraroBast HFHCTPYKIUS 110 BBITIOJTHEHUIO 331241

B) PykoBOJICTBO MO JEHCTBUSIM B CUTYaIIUSIX, CBSI3aHHBIX C 0O€30MaCHOCTBIO, HO HE ONMCAHHBIX B
CTaHJapTax

r) OOsi3aTenbHbIE TCHCTBUS
4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIUIUIMHE POBOIUTCS B popMe 3adeTa

Tunossblie Bonpocsl 3auera (I1K-2)
DneMeHTHI YIPaBJIeHUs JOCTYIIOM K YYETHOM 3alliCH MOJb30BaTeNs U KpUNTOrpaduio, KOTOphIe MOTYT
3alumaTrb CUCTEMHBIC @aﬁnm 1 JaHHBIC.

Bpannmayaspbl, KOTOpbIe Ha CETOHSIIHUMN IeHb SBISIOTCS Hanboee pacpoCTPAaHEHHBIMU CUCTEMaMHU
NpOoUIAKTUKY C TOYKH 3pEHUs 0€301MaCHOCTH KOMITBIOTEPHBIX CETeH. DTO CBSI3aHO C TE€M, YTO OHU
CIIOCOOHBI (B TOM Cllydae, €ClIM UX MPaBHJIBHO HACTPOUTH) 3aLUILATH JOCTYI K BHYTPEHHUM CETE€BbIM
ciry>k06aM U OJIOKUPOBATH OIPE/IeICHHBIE BUJIBI aTaK MMOCPEACTBOM (DMIIBTPALIUH TTAaKETOB.

Cucremsr ooHapyxenwus Bropxenuii (IDS), koropbie npenHa3HadeHbI A1 00HAPYKEHHUSI CETEBBIX aTak B
MPOLIECCE UX OCYIIECTBICHUS, a TAK¥Ke JJI OKa3aHUsl TOMOIIY MTOCJIE aTaK, B TO BpEMsl KaK KOHTPOJIbHbBIE
KYPHAJIBI ¥ KaTaJIOTH BBIMOJHSIOT aHATOTHYHYIO (DYHKIIMIO [Tl OTACTBHBIX CHCTEM.

Tunosble 3axanus s 3a4era (IIK-2)
1) K npaBoBbIM MeTOIaM, 00eCTIeYUBAOIIAM MH(POPMAIHOHHYIO 0€30IACHOCTb, OTHOCATCS:
- Pazpabotka anmaparHbIX cpeICTB 00eCIIeueHus! IPaBOBbIX JaHHBIX
- Pa3pa60TI<a " YCTAaHOBKA BO BCCX KOMIIBIOTCPHBIX ITPABOBBIX CCTAX XXYPHAJIOB YUCTa ﬂCﬁCTBHﬁ
+ Pa3paboTka u KOHKpETH3aI1s IPABOBBIX HOPMATHBHBIX aKTOB 00ECIIeUeHHUsI OE30IMaCHOCTH

2) OCHOBHBIMH MCTOYHUKAMHU YIPO3 HH(POPMALMOHHOM 0€3011aCHOCTH SIBJIAIOTCS BCe YKAa3aHHOE B
CIIMCKe:

- XI/IHI@HI/IG KECTKHUX JUCKOB, ITIOAKIOYCHHUEC K CCTH, HHC&ﬁ)ICpCTBO
+ HCPCXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3BMCHCHHUC APpXUTCKTYPbl CUCTCMbI
- XI/IHI@HI/IG JaHHBIX, IOAKYII CUCTCMHBIX a/IMUHUCTPATOPOB, HAPYUICHUEC PCTIIAMCHTA pa6OTBI



3) Buabl uHpopMannoHHOM 0e30I1acHOCTH:

+ IlepcoHanbHasA, KOPIIOpaTUBHAs, TOCYAAPCTBEHHAS

- Kiinenrckas, cepBepHas, cereBas

- JlokanbHas, mobasbHasi, CMEIIaHHas

4) llen uH(pOpMaLMOHHON 0€30IIaCHOCTH — CBOCBPEeMEHHOe 00HApY:KeHHe, peAyNnpeKIeHne:
+ HECaHKI[MOHUPOBAHHOTIO AOCTYIIA, BO3ACHCTBUS B CETH

- MHCaliIepCcTBa B OPraHU3aluu

- Upe3BbIYANHBIX CUTyalUN

5) OcHoBHBIE 00beKTHI HHGPOPMALMOHHOH 0€30MACHOCTH:

+ KomnbrotepHsle ceT, 6a3bl JaHHBIX

- UndopmaninoHHbIe CUCTEMBI, ICHXOJIOTUYECKOE COCTOSIHUE TI0Ib30BaTENeH

- busHec-opueHTHPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMHU pHCKaMHU HH(OPMaLIMOHHOH 0€30I1aCHOCTH ABJISIIOTCH:

- Hckaxenue, yMeHbIIIEHHE 00beMa, TIEPEKOUPOBKA HH(HOPMAITIHI

- Texunyeckoe BMENIATENbCTBO, BBIBEJICHUE U3 CTPOsi 00OPYIOBAHUS CETH

+ IloTeps, uckaxeHue, yreuka HHopManuu

7) K ocHOBHBIM NpUHIMIIAM o0ecniedeHns] HHPOPMALMOHHOH 0e301IACHOCTH OTHOCHUTCS:
+ DxoHOMUYECKOH YPPEKTUBHOCTH CHCTEMBI O€30TTaCHOCTH

- MHoromiatgpopMeHHON peaan3aiuy CUCTEMBbI

- YeuneHus 3alMIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHoBHBIMH cy0ObeKTaMH HH(POPMALIMOHHON 0€30I1aCHOCTH SBJISIIOTCSH:

- PYKOBOJUTEIH, MEHEDKEPBI, aIMUHUCTPATOPBI KOMITAHUH

+ opraHsl IpaBa, rocyaapcTBa, OusHeca

- ceTeBbIe 0a3bl JaHHBIX, (DaepPBOILIIBI

9) K 0CHOBHBIM (yHKIMSIM CHCTEeMBbI 0€30I1aCHOCTH MOKHO OTHECTH BCe NepedyHncaeHHoe:
+ YcraHOBIIEHHE peraMeHTa, ayJJUT CUCTEMBI, BBISBICHUE PUCKOB

- YcTaHOBKa HOBBIX O(HUCHBIX IPUIOKEHHH, CMEHa XOCTUHT-KOMIIaHUN

- Bueapenue ayTeHTHGUKAMH, TPOBEPKU KOHTAKTHBIX JaHHBIX [10JIb30BATENIEH

TecT 10) IIppHIMnom nHpopManMOHHOM 0e30MaCHOCTH ABJIACTCS NPUHIUI HeJOMYeHUS
+ HeomnpaBaaHHBIX OrpaHUYEHUN TIPH paboTe B CETH (CUCTEME)

- PrckoB 0€301acHOCTH CETHU, CUCTEMBI

- [Tpe3yMmumm ceKpeTHOCTH

11) IIpyHOMIIOM NOTUTHKH HH(POPMALMOHHOI 0e30MACHOCTH SIBJISAETCS MPUHINIL:
+ HeBO3MOKHOCTH MMHOBATH 3aIIUTHBIE CPE/ICTBA CETU (CUCTEMBI)

- YcuiieHnss OCHOBHOTI'O 3BE€HA CETH, CUCTEMBI

- [lonHOTO GIIOKMpPOBaHMSA AOCTYIIA IPU PUCK-CUTYALUSIX

12) HHpuHIHUnOM nNoJuTHKH HHGOPMAIMOHHOM 0€30IIACHOCTH SIBJISICTCH MPUHIMIIL:
+ YenneHus 3alMIIEHHOCTH CaMOT0 HE3aIUILEHHOTO 3B€Ha CEeTH (CUCTEMBI)

- [lepexona B Ge30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO TOCTYNA MOJIB30BaTENEH KO BCEM PECypcaM CETH, CUCTEMBbI

13) lIpuHIHMIOM NOJIUTHKH HHGOPMAIIMOHHOM 0€30IIACHOCTH SIBJISICTCH MPUHIMIIL:
+ Paznenenus nocryna (00s13aHHOCTEH, TPUBUJIETHI ) KIIMEHTaM CETH (CHCTEMBI)

- OIHOYpOBHEBOMH 3aIUTHI CETH, CUCTEMBbI

- COBMECTHMBIX, OTHOTUIIHBIX IPOIPAMMHO-TEXHUYECKUX CPEACTB CETH, CUCTEMBI

14) K 0CHOBHBIM THIIaM CPEACTB BO3AEHCTBUS HA KOMIIBIOTEPHYIO C€Th OTHOCUTCS:
- KommibroTepHsbIii cOoit

+ Jlornueckue 3akiagku («MUHBD))

- ABapuifHO€ OTKJIIOYEHUE MUTAHUS

15) Koraa mosyden cnam mo e-mail ¢ npuiioskeHHBbIM (pailiom, ciieayeT:



- [IpounTars npuIOKEHUE, €CIIU OHO HE COAEPKUT HUUETO LIEHHOTO — YAAJIUTh

- CoxpanuTh npujioxkeHue B mapke «Crnamy», BBIACHUTH 3aTeM [P-anpec reneparopa cnama
+ VYnanuth NucbMO € MPUIIOKEHUEM, HE PACKPBIBas (HE YUTasl) €ro

16) Ilpunuun Kupxroda:

- CekpeTHOCTh KIII0Ya ONPEIeeHa CEKPETHOCTHIO OTKPBITOTO COOOIIEHUS

- CekpeTHOCTh HH(GOPMAIUH OIIPEIeIeHa CKOPOCTHIO Mepeaadr JaHHBIX

+ CeKpeTHOCTh 3aKPHITOTO COOOIIECHHS OTPENEISIETCsl CEKPETHOCTBIO KITHoua

17) OUII - 37o:

- DNeKTpOHHO-IIU(PPOBOIA TPeoOpa3OBaATENb

+ DnexTpoHHO-1M(pOBast MOANUCH

- DneKTpOHHO-IU(POBOI TIPOIIECCOP

18) Haubouiee pacnpocTpaHeHbl YIrpo3bl HHPOPMAIMOHHOH 0€30MMaCHOCTH KOPIOPATUBHOM CUCTEMBbI:
- [Toxynxka Henuuensunonsoro 110

+ OmmOKH KCITyaTalli U HEYMBIIIJICHHOTO U3MEHEHHS! pexXruMa paboThl CUCTEMBI

- Co3HaTeNbHOIO BHEIPEHUS CETEBBIX BUPYCOB

19) HauboJiee pacnpocTpaHeHbl YIPo3bl HH(POPMAIUOHHOM 0€301MACHOCTH CeTH:
- PacnipeneneHHbIi JOCTYT KIMEHT, OTKa3 000pyI0BaHUS

- MopasbHbIil H3HOC CETH, HHCANAEPCTBO

+ Co6oii (0TKa3) 000pyIOBaHUS, HEJIETATbHOE KOMTMPOBAHKE JTAHHBIX

Tect_20) Haubosee pacnpocTpaHeHbl cpeacTBa BO31eHCTBUSA HA ceTh ojuca:

- Cnabp1ii Tpaduk, nHPOPMALMOHHBINH 00MaH, BUPYCHI B UHTEPHET

+ Bupychl B ceTH, JIOTHYeCKUe MUHBI (3aKJIaKH ), HHOOPMAITMOHHBIN TTepeXBaT

- KomnproTepHbie cOou, n3MEHEHUE aIMUHCTPUPOBAHHS, TOTIOJIOTHH

21) Yreukoii uH(popMalnuu B cucTeMe Ha3bIBAETCS CUTYalMsl, XapaKTepu3yemMas:
+ Ilorepeit naHHBIX B CUCTEME

- Isamenenuem ¢Gopmbl nHGOpMALTUH

- 3meneHuneM coneprkaHusi HHPOPMAIH

22) CpoiicTBaMu MH(pOpMALIUH, Han0o0JIee AKTYAJIbHbIMY NPHU 00ecniedeHur HHGPOPMAUMOHHOM
0e30IaCHOCTH SABJISIIOTCS:

+ [lemocTHOCTD

- JloctynmHOCTB

- AxTyanbHOCTBI

23) Yrpo3a ungopmMannoHHOH cucTeMe (KOMIIBIOTEPHOM CeTH) — I3TO:

+ BepositHoe coObITHE

- lerepMuHupOBaHHOE (BCETIIa ONPENETICHHOE) COOBITHE

- CoOpITHE, TPOUCXOASIIEE TEPUOTUIECKU

24) Undopmanus, KOTOPYIO cieayeT 3alHIIATh (110 HOPMATHBAM, IPABWJIAM CeTH, CHCTEMbI)
Ha3bIBaeTCH:

- PenmamenTupoBanHoin

- [TpaBoBoO#

+ 3amumiaemoit

25) Pa3HOBHIHOCTAMU YIpo3 0€30MACHOCTH (CeTH, CUCTEeMbI) SIBJISIOTCA BCe NEPUYUCICHHOE B CIIUCKe:
+ IIporpaMMHbIe, TEXHUUECKUE, OPraHU3alMOHHBIE, TEXHOJIOTHUECKUE

- CepBepHble, KIIMEHTCKUE, CITyTHUKOBBIE, HA3€MHbIE

- JInunbie, kKopropaTuBHBIE, COLMATBLHBIE, HALIMOHAIILHBIE

26) OxoH4YaTeIbHO, OTBETCTBEHHOCTH 32 3AIMILIEHHOCTH JAHHBIX B KOMIIBIOTEPHOM CeTH HeceT:
+ Bnagenen cetu

- AIMUHHCTpATOp CETH

- [Tonp30Barens cetu
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27) lMoauTuka 06€30ACHOCTH B CHCTEMeE (CEeTH) — 3TO KOMILJIEKC:
+ PykoBojicTB, TpeOoBaHMI 0OecriedeHus HEOOXOMUMOTO YPOBHsI 0€30MMaCHOCTH

- MHCcTpyK1IMii, allrOPUTMOB IIOBEACHUS T10Jb30BaTENs B CETU

- Hopmbl nHpOopManimoHHOTo mpasa, coOII01aeMbIe B CETH

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTeCTALMK

Onenka

Kommnerenmu

Heckpuntops! (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKA3aTeNn
JIOCTYDKEHUS Pe3ybTaTa)

«3a4TCHO»
(50 - 100 6amnoB)

[1K-2

JleMOHCTpUpYET BBICOKHM ypO-BE€Hb TEOPETHUYECKUX 3HAHUU B
obnacTu obecriedeHus: 6€30mac-HOCTH KOMITBIOTEPHBIX CETEH. .
Crioco0eH aJIMUHUCTPUPOBATh MPOrPaMMHO-AINIApaTHbIE CPEICTBA
3aIUATEI uHbopmaru IUIA oOecreueHns 0e30macHOCTH
KOMITBIOTEPHBIX CETEH.

YMeeT nmpoBOaUTh PabOTHI CBS-3aHHBIC C pa3padOTKOi TpeOo-BaHUM
mo 3ammre u  (HOPMHPO-BAHUIO  TOJUTUKH  OE30MaCHOCTH
KOMITBIOTEPHBIX CETEH.

«HE 3a4TCHO»
(0 - 49 6annos)

[1K-2

He ciocoGen nmpomeMoHCTpupOBaTh 3HAHUS B 00JIaCTH 00ECIICUCHUS
0€30MMacCHOCTH KOMITbIOTEPHBIX CETEH.

He cnocoben  amgMuHUCTpUpOBAaTH  MPOrpPaMMHO-AINapaTHbIE
CpelncTBa 3amuThl MHPOpMaNUU i oOecreueHuss 0e30MmacHOCTH
KOMITBIOTEPHBIX CETEH.

He ymeeT npoBoauTh paboTHI CBS3aHHBIC ¢ Pa3pabOTKOM TpeOoBaHU
mo 3ammre W (QOPMUPOBAHUIO  TOJUTHKA  0OE30MaCHOCTH
KOMITBIOTEPHBIX CETEH.

5. MeTonnueckue ykazaHusi AJisl 00y4a0IUXCS 10 OCBOCHUIO M CHUILTHHBI (MOLYJIS)
5.1 Meroauueckue yka3aHusl 10 OPraHU3alUK CaMOCTOSTEIbHON paboThl 00yUYaOIIUXCS:

[Tpuctynas K M3y4eHUIO AUCIUIUINHBI, B IEPBYIO OUYEpeIb 00yUaIOIIMMCsl HEOOXOTUMO O3HAKOMUTHCS
cozepkanueM pabdoueii mporpammsl qucturuinabl (PIT1), koTopas onpenenseT conepxanue, oobem, a
TaKKe MOPAIOK N3yUEHHsI U TIPENoAaBaHus y4eOHOU AUCIUILINHBI, €€ pa3/elia, YacTH.

Jl71st camoCTOsATENTEHOM paOOThl BAYKHOE 3HaYCHUE UMEIOT pa3zaeiibl «O0beM U coaepikaHue TUCIUIUIAHBD,
«Y4eOHO-MeToAnYeCKoe U HH(POpMAITMOHHOE 00EeCIIeYeHUE TUCIIMIUIMHBD U «MaTepralbHO-TEXHHUECKOe
obecrieueHre JUCITUTUIMHBI, TporpaMMHOE o0ecredeHue, MpodecCuoHaIbHbIC Oa3bl TaHHBIX 1
WH(OPMAITMOHHBIEC CIIPABOYHBIE CUCTEMBI.

B pazgene «O0beM U coaepkaHue TUCHUIUIMHBD) YKA3bIBAIOTCS BCE pa3ielbl M TEMbI H3y4aeMon
JTUCITUTITMHBI, & TAK)KE BUJIBI 3aHATHH U ITAHUPYEMbIH 00bEM B aKaJIeMUUECKUX Yacax.

B pasaciic «yqe6H0—M€TO)II/IqCCKOC n I/IH(l)OpMaHI/IOHHOC obecrieueHue JUCHUILIMHBD> YKa3aHa
PECKOMCHAyEMasaA OCHOBHAA U JOIMOJIHUTCIIbHAA JIUTCpAaTypa.

B pasaciic «MaTepI/IaJ'IBHO-TCXHI/I‘IGCKOG obecrneueHue JUCHUIIIMHBI, ITPOTPAMMHOC 06€C1'I€LI€HI/I€,
HpO(bGCCI/IOHaJ'IBHBIG 0a3nl JaHHBIX 1 I/IH(i)OpMaHI/IOHHBIG CIIPpaBOYHBIC CUCTCMbD» COACPIKUTCS IICPCUCHDb
HpO(bGCCI/IOHaJ'IBHBIX 0as JAaHHBIX U I/IH(i)OpMaHI/IOHHI)IX CIIPaBOYHBIX CUCTCM, H€O6XO)]I/IMBIX HJIs1 OCBOCHUA

AUCLHUIIIINHBI.

5.2 PexomeHmanuu o0y4aromuMces 1mo paboTe ¢ TEOPETHISCKUMH MaTepraIaMu 10 TUCIUTIINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €lle pa3 npe3eHraiuto Jekuuu B cucreme MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKIIMOHHOM 3aHSITUM MaTepHal U IOMOJTHUTh €0 C Y4ETOM PEKOMEHAOBAHHOM JOTOJIHUTEIHHOMN

JIUTEPaTypBbl;

- IPYA CaAMOCTOSITEIBHOM U3YYEHUU TEOPETUYECKON TEMBI CIEIaTh KOHCIIEKT, UCIIONIb3Yysl PEKOMEHI0BaHHbIE
B PIT/] ucrounuku, npoeccuoHanbHbie 0a3bl JAHHBIX U HHPOPMALIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSTENILHOW pabOThI, IO TeMeE MpeAcTaBieHHbIe B myHKTe 3.2 PI1/I.

- IPY TIOITOTOBKE K TEKYIIIEMY KOHTPOJIIO MCTOIL30BaTh MaTepualbl ponHaa oreHouHbIX cpeacts (POC).

5.3 Pexomennamuu 1o pabore ¢ Hay4HOU U y4eOHOM IuTepaTypoit




PaboTa ¢ 0OCHOBHOH M JOTIOITHUTEIBHOM JTUTEPaTypO SBIAETCS TIIaBHOU (POPMOI CaMOCTOSTETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepraia u peKOMEHIOBAaHHBIX
HUCTOYHUKOB U JINTEPATYpPBI 10 TEMATUKE JICKLUN.

KoHcnekT nexium JomKeH coepkarh pedepaTuBHYIO 3alICh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cucteMe MOODLe npe3eHTanu, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPBI IO
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT ObITh BHITOJIHEH B PAMKaX pacrlevyaTky BbIIauu
MIPe3CeHTAIUH JEKINI WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILIO
YUTAaEMBbIM, HE COAEPHKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcneKThl HayuHOM IUTEpaTypbl IPU CAMOCTOATENBHON OATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KATh
OTBETHI Ha KaX/Iblif TOCTABJICHHBINH B TEME BOIIPOC, UMETh CCHUIKY Ha UCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEeMOM HAydHOM JIUTEPATyPHI.
KoHcnekT MokeT ObITh OLOPHBIM (COAEPIKATh JIUIIb OCHOBHBIE KIIIOYEBHIC TO3UIMN), HO TIPH 3TOM
MIO3BOJISIFOIIMM J1aTh MOJHBIN OTBET MO BONIPOCY, MOXKET ObITh MOAPOOHBIM. OObEM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- ACJIaTh 3allUCH I10 XOAY UYTCHUA B BUJAC IPOCTOTO WJIK PA3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLIX B I/ICTOLIHI/IKG);

- COCTaBIIATh TE3UCHI (LIUTUPOBaHKUE HanOoJIee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
M3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIE TE3UCHI).
5.4. PexoMeHalMy 10 OATOTOBKE K OTAEIBHBIM 3a/1aHUSIM TEKYILIETO KOHTPOJIS

CobecenoBaHue MpernoiaracT OpraHu3alio 6ecepl MpenoaaBares co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUYECKOTO 3aHATHSI C LeNbl0 Oosiee 00CTOATENHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme U T.I. Bce uiieHsl rpyIbel MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

VYCTHBINM OITPOC MOXKET MPUMEHSITHCS B Pa3TUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJJIEIKALIETO OIICHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEIILHOCTh OTBETA;

- JIOTMKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOil 3a1aun;

- CBOEBPEMEHHOCTh U 3(PPEKTUBHOCTH UCIIOIB30BAHUS HAITISIIHBIX MOCOOUI U TEXHUUECKUX CPEICTB MPH
OTBETE;

- CIIOJIb30BaHUE JOIOJHUTEIBHOIO MaTepUaa;

- PallMOHAJILHOCTb UCIIOJIb30BaHUS BPEMEHH, OTBEJCHHOIO HA 3a/laHNE.

YCTHBINM OIIPOC MOXKET CONPOBOXKAATHCS MPE3ECHTALNUEH, KOTOPAst IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ TIpe3eHTalue Heooxonumo oOpamars BHUMaHUe
Ha TaKME€ MOMEHTBHI KaK:

- coJIepKaHUE TIPE3CHTAIMH: aKTYaIbHOCTh TEMBI, IIOJTHOTA €€ PACKPBITHS, CMBICIIOBOE CONIEPIKAHHE,
COOTBETCTBHE 3asBIICHHOI TEMBI COACPIKaHUIO, COOTBETCTBHE METOUYECKUM TPEOOBAHUM (IEJTH. CCHIIIKU
Ha PECYPCHI. COOTBETCTBUE COICPKAHSI U JINTEPATYPhI), IPAKTHUECKasi HAIIPABICHHOCTh, COOTBETCTBUE
cozIepKaHus 3asiBICHHON opMe, aJIeKBaTHOCTh HCIIOJIh30BaHUS TEXHUYECKUX CPEACTB YUCOHBIM 3a1a4aMm,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTb MTPE3CHTYEMOT0 MaTrepuara,

- ohopmiteHHE Mpe3eHTaIU: 00beM (ONTUMATBHOE KOJIMUECTBO), AU3alH (YMTAEMOCTh, HATMYNE U
COOTBETCTBHE I'pa)MKN ¥ aHUMAIINH, 3BYKOBOE 0(OpPMIICHHE, CTPYKTYpUPOBaHHE HH(POPMAITIH,
COOTBETCTBHE 3asiBIICHHBIM TPEOOBAHHUSIM ), OPUTUHAIBHOCTh OOPMIICHHS, ICTETHKA, UCTIOJIb30BAaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOPMIICHUS;

- JUYHOCTHBIC KQ4€CTBa: OPATOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periraMCcHTa, SMOINOHAJIBHOCTh, YMCHHC
OTBCTUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHBLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMbl:
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- CoJiepKaHNE BBICTYIUICHUS: JIOTHYHOCTD U3JIOKEHUS MaTepuaa, paCKpbITHE TEMbI, TOCTYITHOCTb
u3noKeHus, 3ppexkTuBHOCT npuMeneHus cpenctB MKT, ciocoObl U yciioBuUs TOCTHKEHUS
PE3yABTaTUBHOCTH U A((EKTUBHOCTH JIJISl BBITIOJIHEHUS 33]1a4 CBOCH MpodeccHoHanbHON WK yueOHOU
NesITeIbHOCTH, JOKA3aTeIbHOCTh IPUHIMAEMBIX PEILICHUH, yMEHHE apryMEHTHPOBATh CBOM 3aKJIIOUEHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpuntorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmoHanbHbI OTKPBITHINA
VYuusepcuretr « MTHTYUT», 2016. - 244 c. - Teker : anexkrponHsiil / DbC «YHuBepcuteTckas oubamnorexa
onaiiny» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTu : ydeOHO-MeTromuueckoe mocobue. - Mocksalbepnu:
Hupekt-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckas 6MONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. f., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbiorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TelNeKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
anektpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KomnetotepHasie cetu : yuebHOe ocodue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:
PecniyOnukanckuit mHCTUTYT mnpodeccuoHansHoro obpaszosanust (PUIIO), 2019. - 179 c. - Teker
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbpIe NICTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciyx0a 1mo Haa30py B chepe oObpazoBanms u HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanpHbiii optan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jliis mpoBeieHus 3aHATHI 110 IUCHUIUTMHE HE00X0IUMO Cieylollee MaTepruaabHO-TEXHUYECKOe
oOecriedyeHue: yueOHbIe ayqUTOPUHU I IPOBEACHUS 3aHATHH JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAUBUIyaJIbHBIX KOHCYIbTALUM, TEKYIETO KOHTPOJIS U IPOMEKYTOUHOM aTTeCcTaluH,
MTOMEIIEHUS JIIs1 CAMOCTOSITENIbHOM paboThl.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHIEIUAIM3UPOBAHHON
Me0eIbI0 U TEXHUYECKUMU CPEICTBAMH 00yUEHHs, CITY>KalIUMU JIJIsl PEACTaBIeHUs yueOHON HHpOopMaIH
OO0JBIION ayTUTOPUH.

[TomerieHust 17151 CaMOCTOSITENBHOM pabOThl YKOMILIEKTOBAHBI KOMITBIOTEPHOI TEXHUKON C BO3ZMOKHOCTBIO
MoJKITIoUeHus K ceTu "MHTepHeT" 1 obecrnedeHrneM TOCTyIa B SJEKTPOHHYIO
nH(OPMAITMOHHO-00pa30BaTEIbHYIO CPey YHUBEPCHUTETA.

Jlyis mpoBeieHHs! 3aHATHH JIEKIIMOHHOTO THUIIA UCIIONB3YIOTCS HAOOPHI IEMOHCTPALlMOHHOTO 000pYy/I0BaHUS,
o0ecreunBaIfe TeMaTHYECKUE WILTIOCTPAUU (ITPOSKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTI0CKA).

JluneH3noHHOE ¥ CBOOOHO PAcIIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Microsoft Windows 10
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Microsoft Office [Ipodeccronanbhsrii mioc 2007
Adobe acrobat

LibreOftice

Omnepamnmonnas cuctema "Anst O6pazoBanue"
Cisco Packet Tracer

ITpodeccronanbhbie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. VYuuBepcuTeTckas OMONMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https://www.rsl.ru

6. Poccuiickas HarmoHanpHas onbamoreka. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enprinaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3Hanus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTY[JEHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEIUHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, HUCIOJIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



