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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[IK-3 CrnocobeH aaMHUHUCTPUPOBATH CPEACTBA 3aIIUTHl WH(OpPMAIMU TMPUKIATHOTO W CHCTEMHOTO
MIPOTPaMMHOTO 00ECTICUEHUS

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIbHOCTH B
chepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OO€eClleYeHHEM 3allUINEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-3 Cnocoben Ha ocHOBe COBpEeMEHHBIX TEXHOJOTUHA OOECIICUCHHI
aJIMUHHCTPUPOBATh nHGOPMAIIMOHHON  0E30IIaCHOCTH  aJAMUHHUCTPUPYET
CpeACTBa 3aLIUTHI CpencTBa  3amMTHl  MHGOPMALMHM  IPUKIATHOTO U
nHGOpPMaIK IPUKIIAJHOIO |CUCTEMHOIO IPOrpaMMHOIO oOecredeHus Ui

A CUCTEMHOIO
MIPOrpPaMMHOTO
o0ecrieueHust

obecrieueHusT 6€30MaCHOCTH MPOTPaAMM U JAHHBIX

1.5 CornacoBanue MEXAUCITUIUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-3 CnocobeH aaMUHUCTPUPOBATH CPENCTBA 3alUThl MH()OpPMAIMU MPUKIATHOTO U
CUCTEMHOTI'0 MPOTrpaMMHOT0 o0ecIedeHus
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2. Mecto nucuuninabl B cTpykrype OIl 6akanaBpuara:

Jucuunnuna «TeopeTnyeckrne OCHOBBI 3aIUThHl HHPOPMAIIMK HA AHIJIMHCKOM SI3bIKE» OTHOCHUTCS K YacTH,
dbopMupyeMoOil y4acTHHKaMU OOpa30BaTeNIbHBIX OTHOIICHHWH, ydyeOHoro tuiana OIl mo HampaBieHUIO
nonrotoBku 10.03.01 - MadopmanimonHas 6€301macHOCTb.

HNuctunnHa «TeopeTudeckre OCHOBBI 3alIUThl MHGOPMAIMK HA AHIIIMKWCKOM S3BIKE» HM3ydaeTrcs B 2
ceMecTpe.

3.00beM U coep:kaHMe TUCHHUILTHHBI
3.1.00beM QUCIUILINHEL:

N Ounas
Bun yueGHOM paboThI
(Bcero yacos)
OO0mas Tpy10éMKOCTb 1M CHUILTTHHBI 72
KonTaktHas pabora 48
Jlexnuu (Jlexrun) 16
Jlaboparopnsie (JIab. pab.) 32
CamocrositenbHas pabota (CP) 24
3auer -
3.2.ConepxaHue Kypca:
Ne Ha3zBanue Bun yuebHoli | ®opMBbI TEKYIIETO
TEMBI paszena/TeMsbl pabotsl, Hac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
2 cemectp
1 OCHOBHBIE TOHATHUS TecTtupoBaHue
TEeopuu } > | 4| 3
nH(pOpMAITMOHHOM
0€30IMacHOCTH.
2 Nudopmarus kax >l a3 TectupoBanue
OOBEKT 3aIlUTHI.
3 T'ocynapcTBenHas Omnpoc
MOJTUTHKA
nH(pOpMAITMOHHOM
0€301MacHOCTH.
Konnenmus 2 4 3
KOMITJIEKCHOTO
obecrnieueHus
nH(pOpMAITMOHHOM
0€30IMacHOCTH.
4 Yrpo3ssl TectupoBanue
MH(POPMALTMOHHON 214 |3
0€30IMacHOCTH.
5 [TocTpoenue cucrem TecTtupoBanue
3aIUTHI OT YTPO3bI
HapyIICHUS 2 4|3
KOH(UIEHITNATHEHOC
TH .




6 ITocTpoenue cucrem TectupoBanue
3aIIUATEI OT YITPO3bI
HapyLICHUs 2 3 3
[[ETOCTHOCTH
uHpOpMaLIUU U
OTKa3a JIOCTyTa.

7 Ilonutuka u Monenu ) 3 ) TecTtupoBaHue
0€30macHOCTH.

8 0630p Brimonnenue
MEXTyHapOIHBIX MPAKTHYECKHUX
CTaHJapTOB 1 3 2 3aJaHui
nH(pOpMAITMOHHOM
0€30macHOCTH.

9 Nudopmarmonnsie Brinonnenne
BOIHBI U 1 3| 9 MPAKTHYECKHUX
nH(pOpMaITMOHHOE 3aJaHuNi
MPOTUBOOOPCTRO.

Tema 1. OcHoBHBIC NOHATHSA TeopuH HHGopManuoHHoii Oe3onacHocTu. (IIK-3)
Jlexknus.

The subject area of the theory of information security. Systematization of concepts in the field of
information security. Basic terms and definitions of legal concepts in the field of information relations and
information protection. Concepts of the subject area "Information protection". Basic principles of building
protection systems. The concept of comprehensive information protection. Tasks of information protection.
Means of implementing comprehensive information protection.

JlaboparopHbie padoThbI.
1. The information is:
a) information received from the media;
b) only documented information about persons, objects, facts, events;

c¢) information about persons, objects, facts, events, phenomena and processes, regardless of the form of
their presentation;

d) only information contained in electronic databases.

2. Information

a) does not disappear when consumed,

b) becomes available if it is contained on a tangible medium;
c) is subject only to "moral wear and tear";

d) is characterized by all the listed properties.

3. The information recorded on a material carrier, with the details that allow it to be identified, is called:
a) reliable;

b) confidential;

c¢) documented;

d) a trade secret.

4. The information and telecommunication network is:

a) a technological system designed to transmit information over communication lines, access to which is
carried out using computer technologys;

b) a technological system designed for transmission over the Internet, which is accessed using computer
technology;

c) a technological system designed to transmit information over a local network, which is accessed using
computer technology.

5. Access to information is:
a) the possibility of obtaining information;



b) the possibility of obtaining information and using it;

¢) the possibility of obtaining information and its dissemination.

6. Providing information is an action aimed at:

a) to receive information from a certain circle of persons;

b) to receive information by the manager and transfer information to a certain circle of persons;

¢) to receive information from a certain circle of persons or to transmit information to a certain circle of
persons.

7. Information security is:

a) protection of information and supporting infrastructure from accidental or intentional impacts of a natural
or accidental nature that may cause unacceptable damage to subjects of information relations, including
owners and users of information and supporting infrastructure;

b) the security of the company's software products from accidental or intentional impacts of a natural or
accidental nature;

¢) the security of information circulating on the network from accidental or intentional impacts of a natural
or accidental nature.

8. Information security is the security of information:
a) from disclosure, distortion, loss;
b) from disclosure, distortion, loss or reduction of the degree of accessibility of information, as well as its
illegal replication;
c¢) from transfer to third parties, distortion and illegal use.
9. The threat is:
a) the potential to violate information security in a certain way;
b) a system of software language organizational and technical means designed for the accumulation and
collective use of data;
c) the determination process meets the current state of development requirements of this stage.
10. Effective information security is possible:
a) only on the basis of the integrated use of all known methods and approaches to solving this problem;
d) only when using certified information security tools;
e) only when using technical means of information protection;
f) All answers are correct.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
Show the connection between the level of development of society and information security technologies.
In what directions is the theory of information security currently developing?
What is the contribution of Russian scientists to the theory of information security?
What is the reason for the increased interest in the problems of information security?
What are the differences between formal and informal approaches to the problems of information security?
What, in your opinion, are the main difficulties
of ensuring information security at the present time?
What is an information system? Telecommunications system? An automated system?
What are the legal concepts in the field of information protection?
What is information protection? Information security?
Describe the concepts related to the organization of information protection.
What are the basic principles of building information security systems?
What is an integrated approach to information security?
What are the main tasks of information protection?
Prove that the above set of protection functions is complete.
What is the relationship between the various means of information protection? Are there any priority ones
among them?
What are the main means of implementing a comprehensive information security system?
What are moral and ethical means of information protection?



Prove the need for a combination of different means of information protection. 20. Give examples of formal
and informal means of protection?

What are information security centers and what is their role in the development of the theory and practice of
information security?

Tema 2. Undopmanus kak o0bekT 3amuThl. (ITK-3)
Jlekumus.

The concept of information as an object of protection. Levels of information presentation. The main
properties of the protected information. Types and forms of information presentation. Information resources.
Structure and scale of information value. Classification of information resources. The legal regime of
information resources.

JlaGopaTopHbie padoThbI.

1. Documents and arrays of documents in information systems (libraries, archives, funds, data banks,
depositories, museum repositories, etc.):

a) information resources;

b) information products;

c¢) information perspectives.

2. Information resources are one of the types of social and economic resources:
a) business factors;

b) factors of production;

c) factors of activity.

3. The level of development of the information services sector largely determines the degree of proximity to
such a society:

a) information;

b) open;

c) closed.

4. Document flow is:

a) the movement of documents in the organization from the moment of their creation or receipt to the
completion of execution or dispatch; +

b) type of state, municipal, scientific, commercial and non-commercial activity;
c) it is a system of standards for information, library and publishing.

5. Authentication is:

a) a mechanism for delimiting access to data and system functions;

b) the ability to verify the identity of the user; +

¢) search and research of mathematical methods of information transformation.
6. In information systems, documented information is presented in the form of:
a) files, folders, arrays, databases, programs;

b) databases and software;

c) files and databases.

7. Information resources can be:

a) open, closed;

b) open and restricted access;

c) restricted access.

8. The information protection mode is set:

a) in relation to information classified as a state secret;

b) with respect to confidential information;

¢) in relation to information classified as a state secret and personal data.

9. What is subject to mandatory certification:

a) automated systems of public authorities that process documented information with limited access, as well
as means of protecting these systems;



b) automated systems of municipal authorities that process documented information with limited access, as
well as means of protecting these systems;

c) automated systems that process information constituting a state secret.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

1. What is information and what are the levels of its presentation?

2. List the main media, features of their use and protection.

3. What properties determine the value of information?

4. What criteria for evaluating the value of information can you offer?

5. Give examples of the different dependence of the value of information on time.

6. What is meant by information resources?

7. What is not allowed to be classified as restricted access information?

8. What is meant by confidential information?

9. What kinds of secrets are there?

10. What is the purpose of the list of confidential information of the enterprise?

Tema 3. I'ocynapcTBeHHasi NOTUTHKA HHPOPMALMOHHOI Oe3onacHocTH. KoHIenuust KOMIIEKCHOTO
ob0ecneyennst nHpopMannoHHOi 6e3onacHocTH. (ITK-3)

Jlexknus.

Information security and its place in the national security system of the Russian Federation. Information
security and information protection bodies, their functions and tasks, regulatory activities.

JlaboparopHbie padoThbI.
. What are the functions of the heads of enterprises in the organization of information protection?
. What are the main functions of the FSTEC?
. What are the main functions of the FSB?
. What are the main functions of the interdepartmental commission?
. What are the main functions of the Security Council of the Russian Federation?
. Who is responsible for the use of non-certified information security tools in automated systems?

AN N kAW N -

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
. What is the place of information security in the national security system of the Russian Federation?
. Formulate the main provisions of the Information Security Doctrine of the Russian Federation.
. What are the main objectives of information protection?
. What are the main tasks in the field of information security?
. What is the structure of the state information protection system?
. Who is responsible for violating the data protection regime?
. Show the role of various ministries and departments in the protection of information.

~N N L W

Tema 4. Yrpo3sl nngpopmannonHoii 6ezonacnocru. (ITK-3)
Jlexknus.

Vulnerability analysis of the system. Classification of information security threats. The main directions and
methods of threat implementation. Informal model of the violator. Vulnerability assessment of the system.

JlaboparopHbie padoThbI.
1. When designing a protection system, it is necessary:
a) determining the list of threats and building a model of the violator;
b) definition of software and hardware means of information protection;
c) identification of certified means of protection and construction of a model of the violator.
2. Vulnerability analysis is a mandatory procedure ... .
. @) when analyzing information security tools;
b) when certifying the object of informatization;
c) when determining the model of the violator.
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3. Natural threats to information security are caused by:
a) human activities;
b) errors in the design of ASOIL, its elements or software development;
c) the effects of objective physical processes or natural phenomena independent of man;
d) the selfish aspirations of intruders;
e) errors in the actions of personnel.
4. Artificial threats to information security caused by:
a) human activities;
b) errors in the design of ASOIL, its elements or software development;
c) the effects of objective physical processes or natural phenomena independent of man;
d) the selfish aspirations of intruders;
e) errors in the actions of personnel.
5. The main unintended artificial threats of ASOI include:
a) physical destruction of the system by explosion, arson, etc.;
b) interception of side electromagnetic, acoustic and other radiation devices and communication lines;

c¢) changing the operating modes of devices or programs, strike, sabotage of personnel, setting powerful
active interference, etc.;

d) reading residual information from RAM and from external storage devices;

e) unintentional actions leading to partial or complete system failure or destruction of hardware, software,
information resources of the system.

6. Outsiders who violate information security include:
a) representatives of organizations interacting on issues of ensuring the life of the organization;
b) technical equipment maintenance personnel;
¢) technical staff servicing the building;
d) users;
e) security personnel.
f) representatives of competing organizations.
g) persons who violated the access regime;
7. Which category is the most risky for the company in terms of possible fraud and security breaches?
a) employees;
b) hackers;
c) attackers;
d) contractors (persons working under the contract).
8. Who is ultimately responsible for ensuring that data is classified and protected?
a) data owners;
b) users;
c¢) administrators;
d) the manual.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. Using the example of several different threats, show that their implementation will lead to a change in
one of the main properties of the protected information (confidentiality, integrity, accessibility).

2. Give examples of systems for which the greatest security threat is a violation of the confidentiality of
information.

3. For which systems (give examples) is the most dangerous violation of the integrity of information?
4. In which systems is the availability of information in the first place?
5. What is the difference between the concepts of "violation of confidentiality of information",

n"nong

"unauthorized access to information", "information leakage"?

6. Determine the list of the main threats to the AU, consisting of an autonomous computer without access to
the network, located in one of the laboratories of the university.



7. Build an informal intruder model for a training computer lab.
8. Output the formula for calculating the strength of the three-level protective shell.
9. Describe the protective shells and the list of barriers used in the educational computer laboratory

Tema S. IlocTpoenne cucTeM 3alIMTHI OT YIPO3bl HapylieHnst KoHpuaeHunaapbHoctH . (IIK-3)
Jlexknus.

Definition and main methods of unauthorized access. Methods of protection against NSD. Organizational
methods of protection against NSD. Engineering and technical methods of protection against NSD.
Construction of protection systems against the threat of leakage through technical channels. Identification
and authentication. The main directions and purposes of using cryptographic methods. Protection against
the threat of violation of confidentiality at the level of information content.

JlaboparopHbie padoThbI.
1. The main sources of threats to information security:
a) Theft of hard drives, network connection, insider trading;
b) Data interception, data theft, system architecture change;+
c) Data theft, bribery of system administrators, violation of work regulations.
2. Determine the types of information security:
a) Personal, corporate, state;
b) Client, server, network;
c) Local, global, mixed.
3. Note the bulk of information security threats:
a) Trojan programs ;
b) Spyware;
c) Worms.
4. The type of identification and authentication that has become most widespread:
a) PKI systems;
b) permanent passwords;
c) one-time passwords.
5. Determine under which systems the spread of viruses occurs most dynamically:
a) Windows;
b) Mac OS;
¢) Android.
6. Information security objectives - timely detection, warning:
a) unauthorized access, exposure to the network;
b) impacts on the network;
) emergency situations.
7. Identify the main objects of information security:
a) Computer networks, databases;
b) Information systems, psychological state of users;
c¢) Business-oriented, commercial systems.
8. Methods of protection against NSD:
a) organizational, legal, technological;
b) moral and ethical, financial;
c) engineering, technical, legal.
9. In accordance with GOST R 50922-96, three types of information leakage are considered. The main
causes of information leakage are:

a) errors in the design of the system and protection systems, non-compliance by personnel with norms,
requirements, operating rules;

b) the conduct of technical and intelligence intelligence by the opposing side;

11



c) the use of non-certified protective equipment, personnel errors.

10. In accordance with GOST R 50922-96, three types of information leakage are considered:
a) disclosure;

b) unauthorized access to information;

c) obtaining protected information by intelligence services;

d) Theft, modification, disclosure.

11. Effective protection against NSD is possible when combined .....

a) organizational, legal methods;

b) certified means of protection, organizational methods.

¢) technical, regulatory and legal methods;

12. To block the channels of unauthorized access to information, it is of great importance:
a) building identification and authentication systems;

b) building identification systems;

¢) application of technical, regulatory and legal methods.

13. Cryptographic methods of protecting information from unauthorized access are the only reliable means
of protection when transmitting information via:

a) communication channels;
b) over the Internet;
c) over the corporate network.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. What is the difference between the terms "NSD" and "Violation of confidentiality of information"?
2. What is meant by information leakage?
3. How are information leakage channels classified?
4. How should I choose measures to protect the confidentiality of information?
5. Define user identification and authentication. What is the difference between these concepts?
6. List the main authentication methods. Which one, in your opinion, is the most effective?

7. What are the main access control methods used in information systems known to you? What are their
advantages and disadvantages?

8. Why is password authentication currently considered unreliable?

9. What are the authentication methods using items of a given type? Name those that have become
widespread recently.

10. Define the cipher and formulate the basic requirements for it.

11. Explain what is meant by a perfect cipher.

12. . Why can most modern cryptograms be uniquely decrypted?

13. How does the state regulate the use of cryptographic protection tools?

Tema 6. IlocTpoeHue cucTEeM 3aIMTHI OT YIPO3bl HAPYLIEHHS 1EJIOCTHOCTH HH(pOPMAIMU M 0TKa3a
nocryna. (ITK-3)
Jlekumus.
Protecting the integrity of information during storage. Protection of information integrity during processing .
Protecting the integrity of information during transportation. Protection against the threat of violation of the
integrity of information at the content level. Building protection systems against the threat of denial of
access to information. Protection of semantic analysis and relevance of information. Application of general
scientific methods, laws of physics, mathematical apparatus, methods of modeling and forecasting in the
field of information security.

JlaboparopHbie padoThbI.
1. What is the name of intentionally distorted information?
a) Misinformation
b) Informative flow
c¢) Reliable information



d) Ceases to be information

2. What is the name of the information to which access is restricted?

a) Unavailable

b) Illegal

c¢) Open

d) Confidential

3. What ways can information be obtained?

a) Conducting, purchasing and illegally obtaining scientific research information

b) The seizure and hacking of PC information of scientific research

c¢) Obtaining information from external sources and scrambling research information
d) The seizure and hacking of a security system for scientific research information
4. What are the names of computer systems in which information security is ensured?
a) Protected CS

b) Unsafe CS

¢) Self-sufficient CS

d) Selt-regulating COP

5. The main document on the basis of which the information security policy is carried out?
a) Political information security

b) Information security Regulations

c¢) Information Security Program

d) Protectorate

6. Depending on the form of presentation, the information can be divided into?

a) Thought, word and speech

b) Speech, documented and telecommunication

c) Digital, audio and secret

d) Digital, audio

7. What processes include the processes of collecting, processing, accumulating, storing, searching and
distributing information

a) Information processes

b) Thought processes

¢) Machine processes

d) Microprocessors

8. What is called information protection?

a) Name activities to prevent unintended impacts on protected information

b) They call activities to prevent leakage of protected information

c) They call activities to prevent unauthorized impacts on protected information

d) All answers are correct

9. By unintentional impact on protected information is understood?

a) The possibility of its transformation, in which the content of the information is changed to false
information,;

b) The process of its transformation, in which the content of the information is changed to false;

c¢) The impact on it due to user errors, failure of technical or software tools and the impact of natural
phenomena,;

d) Not restricting access to certain sectors of the economy or to specific industries.
10. Encryption of information is:

a) The process of its transformation, in which the content of information becomes incomprehensible to
non-authorized entities

b) The process of transformation, in which information is deleted
c) The process of its transformation, in which the content of the information is changed to false

13



14

d) The process of converting information into machine code

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
. What are the ways to control the integrity of the message flow?
. What are the ways to control the integrity of messages with mutual trust of the parties?
. How to control the integrity of messages with a high level of interference in communication channels?
. How is the exchange of digitally signed documents organized?
. What is the difference and similarity between conventional and digital signatures?
. What principles should be followed to preserve the integrity of data during their processing?
. Why are data integrity control issues related to information security issues?
. What does data integrity control mean at the content level? Give examples.

00 3 N L LN

9. How to ensure data integrity during storage?
10. What is reliability and what is the difference between hardware reliability and software reliability?

11. Should we distinguish between protection from accidental threats and from the actions of an attacker
while ensuring unhindered access to information? Justify your answer.

12. How to protect the software from studying the logic of its operation?

13. Suggest measures to ensure more reliable operation of the university LAN.

14. How does the reliability of the equipment change over time?

15. What are the ways to improve the reliability of equipment and communication lines?

Tema 7. [loautuka u moaesu 6ezonacHoctu. (IIK-3)
Jleknus.

Security policy. Subject-object models of access differentiation. Axioms of security policy. Discretionary
access policies and models. Password access control systems. Policy and models of mandatory access.
Information-theoretical models. Policies and models of thematic access differentiation. Role-based security
model.

JlaGopaTopHbie padoThbI.
1) With an authorized security policy, a set of labels with the same values forms:
a) An area of equal criticality;
(b) The area of equal access;
c) Security level;
d) Availability level.

2) The degree of protection of information from negative impact on it in terms of violation of its physical
and logical integrity or unauthorized use is:

a) vulnerability of information;
b) reliability of information;

¢) information security;

d) information security.

3) Verification of the authenticity of the subject by the identifier presented by him to make a decision on
granting him access to the resources of the system is:

a) authorization;

b) audit;

c¢) identification;

d) authentication.

4) Using the private key information:
a) copied;

b) broadcast;

¢) stands for;

d) encrypted.

5) The set of properties that determine the suitability of information to meet certain needs in accordance
with its purpose is called:



a) the relevance of information;

b) availability;

c) the quality of information;

d) integrity.

6) The disadvantage of the security policy end-state model is:
a) changing the communication line;

b) static;

¢) complexity of implementation;

d) low degree of reliability.

7) The access control method, in which each object of the system is assigned a criticality label that
determines the value of information, is called:

a) identifiable;

b) mandatory;

c) selective;

d) privileged.

8) Organizational requirements for the protection system:

a) management and identification;

b) administrative and hardware;

(c) Administrative and procedural;

d) hardware and physical.

9) The basis of the security policy is:

a) software;

b) risk management;

¢) access management method;

d) selection of the communication channel.

10) The science studying mathematical methods of information protection by its transformation is:
a) cryptography;

b) shorthand;

c) cryptanalysis;

d) cryptology.

11) According to the Orange Book, a group of criteria has minimal protection:
a) C;

b) A;

c) B;

d) D.

12) From the point of view of the SCC, the main task of security means is to ensure:
a) the safety of information;

b) protection against NSD;

c) ease of implementation;

d) reliability of operation.

13) According to the Orange Book, a group of criteria has discretionary protection:
a) D;

b) A;

c) B;

d) C.

14) With a qualitative approach, the risk is measured in terms of:

a) monetary losses;

b) set using the ranking scale;

(c) Expert assessments;
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d) the amount of information.
15) According to the "European Criteria", a formal description of security functions is required at the level:
a) ES;
b) E7;
c) E4;
d) E6.

3ananHus 1J151 CAMOCTOSITEILHOI padoThI.
1. Preparation for practical classes, repetition of the study of lecture material;
2. Preparation for lectures, repetition of the educational material of previous lectures;

3. Study of the materials of the lecture course on the tasks for independent study issued by the teacher in the
classroom;

Tema 8. O030p Me:kIyHAPOAHBIX cTaHAAPTOB HH(popMannoHHoi OesonacHocTH. (IIK-3)
Jlexknus.

The role of information security standards. Criteria for the security of computer systems of the US
Department of Defense (Orange Book), TCSEC. European Information Technology Security Criteria
(ITSEC). Federal criteria for the security of information technology in the USA. Unified information
technology security criteria. Group of international standards 270000.

JlabopaTropHbie padoThbI.

The purpose of the work: familiarization with the main international standards regulating the protection of
confidential information.

When performing the task, it is necessary to analyze the content of the following main international safety
standards:

1. International Information Security Management Standard ISO 17799.

1. General information technology security criteria GOST ISO/IEC 15408.

2. Criteria for assessing the reliability of computer systems ("Orange Book").

3. Canadian criteria and General Criteria.

4. COBIT standard ("Control objects for information and related technologies").

It is necessary to compare these standards with the Russian regulatory framework in the field of information
security and assess their applicability in Russia.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. Preparation for practical classes, repetition of the study of lecture material.
2. Preparation for lectures, repetition of the educational material of previous lectures.

3. Study of the materials of the lecture course on the tasks for independent study issued by the teacher in the
classroom.

Tema 9. Un¢opMannoHHble BOHHBI M HHGopManuoHHoe npoTuBodopcTBo. (ITK-3)
Jlexknus.

Definition and main types of information wars. The requirements are divided into three groups: strategy,
accountability, guarantees. Information technology warfare. Information and psychological warfare.

JlaboparopHbie padoThbI.
Practical task.
The purpose of the work:

1. To consolidate knowledge of the regulatory and legislative framework of the Russian Federation on the
issues of information warfare.

2. To consolidate the concepts: information operations, psychological operations, operational camouflage,
electronic warfare.

Tasks:
Option No. 1.
1. What are the social and personal prerequisites for the emergence of information operations and wars?
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2. What are the features of strategic planning in information wars?
3. Describe the basic strategies of information wars.

4. Describe the strategies used by the opposition to overthrow the government in the process of "color"
revolutions.

5. Humanitarian aspects of information weapons and illustrate them with the actual examples found from
your life or from the life of modern society.

Option #2.
1. The true goals and reasons for the use of information weapons.
2. Means and methods of information and psychological warfare.

3. Types of threats to the security of the individual, society and the state in the context of information and
psychological warfare.

4. Sources of threats to the security of the individual, society and the state in the context of information and
psychological warfare.

5. Describe the features of rapid response to suddenly identified actions (events) of informational and
psychological aggression (war).
3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. Preparation for practical classes, repetition of the study of lecture material;
2. Preparation for lectures, repetition of the educational material of previous lectures;

3. Study of the materials of the lecture course on the tasks for independent study issued by the teacher in the
classroom,;

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeICTBA
4.1. Pactipenenenue 6amios:

2 cemectp
* mocemaeMocts — 20 0auIoB
*  TeKyLMH KOHTpoJb — 60 OanoB
*  KOHTPOJIbHBIE Cpe3bl — 2 cpe3a no 10 6amioB KakapIid
* npemuanbHble 6amiel — 20 6amIoB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJEHUs 3aHITUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpOis | Oamios
/ cpe3sl

1. OcHOBHEIE Tectupos 8 TecT cocTOUT M3 BOIIPOCOB ¢ BEIOOPOM OTBETA.

TIOHATHUS TCOPUHU aHue 8 0amioB - CTyIeHT NpaBWIBHO oOTBedaeT Oomee uem Ha 90%

nH(pOpPMAITHOHH BOIIPOCOB.

o 4-6 GannoB — CTyAeHT mpaBWiIbHO oTBeuaeT Ha 50-80% Bompocor B
0e301macHOCTH. TecTe.

2-3 Gama - cTyAeHT npaBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpOCoOB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

2. | Unadopmanus |TecTupon 10 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
KaK OOBEKT aHue(KOoH 10 GayyoB - CTYHIGHT NpPaBWIBLHO OTBeuaeT Ooiee yem Ha 90%
3aLIUTHL TPOJIbHBI BOIIPOCOB.
i cpe3) 4-6 6amoB — CTyIEHT mpaBWiIbHO oTBeuaeT Ha 50-80% BompocoB B
TecTe.

2-3 Gayia - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0aJIOB HE JACT.




Tocynapcteenna| Ompoc Omnpoc mpeanonaraeT OpraHU3alMi0 Oecelpl MPEmogaBareisi Co
s MOJIUTHKA CTYACHTAMH II0 BOIIPOCAM NPAKTHYECKOTO 3aHATUS C LeNblo Ooee
WHPOPMAIIOHH OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
oM Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
0e30macHOCTH. o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
Konnenuus BOIPOCHI U T.1.
KOMIIJIEKCHOTO VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
o0ecrieueHust (poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
UHPOPMAIIOHH KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
oit - IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
0e30MacHOCTH. - IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJjaHue.
9 OaIoB — CTYIEHT YMEET COINOCTaBUTh TMOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOTIPOCEHI
5 0aIoB - CTYACHT yMeeT PUMEHSTh MMOMYUYCHHYIO NPU MOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIIPOCOB, BECTH AHCKYCCHIO .
2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATUS, WHOTAA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy
Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3a4YUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.
Yrpo3sl Tectupos TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
WHPOPMAIIOHH |  aHHUe 9 0ammoB - CTyIeHT NpaBWIbHO OTBeyaeT Oonee uyeM Ha 90%
oM BOIIPOCOB.
0e30MacHOCTH. 4-6 6amoB — CTyIEHT mpaBWIbHO oTrBeuaeT Ha 50-80% BompocoB B
TecTe.
2-3 Gayia - cTyeHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gamn - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0aJIOB HE JACT.
IToctpoenue | Tectupon TecT cocTOUT M3 BOIIPOCOB ¢ BEIOOPOM OTBETA.
CHCTEM 3aIUThI aHue 9 0GamnoB - CTyOeHT NpaBUIBHO oOTBe4yaeT Oomee dem Ha 90%
OT YIpO3bI BOIIPOCOB.
HapyIIeHUS 4-6 GannoB — CTyAeHT mpaBWiIbHO oTBeuaeT Ha 50-80% Bompocor B
KOH(HICHIHAITb TecTe.
HOCTH . 2-3 Gama - cTyAeHT npaBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBIIIBHBIX OTBETOB 0AJJTOB HE JAET.
[Noctpoenmne | Tectupos TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
CHCTEM 3aIlUThI aHue 9 0ammoB - CTyOeHT NpaBWIbHO OTBeyaeT Oonee ueM Ha 90%
OT YIPO3bI BOIIPOCOB.
HapyLIEeHUs 4-6 6amoB — CTyIEHT mpaBWiIbHO oTBeuaeT Ha 50-80% BompocoB B
LEJNIOCTHOCTH TecTe.

nHpOpPMAH U
0TKa3a JI0CTYIIA.

2-3 Gayia - CTyleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE JAAET.
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TTomutrka u
MOJIENHN
0€30IIaCHOCTH.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

10 GannmoB - CTyOGHT HpaBWIbHO OTBeuaeT Oonee yem Ha 90%
BOIIPOCOB.

4-6 6amoB — CTyIEHT mpaBWIbHO oTBeuaeT Ha 50-80% BompocoB B
TECTe.

2-3 Gayta - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE JAAET.

00630p
MEXITyHApOTHBI
X CTaHIapTOB
nH(pOpPMAITHOHH
on
0e30macHOCTH.

Brmonne
HHE
MpaKkTH4eC
KUX
3aJaHuH

JlaboparopHble pabOTHI BBHIMOIHAIOTCA O TEMAaTHKE MPAKTUIECKUX
3aHATHUI.

8 OatoB — maboparopHas paboTa BBITOJIHGHA B ITOJIHOM OOBEME,
CTyZIEHT CBOOOIHO BIIajieeT MarepHalioM, IEMOHCTPUpPYET TIIyOoKue,
CHUCTeMaTH3UPOBAaHHBIE 3HAHUS, CBOOONHO OTBEYAaeT Ha BOIIPOCHI
UCTIONB3YS TPO(EeCCUOHATBHYIO TEPMUHOIOTHIO

5 OamnoB — naboparopHasi paboTa BBIITOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBINIOJNIHEHUS, CTYACHT BiaJeeT MpPeACTaBICHHBIM
MaTepHaloM, OTBEYaeT Ha 3aJaHHbIE BOMIPOCHI

2 Oamma - maboparopHas paboTa B II€JIOM BBITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiageeT HMHGOpMAIUEH I10
TeMe, IIPH OTBETE HCIIONB3YeT 3arOTOBJICHHBIN TEKCT, 3aTPYOHIETCS C
OTBETaMH Ha 3a/l1aBaeMbI€ BOTIPOCHI

Undopmanmons
bl€ BOMHBI U
UHPOPMAIIOHH
oe
MPOTUBOOOPCTB
0.

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

JlaGoparopHble pabOTHI BBIMOJIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

8 OamnoB — mabopatopHasi paboTa BBINIOJIHEHA B TONHOM OOBEME,
CTYACHT CBOOOJHO BJlajeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS NPO(EeCCHOHATBHYIO TEPMUHOIOTHIO

5 GamnoB — nabopaTopHas paboTa BBHIIIOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paOoTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporiecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHPOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

10.

ITocemaeMocThb

20

20 6auIOB — CTOIIPOIIEHTHOE TTOCEIICHUE 3aHATHI CTYICHTOM

10 6ammoB — mocemaeMocTs CTyAeHTa cocTaBisieT He meHee 80 %
3aHATUI

5 6amIoB — TMOCEmaeMOCTh CTy[AeHTa cocTaBisieT He meHee 50 %
3aHATUN

3 Oamia — TOCEmAaeMOCTh CTyAGHTa COCTaBisieT He MeHee 25 %
3aHATUI

11.

[IpemuansHbie OaIbl

20

JlononHUTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITH HAYHCIICHBI:

- 3a TPOCKT, BHIIOJHEHHBIM TO 3aka3zy paboromarens H
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;

- TIOCTOSIHHAsI aKTHBHOCTH BO BpEMs NMPaKTHYECKUX 3aHATHH — 10
0aIoB;

- TOJTHOCTHIO MOATOTOBJICHHAS K MyOIMKAllUN CTaThsi [0 TEMaTuke B
paMKax qucuuIuiuHel — 10 6asos;

- y4acTHE C JOKJaJOM BO BCEPOCCHMCKOM OMUMIIMAJE MO TEMaTHKE
n3yyaemoi qucuuiuinie — 20 6asios;

- y4JacTue B BBICTaBKE IO TEMAaTUKE M3y4yaeMOW TUCIMIIUHBI — 20
0aIoB;

- myOnmuKamMs CTaTbd IO TEMaTHKE H3y4yaeMoil OUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20
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12. |MHnuBunyanbHbIC 3aJaHUS, 20
C TIOMOIIBIO0 KOTOPBIX Pemenmne keiica (10 6amoB)
MOXKHO Ha0paTh [Mpoxoxnenne tectupoBanuss (30 BOMPOCOB) MO BCEMY KypCy
JIOTIOJIHUTENbHBIE OB mucturiuHbl (10 6amios)
13. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ety BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIpeXOaIbHOM
mkane. IlepeBog 100-OamipHONW  PEeHTHHTOBOM  OLIEHKM MO AMCUUIUIMHE B TPAaTUIMOHHYIO
YeThIpeX0auIbHYIO OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cucrema Tpagunuonnas cucrema
50 - 100 6amnoB 3a4reHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
BrinoJiHeHHe NPAKTHYECKUX 3aJaHUM

Tema 8. O630p MeKAYHAPOIHBIX CTAHAAPTOB UH(OPMALIMOHHOM 0€30MacHOCTH.

The purpose of the work: familiarization with the main international standards regulating the protection of
confidential information.

When performing the task, it is necessary to analyze the content of the following main international safety
standards:

1. International Information Security Management Standard ISO 17799.

1. General information technology security criteria GOST ISO/IEC 15408.

2. Criteria for assessing the reliability of computer systems ("Orange Book").

3. Canadian criteria and General Criteria.

4. COBIT standard ("Control objects for information and related technologies").

It is necessary to compare these standards with the Russian regulatory framework in the field of information
security and assess their applicability in Russia.

Tema 9. MndopmanrionHbie BOMHBI 1 HH(POPMAITMOHHOE POTHBOOOPCTRO.
Practical task.
The purpose of the work:

1. To consolidate knowledge of the regulatory and legislative framework of the Russian Federation on the
issues of information warfare.

2. To consolidate the concepts: information operations, psychological operations, operational camouflage,
electronic warfare.

Tasks:

Option No. 1.

1. What are the social and personal prerequisites for the emergence of information operations and wars?
2. What are the features of strategic planning in information wars?

3. Describe the basic strategies of information wars.

4. Describe the strategies used by the opposition to overthrow the government in the process of "color"
revolutions.

5. Humanitarian aspects of information weapons and illustrate them with the actual examples found from
your life or from the life of modern society.

Option #2.
1. The true goals and reasons for the use of information weapons.
2. Means and methods of information and psychological warfare.



3. Types of threats to the security of the individual, society and the state in the context of information and
psychological warfare.

4. Sources of threats to the security of the individual, society and the state in the context of information and
psychological warfare.

5. Describe the features of rapid response to suddenly identified actions (events) of informational and
psychological aggression (war).

Omnpoc

Tewma 3. ['ocynapcTBeHHas MOMUTHKA WHPOPMALMOHHOM Oe30macHocTH. KoHIenms KOMIUIEKCHOTO
obecrniedeHns HHOPMAITMOHHOM O6€30MaCHOCTH.

1. What are the functions of the heads of enterprises in the organization of information protection?
2. What are the main functions of the FSTEC?

3. What are the main functions of the FSB?

4. What are the main functions of the interdepartmental commission?

5. What are the main functions of the Security Council of the Russian Federation?

6. Who is responsible for the use of non-certified information security tools in automated systems?

TecrupoBanue

Tema 1. OcHOBHBIE TIOHATHUS TEOPUU HHPOPMAIIMOHHONU OE30MTACHOCTH.
1. The information is:
a) information received from the media;
b) only documented information about persons, objects, facts, events;

c¢) information about persons, objects, facts, events, phenomena and processes, regardless of the form of
their presentation;

d) only information contained in electronic databases.

2. Information

a) does not disappear when consumed,

b) becomes available if it is contained on a tangible medium;
c) is subject only to "moral wear and tear";

d) is characterized by all the listed properties.

3. The information recorded on a material carrier, with the details that allow it to be identified, is called:
a) reliable;

b) confidential;

c¢) documented;

d) a trade secret.

4. The information and telecommunication network is:

a) a technological system designed to transmit information over communication lines, access to which is
carried out using computer technologys;

b) a technological system designed for transmission over the Internet, which is accessed using computer
technologys;

c) a technological system designed to transmit information over a local network, which is accessed using
computer technology.

5. Access to information is:

a) the possibility of obtaining information;

b) the possibility of obtaining information and using it;

¢) the possibility of obtaining information and its dissemination.
6. Providing information is an action aimed at:

a) to receive information from a certain circle of persons;
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b) to receive information by the manager and transfer information to a certain circle of persons;
¢) to receive information from a certain circle of persons or to transmit information to a certain circle of
persons.
7. Information security is:

a) protection of information and supporting infrastructure from accidental or intentional impacts of a natural
or accidental nature that may cause unacceptable damage to subjects of information relations, including
owners and users of information and supporting infrastructure;

b) the security of the company's software products from accidental or intentional impacts of a natural or
accidental nature;

¢) the security of information circulating on the network from accidental or intentional impacts of a natural
or accidental nature.

8. Information security is the security of information:

a) from disclosure, distortion, loss;

b) from disclosure, distortion, loss or reduction of the degree of accessibility of information, as well as its
illegal replication;

c¢) from transfer to third parties, distortion and illegal use.

9. The threat is:

a) the potential to violate information security in a certain way;

b) a system of software language organizational and technical means designed for the accumulation and
collective use of data;

c) the determination process meets the current state of development requirements of this stage.

10. Effective information security is possible:

a) only on the basis of the integrated use of all known methods and approaches to solving this problem,;
d) only when using certified information security tools;

e) only when using technical means of information protection;

f) All answers are correct.

Tema 2. Madopmanms Kak 0ObEKT 3aIUTHI.
1. Documents and arrays of documents in information systems (libraries, archives, funds, data banks,
depositories, museum repositories, etc.):
a) information resources;
b) information products;
c¢) information perspectives.
2. Information resources are one of the types of social and economic resources:
a) business factors;
b) factors of production;
c) factors of activity.
3. The level of development of the information services sector largely determines the degree of proximity to
such a society:

a) information;

b) open;

c) closed.

4. Document flow is:

a) the movement of documents in the organization from the moment of their creation or receipt to the
completion of execution or dispatch; +

b) type of state, municipal, scientific, commercial and non-commercial activity;
c) it is a system of standards for information, library and publishing.

5. Authentication is:

a) a mechanism for delimiting access to data and system functions;

b) the ability to verify the identity of the user; +
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¢) search and research of mathematical methods of information transformation.
6. In information systems, documented information is presented in the form of:
a) files, folders, arrays, databases, programs;

b) databases and software;

c) files and databases.

7. Information resources can be:

a) open, closed;

b) open and restricted access;

c) restricted access.

8. The information protection mode is set:

a) in relation to information classified as a state secret;
b) with respect to confidential information;

¢) in relation to information classified as a state secret and personal data.
9. What is subject to mandatory certification:

a) automated systems of public authorities that process documented information with limited access, as well
as means of protecting these systems;

b) automated systems of municipal authorities that process documented information with limited access, as
well as means of protecting these systems;

c) automated systems that process information constituting a state secret.

Tema 4. Yrpo3s! HHPOPMAITIOHHON 0€30MaCHOCTH.
1. When designing a protection system, it is necessary:
a) determining the list of threats and building a model of the violator;
b) definition of software and hardware means of information protection;
c) identification of certified means of protection and construction of a model of the violator.
2. Vulnerability analysis is a mandatory procedure ... .
. @) when analyzing information security tools;
b) when certifying the object of informatization;
c) when determining the model of the violator.
3. Natural threats to information security are caused by:
a) human activities;
b) errors in the design of ASOI, its elements or software development;
c) the effects of objective physical processes or natural phenomena independent of man;
d) the selfish aspirations of intruders;
e) errors in the actions of personnel.
4. Artificial threats to information security caused by:
a) human activities;
b) errors in the design of ASOI, its elements or software development;
c) the effects of objective physical processes or natural phenomena independent of man;
d) the selfish aspirations of intruders;
e) errors in the actions of personnel.
5. The main unintended artificial threats of ASOI include:
a) physical destruction of the system by explosion, arson, etc.;
b) interception of side electromagnetic, acoustic and other radiation devices and communication lines;

c¢) changing the operating modes of devices or programs, strike, sabotage of personnel, setting powerful
active interference, etc.;

d) reading residual information from RAM and from external storage devices;

) unintentional actions leading to partial or complete system failure or destruction of hardware, software,
information resources of the system.
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6. Outsiders who violate information security include:
a) representatives of organizations interacting on issues of ensuring the life of the organization;
b) technical equipment maintenance personnel;
¢) technical staff servicing the building;
d) users;
e) security personnel.
f) representatives of competing organizations.
g) persons who violated the access regime;
7. Which category is the most risky for the company in terms of possible fraud and security breaches?
a) employees;
b) hackers;
c) attackers;
d) contractors (persons working under the contract).
8. Who is ultimately responsible for ensuring that data is classified and protected?
a) data owners;
b) users;
c¢) administrators;
d) the manual.

Tema 5. TlocTpoeHre crucTeM 3alIUThI OT YIPO3bl HAPYIIECHUST KOHPUIECHITUATLHOCTH .
1. The main sources of threats to information security:
a) Theft of hard drives, network connection, insider trading;
b) Data interception, data theft, system architecture change;+
c¢) Data theft, bribery of system administrators, violation of work regulations.
2. Determine the types of information security:
a) Personal, corporate, state;
b) Client, server, network;
c¢) Local, global, mixed.
3. Note the bulk of information security threats:
a) Trojan programs ;
b) Spyware;
c) Worms.
4. The type of identification and authentication that has become most widespread:
a) PKI systems;
b) permanent passwords;
c) one-time passwords.
5. Determine under which systems the spread of viruses occurs most dynamically:
a) Windows;
b) Mac OS;
¢) Android.
6. Information security objectives - timely detection, warning:
a) unauthorized access, exposure to the network;
b) impacts on the network;
¢) emergency situations.
7. Identify the main objects of information security:
a) Computer networks, databases;
b) Information systems, psychological state of users;
c¢) Business-oriented, commercial systems.
8. Methods of protection against NSD:
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a) organizational, legal, technological;
b) moral and ethical, financial;
c) engineering, technical, legal.
9. In accordance with GOST R 50922-96, three types of information leakage are considered. The main
causes of information leakage are:

a) errors in the design of the system and protection systems, non-compliance by personnel with norms,
requirements, operating rules;

b) the conduct of technical and intelligence intelligence by the opposing side;

c) the use of non-certified protective equipment, personnel errors.

10. In accordance with GOST R 50922-96, three types of information leakage are considered:
a) disclosure;

b) unauthorized access to information;

c) obtaining protected information by intelligence services;

d) Theft, modification, disclosure.

11. Effective protection against NSD is possible when combined .....

a) organizational, legal methods;

b) certified means of protection, organizational methods.

¢) technical, regulatory and legal methods;

12. To block the channels of unauthorized access to information, it is of great importance:
a) building identification and authentication systems;

b) building identification systems;

¢) application of technical, regulatory and legal methods.

13. Cryptographic methods of protecting information from unauthorized access are the only reliable means
of protection when transmitting information via:

a) communication channels;
b) over the Internet;
c) over the corporate network.

Tema 6. [TocTpoeHue cucTeM 3alUTHl OT YIPO3bl HAPYLICHHUS 1IETOCTHOCTH HH(POPMALIMU U 0TKa3a JOCTYIIA.
1. What is the name of intentionally distorted information?

a) Misinformation

b) Informative flow

c¢) Reliable information

d) Ceases to be information

2. What is the name of the information to which access is restricted?

a) Unavailable

b) Illegal

c¢) Open

d) Confidential

3. What ways can information be obtained?

a) Conducting, purchasing and illegally obtaining scientific research information

b) The seizure and hacking of PC information of scientific research

c¢) Obtaining information from external sources and scrambling research information
d) The seizure and hacking of a security system for scientific research information
4. What are the names of computer systems in which information security is ensured?
a) Protected CS

b) Unsafe CS

¢) Self-sufficient CS

d) Self-regulating COP



5. The main document on the basis of which the information security policy is carried out?

a) Political information security

b) Information security Regulations

c¢) Information Security Program

d) Protectorate

6. Depending on the form of presentation, the information can be divided into?

a) Thought, word and speech

b) Speech, documented and telecommunication

c) Digital, audio and secret

d) Digital, audio

7. What processes include the processes of collecting, processing, accumulating, storing, searching and
distributing information

a) Information processes

b) Thought processes

¢) Machine processes

d) Microprocessors

8. What is called information protection?

a) Name activities to prevent unintended impacts on protected information

b) They call activities to prevent leakage of protected information

c) They call activities to prevent unauthorized impacts on protected information

d) All answers are correct

9. By unintentional impact on protected information is understood?

a) The possibility of its transformation, in which the content of the information is changed to false
information,;

b) The process of its transformation, in which the content of the information is changed to false;
c¢) The impact on it due to user errors, failure of technical or software tools and the impact of natural
phenomena;

d) Not restricting access to certain sectors of the economy or to specific industries.

10. Encryption of information is:

a) The process of its transformation, in which the content of information becomes incomprehensible to
non-authorized entities

b) The process of transformation, in which information is deleted
c) The process of its transformation, in which the content of the information is changed to false
d) The process of converting information into machine code

Tema 7. I[lonutrka 1 Moaei O€30IIaCHOCTH.
1) With an authorized security policy, a set of labels with the same values forms:
a) An area of equal criticality;
(b) The area of equal access;
c) Security level;
d) Availability level.

2) The degree of protection of information from negative impact on it in terms of violation of its physical
and logical integrity or unauthorized use is:

a) vulnerability of information;
b) reliability of information;

¢) information security;

d) information security.

3) Verification of the authenticity of the subject by the identifier presented by him to make a decision on
granting him access to the resources of the system is:

26
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a) authorization;
b) audit;
¢) identification;
d) authentication.
4) Using the private key information:
a) copied;
b) broadcast;
¢) stands for;
d) encrypted.

5) The set of properties that determine the suitability of information to meet certain needs in accordance
with its purpose is called:

a) the relevance of information;

b) availability;

¢) the quality of information;

d) integrity.

6) The disadvantage of the security policy end-state model is:
a) changing the communication line;

b) static;

c¢) complexity of implementation;

d) low degree of reliability.

7) The access control method, in which each object of the system is assigned a criticality label that
determines the value of information, is called:

a) identifiable;

b) mandatory;

c) selective;

d) privileged.

8) Organizational requirements for the protection system:

a) management and identification;

b) administrative and hardware;

(c) Administrative and procedural;

d) hardware and physical.

9) The basis of the security policy is:

a) software;

b) risk management;

¢) access management method;

d) selection of the communication channel.

10) The science studying mathematical methods of information protection by its transformation is:
a) cryptography;

b) shorthand;

c) cryptanalysis;

d) cryptology.

11) According to the Orange Book, a group of criteria has minimal protection:
a) C;

b) A;

c) B;

d) D.

12) From the point of view of the SCC, the main task of security means is to ensure:
a) the safety of information;

b) protection against NSD;
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c) ease of implementation;
d) reliability of operation.
13) According to the Orange Book, a group of criteria has discretionary protection:
a) D;
b) A;
c) B;
d) C.
14) With a qualitative approach, the risk is measured in terms of:
a) monetary losses;
b) set using the ranking scale;
(c) Expert assessments;
d) the amount of information.
15) According to the "European Criteria", a formal description of security functions is required at the level:
a) ES;
b) E7;
c) E4;
d) E6.

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILIMHE IPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocekl 3auera (I1K-3)
Teopwus 3amuTel nHGopManu. OCHOBHBIC HAITPABICHHS
Bunst yrpo3. OCHOBHEIE HApYIIICHUS.
OO6m1as Moenbs BO3ACHCTBUS Ha HH(OpMAITHIO.
O61m1ast Mozienb poliecca HapymeHus (PU3NYECKO 11eT0CTHOCTH HH(OpMAIIHH.
MeTtons! onpeneneHus TpeOOBaHM K 3amuTe HH)OpMaITUH.
JlomymieHus B MOJIENSIX OIIEHKH YS3BUMOCTH MH(POPMAIIHH.
Knaccudukarus TpeboBaHmil K CpecTBaM 3alIUThl HH)OpMAaIUy.
Crioco0bl ¥ cpeacTBa 3alUThl HHPOPMALIUH.

A e B Al o

Croco0bI «a0COTFOTHON CUCTEMBI 3aIUTHD).

Tunosble 3aganusa 1 3adera (IIK-3)
ConepxaHue UHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYAapCTBa B MH(POPMAIIMOHHOH cdepe.
Hcrounuku u copeprkanre yrpo3 B nH(popMarmoHHou cdepe.
Krnaccel nH()OpMaIMOHHBIX PECYPCOB.
O6mas cxema obecrnieueHrss UHPOPMAITMOHHON 0€30MMaCHOCTH

AN

PeTpocnekTuBHBIN aHAIN3 Pa3BUTHA MOAXOA0B K 3aIIUTEe HH(OPMALINH.

6. CylHOCTb U coAepKaHUE SMITUPUUECKOTO, KOHIIETITYaIbHO-3MITUPUYECKOTO
TEOPETUKO-KOHIIETITyaJIbHOTO MOJXOJ0B K 3alIUTe HH(OpMaIuU

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Jeckpuntops! (ypoBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTEIH

Onenka Kommnerenriu
TOCTYKCHHSI pe3YJIBTaTa)




I1K-3 JIEMOHCTPUPYET BBICOKMH  ypO-BEHb TEOPETUYECKUX 3HAHUU
MEe-TOJJ0JIOTMYECKOTo 0a3uca perie-Hus 3a/1a4 3aIlluThl HHPOPMALIUH.
AHanM3MpyeT CyIIECTBYIOUINE METOAUKH ONpeAeTIeHUN TpeOOo-BaHHs
K 3a11uTe HHPOpMAaIHH.

IIpeBoCcXOAHO Bia/ieeT 3HAHUEM IMPUHIUIIOB OOECIIEUCHUS 3aIUTHI
uHpOpMaLIUH.

CriocobeH  TpOAEMOHCTPUPOBATh  COBPEMEHHBIE  MOAXOABI K
aJIMU-HUCTPUPOBAHUIO CPEJCTB 3aIUThl HHPOPMAITUH TPUKIIAJIHOTO
U CU-CTEMHOTO IIPOTPaMMHOTO 00eCTe-4eHusI.

«3a4TEHOY
(50 - 100 6amoB)

IIK-3 He cnocoGeH mpomneMOHCTpUPO-BaTh 3HAHUS METOIOJIOTHYECKOTO
0a3urca perieHus 3a1ad 3aluThl HOOPMAITIH.

He anamm3upyer  cymiecTBylOnM€  METOIUKH  OMNPENESICHHI
Tpebo-BaHMS K 3amuTe HHDOpMAITHH.

He Brnageer 3HaHuMeM TNPUHIUIOB  OOECHEUEHHUs  3aAIIUTHI
nHpopMa-1u.

He cnocoGen mnpoaeMOHCTpUPO-BaTh COBPEMEHHbBIE IOIXOMbI K
aJIMMHHUCTPUPOBAHUIO CPEACTB 3aLIUTHl HHPOPMALIMK TPUKIIA-HOTO
U CUCTEMHOTI'0 MPOTPaMMHO-TO 00ecrieueHusl.

«HE 3a4TCHO»
(0 - 49 GannoB)

5. Metoanueckue yKkazaHus JJisi 00y4al0NUXCsl 10 OCBOCHHMIO IMCIUILIMHBI (MOXYJIA)

5.1 Meronuueckue yKa3aHus IO OPraHU3aIUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3y4eHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanremM padouei mporpammbl aucturumabl (PIT[]), koTopas ompenensieT comepskaHue, oObeM, a
TaK)Ke MOPSAIOK U3YUYESHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

Jln1st caMOCTOSTENbHON pabOThl BaKHOE 3HaUECHUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM u conepkaHWe IUCIHMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLMIUIMHBIL, @ TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLUUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHuUE,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs o padbore ¢ TEOPETHUECKUMHU MaTepHallaMy 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
JIUTEPATYPBL;

- IIPY CAMOCTOSITEIBHOM M3yYE€HHH TEOPETUUYECKOM TEMBI CAENATh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PII/] ucrounuku, npodeccruoHalibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayqHOU U y4eOHOM JIUTepaTypoit

PabGoTa ¢ OCHOBHOM M JONOJIHUTENBHOM JHMTEPATYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.




KoHCHeKT JIeKnu JOKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KoHCeKT MOKeT OBITh BBITIOJIHEH B paMKax pacliedyaTKH BbIIa4uH
Npe3eHTAlUi JIEKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HU3AAHUS HCIOJNb3yeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JUIIb OCHOBHBIC KIIIOUYEBbIC MO3HMIIMHU), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET OBITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIro IlJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMy 1O OATOTOBKE K OTACIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LETbi0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TMPUMEHATHCS B pasaudHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOnHa OTBETA;

- CO3HATEJIBHOCTh OTBETA;

- JIOTMIKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTAaBICHHON yueOHOil 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIOIB30BAHUS HATNISAIHBIX MOCOOMNA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepUaa;

- PallMOHAJILHOCTb HUCIIOJIB30BaHUS BPEMEHH, OTBEJCHHOIO Ha 3a/laHNE.

VYCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalnueid HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKME€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllUN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCHUTKH
Ha PECypChl. COOTBETCTBHUE CONEP)KAHHS M JIUTEPATYphl), MPAKTHUECKasT HANPaBIECHHOCTh, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3a1adam,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTh MPE3CHTYEMOTO Marepuara,

- odopMiieHHE Mpe3eHTAlMU: O00bheM (ONMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpapUKd W aHWMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH O(GOPMIICHHS, ACTETHKA, HCIIOIIb30BaHHE
BO3MO)XHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaTOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaMEeHTa, SMOIMOHAJIBHOCTh, YMCHUC
OTBETUTH HAa BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:
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- CoJepXaHWE BBICTYIUICHHUS: JIOTUYHOCTh W3JIOKCHHUS Marepualia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH IJIsS BBIOTHEHUS 3a/ad cBOed MpodeccHoHaTbHOW WU y4eOHOU
JEeSATeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUHN, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. IlepenkoB B.M., Murpomkun A.I. Mudopmarronnas 6e30macHOCTh 1 3ammmTa uHdopmanuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.un.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. Tam6 roc. yu-T um. [.P. Jlep>xaBuna, IH-T MatemaTuku, Gu3uku u nHGopMaTuku TexHHUecKas 3aruTa
nHpopmaruu : yueb. mocodue. - Tam60B: [b.u.], 2014. - 1 anekrpon. ont. guck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. 3arunaiinoB FO. H. OcHoBbl mHGOpMAaIIMOHHON 0€30MaCHOCTH: KypC BH3YaJbHBIX JICKITUH : y4eOHOE
nmocobue. - Mockpalbepnmun: Jlupekr-Memua, 2015. - 105 c. - Tekcr : anmexkrponnbii // DbC
«YHUBEPCUTETCKAS OmoOIMoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaitnoB 1O. H. Teopust nHGOpManMOHHON O€30MACHOCTA M METOMOJIOTHS 3alIUThl HHGOPMAIINH :
yduebHoe mocobue. - Mocksa|lbepnun: [upexkr-Memma, 2015. - 253 c. - Tekcer : snexrponusii // ObC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PertoB M. 1O., KyBsixkiiua A. B., Pynanosckuit M. B. Aynut mHbopmarmoHHON
0€30MacHOCTH OPTraHOB MCTIOJHUTEIHHOM BIACTH : yueOHOE mocodue. - 4-¢ u3l., crep.. - Mocksa: OnuHTa,
2016. - 100 c. - Tekcr : snexrponnsiii // IBC «YHuBepcurerckas 6ubnuoreka onmaita» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&i1d=93259

4. KowmiuiekcHoe obecrieueHre WHOOPMAIIMOHHONW OE€301aCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM
nabopatopHbliii mpakTukyM. - CraBpomonb: CeBepo-KaBkasckuit ®@enepanbupiii yHuBepcurer (CKOY),
2016. - 242 c. - Tekcr : snexrponnsiii // IBC «YHuBepcurerckas 6ubnuoreka onmaita» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012

5. Tlerpenko B. U. Teopernyeckne OCHOBBI 3amuThl WHGOpMaNuK : ydeOHOe mocobue. - CTaBpoIob:
Ceepo-Kaskaszckuii @enepanbupiii yauepcuteT (CKDY), 2015. - 222 c. - Teker : anexrponssiid // 9bC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=458204

6.3 VHbIe NCTOUHMKMU:
1. Kype «Cranaaptsl nHGopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHoBBI HHGOPMAIIMOHHOK 0e30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuajbHO-TeXHHYeCKOe ofecnedeHHe TUCIUILINHBI, TPOrpaMMHOe o0ecrnedyeHue,
npodeccuoHa bHbIe 623bI JTAHHBIX U HH(OPMALMOHHbIE CIPABOYHBIE CHCTEMbI

Jlnst mpoBeneHUWsl 3aHATHA MO JUCIMIUIMHE HEOOXOAWMO CIEIyHIlee MaTepUualbHO-TEXHUIECKOEe
obecriedeHre: ydeOHbIC ayIUTOPHH JUIsl TPOBEICHHS 3aHATHH JICKIMOHHOTO W CEMHHAPCKOTO THIIA,
TPYIIOBBIX W HMHIMBHUIYaJTbHBIX KOHCYJIBTAllMH, TEKYIIEr0 KOHTPOJIS W TNPOMEKYTOUHOW aTTECTAIlHH,
TIOMEIICHUS ISl CAMOCTOSITEIbHOM PabOoTHI.

VYdeOHbIe ayTUTOPHUU U IIOMEIICHUS ISl CAMOCTOSTEIILHON paOO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

31



32
[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpAUd (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JluneH3noHHOE ¥ CBOOOTHO PACcIIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Microsoft Windows 10

Google Chrome

Microsoft Office [Ipodeccuonanbusiii moc 2007

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewnas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru
4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Hayunas osnexktponHas OubOnmoreka Poccuiickoit akamemun — ecrectBozHanui. —  URL:
https://www.monographies.ru

6. Poccuiickas rocynapctBernas oubnmoreka. — URL: https://www.rsl.ru

7. Poccuiickast HaroHanbHas Oubmanoreka. — URL: http://nlr.ru

8. [Ipesunentckas 6mbamoreka mmenu b.H. Enprimaa. — URL: https://www.prlib.ru
9. OnekrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernopaBaTenss M CTy[JEHTa B Ipolecce OOydeHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.



