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PabGouwass mnporpamma mnpuHsitTa Ha 3acenanud Kadeapbsl mareMaTHUecKOro MOJAETUPOBAaHUS U
nHpopmarmoHHbIX TexHOomoru# «18» mast 2021 1. [Iporokon Ne 9

Paccmorpena u omoOpeHa Ha 3acemaHun YdeHoro coBera MHcTuTyTa MareMaTukd, (U3UKA U
nH(popMaIrmoHHBIX TexHONMoruH, [IpoTokon ot «05» urons 2021 . Ne 5.
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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-1 Crocoben orneHMBaTh pojib MHPOpPMAIMK, WHPOPMAITMOHHBIX TEXHOJIOTHMH W MH(POPMAIMOHHOMN
0€30MacCHOCTH B COBPEMEHHOM OOIIECTBE, MX 3HAYEHHUE I oOecredeHuss OOBEKTUBHBIX MOTpeOHOCTEH
JUYHOCTH, 00IlIeCTBA U TOCY/IapCTBa

1.2 Tumel 3aga4 TpogecCHOHANBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecss B paMKax

OCBOCHHUA NUCHUIIIIUHBI:

- OpraHU3alMOHHO-YIIPaBIEHYECKUI

- DKCIUTyaTallMOHHBIN

1.3 JlucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIhHOCTH B
cthepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OOecClleYeHHEM 3allUIIEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC MU
npohecCHOHATTLHBIC
JeWcTBUs (IPU HATUYAU
npodcranaapra)

Kox u HauMeHoBanue
komreteHIm GI'OC BO,
HeOOXOaUMOM I
(hopMHUPOBAHUS TPYOBOTO
WM podecCHOHATBHOTO
JelCTBHS

I/IH,I[I/IKaTopLI JOCTHIXXCHUS KOMHGTGHHI/If/’I

OIIK-1 Crocoben
OIIEHHBAaTh POJIb
nHpopmarmy,
WH(pOPMAITMOHHBIX
TEXHOJIOTUN U
nH(pOpMaITMOHHON
0e30macHOCTH B
COBPEMEHHOM OOIIIECTBE, UX
3HaYEHUE I 00eCTIeUeHUS
00BEKTUBHBIX
MMOTPEeOHOCTEH JIMIHOCTH,
o01ecTBa 1 TocyaapcTBa

OneHuBaer poiib  HHPOpPMALUK, HHOOPMAIHOHHBIX
TEXHOJIOTHA ® WHPOPMAIMOHHOW OE30MMacHOCTH B
COBpEeMEHHOM OOIIeCTBe, UX 3HAUYEHHUE AJIsi 00eCIeueHus
OOBEKTUBHBIX IMOTPEOHOCTEH JMYHOCTH, OOIIeCcTBa U
rocyJiapcTBa

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-1 Cmocoben oueHHMBaTh poib WHMOpPMAIMH, WHOOPMAIIMOHHBIX TEXHOJIOTHH H

nH(pOpMaAIMOHHOW OE30MacHOCTH B COBPEMEHHOM OOIIECTBE,

UX 3HA4YCHHUC JIA

obecrnieueHns 00bEKTHUBHBIX MOTPEOHOCTEH TMIHOCTH, OOIIIECTBA M TOCYIapCTBa

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIPEIEISIOMNX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBSI3H (cemect
p)
4
1 |MadopmanonHast +
0e301acHOCTh B
COBPEMEHHOM MUpE

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:




JuctunnHa «BBeaeHne B CHENUaabHOCTR» OTHOCUTCS K 00si3aTesbHOM 4yacTu yueOHoro miana OIl mo
HarpasieHuto moarotoBku 10.03.01 - MadopmanmonHas 6€301macHOCTb.

Jucuunnuna «BBenenue B crienaibHOCTh» U3y4daercs B 1 cemecTpe.

3.00beM u conepxaHHue TUCUUILINHBI
3.1.00peM QUCLMILIHMHEL: 3 3.€.
Ounas: 3 3.e.

Bun yueOHOM paboTh (Bcgglf;io]s)
OO0mas Tpyn0éMKOCTb 1M CHUTLTTHHBI 108
KonTaktHas pabora 32
Jlexnuu (Jlekrun) 16
[Tpaktuueckue (IIpaxr. pab.) 16
CamocrositenbHas pabota (CP) 40
DK3aMeH 36

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMbI TEKyIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex |IIpa| CP
IIUH | KT.
pao.
O|]0]|O
1 cemectp

1 KapbepHblit Hpyrue hopmbl
HaBUTATOP MO y 12| 4 KOHTPOJIS;
UT-cnenmaibHOCTS TecTtupoBaHue
M

2 Uctopus 3amuThl CobecenoBaHue;
MH(OpPMALIUH. Hpyrue hopmbl
Kpunrorpadpugecku y 12| 4 KOHTPOJIS;
eu TecTtupoBaHue
cTeraHorpapu4ecku
€ METOIbI

3 CoBpeMeHHbIE CobecenoBanue;
kpunrorpaduuecku | 2 | 2 | 4 Hpyrue popmsr
€ TPOTOKOJIBI KOHTPOJISI

4 NHpopManmoHHas Hpyrue hopmbl
0€30macHOCTh 2 12| 4 KOHTPOJIS;
MOJIb30BATENA TecTtupoBaHue

5 TepmuHonOrMYECKH CobecenoBanue;
€ OCHOBBI > 19 |6 Hpyrue popmsr
MH(POPMALTMOHHON KOHTPOJIS;
0€301acHOCTH TectupoBanue

6 HopmarusHo-1ipaBo CobecenoBanue;
BO€ o0ecrieueHne > 1216 Hpyrue hbopMbl
MH(POPMALTMOHHON KOHTPOJIS;
6e3onacHocTH B PO. TectupoBanue




7 Crpykrypa Pedepar;
MH(POPMALTMOHHON TectupoBanue
0€30I1aCHOCTH, ) | o g
pUMeHsieMas B
00IIeMUPOBOMA
MIPAKTHKE

8 Yrpo3sl CobecenoBaHue;
nH(pOpMAITMOHHOM > 12| a Hpyrue dbopmbl
0€30macHOCTH KOHTPOJIS;

TecTtupoBanue

Tema 1. Kapbepubiii Hapurarop no UT-cnennaabHoCTAM
(OIIK-1)

Jlekumus.
Jlexuust HampaBiieHa Ha pacKpbITHe TeMbl kakue MT-crnenuanbHOCTH CYIIECTBYIOT B COBPEMEHHOM MHpE,
Kakue 3aj1aun croat nepen UT cnenuanucrtamu B KOMIIAHMSX, U Kak pa3BuBarh T-koMneTeHIIMN y CBOUX
pabOTHHUKOB, KaKue HOBbIE CHEIMAIbHOCTH (POPMUPYIOTCS Ha CThIKE OTpacieBblX creruanbHocTeit ¢ UT
chepoil, Kakue KOMIIETEHIIUH OymayT BOCTpeOOBaHBI B Omikaiiiiem OymymieM. PackpbIBaroTCS MOHSATHS
CKBO3HBIE TEXHOJIOTMM, KOTOpbhIe€ BKIIOWalOT B ceOs: bonbpmme pannble; MamuHHOe 00yuyeHUe;
HckyccTBeHHBINM WHTEINIEKT; JlOmoMHEeHHass peallbHOCTh, BupTyanbHas peallbHOCTh, PoOOTOTEXHMKA;
bnokueiin; Mutepuer Bemieit;S G.

IIpakTnyeckoe 3ansATHE.
[Tpaktuueckas padora Ne 1. MccnenoBanue pelHKa TPyAOyCTPOMCTBA CIIEUAIUCTOB 10 HHPOPMAITHOHHON
0€30MacHOCTH

Ha ocHOBE OTKPBITBIX JaHHBIX CAUTOB JEHCTBYIOIIMX BAKAaHCUH IIPOBEIUTE aHAIU3 PhIHKA
TPYAOYCTPOMCTBA CHEUATMCTOB MO0 HH(POPMALIMOHHOM O€30MacCHOCTH. 3aroIHUTE TAOIUILy 10 pe3ysibTaTaM
aHaNu3a, e OTpa3uTe HalICHHYI0 HH(OPMALIHIO: BAaKAaHCHS, PETHOH, KOMITaHHsI, 3apa0oTHas IJara,
TpeOOBaHUs K KBaTH(PUKALINH.

Otuer nOoKEH coaepkKarb:

1. TuTynbHBIN JTUCT

2. Coneprxanue

3. CBomHas Ta0nuIa 1Mo pe3yabraraM IMmorucka

4. CriucoK MCIOJIb30BaHHBIN HCTOYHUKOB
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

Llenb camocTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIHbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BHUTHE AaHATUTUIECKUX CTIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM paboThI C pa3NIuIHON 110
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JIUTEPATYPY M0 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA

Tema 2. Uctopus 3amutel uHpopmanuu. Kpunrorpagpuueckue u creranorpaguyeckue MeToAbI
(OIIK-1)
Jlexknus.



[ToHATHS KpUNITONOrMM, KpunTorpaduu, KpunToaHanusa, kiod mudpa. IlepBele mmppsl 3aMeHBl U
nepectaHoBku  (mmdp courans, wmmpp uesaps). Iludp Bmkenepa. Pemerxka Kapnano.
Creranorpaguueckre MetoAsl 3amuThl MHGopManuu. CTaHOBICHHE MAaTEMAaTHUYECKUX W TEXHUYECKHX
ocHOB 3ammThl MHGopmanuu B HoBoe Bpems. Hauano ¢opmupoBanus HaydHbIX NPUEMOB 3aIIUTHI
uHpopmanuu. M300peTeHne 3IeKTPOMarHUTHOTO Teerpada M TMepBBIX MEXaHWYECKUX MIU(PPOMAIIMH.
CemeiictBo MammH Juurma. Kpuntoananus mmudpa DHurma. M300peTeHHe COBEPUICHHO CEKPETHOTO
mudpa («oxHOpa30BbIN MUPPOOIOKHOTY), TPEUMYIIIECTBA U TPOOIEMBI €T0 UCTIONIb30BaHHUS.

IIpakTH4eckoe 3aHATHE.
[Tpaktuueckas padora 2.1 Hludposanue ¢ momornisto cuctems Llezaps.
Baumbpyiite coobmenne «HACTOSIIUN IPYT C TOBOM, KOTJIA ThI HE ITPAB. KOTJIA THI ITPAB,
BCSKUI BYIET C TOBOI» (Mapxk Tsen), ncrions3ys cuctemy Llesapst co 3HaueHHEM KITI0ua
COOTBETCTBYIOIIIM HOMEPY BAIllEr0 BapuaHTa IO KypHAITY Y4eOHOH rpymisl (HampuMep, HOMEp 10 CITUCKY
— 5; Bapuanrt —35; kitou K = 95).
OT4eT 1o MpakTUIeCKOi paboTe TODKEH BKIIOUATh: TUTYIBHBIN JIMCT, X0/ padoTHI (IH(poBaHUE TEKCTA
JIUYHBIM KJIFOUOM ), OTBETHI Ha BOTIPOCHI.
ITpaktuyeckas padora 2.2 lllupposanue ¢ nomomipio mudpa Bukenepa
Ucnons3ys cucremy Biwkunepa, 3ammdpyiiTe coOoOIIeH s IO BApHaHTaM, TPUBEIACHHBIM B Ta0IUIIE 2.
TekcT coob1IeHus ¥ KITI0YEBOE CIIOBO JOKHBI COOTBETCTBOBATh BallleMy BapHaHTY IO )KypHaIly y4eOHOit
rpynnsl (HalpuMep, €CJId HOMEp MO CIHUCKY 3, 3HAYUT BapuaHT — 3).
OT4er 1o MpakTUYeCKoi paboTe TOJDKEH BKIIOUATh: TUTYIBHBIN JICT, X0/ pa0doTHI (IH(poBaHUE TEKCTA
JIUYHBIM KJIFOUOM ), OTBETHI Ha BOTIPOCHI.

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
Llenp camocTosTENbHON pPabOTBI — COACHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMHU Y4eOHOTO
Marepuana.
3aauu cCaMOCTOSITEIbHON PabOTHI:
yoIyOJIeHHe U CUCTeMAaTU3allnsl 3HAHUH;
pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PabOTHI ¢ pa3TuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HaydYHOH JINTEpaTypPOH.
3amanue:
3amucarh KpaTKuii KOHCTIEKT JIEKIIUU.
N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JIUTEPATYPY 110 TEME JEKIIUU
OTBETUTH HA BOIIPOCHI JJIsl CAMOKOHTPOJIS

Tema 3. CoBpeMeHHbIe KpUNTOrpaguueckne MpoToOKOJIbI
(OIIK-1)
Jlekumus.

[Tonsitne kpunrorpaduueckoro nporokona. Kiroun. Cummerpudnbie MeToab! mudpoanus (mudpoBanue
C 3aKPBITBHIM KJIIOYOM): TEXHOJIOTHH, CTOMKOCTh, IPEUMYIIECTBA U HEAOCTATKU. ACUMMETPUYHBIE METOAbI
muppoBanus (mUbpoOBaHUE C OTKPBITHIM KJIIOUOM): TEXHOJOTHH, CTOMKOCTh, NPEHMYIIECTBA U
HemocTaTku. Ataka "denmoBek mocepenune". Ludposas momamuce. CepTrudukaTsl W yIOCTOBEPSIONINE
LEHTPBI.

IIpakTnyeckoe 3aHsATHE.
[Tpaktuueckas padora 3.1. CpaBHeHHE NaHHBIX C TTOMOIIBIO XAII-(PYHKIIHH.

Baxno noHumarp, ObUTH JIM TaHHBIE TOBPEXKICHBI WIIK OblIa COBEpILIEHA MOMbITKA UX (anbcuPUKAIIIH.
Jlng onpeneneHus Toro, ObUIN JIU JaHHbIE U3MEHEHBI WIIM OCTAIMCh TAKUMH K€, MO’KHO HCIIOJIb30BaTh
nporpaMmy xamupoBanud. [IporpaMma xsmmpoBaHust BHITOMHSAET MpeoOpa3zoBaHKe JaHHBIX WU ¢aiina
UCIOJB3YS X3UI(YHKINIO, KOTOpasi BbIJAET HEKoe 3HaueHHe (0ObIYHO 3HAYUTENIbHO KOpOoUe, YeM CaMu
ucxoaHble AaHHbIe). CyliecTByeT MHOKECTBO Pa3HbIX XdUI-QyHKLIUN, OAHU OY€Hb IPOCTHIE, APYTHE,
HAIpPOTHB, OUEHb CIOKHbIe. Eciy of1Ha U Ta e X31I-(YHKIIHS BBITOIHSAETCS AJI MPeoOpa3oBaHus OJHUX U
TeX K€ IJaHHBIX, TO 3HAUYEHHUE, KOTopoe OyAeT MmoiyueHo, OyaeT Bcerna oquHakoBo. Eciu nanHbie ObU1H
KaKHM-TO 00pa3oM U3MEHEHbI, TO MOITyYeHHOE 3HaueHue X3I-QyHKIuei OyneT oinyaTbesl.



[Tpaktuueckas padora 3.2. Creranorpaduieckie MeToIbl 3alUThl HHQOpMaIuu (COKPBITHE TEKCTOBOTO
¢aiina B rpaduyeckom)

Heo6xonnmo 3HaKOMUTBCS € TEOPETHUECKUM MarepuaioM. [IpousBecTy yCTaHOBKY ITPOrpaMMHOTO
npoxykra Masker; cripsiTate TEKCTOBBIH (paiin B n300paskeHNH, BBIOPAB alropuT™ UG POBAHUS MAPOJIS;
OTIIPABUTH 3aMU(PPOBAHHOE COOOIIIEHHUE TI0 IIEKTPOHHOM 1MOUYTe; U3BIEUb TEKCTOBBIN (aiin u3
M300paXCHHUS;, YIAIUTh W3BICUEHHBIN TEKCTOBBIN (haiiin, 6e3 BO3MOXKHOCTHU JJISI BOCCTAHOBIICHUSI.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4eOHOTO
Marepuana.

3ajauu cCaMOCTOSITEIbHON PabOTHI:

yDIyOJIeHHe U CUCTeMAaTU3allisl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PabOThI ¢ pa3IuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HaydYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yuuTs 6a30BYI0 M TOMOJHUTEIBHYIO JTUTEPATYPY IO TEME JICKIIUH

OTBGTI/ITB Ha BOHpOCBI JUISA CElMOKOHTpOJI}I

Tema 4. UndopmannoHHas 6e30MaCHOCTH MOJIb30BaTEJIs
(OIIK-1)

Jlekumus.
®umuHT. OcHOBHBIE BapuaHThl (umuHra. CriocoOsr ¢ummuara. TanncBotuHr. TposHckuii koHb. KBU mipo
Kgso. Ilperekctunr. «Jlopoknoe sibmoko». COop wHOOpPMAIMK M3 OTKPBITHIX HCTOYHHKOB. OOparHas
conmanbHas wHxeHepusa. Bpenonocnoe I10. Croco6sr 3amutel mHpOpManuu ot BpemoHocHoro I10.
CToMKOCTh apoJIei.

IIpakTnyeckoe 3aHsATHE.
[Tpaktuueckas padora 4. 1 «CMoxeTe M BBl paclo3HATh (DUIITMHTOBYIO aTaKy»
Tect «CMmoxeTe 1 BBl pacrio3HaTh (PUIIUHTOBYIO aTaKy»
https://phishingquiz.withgoogle.com/
Otuer 1o paboTe - CKPUHILIOT ¢ pe3yJIbTaTaMH TeCTa

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTeNbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMHU Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allnsl 3HAHUH;

Pa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PabOTHI ¢ pa3IuIHOM 110
00BEMY ¥ BUAY HH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yuuTs 6a30BYI0 M TOMOJHUTEIBHYIO JTUTEPATYPY IO TEME JICKIINH

OTBGTI/ITB Ha BOHpOCBI JUISA CElMOKOHTpOJI}I

Tema 5. TepmuHoJI0rHYeCKHE OCHOBBI HH()OPMAIMOHHOM 0€301IACHOCTH
(OIIK-1)
Jlekumus.
[lonstue wunHdopmauuu, wuHbOpMaTH3aAMK, WHOOPMALMOHHBIX CHCTEM H CMEXHBIX C HHUMH:
nHpopmarmonHas  0e30MacHOCTb, uH(OpMAIIMOHHAsT ~ BOWHA, nHopMaImoHHas arpeccus,
nH(pOpMaIMOHHOE OpYyXHe, WH(POPMAITMOHHBIC TTPOIIECChl, HHPOPMAIIMOHHAS CHUCTEeMa, HH(POPMAaIMOHHAS
chepa. [TonsTusa aBropa u coOCTBeHHMKA WH(OpPMAIINU, B3aUMOJICUCTBHE CYOBEKTOB B MH(OPMAITMOHHOM
oOMene. 3ammTa WHGOPMAIHMM, TaiHA, CPEACTBA 3aIUTHl WHGOPMAIMH, YIPO3bl - OMPEICIICHHUS,
COTIOCTaBJICHHE.



IIpakTH4Yeckoe 3aHATHE.
[TpakTtuueckas padora No5
«TepmuHonorus B 061actu HHGOPMAIIMOHHON 0€30MTaCHOCTI

3amanue. 1. B cetu UHTEpHET HAlIUTE ONpeeICHHs HIKETIEPEYHCIICHHBIM TEPMUHAM, oOparias
BHUMaHUE Ha CTENEeHb JJ0CTOBEPHOCTH UCTOYHHUKA (BOZMOXKHO YKa3aTh HECKOJIBKO Pa3HBIX ONpeIeIeHHM
JUIS OTHOTO U TOTO ke TepMHuHa). [[11st Kaskoro onpeaeneHuss HEOOX0AUMO 0003HAYUTh UCTOYHUK.

3amanue 2. CaMOCTOATENBHO MONBITATeCh 00bEAMHNUTH HHKETIEPEUHCICHHbIE TOHATHUS B TPYIIIHI 110
OIpeIeJICHHBIM MPU3HAKaM, KOTOPBIE BaM MOKaXYTCsl Hanbosee BaXKHBIMU.

3ananue 3. [loHsTHS, BBIIETICHHBIC )XUPHBIM MIPU(YTOM HEOOXOTUMO BHIyUUTH HAU3YCTh.
. Uudopmarmonnas 6€30macHOCTh

. 3ammra uHGOpMaIUH

. KonpunennuansHoctsh

. LlenocTHOCTH

. HoctynHocTh

. Yrpo3za 6e30nacHOCTH HH(POpPMALIUU

. UcTouHUK yrpo3b1

0 I N n bW

. OOBeKT 3aumThl HH(OPMAIUU

9. Va3BuUMOCTH

10. Unentudukanus

11. AyrenTudukamnms

12. Opranu3zaiioHHbIE MEpHI 10 3aIIKUTe HHOpMAIUU
13. Texau4yeckue MepbI 1O 3aIIUTe HHPOPMAITUH

14. TIporpamMmmMHO-anmapaTHbIe MEpHI 10 3aIIUTE HH(OpMAIUU
15. Kpunrorpaduueckas 3amura nuHGopmaum

16. IIpaBoBas 3amuTa HHGOPMAIUU

17. Cioco6 3amuThel “HGpOpMAIUN

18. 3amura naGOopManuK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
19. Tlonutuka Ge30macHOCTH

20. Hocurens 3amuimaeMoil HHPOpPMAITUH

21. CpenctBo 3anuThl HHPOpPMAITUN

22. JlunieH3upoBaHue B 001aCTH 3aIUTHl HHPOPMAIIH
23. Ceprudukaiys Ha COOTBETCTBHE TPEOOBAHUSIM TI0 O€30MaCHOCTH WH(MOpPMAITTH
24. Aynut a arrectanus 00beKTOB HH(OpMaTU3auu
25. AHanu3 nHPOPMAITMOHHOTO pUCKa

26. TpeboBaHue 1O 3aIUTEe HHPOPMAITUH

27. DdbeKTHBHOCTH 3aIUTHI HHGOPMAITUH

28. Ataka

29. 310yMBIIIEHHUK

30. Unentudukarop

31. ITapons

32. Kitou

33. Y4eTHas 3anucCh MOJIb30BATENS

34. Caudep

35. Coydep

36. CxkaHupoBaHu€ IOPTOB

37. OTka3 ot 00CTyKUBaHUS

38. YTeuka

39. Pasniamenue.

40. Ilen-Tect



3ananus 1J151 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allusl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOU JCSITEIIBHOCTH, YMEHUN PaOOTHI ¢ pa3TuIHOM 110
00BEMY 1 BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEPaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY 110 TEME JEKIUU

OTBeTUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

Tema 6. HopmaTuBHo-npaBoBoe odecneyenne nHpopmanuoHHoi de3onacHoctu B PO. (OIIK-1)

Jleknus.
B cocraB 3akoHomarenbcTBa MO oOecredeHUI0 HMH(OPMAIMOHHON  O€30MacHOCTH  BKIIHOYAIOTCS
denepanbHble 3aKOHBI, IMOJ3aKOHHBIE HOPMATHBHBIC IIPABOBBIE aKThl  ()elepalbHBIX OPTraHOB
WCTIOTHUTENILHOM BJIACTH, 3aKOHBI U IMOJ3aKOHHBIC HOpPMAaTHBHBIC MPABOBBIE aKThl CyOBEKTOB Poccuiickoit
denepanun.

IIpakTH4eckoe 3aHATHE.
[TpakTrueckas padora 6. HopmarnBHBIC TpaBOBBIC aKThI B 00JacTH HH(DOpMAITHOHHON Oe3omacHocT PO

Lesb: 03HAKOMUTHCS] ¢ HOPMATHUBHBIMH ITPABOBBIMU aKTaMH B 00JIaCTH WH(POPMALIMOHHOM 6€3011acHOCTH,
MIPOaHATU3UPOBATh CHCTEMY JCHCTBYIOUINX MPaBOBHIX akTOB PD B 00nacTi nH(pOPMALIMOHHOM
6e30nmacHOCTH, (POPMHUPOBATH YCTONUMBBIE HABBIKU CAMOCTOSATEIIEHOM PAOOTHI.

[TpakTrdeckast paboTa BBITOIHIETCS C HCIIONB30BaHNEM ceTh MHTepHeT, (mouckoBas paboTa, aHaIn3
HMCTOYHUKOB).

AHanuThyecKkas 3arnucka JohKHA COAepKaTh HEPaApPXUUECKYIO CTPYKTYPY HCCIEI0BaHHBIX MPAaBOBbIX aKTOB,
cdepy AecTBUS OTIEIbHBIX IPYII TOKYMEHTOB, COOTHOILIEHUE U COITIACOBAHUE TPYIII MPABOBBIX aKTOB.

ConepmaHI/Ie oT4ycTa: TeMa, eJb, ICPECYCHb HOPMATHBHO-IIPABOBBIX AKTOB C ITOJIHBIMU PEKBU3HUTAMU,
OTBETHI HA KOHTPOJIBbHBIC BOIIPOCHI, AaHAJIMTHUYCCKAs 3allMCKa.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThlI.

Llenp camocTOATENbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTAMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BUTHE AaHATUTUIECKUX CIIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM pabOThI C pa3NIuYHON TI0
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JINTEPATYPY M0 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA

Tema 7. CTpykTypa nH(OPMAIHOHHON 0€30NMACHOCTH, IPUMeHsieMAas B 00111eMHPOBOil IPaAKTHKE
(OIIK-1)

Jlexknus.
[IpaBoBast 3ammura wuHGopMmauuu. OpraHuzanvoHHas 3ammra HHQopManuu. TexHuueckas WK
WH)KEHEpHO-TEXHUUecKass  3ammra.  [IporpammHo-anmapartHas — 3amura.  MareMaTudeckue — HIu
Kkpunrorpaduyeckue meroasl. [lcuxonoruueckre BUAbI 3aUThl HHPOpMau. MopaabHO-3THYECKHE BUIIBI
3anuThl nHpopManuu. CTpaxoBas 3alUTa HHYOPMAIHH.

IIpakTH4eckoe 3aHATHE.
[TonroroBka pedepara 1 10KIa1a IO BEIOPAaHHOM TeMe
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[ToaroroBka pedepara u T0KJIaja MO0 BEHIOPAHHOM TEME ¢ UCTIOJIb30BaHKE MaTepPHUasIoB 0a3 Hay4YHbI CTaTeH
(https://elibrary.ru, https://cyberleninka.ru/).

Lenb pedepara — npuoOpeTeHne CTYICHTaMU HABBIKOB CAMOCTOATEIBHOM paboThI 10 oA00pY, N3YUECHHUIO,
aHamu3y U 0000IIEHHIO TUTEPaTypHBIX HCTOUHUKOB. O0beM pedepara coctasiser 15-20 crpanu.

Kpurepuu onienku pedepara

CooTBeTcTBHE CONEPKAHUS TEME.

[TpaBMIIBHOCTH ¥ MOJTHOTA MCTIOJIb30BAHUS UCTOYHHUKOB.

CootBetcTBUe 0odopmiieHUs pedepara cTaHIapTaM.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4eOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allusl 3HAHUH;

pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUH PabOTHI ¢ pa3TuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY 110 TEME JEKIUU

OTBeTUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

Tema 8. Yrpo3bl unpopMannoHHoii 6€30MaCHOCTH
(OIIK-1)
Jlekumus.

[Tonsitue yrpo3sl. Bumpl yrpo3. Tpu Hanbosee BBIpaKEHHBIE YIpO3bl: 1) MOIBEPKEHHOCTh (HU3UUECKOMY
WCKOKCHUIO WM  YHUUYTOXKEHUIO, 2) BO3MOXXHOCTh HECAHKIIMOHWPOBAHHOW  (CilydailHOM WM
3JIOyMBINUICHHON)  Momudukanuu; 3)  OMacCHOCTh  HECAHKIIMOHUPOBAHHOTO  (CIIydailHOrOo |
MpeIHAMEPEHHOT0) MOoTy4YeHHus] MHGOpMAIMK JIMIIAMU, JUUIsl KOTOPHIX OHA HE IMpeAHa3HadeHa. Xapakrep
MIPOMCXOXKACHUSI YIpO3: YMBILIUICHHbIE (aKTOphl, ecTecTBeHHble (akTophl. MCTOYHUKH — yTpo3.
[IpennochlIky NOABIEHUS YIPO3: 00bEKTUBHBIE, CYObEKTHBHbIE

IIpakTH4eckoe 3aHATHE.
[TpakTuueckas padora 8 . Kaspersky Internet Security

Lenb paboTsl. PaccMoTpeTh cpecTBa 3amuThl, HHTErpupoBanHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HaCTPOUTH MPUITOKEHUS

OTBETUTH Ha BOIIPOCHI, BBIIIOJHUTD 3aJaHUs.

OT4er AOKEH BKIIIOYATh TUTYJAbHBIN JIUCT, X0 paboThI (C BKIIOUEHUEM CKPUHIIIOTOB U OMKUCAaHUEM
JIEHCTBUIA), OTBETHI HA BOITPOCHI.

Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

Llenb camocTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIHbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BUTHE AaHATUTUIECKUX CTIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM paboThI C pa3IuYHON TI0
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JINTEPATYPY 110 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA
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4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

[IOCELIAEMOCTh — 5 0aJUIOB

TEKyIIUH KOHTPOJIb — 62 Oaia

1 cemectp

KOHTPOJBHBIC Cpe3bl — 2 cpe3a: 2 daina, 1 6amr

npeMuaIbHbIe 0aibl — 5 0amioB

OTBET Ha dK3aMmeHe: He 0osiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

TC
MBI

Ha3Banwne TeMbl
/ BUI yueOHOI
paboThI

Dopmbl
TEKYIIETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
(%:08)():]

MeTtoauka poOBEICHUS 3aHATHS U OIICHKU

Kapnepnsriit
HaBHUTATOP TI0
UT-cnemmmansHO
CTIM

Hpyrue
dhopmbl
KOHTPOJISI

[MpakTudeckue 3a1aHus BHITIONTHSIOTCS
MO TEMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Oaura — maboparopHas pabora
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYICHT CBOOOIHO BIafceT
MaTepuasioM, IeMOHCTPHPYET
IyOOKHUE, CHCTEMAaTU3UPOBAHHBIC
3HaHHUA, CBOOOIHO OTBEYAET Ha
BOTIPOCHI UCTIONB3YS

PO eCCHOHATLHYIO TEPMUHOIOTHIO
2 6amia — naboparopHas padora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTaBICHHBIM
MaTepuasoM, OTBEUACT Ha 3aJIaHHbIC
BOTIPOCEHI

1 6amn - maboparopHas paboTa B
IEJIOM BBITTOJTHEHA, OJTHAKO B
npoliecce BHIMOTHEHUS 1A00paTOpHOH
paboThI JOMYIICHBI CYIIECTBEHHBI
OIHUOKH, CTYACHT CcJ1a00 BIaaceT
nHpOpMAIHEl IO TeMe, IPH OTBETE
WCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTPy/IHSETCS C OTBETAMH Ha
3aJ]aBaeMbI€ BOIIPOCHI

Tectupos
aHue

OreHka TecTa Mo TEeKyIeMy pasfesy Uil TeMe AUCHUIUIMHBL

3 Oamna — cTynmeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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UcTopus
3aLIUTHI
WHPOPMAITUH.
Kpunrorpaguue
CKHE U
creranorpadude
CKHE METOJIBI

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3IMYHBIX dopmax: (pOHTATBLHBIMH, WHINBUAYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
MOJIEKAIIIETO OLICHKE:!

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYyYSHHYIO TIPH MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MH(OPMALMIO, CPABHUBATH Pa3HbIE TOYKH
3peHHS Ha aHATM3UPYEMYI0 poOiieMy, YMETh YETKO (HOpMYITUPOBAThH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4yaTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

Hpyrue
dhopmbl
KOHTPOJISI

[pakTudeckue 3a1aHus BHITIOTHSIOTCS
MO TEMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Oaura — maboparopHas pabora
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYICHT CBOOOIHO BIafceT
MaTepuasioM, IeMOHCTPHPYET
IyOOKHUeE, CHCTEMAaTU3UPOBAHHBIC
3HaHHUsA, CBOOOIHO OTBEYAET Ha
BOTIPOCHI UCTIONB3YS
MpoeCCHOHATLHYIO TEPMUHOIOTHIO
2 6amna — naboparopHas padora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTaBICHHBIM
MaTepuasoM, OTBEUACT Ha 3aJIaHHbIC
BOTIPOCEHI

1 6amn - maboparopHas paboTa B
IIEJIOM BBITTOJTHEHA, OJTHAKO B
mpoliecce BHIOTHEHUS 1TA00paTOpHOH
paboThI JOMYIICHBI CYIIECTBEHHBI
OIHUOKH, CTYACHT ¢cJ1a00 BIaaceT
nHpOpMAIHEl IO TeMe, IPH OTBETE
WCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTPy/IHSETCS C OTBETAMH Ha
3aJ]aBaeMbI€ BOIIPOCHI

Tectupos
aHue

OreHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL

3 Oamna — cTymeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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CoBpeMeHHbIE
Kpunrorpagpuyie
CKHE MTPOTOKOJIBI

Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee

OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3NUYHBIX dopmax: (pOHTATBLHBIMH, WHANBUIYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
HOJIEKALIETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- MCTIOJIBb30BaHKE JIOTOHUTEIBHOTO MaTepuana;
- pauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJaHue.
1 Gamn - cTyneHT yMeeT MPUMEHSTh MOJYyYSHHYIO NP MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTU JUCKYCCHIO .
Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHl, 3a4YUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

Hpyrue [IpakTudeckue 3a1aHusl BHIIONHSIOTCS

(hopmbI MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
KOHTPOJISA 3 Ganna — maboparopHas paboTa

BBINTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BajceT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3NPOBaHHBIC
3HaHUsI, CBOOOHO OTBEYAET Ha
BOIIPOCHI UCIOMNB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gana — naboparopHas paboTa
BBINTOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1a00paToOpHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIyel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS ¢ OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI
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Undopmanmons
ast
0e30macHOCTb
MOJIB30BATENS

Hpyrue
(hopmbI
KOHTPOJIS

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

TepMmuHonornye
CKH€ OCHOBBI
nH(pOpPMAITHOHH
oit
0e30macHOCTH

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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Hpyrue
(hopmbI
KOHTPOJIS

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

HopmarusHo-11p
aBOBOE
obecrneuenue
nH(pOpPMAITHOHH
o
0e301IacHOCTH B
PO.

Cobeceno
BaHue(Ko
HTPOJIBH
blii cpe3)

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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Hpyrue 4 [IpakTrueckue 3agaHus BBIIOIHSIIOTCS
(hopMBI M0 TEMAaTHKE MPAKTHYECKUX 3aHATHIMA.
KOHTPOJIS 3 Ganna — maboparopHas paboTa
BBITIOJTHEHA B TIOJTHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepHUaioM, IEMOHCTPUPYET
IyOOKHe, CUCTeMAaTH3UPOBaHHBIC
3HAHUS, CBOOOTHO OTBEYACT Ha
BONIPOCHI UCTIOB3YS
Mpo(heCCHOHAEHYI0 TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPBIC
HETOYHOCTH BBIMTOJHEHUS, CTYICHT
BJIQJICET MPEICTABICHHBIM
MaTepuayioM, OTBEYacT Ha 3aaHHEIC
BOIPOCHI
1 6ann - naboparopHas paboTa B
IIEJIOM BBITTOJTHEHA, OJTHAKO B
MPOIIECCE BHIMOIHECHUS JIA0OPATOPHOMA
paboTHI TOMYIIEHBI CYIICCTBCHHBI
OIUOKH, CTYICHT CIIa00 BIIaJeeT
nH(pOpMAaIUe 1o TeMe, IIPU OTBETE
WCIIONB3yEeT 3aTOTOBJICHHEIN TEKCT,
3aTPYIHACTCS C OTBETaMU Ha
3aJlaBacMbIC BOTIPOCHI
Tectupos 3 OreHka TecTa 1o TeKyIeMy pa3aeny WiH TeMe AUCIUTUTHHEI
aHue 3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
CrpykTypa Pedepar 10 10 6amoB — pedepar BBIIOIHEH O0YyYaIOMIUMCS CaMOCTOSTEILHO, B
nH(pOpPMAITHOHH MIOJTHOM 00BbeMe, C COONMOICHUEM HEOOXOMUMBIX TEXHHUIECCKUX
oif MapaMeTpoB; CTHJIb M3JIOKEHHS OTBETCTBYeT CHenHu]uKe xKaHpa
0e301aCHOCTH, HayyHOW paboThl; BO BBEACHWH JIOTHYHO, OOBEKTHBHO |
MpUMEHseMas B apryMEHTHPOBAHO XapaKTEepPHU3yeTCsl HaywdHas mpoliemMa; conepikaHue
001IeMIpPOBOH pedepara BKIIOYAET CAMOCTOSTENFHOE UCCIIEAOBAHUE, a 3aKITIOUCHIE
MPaKTHKE cofiepat BBIBOJIBI, IOTHYHO BBITEKAIOIINE U3 COACPKAHMSI OCHOBHOM
YacTH; CHHCOK JINTEPATyphl O(hOpMIIEH B COOTBETCTBUHU C IIPaBHIAMHU
I'OCTa
8 Oayta — BO BBEJCHHUE YETKO CPOPMYITHPOBAHEI OCHOBHEIE TTO3HITIH
pedepara, a colepxaHWE COOTBETCTBYeT TeMme pedepara; B
cofepxaHuu pedepara JOTHYHO, CBSI3HO, HO HEIOCTATOYHO TIOITHO
M3TIaraeTcs TeopeTHYecKas WM TPaKTHYecKas YacTbh; 3aKITIOUeHHe
COZEPKHUT BBIBOJIBI, IOTHYHO BBITEKAIOIIUE M3 COACPKAHMSI OCHOBHOU
Y4acTH; CTHJIb M3JIOKEHHUSI COOTBETCTBYET crienn(rKe jKkaHpa HAyIHOH
pabotel; B OQOpPMIICHMH CHHCKAa JIUTEPATyphbl  BCTPEYAIOTCS
HE3HAYHUTETbHBIE TIOTPEITHOCTH
1-2 OGamma — TekcT pedepara MPEACTABIAECT HECAMOCTOSTEIHLHOE
(KOMITHJIATINS, TIIaTHaT) HAydYHOE HMCClIeoBaHue; pedepar HammucaH ¢
HECOOIIONEHNEeM TeXHUYECKUX U HAy9IHBIX TPeOOBaHUN
Tectupos 3 OreHka TecTa Mo TEeKyIIeMy pasieiy Wik TeMe JUCIUTUTHHEL
aHue 3 Oamna — cTynmeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B

TECTe.
1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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Yrpo3ssl
WHPOPMAIIOHH
oM
0e30macHOCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3IMYHBIX dopmax: (pOHTATBLHBIMH, WHINBUAYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
MOJIEKAIIIETO OLICHKE:!

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

2 Oanna — CTYAEHT yMEEeT CONOCTABUTh MOMYyYCHHYIO IIPU OATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPaBHUBATH PAa3HbIC TOUKU
3peHHS Ha aHATM3UPYEMYI0 poOiieMy, YMETh YETKO (HOpMYITUPOBAThH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

1 Gamn - cTyneHT yMeeT MPUMEHSATH MOJYyYEHHYIO NP MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

Hpyrue
(hopmbI
KOHTPOJIS

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BajceT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHMsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIOMNB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1a00paToOpHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIyel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS ¢ OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

3 Gamma — crymeHT npaBwibHO oTBeyaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
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9. [TocemaeMocthb 5
5 0aJJIOB — CTONPOIICHTHOE MOCEIICHUE 3aHATUH CTYJICHTOM
3 0annoB — MOCEmaeMoCTh CTylIeHTa cocTaBisieT He Menee 80 %
3aHATHHN
2 0aIoB — MOCEUIaeMOCTh CTyAEHTa cocTaBiseT He MeHee 50 %
3aHATHHN
1 Oamra — mocemaeMocTh CTyACHTa COCTaBiseT He MeHee 25 %
3aHATHHN

10. IIpemMuansHBIC OaITHI 5 JlomoTHUTENbHBIE TPEMHUATBHBIC OBl MOTYT OBITH HAYHCIICHEL: - 32
MIPOEKT, BHIMIOTHEHHBIN 0 3aKa3y padoTomaTeNs H peatn30BaHHBIA Ha
MpakTHKe — 5 0amioB;, - TIOCTOSIHHas AaKTHBHOCTH BO BpeMs

MPaKTUIECKUX 3aHATHI — 4 OAJUIOB; - MOJHOCTBIO MOJTOTOBICHHAS K
IMyOJTUKAIIAN CTAThs TI0 TEMATHUKE B paMKaxX AWCITUIUIMHEI — 4 OaJlIOB;
- y4acTHhe € JOKJIaJJoM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
W3ydaeMoil JMCIUIUIMHE — 5 OaiyioB; - y4dacTHe B BBICTaBKE II0
TEMaTUKe U3y4aeMOMN JUCIUTLTHHEI — 5 0aJIoB; - MyOJIUKAIUs CTaTh|
MO0 TEMAaTUKE HM3y4aeMOW IUCHUIUIMHBI B COOPHHKE CTYJICHUYECKUX
paboT / Marepualiax BCEPOCCHUHCKON KOH(epeHIMH / JKypHajae Hu3
nepeudst BAK—4/5

11. OTBeT Ha dK3aMeHE 30 25-30 6GamIoB — CTYACHT PacKphll OCHOBHBIC BOTIPOCHI M 3aJaHUS
Ousera Ha OIEHKY «OTIHYHOY.

18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmieTa Ha OIICHKY «XOPOIIIOY,

10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3alaHUS
Ousera Ha OIEHKY «YIOBJICTBOPUTEIHHO

12. |MunuBunyanbHbIC 3aJaHUs, 70 JloOGop: CTymeHT MOXKeT TWpPEJOCTaBUTh BCE 3a/JaHUs TEKYIIEro
C IOMOIIBIO0 KOTOPBIX KOHTPOJISI U KOHTPOJIBHBIE CPE3bl
MOXHO HaOpaTb
JIOIIOJIHUTENbHBIE OaJLIbI

13. HUroro 3a cemectp 100

HtoroBass omeHka 1O »JKk3aMmeHy BbicTaBisieTcss B 100-0ayibHON 1mikKame W B TPaTUIIMOHHOMN
yerplpexOampHoi  mmikane. IlepeBon 100-OamnpHON  pEeHTHHIOBOWM  OLIGHKM 1O JUCHUIUIMHE B
TPAJAUIIMOHHYIO YETHIPEXOATUTHHYIO OCYIIECTBISIETCS CIASIYIOIINM 00pa3oMm:

100-6annpHas cuctema Tpagunuonnas cucrema
85 - 100 GannoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 6aiu1oB YIOBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
Marepuasnsl TEKyIIEro KOHTPOJS YCIEBAEMOCTH MPEAOCTaBIAIOTCA B (OpMax, aJanTHPOBAaHHBIX K
KOHKPETHBIM OTPaHUYCHUSM 370POBbS M BOCHPUATHS MH(OpMAIIMK 00YyJarOIUXCS:
- I JUIl C HapyUIeHWsSMHU 3peHHs: B Ie4aTHOH ¢opme YBEIMYEHHBIM MIPUPTOM, B (dopme
AIIEKTPOHHOTO JOKYMEHTa, B (popMme aynuodaiina, B meyatHoi hopme Ha si3bike bpaiins;
- JUIS JIAL C HAapyIIEeHUsIMHU CIIyXa: B Ie4aTHON Gopme, B popMe dIEKTPOHHOTO JJOKYMEHTA;
- i1 JUI C HapylIEeHUsIMM OIIOPHO-ABHUraTelbHOIO ammapara: B IiedyaTHOW ¢opme, B ¢opme
AJIEKTPOHHOTO JOKYMEHTa, B popMme aymnodaiia.
ITpu npoBeneHUH NpOLEAYPHl OLEHUBAHUS PE3YNbTaTOB OOY4YEHMs MHBAIUIOB M JIMI[ C OTPaHUYEHHBIMHU
BO3MOXKHOCTSIMU 3[J0POBbS ITPEyCMaTpUBAETCS UCIIONb30BaHUE TEXHUYECKHX CPEACTB, HEOOXOIUMBIX UM B
CBSI3U C UX MHJIUBUAYAJIbHBIMH OCOOCHHOCTSMM. DTH CPEICTBa MOTYT OBITh NPENOCTABICHBI By30M HIIN
MOTYT UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUUECKUE CPENICTBA.
ITpu HeoOXOMMMOCTH MHBAJIMAAM U JIMLAM C OIPaHUUYEHHBIMH BO3MOXHOCTSIMH 3/10POBbsI IPEIOCTABIISACTCS
JONOJIHUTENBHOE BpeMs JUIsl TOJrOTOBKHM OTBETA HA BHIMOJIHEHHUE 33 JaHUM.
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Jpyrue (popMbI KOHTPOJISA

Tema 1. Kapsepnsbiii HaBurarop o U T-crienuaibHOCTIM
[Tpaktuueckas padora Ne 1. MccnenoBanue pelHKa TPyAOyCTPOMCTBA CIIEUAINCTOB 10 HHPOPMAITHOHHON
0€301acHOCTH
Ha ocHOBE OTKPBITBIX JaHHBIX CAUTOB JEHCTBYIOIIMX BAKaHCUH IIPOBEIUTE aHAIU3 PhIHKA
TPYAOYCTPONCTBA CHIEUATMCTOB MO0 HH(POPMALIMOHHOM O€30MacCHOCTH. 3aroIHUTE TAOIUILy 10 pe3yJibTaTaM
aHaNu3a, e OTpa3uTe HalICHHYI0 HH(OPMALINIO: BAaKAaHCHS, PETHOH, KOMITaHHsI, 3apa0oTHas IJara,
TpeOOBaHUs K KBaTH(PUKALINY.
Otuer nOoKEH coaepxkKarb:
1. TuTynbHBIN JTUCT
2. Conepxanue
3. CBomHas TabnuIa 1Mo pe3yabraraM Imorucka
4. CiMcOK UCIOIb30BaHHBIN UCTOYHUKOB

Tewma 2. Uctopus 3ammtel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue MeTO b
[TpakTuueckas padora 2.1 Hludposanue ¢ momoristo cuctems Llezaps.
Bammdpyiite coodmenne «HACTOSILMIM APYT C TOBOM, KOTJIA ThI HE ITPAB. KOI'JIA ThI ITPAB,
BCSKUI BYIET C TOBOI» (Mapxk Tsen), ucrions3ys cuctemy Lle3apst co 3HaueHHEM KITI0ua
COOTBETCTBYIOIIMM HOMEPY BallIero BapHaHTa MO XKypHATYy y4eOHOI IpyIsl (HarpuMep, HOMEp MO CHHCKY
— 5; Bapuanrt —35; kitou K = 95).
OTueT 1o npakTU4YecKoil paboTe AOIKEH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(pOBaHNE TEKCTA
JIMYHBIM KJIFOYOM), OTBETHI Ha BOIPOCHI.
ITpaktuyeckas padora 2.2 lllupposanue ¢ nomomuipio mudpa Bukenepa
Ucnons3ys cucremy Biwkunepa, 3ammdpyiiTe coOoOIIeH s IO BApHaHTaM, TPUBEIACHHBIM B Ta0IUIIE 2.
TexkcT cooOLIEeH s U KIFOUEBOE CIIOBO JOJIKHBI COOTBETCTBOBATh BallleMy BapUaHTY 10 )KypHaly y4eOHOH
IpyIIsl (HaIpUMep, €CIM HOMEP MO CHHUCKY 3, 3HAYUT BapUaHT — 3).
OTueT 1o npakTU4YecKoil paboTe AOIKEeH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIM(ppOBaHNE TEKCTA
JMYHBIM KJIFOYOM), OTBETHI Ha BOIIPOCHI.

Tema 3. CoBpeMeHHbIE KpunTorpaduuecKue MPOTOKOIBI
[Tpaktuueckas padora 3.1. CpaBHeHHE NaHHBIX C TIOMOIIBIO XAII-(PYHKIIHH.
Baxno noHumarp, ObUTH JIM TaHHBIE TOBPEXKICHBI WIIK OblIa COBEpILIEHA MOMbITKA UX (anbCcUPUKAIIIH.
Jlng onpeneneHus Toro, ObUIN JIU JaHHbIE U3MEHEHBI WIIM OCTAIMCh TAKUMH K€, MOJKHO MCIIOJIb30BaTh
nmporpaMmy xamupoBanud. [IporpamMma xsmmpoBaHust BHITOMHSAET MpeoOpa3zoBaHKe JaHHBIX WU ¢aiiia
UCIOJB3YS X3UI(YHKINIO, KOTOpasi BbIIAET HeKoe 3HaueHHe (0ObIYHO 3HAYUTENIBHO KOpoUe, YeM CaMu
ucxojHble AaHHbIe). CyliecTByeT MHOKECTBO Pa3HbIX XdUI-QyHKLIUN, OAHU OY€Hb IPOCThIE, APYTHE,
HAIPOTHB, OUEHb CIOKHbIe. Eciy of1Ha U Ta e X31I-(YHKIIHS BBITOIHSAETCS AJI MPeoOpa3oBaHus OJHUX U
TeX K€ JIaHHBIX, TO 3HAUYEHHUE, KOTopoe OyAeT MmoiyueHo, OyaeT Bcerna oquHakoBo. Eciu nanHbie ObU1H
KaKHM-TO 00pa3oM U3MEHEHbI, TO MOITyYeHHOE 3HaueHue X3MI-QyHKIuei OyneT oiyaTbCesl.
[TpakTuueckas padota 3.2. Creranorpaguieckre METOIbI 3aUTh HHPOPMaIUK (COKPHITHE TEKCTOBOTO
(aiina B rpadugeckom)
Heo0xomumo 3HaKOMHUTBCS ¢ TEOpETHUYECKUM MaTepuaiioM. [IponsBecT ycTaHOBKY MPOrpaMMHOTO
npoaykta Masker; cipsiTaTh TEKCTOBBIN (haiisl B M300pakeHUH, BRIOPAB aITOPUTM UGPOBAHUS TTAPOJIS;
OTIIPABUTH 3aITM(POBAHHOE COOOIIEHUE 0 IIEKTPOHHOM IMOYTE; U3BJIEYb TEKCTOBBIN (haii u3
M300paXKeHUsI; YIAIUTh W3BJICUEHHBIN TEKCTOBBIN (haiii, 6e3 BO3MOKHOCTHU AJI1 BOCCTAHOBIICHUSI.

Tema 4. MudopmarimonHas 6€30mMacHOCTh TOIh30BATENSA
[Tpaktuueckas padota 4. 1 «CmoxeTe i BB pacrio3HaTh (PUIITUHTOBYIO aTaKy»
Tect «CMoXxeTe U BBI PACIIO3HATH (PUIIMHTOBYIO aTaKy»

20
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https://phishingquiz.withgoogle.com/
OrueT 1o padoTe - CKPUHIIOT C Pe3yJIbTaTaMH TeCcTa

Tema 5. TepmuHOIOTHYECKHE OCHOBBI MHPOPMAITMOHHOW 0€30MMaCHOCTH
[TpakTtuueckas padora Ne5
«Tepmunomnorus B o6actu HHPOPMAITMOHHOM O€30TTaCHOCTH

3ananue. 1. B cetn MHTEpHET HaliquTe ONpeeIeHUs] HUKETIePEUHCICHHBIM TEpMUHAM, o0parias
BHHUMaHUE Ha CTENEHb J1O0CTOBEPHOCTH UCTOYHHUKA (BO3MOXKHO YKa3aTh HECKOJIBKO Pa3HBIX ONpENEICHUM
IUIsL OHOTO U TOTO e TepMUHa). [t Ka)k1oro onpenenenuss HeoOXoaMMO 0003HAUYUTh UCTOUYHUK.

3amanue 2. CaMOCTOSTENBHO MOMBITAUTECh OOBESIUHUTH HUKETIEPEUNCIICHHBIC TTIOHSATHS B TPYIIITHI 10
OTpe/ieTICHHBIM ITPU3HAKaM, KOTOPbIE BaM MOKaXXyTcsl HanboJjiee BaKHBIMH.

3ananue 3. [loHsTHs, BbIIETICHHBIE )KUPHBIM HIPU(PTOM HEOOXOUMO BHIYUHUTh HAU3YCTh.
. Madopmarmonnas 6e30macHOCTh

. 3ammTa uHGOPMAaIHH

. KondunenmanpHOCTh

. llemocTHOCTH

. JoctynHocth

. ¥rpo3a 6e3omacHocTH HH(pOpMaIUn

. UcTOUHUK yrpo3sl
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. OOBeKT 3anuThl HHPOPMAITUN

\O

. YI3BUMOCTD

—
)

. Unentuduxarms

—
—_

. AyTeHTuduKanus

—
[\

. OpranuzanMoHHbIE MEPHI 10 3alIUTe HH(OPMATUU

—
(98]

. TexHnueckue MepsblI 10 3a1UTe HHPOPMALUU

—
N

. [IporpaMMHo-amnmnaparHble Mephbl MO 3alluTe HHPOPMAIHH

[S—
9]

. Kpunrorpaduyeckas 3amnmra napopmanuu

—
[®)

. [IpaBoBas 3amura nuHpOpMaIun

—
J

. Crioco6 3aumuTs! nHGOpMaIu

—
o0

. 3ammTa nHGOpPMaIUKA OT HECAHKIITMOHUPOBAHHOTO BO3ICHCTBUS

[S—
\O

. [onmutuka 0e3o0macHoCTH

[\
S

. Hocurens 3amumiaemoit nabopmManmm

\]
—_—

. CpenctBo 3amuThl HTHPOPMAITUH

N
N

. JIunen3upoBaHue B 00JaCTH 3aIIUTHI HHPOPMAIIUH

[\
(98]

. Ceprudukanyst Ha COOTBETCTBHE TPEOOBAHUAM 110 0€30MACHOCTH UHPOPMAITUH

[\
NN

. Aymut a arTectanus 00beKTOB HH(PpOpMaTH3AIUN

[\
N

. AHanu3 THPOPMAITMOHHOTO pUCKa

[\
N

. TpeGoBanue 1o 3anuTe HHGHOPMAITHH

\9}
J

. D¢ (dexTUBHOCTH 3aIIUTHI HHPOPMALIUU
. Araka

NN
O o0

. 3II0YMBIIIEHHUK

[98)
=]

. Unentuduxarop
. ITapoib
. Kitrou

W W W
W N =

. YdeTHad 3anuch OJIb30BaTEII
. Caudep

. Coiydep
. CkaHMpOBaHuE MOPTOB

W W W W
~N N D B

. OTKa3 oT 00cIyKMBaHUS
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38. Yreuka
39. Pazrnamenue.
40. ITen-TecT

Tema 6. HopmaruBHo-mipaBoBoe o0ecrniedyeHne HHPOopMamoHHoi 6e3onacHocT B PO.
[TpakTuueckas padota 6. HopmaruBHBIC TpaBOBBIC aKThI B 00JacTH HH(DOpMAITHOHHON Oe3omacHocT PO

Lesb: 03HAKOMUTHCS] ¢ HOPMATHUBHBIMH ITPABOBBIMU aKTaMH B 00JIaCTH WH(POPMALIMOHHOM 6€3011acHOCTH,
MIPOaHATU3UPOBATh CHCTEMY JCHCTBYIOUINX MPaBOBHIX akTOB PD B o0nacTi nH(pOpMALMOHHOM
6e30nmacHOCTH, (POPMHUPOBATH YCTONUMBBIE HABBIKU CAMOCTOSTEIILHOM PaOOTHI.

[TpakTrdeckast paboTa BBITOIHIETCS C HCIIONB30BaHNEM ceTh MHTepHeT, (mouckoBas paboTa, aHaIn3
HMCTOYHUKOB).

AHanuThyecKkas 3arnucka JohKHA COepKaTh HEPAPXUUECKYIO CTPYKTYPY HCCIEI0BaHHBIX MPAaBOBbIX aKTOB,
cdepy AeicTBUS OTIENbHBIX IPYII TOKyMEHTOB, COOTHOILIEHHE U COITIACOBAaHUE TPYIII MPABOBBIX aKTOB.

Coz:epmaHI/Ie oT4ycTa: TeMa, eJb, ICPECYCHb HOPMATHBHO-IIPABOBBIX AKTOB C ITOJIHBIMU PEKBU3HUTAMU,
OTBETHI HA KOHTPOJIBHBIC BOIIPOCHI, AaHAJIMTUYCCKAs 3alluCKa.

Tema 8. Yrpo3sl nH(DOPMAITMOHHON 06€30MTACHOCTH
[TpakTuueckas padota 8 . Kaspersky Internet Security

Lenb paboTsl. PaccMoTpeTs cpecTBa 3amuThl, HHTErpupoBanHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HaCTPOUTH MPUITOKEHUS

OTBETUTH Ha BOIIPOCHI, BBIIIOJHUTL 3aaHUs.

OT4er AOKEH BKIIIOYATh TUTYJAbHBIN JIUCT, X0 pabOoThI (C BKIIOUEHUEM CKPUHIIIOTOB U OMKCAaHUEM
JIEHCTBUIA), OTBETHI HA BOITPOCHI.

Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

Pedepar

Tema 7. CtpykTypa nHGOPMAITMOHHON 0€30MacCHOCTH, IPUMEHsIEeMast B OOIIEMUPOBOM MPAKTUKE
. - JIBaamare nepBbIit BeK U MpooaeMbl HHPOPMAIIMOHHOM 0€301MacHOCTH.
. - CoBpeMeHHbIE METO/Ibl AaHTUBUPYCHOM 3aIIUTHI HH(POPMAITUH.
. - [IporpammHBIe cpeIcTBa COBPEMEHHBIX CHCTEM 0€30MaCHOCTH B MHPOPMAITMOHHBIX CUCTEMAaX.
. - 3ammTa qaHHBIX B ceTu VHTEpHET.
. - JInunas uadopmarmonHas 6€301MacHOCTh MOJIb30BATEIS
. - Unpopmanmonnas 6e30macHOCTb B OM3HECE.

~N N L kW N =

. - Ceprudukarys, JIUIIEH3UPOBaHNUE, CEPTU(DUKAIUS U aTTECTAIUs B 00JacTH HH(OOPMAITMOHHON
0€30IMacHOCTH.

8. - CmyxeOnas Taiitna. Kommepueckas taitHa. ['ocynapcTBeHHas TaifHa.

9. - DKOHOMHMKA U TIPAaBOBHIE OCHOBBI PhIHKA MHTEJUICKTYaJIbHOM COOCTBEHHOCTH.

10. - DxoHOMHYECcKast ”HGOPMAIIMOHHAS 0€3011aCHOCTb.

11. - CrangapTsl UppOBaHUS JAHHBIX.

12. - Anroput™m mudpoBanus gaaHbeix [IDEA.

13. - brioyHble ¥ TOTOYHBIE ITH(PHI

14. - 3akoH PD 00 371eKTpOHHOM MOAIHUCH.

15. - YpaBnenue KpunrorpapuuecKuMu KJII04aMu: TeHepalysl, XpaHeHue, paclpeieIeHue KITI0YeH.

16. Puck paboTsl Ha IEpcOHAbLHOM KoMItbioTepe. [ImannpoBanue 6e30macHoi padOThI Ha MEPCOHATBLHOM
KOMIIBIOTEPE.

17. O6ecnieuenne nHGOpMaMOHHOM O6e30macHoCcTH Poccuiickont Deaepannn
18. bezonmacHocTh paboTsl B IHTEpHET C HCIONIb30BaHEM Opaysepa.
19. 3amumra napopMaIuu 1Ist 3IEKTPOHHOU KoMMepId B THTepHET



20. CToMKOCTh aaropuT™MoB mudpoBanus. Tunsl anroputmos mudposanus. [Ipumeps
KpUNTOrpahpuyecKuX alropuTMoB.

21. IIpoTuBOAEHCTBIE HECAHKIIMOHUPOBAHHOMY MEKCETEBOMY JIOCTYIY. MICIIonb30BaHNE MEKCETEBBIX
skpanoB (Firewall).

22. OcoOeHHOCTH KpUnTorpapuueckoro 1 creraHorpadguyeckoro nmpeodpasoBanusi HHGOpMAIIHH.
23. 3ammTa 0(pUCHBIX JOKYMEHTOB.

24. O6mue moaxoasl K MOCTPOCHUIO MapoJIbHBIX cucTeM. Bribop maposneit. Xpanenue naposneit. [lepenaya
IIapoJIst 10 CETH.

25. Ha3znauenue u 3a7a4u B cepe obdecrnedeHrss HHPOPMaIMOHHONW 6€30aCHOCTH HA YPOBHE rOCyAapCTBa.
KomnbroTepHble NpecTyIIeHHs.

26. O630p COCTOSHUS CUCTEM 3alIUThI HH(popManuu B PD B Bemymux 3apyOeXHbIX CTpaHax.
27. OpraauzannoHHoe odecredeHne nHHOPMAIIMOHHON O€30TTaCHOCTH.

28. NmkeHepHO-TeXHUIECKoe o0ecrieueHrne NHPOPMAIIMOHHOW 0€30aCHOCTH.

29. IIporpamMHoO-anmaparHoe obecrneueHrne nHHOPMAITMOHHONW O€30MTaCHOCTH.

30. IIpaBoBoe obecmeueHre HHHOPMAITMOHHON O€30MaCHOCTH.

CobecenoBanue

Tewma 2. Uctopus 3ammtel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue METO b
OTBeTUTH Ha BONPOCHI Il CAMOKOHTPOJIS:
. B ueM ocobenHOCTh mM(POB NPOCTOi 3aMeHbI?
. Uem omimmuatrorcs cuctema mudposanus Lle3aps u abdunnas cucrema noactanoBok L{ezaps?
. Kakue TpeboBanus npeabsaBisioTcs K BbIOOpY Kitouelt 11t ah(GuHHON crucTeMbl ToACTaHOBOK Lle3aps?
. Uem mmdpb1 mpocToit 3aMEHBI OTIMYAIOTCS OT MIU(POB CIOKHOU 3aMEHBI?
. Kakoii xiitou ucnionb3yercs B cucreMe Bukunepa?
. B ueM 3akitouaercs anroput™ mudpoBaHUs TEKCTa ¢ UCIIOJIb30BaHUEM cUcTeMbl Brxunepa?
. B ueM 3akirouanuce npeumyIiecTsa muppoBaIbHON MaIMHBl JHUTMA?

0 3 N L LN

. Kakue "ys3BuMocTi" mm@poBagbHON MaIMHBI DHUTMA OB WCIIOIB30BAaHBI KOMaHAOW AJlaHa
Teropunra?

9. [lepeuncnure HEOOXOAMMBIC YCIOBHS 711 A0COIIOTHO CTOMKOTO IHdpa.

10. B yem 3axiito4aroTcsi IPUMYIIECTBA U HEAOCTATKH OHOPa30BOro MindpoonokHoTa?
11. UeM OTIMYArOTCS TTOHATHUS KPUIITOJIOTHH, KpUNTOTpaduu, KpUnToaHamnuza?

12. Yro Takoe kirou mudpa? [puseanre npumeps! MUGPOB C OAHUM U ABYMSI KIIIOYAMHU.
13. B yeM otimmume mmdpa 3amMeHbI OT mHQpa nepecTaHoBKU?

Tema 3. CoBpeMeHHbIE KpUnTorpaduuecKue MPOTOKOIBI
OTBETUTH HA BOIMIPOCHI JIJIsi CAMOKOHTPOJISL:
1. Yto Takoe OTKPBITHIA KIHOY?
2. Yem cumMeTpuuHOE MU(POBAHUE OTIIHYAETCS OT aCCUMETPUIHOTO?
4. Yto Takoe 3aKpBITHIN KITt04?
5. YTo Takoe 3MEeKTpOHHAsI IOANNCH?

6. KakuMu HOpMaTUBHO—TIPABOBBIMU JOKYMEHTAMU YCTAHABJIMBAIOTCS OCHOBHBIE IEMUCTBUSI C JIEKTPOHHOM
noanuchio B Poccun?

7. 1IOCTOMHCTBA M HEIOCTATKA CUMMETPUYHOTO U (PPOBAHKE.

8. JlocToMHCTBA M HEOCTATKH ACHMMETPHYHOTO MU POBAHUE.

9. Kaxoii Bun mudpoBaHust Ha3pIBatOT KomMepueckuM? [Touemy?

10.HazoBuTe 06:1acTé NPUMEHEHUS XA1I-(PYHKITHH.

11. TlpumenstoT a1 X>1I-QyHKIUH 715 g poBaHus cooOreHuit? OObICHUTE CBOM OTBET.



24
Tema 5. TepMuHONIOTHUECKIE OCHOBBI MH()OPMAITMOHHOHN 0€30MTaCHOCTH
OTBETUTH Ha BOMIPOCHI TSI CAMOKOHTPOJIS:
1. IIpuBenuTe mpuMepbl BO3MOXKHBIX IMOAXOA0B K KIACCU(PUKALIUU YTPO3 O€30MacHOCTH HHPOPMAIIHH.
2. B d4em cocTouT CyTh CHCTEMHOM KJIacCH(pUKAIIUU yTPo3?
3.  Ilo kakum mapameTpam MPOBOAUTCS CUCTEMHAsI KiIacCU(UKALIUS yTPo3?

4.  Kakue nmapameTpbl aBTOMAaTU3UPOBAHHOM cUCTEMBbI, HH(OPMAIIMU U CUTYallUU 3alIUThl MOTYT OBITh
MCIIOJIb30BaHbI JJIs

OTIpe/IeTICHUS BEPOSITHOCTU HapyIICHUs 3alUIIIEHHOCTH HH(popmannn?
5. B uem 3axmouaercst cyTb 6a30Boro, 0000IIEHHOTO M 00IIero moKa3areyie ysI3BUMOCTH HHPOpMaIu?
6. Kakue nmokazarenu UCHOIBb3YIOTCS ISl XapaKTEPUCTUKU HarOosiee HeOIaronpusaTHBIX CUTyallui
3aIUTEI?
7. Uto BBI MOXETE CKa3arh 0 (POPMHUPOBAHUU MHOXKECTBA YIpo3 O6e30macHOCTH HHpopManuu?
8.  JlaiiTe onpenencaue nHMOOPMAITMOHHON 0€30MTACHOCTH U 3alTUTHI HHPOPMAITHH.

Tema 6. HopmaruBHo-1ipaBoBoe o0ecrniedyeHne HHPOpMamoHHoi 6e3onacHocT B PO.
1. Kakoli TOKyMEHT U3 TIEpEUHs SIBJISIETCS BBICIIMM B H€PAPXUU MTPABOBBIX aKTOB?
2. B cocTaBieHHOM NepedyHe OTMETHTE IIPaBOBBIE aKThl, PEMIAMEHTUPYIOIINE TEXHUYECKUE YCIOBUS
3. B cocTaBieHHOM nepeuHe OTMETHTE MTPABOBbBIE aKThl, PEIVIAMEHTHPYIOIINE OPTraHU3aIlHIOHHBIE YCIOBUS

4. Kakue TOKyMEHTHI U3 MPEACTABIECHHOTO IEPEYHSI SIBIISIOTCS CIEICTBUEM aCCOLMUPOBAHNUS IIPABOBBIX
akToB PD ¢ MEXIyHapOIHBIM 3aKOHOAATEIECTBOM

Tema 8. Yrpo3sl nHGOpMaIIMOHHON 6€30TTaCHOCTH
[IpuBeauTe mpuMepbl BO3MOXKHBIX OAXOI0B K KJIACCH(PHUKALNU YTpo3 0€30MacHOCTH HHPOPMAIUH.
B ueM cocTouT CyTh CHCTEMHOM Kiaccu(HUKAIUU yTrpo3?
[To xakuM mapaMeTpam MPOBOAMUTCS CUCTEMHAs Kiaccuukarys yrpo3?

b S

Kakue nmapameTpbl aBTOMaTH3UPOBAHHOM cHCTEMBI, MH(OPMAIIUU U CUTYallUU 3alIUThl MOTYT OBITh
WCIIOJIb30BaHbI I ONpPEAeSICHUs] BEPOSTHOCTH HAPYIICHUS 3alUIIIEHHOCTH HH(popManun?

5. B dewm 3akmouaeTcs cyTh 6a30BOro, 0000IIEHHOTO U 00IIIeTo MoKa3areel ysI3BUMOCTH HHpopManun?

6. Kakue moka3aTeny UCTIOIB3YIOTCS ISl XapaKTePUCTHKU Hanbolee HeOmaronpusaTHBIX CUTyalui
3aIUATEI?

7. Uro BBl MOXKETE CKa3aTh 0 (OPMUPOBAHHH MHOXKECTBA YIpo3 Oe30macHoCTH HHPOpMAIu?

8.  Kakwue meTomsl MOTYT OBITh MCTIOIB30BaHBI IS TIEPBOHAYAIBHOTO (HOPMHUPOBAHHUS BO3MOKHO Ooee
MTOJITHOTO MHOKECTBA yIpo3 0e301macHocT nHpopmarun?

TecrupoBanue

Tema 1. Kapsepnbiit Hapurarop no MT-cnenuanbHoOCTIM
1. B P® ycraHoBJIeHbI cTreneHu(-ei) TUIJIOMOB O BbICIIEM 00Pa30BaHUM.

* TpU

2. MogeJib 4e10Be4eCKOro noBeieHus, KOTopasi 3aJ1aHa 10/LKHOCTHO Mo3uIuei, T. e. Habopom
(yHkumii, crepeoTHOB NMOBeIEHUS, CPEICTB CAMONOAAYH, KOTOPBIX K/1eT 001I1eCTBO OT HOCHTEJIs
9TOi JOJKHOCTHOM NMO3UIIMHU B J1€JI0BOM B3aMMOAEeCTBUU, HA3LIBAETCH:

* IOJKHOCTHOM POJIBIO

3. CYHUTAJI, YTO «HAJIOT eCTh Takasi popmMa 10X010B rocy1apcrBa, KOraa 3Tu
JI0XO/Ibl, MOJIy4aeMble ¢ HMYIIECTBA IPAKIaH, ABJIAKTCA UX OJHOCTOPOHHEN KepTBOii, 0e3
MOJIy4YeHUsSI MMHU KAKOr0-JIn00 IKBUBAJICHTA».

* 4. Taprynos



4. lokyMeHT y4eOHOTr0 JIAHNPOBAHHUSA, COIEPKAIMI HA3BAHUA Y4eOHbIX JUCIUILIMH, BpeMs,
O0TBOAMMOE HA UX U3yYeHHe, pacnpeaeeHue UX 1o ceMecTpaM, — 3TO yueOHblii (as) ...

* [J1aH
5. Ouenka 3¢p¢pexTuBHoCcTH Jeknuii B CI'A npoBoauiacek mo recrtam

* H. A. AMuHOBa

Tewma 2. Uctopus 3ammtel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue METO b
l«Macku» BUPYCOB UCIIOJIb3YIOTCS
+JU1 IONCKA U3BECTHBIX BUPYCOB
- JUTsI TIOUCKA HEM3BECTHBIX BUPYCOB
- JUIl yHUYTOXXEHUS U3BECTHBIX BUPYCOB
- JUTsl pa3MHOKEHUSI BUPYCOB
- JUI CO3JIaHMsI U3BECTHBIX BUPYCOB
2 [P-agpec umeeT MIMHY
+4 Gaiita
- 8 OaiitT
- 1 6ur
- 8 our
- 16 GaiiT
3 Security updates (o6HOBIEHUs 0€30TTACHOCTH) HEOOXOUMBI

+1U1 ycTpaHeHus: OOHapY)KEHHBIX HEZ0ueTOB B ycTaHOBICHHOM [10 B onepaliioHHBIX CUCTEMAX,
YCTAHOBKH I1aT4YeH JJIs IPEAOTBPALICHUS BOSMOKHOCTH DKCILTyaTalluK YA3BUMOCTEH, I ITOAAEepKAHUS
BHYTPEHHEH CaMO3allUThI IPOIPaMM

- UTsl TIOZI/IEp>KaHusl BHYTPEHHEH caMO3allluThl TPOrpaMM

- JUTst oOoTraleHus BEHI0POB, T.K. 32 JOMOJHUTENIbHbIC TaHHBIC HY>KHO IJIATUTh

- 711 OOHOBJIEHHUSI BHYTPEHHUX MOJYJICH MporpaMm, 4ToObI PUIIOKEHUS paboTalin ObIcTpee
- Ui o0JsieryeHust paboThI ¢ IPOrpaMMaMHU U YIIy4dlIeHUs1 BOCTIPUATHS HHTepdeiica
4 Anroputm DES ucnons3yer ninuny Onoka:

+ 64 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

5 AnroputMm DES ucnons3yer mivHy Kito4a

+ 56 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

6 AnroputMm lnddu-XemamaHna HCTIONb3YETCS TS

+ OTKPBITOTO pacIpeeieHUs KITI0Uei

- BBIYHCIICHUS XAI-(DYyHKIIUU

- TeHEepaIuu TMPOCTHIX YUCETT

- TeHepaluy CIIy4aliHbIX YHCell

- 6e30MaCTHOTO XpaHEHUS KITIouei

7 Anroputm Jluddu-Xenmana mo3BossieT

+HCIONIb30BaTh HE3AMUIIEHHBINA OT IPOCTYITUBAHUS, HO 3aIUIIEHHBINA OT TOJMEHBI, KAHA CBSI3U
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- TCHCPUPOBATH HOBBIC MMPOCTHIC YUCIIa
- BBIYMCIIATH XAIII (PYHKITUIO

- TEHEPUPOBATh CIIy4yalHbIC YHCIIA

- 0€30IMacHO XPaHHUTh KITFOUH

8 Anroput™ mudposanus SHA npeaHasHaueH sl UCIOIb30BaHUS COBMECTHO C QITOPUTMOM IIUPPOBOI
MOJITUCHU

+ DSA
- DOS
- DES
- EGS
- RSA

Tema 4. UndopmanimonHasi 6€30MacHOCTh MOJB30BATENs
1) K npaBoBbIM MeTOaM, 00eCTIeYUBAOIIAM MH(POPMAIHOHHYIO 0€30ACHOCTb, OTHOCATCS:
- Pazpabotka anmaparHbIX cpeICTB 00eCIIeueHus! MPaBOBbIX JaHHBIX
- Pa3paboTtka n ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX MTPABOBBIX CETSAX KYPHAJIOB yueTa NeHCTBUI
+ Pa3zpa0oTka 1 KOHKpETH3alHs IPABOBBIX HOPMATHBHBIX aKTOB 0OecreueHus1 0€30MacHOCTH

2) OCHOBHBIMHM UCTOYHUKAMMU YIpo3 HHPOPMALMOHHOW 0€30IIACHOCTH SABJAITCH BCe YKA3aHHOE B
cIHcKe:

- XUIlIeHUE KECTKUX AUCKOB, OAKIIOYEHUE K CETH, MHCAIIepCTBO

+ HepeXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3BMCHCHHUC ApXUTCKTYPbl CUCTCMbI

- XullleHue JaHHbIX, OAKYI CUCTEMHBIX aJIMUHUCTPATOPOB, HApYyLICHUE PEeIIaMEHTa paObOThI
3) Buabl uHpopMannoHHOM 0e301acCHOCTH:

+ IlepcoHanbHas, KOPIIOpaTUBHAS, TOCYAAPCTBEHHAS

- Kiinenrckas, cepBepHas, cereBas

- JlokanbHas, r1o0asbHasi, CMEIIaHHas

4) llen uH(pOpManMOHHOM 6€301IaCHOCTH — CBOCBPEeMEHHOe 00HApY:KeHHe, peayNnpeKIeHne:
+ HECaHKI[MOHUPOBAHHOIO AOCTYIIA, BO3ACHCTBUS B CETH

- MHCaliIepCcTBa B OPraHU3aluu

- Upe3BbIYANHBIX CUTyallUN

5) OcHoBHBIE 00beKTHI HHGPOPMALMOHHOH 0€30MACHOCTH:

+ KommnbrotepHsle ceT, 6a3bl JaHHBIX

- UndopmaninoHHbIe CUCTEMBI, ICHXOJIOTUYECKOE COCTOSIHUE TIOIb30BaTeNeH

- busHec-opueHTHPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMHU pHCKaMHU HH(OPMaLIMOHHOH 0€30I1aCHOCTH ABJISIIOTCH:

- Hckaxenue, yMeHbIIIEHHE 00beMa, TIEPEKOUPOBKA HH(HOPMAITIHI

- Texunyeckoe BMENIATENbCTBO, BBIBEJICHUE U3 CTPOsi 00OPYIOBAHUS CETH

+ IloTeps, uckaxeHue, yreuka HHopManuu

7) K 0oCHOBHBIM NpUHIMIIAM o0ecniedeHrs] HHPOPMALMOHHOH 0e30ACHOCTH OTHOCHUTCS:
+ DxoHOMUYECKOH YPPEKTUBHOCTH CHCTEMBI O€30MTaCHOCTH

- MHoromiatgpopMeHHON peaan3aiuy CUCTEMBbI

- YeuneHus 3alMIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHoBHBIMH cy0ObeKTaAMH HH(POPMALIMOHHON 0€30I1aCHOCTH SBJISIIOTCSH:

- PYKOBOJUTEIH, MEHEKEPBI, aIMUHUCTPATOPBI KOMITAHUI

+ opraHsl IpaBa, rocyaapcTBa, OusHeca

- ceTeBbIe 0a3bl JaHHBIX, (DaepPBOILIIBI

Tema 5. TepmuHOIOrMYEeCKHE OCHOBBI HHGOPMAIIMOHHON 0€30TaCHOCTH
Bomnpoc:
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OcHoBHBIE YTPO3bl KOHQUACHIIMATEHOCTH HH(DOPMALIUH:
BapuanTe! oTBeTa:

1 (+) 3moynorpeOneHus MoJIHOMOYHSIMH
Bomnpoc:
DneMEeHThI 3HaKa OXpaHbl ABTOPCKOTO paBa:
BapuanTe! oTBeTa:

1 (+) roga nepBOro BhIIyCKa IPOrpaMMBbl
Bomnpoc:
3amuTa nHPOopMAIK 00eCTIeYNBACTCS MPUMEHEHNEM aHTUBUPYCHBIX CPEICTB
BapuanTe! oTBeTa:

1 - He Bcerma
Bomnpoc:
Cpencrsa 3amuThl 00BEKTOB (haliJIOBOM CHCTEMBI OCHOBAHBI Ha. ..
BapuanTe! oTBeTa:

1 - 3amanuu aTpulyTOB (PAINIOB M KaTAJIOrOB, HE3aBUCAIIUX OT MPaB MOJIh30BATEICH
Bomnpoc:

Bun yrpo3sl 1eiicTBHsI, HapaBIeHHOTO HAa HECAHKIIMOHMPOBAHHOE MCIIOIb30BaHNE WH(POPMALIMOHHBIX
peCypcoB, He OKa3bIBAIOIIETO P 3TOM BIUSHUS Ha €€ ()YHKIIMOHUPOBAHUE — ... YIpo3a

Bapuanrts! oTBeTa:
1 (+) maccuBHas
Bomnpoc:
[IpennamepenHas yrposa 6e30macHOCTH HHPOPMAIIUN
Bapuanrts! oTBeTa:
1 - ommOka pazpaboTunka
Bomnpoc:
Konuenuus cuctemsl 3a11UThl OT THGOPMAIIMOHHOTO OPYKUS HE J0JKHA BKITIOYATh. . .
Bapuanrts! oTBeTa:

1 - mpouerypbl OLIEHKH YPOBHS M 0COOEHHOCTEH aTaky MPOTUB HALIMOHATBHON HHPPACTPYKTYPHI B
LEJIOM U OTJIENbHBIX M0JIb30BaTeNei

Bomnpoc:

B cooTBeTcTBUY C HOPMaMU POCCUKCKOTO 3aKOHOAATEIHCTBA 3aIUTa HHPOPMAIIIH MPEACTABISAET COO0M
MIPUHSITHE TTPABOBBIX, OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp, HAIIPaBICHHBIX HA ...

Bapuanrts! oTBeTa:
1 - pa3paboTKy METOJIOB M YCOBEPIICHCTBOBAHUE CPEICTB MHPOPMAITMOHHON O0€301MacHOCTH

Bomnpoc:
OCHOBHBIE YT'PO3bI JOCTYITHOCTU HH(POPMAIIH:
BapuanTe! oTBeTa:

1 - mepexBar gJaHHBIX
Bomnpoc:
CyTbh KOMIIpOMeTauy HHGOPMAITUI
BapuanTe! oTBeTa:

1 (+) BHEceHHME HECaHKIIMOHUPOBAHHBIX U3MEHEHHUH B 0a3y JaHHBIX, B PE3YJIbTATE YETO MOTPEOUTENh
BBIHY’KJICH JTM0O 0TKA3aThCsl OT He€, TM00 MPEeANpUHIMATD JOTIOTHUTEIbHBIC YCUIUS ISl BHIIBICHUS
MU3MEHEHUHN U BOCCTAHOBJICHUS! UICTUHHBIX CBEJCHUN

Bomnpoc:

WNudopmanmonnas 6€30MacHOCTh aBTOMATU3UPOBAHHOM CHCTEMBI — 3TO COCTOSIHUE aBTOMAaTH3HMPOBAHHON
CUCTEMBI, IIPU KOTOPOM OHa, ...

Bapuanrts! oTBeTa:
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1 - cmocoOHa NPOTUBOCTOSTH TOIBKO BHEITHUM MH(POPMALMOHHBIM yTpo3aM
Bomnpoc:
MeTo/1b1 TOBBIIIEHUS! JOCTOBEPHOCTH BXOAHBIX JAHHBIX
BapuanTe! oTBeTa:
1 - MHOroKpaTHbI{ BBOJ] IAHHBIX U CIIMYEHUE BBEJICHHBIX 3HAUCHU
Bomnpoc:
[MpuHIMIIUATEHOE OTINYHE MEKCETEBBIX dKpaHoB (MD) ot cuctem obHapyxkenwus atak (COB)
BapuanTe! oTBeTa:
1 - MD paboTatoT ToJIbKO Ha ceTeBOM ypoBHe, a COB — emie 1 Ha pu3ndeckoM
Bomnpoc:
CepBuChI 0€30MaCHOCTH:
BapuanTe! oTBeTa:
1 - xammpoBaHue 3anucei
Bomnpoc:
ITon yrpo3o# ynaJleHHOrO aAMUHUCTPUPOBAHNS B KOMIIBIOTEPHON CETU ITIOHUMAETCS yrpo3a ...
BapuanTe! oTBeTa:
1 - mocTaBKM HENPUEMIIEMOT'O COIEP KAHUS
Bomnpoc:
[TprurHBI BOSHUKHOBEHUS OIIUOKY B JAHHBIX
BapuanTe! oTBeTa:
1 (+) Omumbku npu uaeHTU(HUKATUN 00BEKTa WM CYOBEKTa XO3IHCTBEHHOM NEATETbHOCTH
Bomnpoc:
K ¢bopmam 3amutsl nHpopManuy He OTHOCHUTCHA. . .
BapuanTe! oTBeTa:
1 (+) ctpaxoBas
Bomnpoc:
Haubonee a¢hekTuBHOE CPEACTBO IS 3aIIUTHI OT CETEBBIX aTaK
BapuanTe! oTBeTa:
1 - ucnonp30BaHUE TOJIBKO CEPTH(GULIMPOBAHHBIX IPOTPaMM-OpOy3epoB IpH JOCTyIe K ceTh HTepHeT
Bomnpoc:
Wudopmanus, cocTaBsoNIas roCy1apCTBEHHYIO TailHy HE MOXKET UMETh TPH(. ..
BapuanTe! oTBeTa:
1 - «0co00ii BAXKHOCTI
Bomnpoc:
Paznensl coBpeMeHHOM KpunTorpaguu:
BapuanTe! oTBeTa:
1 (+) YopaBnenue kiouamMu
Bomnpoc:

JIOKyMEHT, ONpeAeIUBIINI BaKHEHIIINE CEPBUCHI 0€30MMaCHOCTHU M MPEIOKUBIINNA METOJ KITacCU(PUKAIIN
MH(POPMALMOHHBIX CUCTEM I10 TPeOOBaHUAM 0€30IaCHOCTH

Bapuanrts! oTBeTa:
1 - 3akony «O06 nHpopmaruu, THGOPMAIMOHHBIX TEXHOJOTHUIX U O 3aIIUTEe HHPOPMAILIUM
Bomnpoc:
VYreuka nHbOpPMAIHH — ITO ...
Bapuanrts! oTBeTa:
1 - HempenHaMepeHHas yTpara HOCUTENS HHPOpMAIHH

Tema 6. HopmaTuBHO-TIpaBoBO€ 0OecnieueHre nHPpopManoHHou 6e3omacHoct B PO.
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Kak Ha3bIBaeTcs B rpaxk/1aHCKOM Kojekce PD COBOKYITHOCTh JaHHBIX M KOMaHJ, IPEICTaBICHHAs B
00beKTUBHOU (hopMe U MpeHa3HAuYCHHAS 111 PyHKIHMOHUpPOoBaHUS DBM U Ipyrux KOMITBIOTEPHBIX
YCTPOMCTB C LIETBIO NOJYyUYEHUS ONPENEIEHHOIO pe3ybTara?

Buibepume ooun us 4 sapuanmos omeema:

[Iporpamma

o YTHIINTA
o ANrOpuT™M

o IIpunoxenue

Kak nHazpiBaeTcst nHGopManys B 3MEKTPOHHOH Gopme, KOTopasi MPUCOEAMHEHA K IpyTroi HHPOPMaLuH B
ANIEKTPOHHOH (popMme, HCTIob3yeMast I ONpeIeNIeHuUs JINIa, TOAMUCABLIETO HHPOPMAIHIO?

Buvibepume ooun uz 4 eapuanmoe omeema:

Horosop

e DJIEKTPOHHAS MOAMKUCH

AHTUBHpYCHAas Iporpamma

e bior

Kakwue u3 cpencts 3amuThl HH(GOPMAIIMU HAMIPaBJICHbI HA 3alIUTy 000pyI0BaHUA?
Buvibepume ooun uz 4 eapuanmoe omeema:

[IporpammHusbIe

o AmnmaparHbie
o Dusnyeckue

OpraHu3aloHHbIE

YcTaHOBUTE COOTBETCTBHE MEXKAY IPOrPaMMHBIMH CpeicTBaMU HH(POPMAIIMOHHOM 0€30aCHOCTH U UX
OTIHCAHUEM.

Ykaorcume coomeemcmeue ons ecex 3 eapuanmoe omeema.

o OunsTpyeT Tpaduk MEKIY KOMIBIOTEPOM U CETHIO
o O0ecneunBaeT COXpaHHOCTb UHPOPMAITUH

o Mier u ynanset BpeIOHOCHBIN KO

YcTaHOBUTE COOTBETCTBHE MEXTY COCTABIISIONIMMU WH(POPMAITMOHHOM O€301TaCHOCTH U UX
OTIPEICIICHUSIMU.
Vkaorcume coomeemcmeue ons 6cex 3 sapuanmog omeema.

o HeusmenHocTh nHpOpMaUy, IPH BHITIOJTHEHUN HEKOTOPHIX OIepaIiuii Haj Hei
o TpebGoBanue He nepenaBaTh HHPOPMAIUIO TPETHUM JIULIAM

o B03MOXHOCTH CyOBEKTOB BOCIIOIH30BaThC CBOMMHU MPaBaMu JI0CTyMa K UH(OpMauu

Kak Ha3piBaeTcsi cocTosiHuEe MH(POPMALIMOHHON Cpe/ibl, B KOTOPOM 0OecriedeHbl KOH(DUIEHIIMAIbHOCTD,
LEJIOCTHOCTh U JOCTYITHOCTh UH(opMannn?



Buibepume ooun us 4 sapuanmos omeema:

Nudopmarmonnas ceodbona

Hndopmanmonnoe oduiecTBo

NudopmarmonHas 3anuniéHHOCTh

WNndopmannonnas 6€30macHOCTb

Ckonbko crateii B pazaene "[Ipectyminenus B cepe KOMIbIOTEpHOH HH(pOpMaIK'" yroJOBHOTO KOJEKCa
PO?
3anuwume wucno:

o1
o2
3

Tema 7. CtpykTypa nHGOPMAITMOHHON 0€30MacCHOCTH, IPUMEHSIeMast B OOIIEMUPOBOM MPAKTUKE

TecToBbIe 3anaHusA

1 Co3nanue 1 UCTIONIB30BaHKUE CPEACTB OMACHOTO BO3ACHCTBUS Ha HH(OPMALIMOHHBIE Chephl IPYTUX
CTpaH MHpa U HapylIeHHe HOPMAJIbHOTO (DYHKIIMOHUPOBAHUS MH()OPMAIIMOHHBIX U
TEJIEKOMMYHUKAIIHOHHBIX CUCTEM 3TO. ...
uHpOpMALMOHHAS BOHA
UH(POPMAITMOHHOE OpYXKHE
UH(POPMAITMOHHOE MTPEBOCXOACTBO

Wndopmanus He ABIAIOMAsACS 00IIEA0CTYTHON, KOTOpasi CTABUT JIUL], 00IaJal0IIKX €0 B CHITy CBOETO
CJIy’K€OHOTO MOJIOKEHHUSI B MIPEUMYIIIECTBEHHOE MOJIOKEHUE IO CPABHEHUIO C IPYTUMH OOBEKTaMH.

D B~ W N

ciry>keOHast HHpopMarus

KOMMepUecKas TaliHa

OaHKOBCKas TaifHa

KOH(pUIeHIUAJIbHAS MH(pOpMALUS

lapanTHs TOro, 9YTO KOHKpETHAs HHPOPMAIIHS JOCTYITHA TOJIBKO TOMY KPYTY JIHII, JUISt KOTOPBIX OHA
npelHa3HaueHa

S O 0 39 D

11 koH(pUIEHIHAIBHOCTD
12 1menocTHOCTE

13 nmocTynmHOCTH

14 ayTeHTUYHOCTH

15 annenepyemocthb

16 T'apanTus Toro, uto AC BeneT cedsi B HOpMAJIbHOM U BHEIITATHOM PEKHUME TaK, KaK 3alyIaHUPOBAHO
17 HageXkHOCTh

18 TouHOCTH

19 KoHTpONIHPYEMOCTH

20 ycTOHYMBOCTH

21 AOCTYNmHOCTH

22 CriocoOHOCTh CHUCTEMBI K LIeJICHANPaBICHHOMY MIPUCIIOCOOICHHUIO PU U3MEHEHUU CTPYKTYPBI,
TEXHOJIOTMYECKHUX CXEM HJIM YCIOBHUM (PyHKIMOHUPOBAaHMUS, KOTOpoe cracaeT Biajenbia AC ot
HEOOXOAMMOCTH MPUHATHS KapAMHAIBHBIX MEp IO MOJIHOM 3aMeHe CPE/ICTB 3alUThl HA HOBBIE.

23 TmpUHIUI CUCTEMHOCTHU
24 NpUHIUIT KOMILJIEKCHOCTH



25 NpUHIMI HETIPEPHIBHOM 3aIllUTHI

26 MPUHIUIT Pa3yMHON JOCTATOYHOCTH

27 NpUHIUN TUOKOCTH CHCTEMbI

28 B knaccudukamnuio BUPYCOB MO CIIOCO0y 3apaskeHHs BXOIAT
29 omacHble

30 ¢aiinoBsie

31 pe3nmeHTHBIE

32 3arpy304Hble

33 (¢aiioBo -3arpy304HbIe

34 Hepe3uIeHTHbIE

35 Komruteke mpeBEeHTHBHBIX Mep M0 3aIUTe KOHPHUIECHIIMATbHBIX JaHHBIX 1 WH(OPMAIIMOHHBIX
IIPOLECCOB HA MPEAIPHUATHH ITO. ..

36 xkomiLiekcHoe ooecnieuenue Ub
37 o6e3omacHocTh AC

38 yrposa b

39 araka na AC

40 moauTHKa O€30IIaCHOCTHU

41 Bupycsl, He CBA3BIBAIOIINE CBOM KOIHUHU ¢ (DailylaMu, a CO3AAI0NTNE CBOM KOIIUU Ha JUCKAX, HE H3MEHSS
Ipyrux (aitioB, Ha3bIBAIOTCS:

42 KOMITAaHBOH - BUPyCaMHU

43 4yepBu

44 mapazuTHYECKHE

45 cryneHuecKue

46 npuzpaku

47 crenc - BUPYCHI

48 MakpOBHPYCHI

49 K Bunam cucteMbl OOHApY)KEHUS aTaKk OTHOCATCS :

50 cuctemsbl, oOHapyxeHus araku Ha OC

51 cucremsbl, 0OHAPYKEHUS aTaKW HA KOHKPETHBIE TPUIIOKCHUS
52 cucteMbl, OOHAPYKCHHS aTaky Ha yoaleHHBIX b/]

53 Bce BApMAHTBI BEPHBI

54 ABTOoMaTH3WpOBaHHAS CHCTEMa JIOJDKHA 00eCTIeunBaTh
55 HaIexkXHOCTh

56 moctymHocTh

57 1en0CTHOCTH

58 KOHTpOJIMPYEMOCTh

Tema 8. Yrpo3bl nHGOPMAIIMOHHOK 0€30TTaCHOCTH
OcHoBHast Macca yrpo3 HH(pOpMaIMOHHON OE€30MMaCHOCTH MPUXOTUTCS Ha:
[+] a) TposiHCKHE TPpOTrpamMMBbl
[-] 6) llImroHCcKHe TpOrpaMMBbI
[-] B) UepBu
Kakoit Bun uaeHTudukanuy v ayTeHTH()UKAINH TOTy9IU HAUOOJIbIIIee PacIpOCTPAHCHNUE:
[-] a) cuctemsr PKI
[+] 6) mocTOsSTHHBIE TTAPOITH
[-] B) omHOpa3oBbBIe TapoIu
[Ton kakue CUCTEMBI PACIIPOCTPAHEHUE BUPYCOB MTPOUCXOIUT HAUOOJIEe TMHAMUYHO:
[-] 2) Windows
[-] 6) Mac OS
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[+] B) Android

3aKTIOYUTENBHBIM 3TAIIOM ITOCTPOEHUSI CUCTEMBI 3aLIUThI SBISIETCS:
[+] a) conpoBoxaEHNE

[-] 6) mnanupoBaHue

[-] B) aHa/IM3 yA3BUMBIX MECT

Kakwue yrpo3sl 6e3omacHocTy HHPOPMALMU SBISIOTCS TPEIHAMEPEHHBIMHU:
[-] a) ommbOKu mepconana

[-] 6) OTKpBITHE PTEKTPOHHOTO MUCHMA, COIEPHKALLET0 BUPYC

[+] B) He aBTOpU30BAHHBIN JOCTYTI

Kakoii monxon k obecrneyennio 0€30MacCHOCTH UMEET MECTO:

[-] a) TeopeTrueckuit

[+] 6) KOMIIIEKCHBII

[-] B) moruueckuit

Cucremoii kpunrorpaduueckoil 3amuThl UHGOPMALIUU SBISETCS:
[-] a) BFox Pro

[-] 6) CAudit Pro

[+] B) Kpunro

[Ipo Kakue BUpychl akTUBU3UPYIOTCS B CAaMOM Hauajie pabOThI C ONEepaIiiOHHON CHUCTEMOI:
[+] a) 3arpy304HbIe BUPYCBHI

[-] 6) TposiHIIBI

[-] B) uepBHU

Stuxnet — 370!

[-] a) TpostHCKas mporpamma

[-] 6) makpoBuUpYyC

[+] B) NpOMBIIIIEHHBI BUPYC

TapreTupoBaHHas araka — 3TO:

[-] a) ataka Ha ceTeBOe 0OOPYAOBaHKE

[+] 6) aTaka Ha KOMITBIOTEPHYIO CUCTEMY KPYIHOTO IPEANpUATUS
[-] B) aTaka Ha KOHKPETHBIN KOMITBIOTEP MOJIH30BATEIIS

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILINHE IPOBOAUTCS B GopMe IK3aMeHa

[Tpu HEOOXOIUMOCTH TMpENyCMaTPUBACTCS YBEJIMYEHHUE BPEMEHH HA TOATOTOBKY K JK3aMEHY, a TakKke
IIPENOCTABIISICTCS JOIOIHUTEIBHOE BPEMs Ul IIOATOTOBKM OTBETa Ha dk3aMeHe. IIponenypa nposeneHus
MPOMEKYTOYHOM aTTecTaluu Juis OOYyYaloIUXCSl C OrPaHUYEHHBIMH BO3MOXHOCTSIMH 3J0POBbS U
OOy4JarolMXCsl  MHBAJTUAOB  yCTAHABIMBACTCS C  YYETOM  MHIUBHIYAJIbHBIX  ICUXO(PHU3UUECKHUX

ocobenHocrel. [IpomMexxyTodHas aTTecTausi MOKET IPOBOJUTHCS B HECKOJIBKO 3TAIOB.

Tunossie Bonpocekl 3xk3amena (OIIK-1)
1 Teopwus 3ammtel nHGOpMari. OCHOBHBIC HAIIPaBICHUS
2 Bunapel yrpo3. OCHOBHbIE HapyLIEHUS.
3 OOmras Mozeb BO3JCHCTBYS Ha HH(POPMAITHIO.
4 OOmiast Mozienb mporecca HapyueHus! PU3NIECKO IEIOCTHOCTH WH(OPMAITUH.
5 Mertons! onpeenieHrs TpeOOBaHUH K 3amuTe HH)OpMaIuu.
6 JlomyIieHus: B MOZIENSIX OLEHKH YSI3BUMOCTH MH(DOPMAIUH.
7 Knaccudukanus TpeGoBaHUHN K CPEACTBAM 3alTUTHI HHPOPMAIIUH.
8 CrnocoObI U cpecTBa 3aIUTHl HHPOPMAIUH.
9 CnocoObl «aOCOTIOTHON CUCTEMBI 3aUTHD.

TunosBble 3aganua 1js 3k3amena (OIIK-1)
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1 ConeprkaHne HHTEPECOB JIMYHOCTH, OOIIECTBA U rOCyapcTBa B MH(GOPMAITMOHHOM cdepe.
2 VIcTOYHMKY U coaepikaHKe yIpo3 B HHGOPMAIMOHHOM cdepe.
3 Kunaccel nHGOPMALMOHHBIX PECYPCOB.

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

[Ipu mpoBeneHUN MpoLEayphl OLIEHUBAHUS PE3yIbTaTOB OOyUYEHHUS MHBAJIUIOB U JIUIl C OIPaHUYCHHBIMU
BO3MOXKHOCTSIMH 3/10POBbSI IIPEAYCMaTPUBAETCS UCIIOIb30BaHIE TEXHUUECKUX CPENICTB, HEOOXOIMMBIX UM B
CBSI3U C UX MHIUBUIYaJbHBIMU OCOOCHHOCTSIMHU. DTH CPEICTBA MOTYT OBbITh MPENOCTABJIECHbI UM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHbIE TEXHUYECKHE CPEJICTBA.

[Ipu HEOOXOAMMOCTH MHBAIK/IAM U JIMIIAM C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3[I0OPOBBS MIPEIOCTABISIETCS
JIOTIOJIHUTENIBHOE BpeMsl JIJIsl IIOATOTOBKU OTBETA Ha BBHIMTOJHEHHUE 3a1aHUN.

WucTpykuua 1o HOpsSAKY HpOBEACHUS MPOLEAYphl OLEHUBAHHS IMPEIOCTaBISIETCS B JIOCTYNMHOM (opme
(ycTHO, B MUChbMEHHOW opMe, B MUCbMEHHON (hopMme Ha s3bIKe bpaiiisi, yCTHO ¢ MCIIONIB30BaHUEM YCITYT
CYpIOTIEpEBOAUHKA).

JloctymnHas (hopMa IperoCcTaBIeHHs 3aJaHUi OIICHOYHBIX CPEICTB (B Me4aTHoi ¢opme, B ieyaTHOM Gopme
YBEJIMYEHHBIM MIpUPTOM, B medaTHoi Qopme mpudrom bpaitns, B ¢dopme 371€KTpOHHOTO JOKYMEHTA,
3aJ1aHuUs 3aUUTHIBAIOTCS] ACCUCTEHTOM, 3aJaHMsI IPEIOCTABIISIIOTCS C UCIIOJIB30BAaHUEM CYPIIOIIEPEBOA).
JHoctynHast ¢opMa TpenoCcTaBieHUs OTBETOB Ha 3ajaHus (MMChbMEHHO Ha Oymare, HaOOp OTBETOB Ha
KOMITbIOTEpE, MMCbMEHHO Ha s3bIke bpailiis, ¢ ucronb30BaHueM yCIyT aCCUCTEHTA, YCTHO).

[Ipu HeoOxXoauMocTH Uig OOYy4YaloIIMXCS C OrPAaHUYEHHBIMH BO3MOXKHOCTSMHM 3/10pOBbS M HHBAJIUIOB
MpoLeaypa OLEHUBAHUS pe3yabTaToOB 00YUYEHHUS MO TUCIIUIUIMHE MOXET MPOBOAUTHCS B HECKOJIBKO ITATOB.
[IpoBenenne mnpouenypbl OIEHMBAHUS PE3yJbTaToB OOyYEHUS HHBAJUAOB U JIMI C OrPAaHUYCHHBIMHU
BO3MOXKHOCTSIMH ~ 3JIOPOBBbSl  JIONyCKAaeTCsl C MCHOJb30BAHMEM JUCTAHIIMOHHBIX 00pa30BaTeNbHBIX
TEXHOJIOTHM.
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JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerentuu
TOCTHKEHHMSI pe3ynbTaTa)

OIlIK-1 JleMOHCTpUpPYET BBICOKHA YpPOBEHb TEOPETUYECKUX 3HAHHWI B
o0macTi 06€30MMacCHBIX KOMITBIOTEPHBIX CH-CTEM.

[Tonumaer ponb WHGOPMAIMOHHBIX TEXHOJOTUH B COBPEMEHHOM
o01e-cTBe.

AHanu3upyeT CyIIeCTBYIOLIUE ME-TOIMKH OIpe/leIeHUI TpeOoBaHus
K 3aIuTe HHPOPMAIIUH.

CrocobeH oreHMBaTh 3Hau€HHWE HWH-(PopMaIii, UHPOPMAITMOHHBIX
TEX-HOJOTUH ¥ WHPOPMAITMOHHOHN 0€3-0MacCHOCTH JJII 00eCTICUeHUS
00BEK-TUBHBIX TIOTPEOHOCTEH JIMYHOCTH, OOIIECTBA U TOCYIapCTRA.

«OTIIMYHOY
(85 - 100 6anoB)

OIIK-1 JIeMOHCTpHUpYET AOCTAaTOYHBIN YpO-BEHb TEOPETHUECKUX 3HAHUU B
00-1acTu 6€30MacHBIX KOMIBIOTEPHBIX CHCTEM.

[Tonumaer ponb HMHMOPMAIMOHHBIX TEXHOJIOTUH B COBPEMEHHOM
o011e-CTBE.

AHanM3MUpyeT CyIIECTBYIOUINE ME-TOIUKHN ONpeeIeHUuil TpeOOBaHHS
K 3a1uTe HHPOpMAaIHH.

CrniocobeH oreHuBaTh 3Ha4eHUE WH-(popMmaryy, WHPOPMALMOHHBIX
TEX-HOJIOTUN ¥ MH(OPMAIIMOHHON 0€3-0MacHOCTH Jisi 00eCTIeueHUS
00BbEK-TUBHBIX MOTPEOHOCTEH IMYHOCTH, OOIIECTBA M TOCYIapCTBa.

«XOPOIIIO
(70 - 84 6amoB)

OIlIK-1 JleMOHCTpHUpYeT ClIa0blii YPOBEHb 3HAHUN B 00JIACTH OE30MaCHBIX
KOMIBIOTEPHBIX CUCTEM.

He no xoHma moHuUMaeT pojb WH(POPMALNMOHHBIX TEXHOJOTHHA B
COBPEMEHHOM OOIIIECTRBE.

AHamm3upyeT  TOJBKO  HEKOTOPBIE  METOMUKH  OIpeIeSICHHMA
TpeOOoBaHUS K 3aIuTe HHPOpMAITUH.

He nmo xoHIa moHMMaeT 3HaueHUe WHPOPMALIUHU, WHPOPMAITMOHHBIX
TEXHOJIOTHUH ¥ WH(OPMAITMOHHOW O€30MacHOCTH I OOeCIeYeHUs
00BEKTUBHBIX TOTPEOHOCTEH JIMYHOCTH, OOIIECTBA U TOCYIapPCTRA.

«YZIOBJIETBOPUTEIHHOM
(50 - 69 6amnoB)
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OIlK-1 He wuMeer TeopeTudeckux 3HAHUN B o00macTH 0e30MAaCHBIX
KOMIBIOTEP-HBIX CHCTEM.

He nonumaer posib HHGOPMALIMOH-HBIX TEXHOJIOTHI B COBPEMEHHOM
of1ecTse.

He mMoxeT aHanu3upoBaTh CyIlie-CTBYIOIME METOIUKHU ONPEIEICHUI
TpeOOBaHuUs K 3aIIUTe HH)OPMAIIHH.

He cniocoGeH onieHnBarh 3HaueHUe UH(OpMAUU, HH)OPMAITHOHHBIX
TEXHOJIOTHA W WHPOPMAIMOHHONW 0e30macHOCTH sl 0O0ecreueHus
O0OBEKTUBHBIX MOTPEOHOCTEN JINY-HOCTH, OOIECTBA U TOCYapCTBa.

«HEYJIOBJICTBOPUTEIIHLHOY
(menee 50 6amoB)

5. MeTonnuyeckue ykazaHus AJis1 00y4a0IUXCS 10 OCBOCHUIO M CHUILIHHBI (MOLYJIS)
5.1 MeTtoandeckue yka3aHus IO OPTaHU3aIlMN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIINXCSI:

[Ipuctynas K W3y4eHUIO TUCIUIUIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepx)aHueM paboueii mporpammbl nuctuiumHabl (PITJ]), xotopas ompezaenser coaepxaHue, o0beMm, a
TaKKe TMOPSAIOK U3YUCHHsSI U MTPETIOAaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT pa3zeisl «O0beM U collepikaHue AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecieyeHIe TUCIUIUIUHBD U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOrpaMMHOE obecreueHue, MpodeccuoHaIbHbIC Oa3bl TaHHBIX 1
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoil
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YdeOHO-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrue AMCHUIUIMHBDY — yKa3aHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W WH(GOPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronmMcs o padore ¢ TEOpeTUYeCKUMU MaTepraiaMy Mo TUCIUIUINHE

[Tpu u3ydeHnn 1 mpopadbOTKe TEOPETUICCKOTO MaTepraia HeOOXOaUMO:

- IPOCMOTPETH €I1I€ pa3 Nnpe3eHTaruo Jekuuu B cuicteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JAONOJHHUTh €ro € Y4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IPY CAMOCTOSITEIbHOM M3yUYE€HUU TEOPETUYECKOM TEMBbI CIENaTh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PI1/] ucrounuku, npodeccuoHaIbHbIE 0a3bl TaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHOW pabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl ¢poHna oueHouHbix cpenacts (POC).
5.3 Pexomennaiuu o pabote ¢ HaydHOH U y4eOHOM TUTepaTypoi

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TJIaBHOM (OPMON CaMOCTOSTEIbHOU
paboTel U HeoOXoAMMa MPU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAeT NMPOpPadOTKy JIEKIIMOHHOTO Marepuaja U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH coaepxarb pedepaTruBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha pasMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYPbI IO
TeMaM, BBIBOJIbI MO KaKIOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MPE3CHTAIMI JIEKINI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHAM JOJIKHBI COAEPKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U Trofla M3JaHMsl HMCIOJIb3yeMOIl Hay4YHOH JHUTeparyphl.
Koncniekt MoXeT OBITh OMOPHBIM (COIEp)KaTh JIMIIbL OCHOBHBIE KIIIOUEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIOIIMM JaTh TIOJNHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISIETCS CAMUM CTYIEHTOM.
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B nporiecce paGoThl ¢ OCHOBHOM M JIOTIOJHUTENBHOM JTUTEPATypOl CTYACHT MOXKET:
- JleNaTh 3allUCH 10 XOAy YTEHHMs B BUJAE NPOCTONO0 MM Pa3BEpHYTOro IulaHa (CO3[aBaTh INEpEYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);
- COCTaBJISATH TE3UCHl (LMTHUPOBaHHE HaMOOJEEe BAXKHBIX MECT CTaTbU MJIM MOHOIpaduu, KOPOTKOE
U3JI0)KEHUE OCHOBHBIX MBICIIEH aBTOpPa);

- TOTOBUTbH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOIIPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1aliuy 10 NOATOTOBKE K OTICIIBHBIM 3aJaHUAM TEKYILETrO0 KOHTPOJISA

ColecenoBaHue TpeAnonaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH IO BOIPOCaM
MPAaKTUYECKOTO 3aHATUS C IENbl0 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN IO ONpEACICHHOMY
paszmeny, Teme, mpoOieme M T.II. Bce uieHBl Tpynmbsl MOTYT y4YacTBOBaTb B OOCYXKICHHH, 100aBIATH
MH(POPMALIUIO, TUCKYTUPOBATh, 33/1aBaTh BOIPOCH! U T.1.

VYCTHBIE ONPOC MOXKET TPUMEHATHCS B pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUPOBaHHbII. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIIEKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJIHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIOIB30BAHHBIX IIPUEMOB U CIIOCOOOB PEILIeHHs TOCTABICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- HCIIOJIb30BaHNUE JIOMOJHUTENILHOTO MaTepurara;

- pallMOHAJIBHOCTH UCIOJIb30BAHUS BPEMEHH, OTBEJICHHOIO Ha 3aJJaHuE.

VYCTHBII Ompoc MOXET COMPOBOXKAATHCA MpE3eHTAlMei, KOTopas MOATOTaBIMBAECTCS IO OAHOMY U3
BOIPOCOB MPAKTUUYECKOTo 3aHATHs. [Ipy BBICTYIUIEHHH C Mpe3eHTaluell HeoOXxoIuMo oOpaIaTe BHUMaHKUE
Ha TaKue MOMEHTHI KaK:

- cofep)KaHUE MPE3CHTAlUHN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBIICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (IIETTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKAHHUS M JUTEPaTyphl), MPaKTHUECKash HANpaBIE€HHOCTb, COOTBETCTBHE
CozIep)KaHus 3asiBICHHON (opMe, aleKBaTHOCTb MCIIOJIb30BaHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3aqadam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTbH MPE3CHTYEMOT0 MaTrepuara;

- odopmiieHHE Tpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IM3aiiH (YMTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE WH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUIHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOJIb30BaHHUE
BO3MO)KHOCTH ITPOTPAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHUE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOJIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBI:
- COlIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasna, pacKpbITHE TEMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl W  yClIOBHS  JOCTHIKCHHUS
PE3yABTAaTUBHOCTH M IPGEKTUBHOCTH AJIsI BBIONHEHUS 3a/ad CcBOed MpodeccHoHaNbHOW WU y4eOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUN, YMEHHE apryMEHTHUpPOBATh CBOM 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALIMOHHOE o0ecredyeHre JUCHMIIITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. IlepenkoB B.M., Mutrpomkun A.I. Mudopmarronnas 6e30macHOCTh 1 3ammmuTa uHdopmamuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1n.], 2014. - 1 anektpoHn. ont. auck (CD-ROM)



3. Tam6 roc. yu-T um. [.P. Jlep>xaBuna, H-T MaremaTuku, Gu3uku u nHGopMatuku TexHUUecKas 3amura
nHpopmaruy : yueb. mocodue. - Tam60B: [b.u.], 2014. - 1 anekrpoHn. ont. guck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. 3arunaiinoB FO. H. OcHoBbl mHGOpMAaIIMOHHON 0€30MaCHOCTH: KypC BH3YaJbHBIX JICKITUH : y4eOHOE
nmocobue. - Mockpalbepnmun: Jlupekr-Memua, 2015. - 105 c. - Tekcr : anmexkrponnbii // DbC
«YHUBEPCUTETCKAS OmoOIMoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaitnoB 0. H. Teopust nHGOpManinoOHHON OE30MACHOCTA M METOMOJIOTHS 3alIUThl HHGOPMAIINH :
ydyebHoe mocobue. - Mockpa|lbepnun: [upexkr-Memma, 2015. - 253 c. - Tekcr : snexrponusii // ObC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PertoB M. 1O., KyBsixkiiua A. B., Pynanosckuit M. B. Aynut mHbopmarmoHHON
0€30MacHOCTH OPTraHOB MCTIOJHUTEIHHOM BIACTH : y4eOHOE mocodue. - 4-¢ u3l., crep.. - Mocksa: OnuHTa,
2016. - 100 c. - Tekcr : snexrponnsiii // IBC «YHuBepcurerckas 6ubnuoreka onmaita» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&i1d=93259

4. Asepuenkos, B. U., PrertoB, M. 1O., KyBeiknun, A. B., Pynanosckuii, M. B. Aynut nadopmarmonHoi
0€30MacCHOCTH OPTaHOB HCIOJHUTENIBHOM BIAcTH : yuyeOHoe mocolue. - Bech cpok oxpaHbl aBTOPCKOTO
npaBa; Aynut mHGOPMAIIMOHHONW 0€30MacHOCTH OPTraHOB WCIIOJIHUTENILHON BIAacTH. - bpsHck: bpsHCKui
roCyIapCTBEHHBIN TexHn4yeckuil yausepeuret, 2012. - 100 c. - Tekct : anexkrponnsiii / IPR BOOKS [caiiT].
- URL: http://www.iprbookshop.ru/6992 . html

5. KommnekcHoe obOecnedeHne WHGOPMAIIMOHHONW O€301aCHOCTH  aBTOMATH3WPOBAHHBIX CHCTEM
nabopatopHblii mpakTukyM. - CtaBpomonb: CeBepo-KaBkasckuit ®@enepanbupiii yHuBepcurer (CKOY),
2016. - 242 c. - Tekcr : snexrponnsiii // OBC «YHuBepcurerckas 6ubnuoreka onmaite» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012

6.3 VHbpIe NCTOUHMKMU:
1. Kype «Cranaaptsl nHGopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHoBBI HHGOpMAIIMOHHOK 0e30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

7. MatepuaibHO-TEXHMYECKOe o0ecnevyeHue TUCIUILINHBL, IPOrpaMMHoOe o0ecneyeHue,
npogeccnoHabHbIe 0a3bl JaHHBIX U HHPOPMALIMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mnpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJs TNPOBENCHUS 3aHATHH JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJbHBIX KOHCYJbTAlMM, TEKYLIETr0 KOHTPOJII M MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VY4eOHble ayTUTOPUH U TOMEILIEHUS JJIsi CAMOCTOSITENIbHOM pabOThl YKOMIUIEKTOBaHbI CHEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJICTBAMHU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1t CaMOCTOSATENILHONW paOOTHl YKOMIUIEKTOBAHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" 51 obecrnieueHneM JI0CTyIa B AIEKTPOHHYO
UH(OPMAITMOHHO-00pa30BaTEIbHYIO Cpey YHUBEPCHUTETA.

Jliig mpoBesieHus 3aHIATUN JIEKIIMOHHOTO TUIA UCTIOIB3YIOTCSI HAOOPHI JEMOHCTPALIMOHHOTO 000PYI0BaHMUSI,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JIOCKA).
Aynutopuu A7 BCEX BUIOB KOHTAaKTHOW M CaMOCTOSTENbHOW pabOTHI, HayuyHas OMONMOTEKa W WHBIC
MOMEIIeHUsT JUisi OOydYeHWs OCHAIICHBI CIENUaIbHBIM OOOpPYIOBAaHMEM U YYEOHBIMH MECTaMU C
TEXHUYECKUMH CPEJICTBAMU OOYyYEHHUS i1 00yUYaIONINXCs ¢ OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3I0POBBS U
00y4aronuxcsi HHBAJIUIOB C PA3HBIMU BUJIAMU OTPAHUYCHHUH 3I0POBbS:

- C HapyLICHUAMH 3PEHUS:
SNIEKTPOHHBIN py4YHOIl BUeoyBeneunTenab Maggie MD;

mucreit bpaiins Braille Star 40 Bluetooth (ITO Tpancnsitop Texcta bpaiins u crieranuzupoBaHHOE
I10 skpanHOro HOCTYMNA);

36



cuctema pacnosnaBanus Tekcta OpenBook Pluss ¢ HACTONBHBIM CKAHHEPOM.

- C HApYIICHHUSMH CITyXa:

cuctema nH(GOpPMaIMOHHAS [Tl caboCIbIIaIUX mopratuBHas Mctok A2;
nuHamuueckuit FM-niepenarauk Inspiro ¢ mukpodonom iBoom ¢upmer Phonak;
NPUEMHHK JUTIst 00pa30BaHUs CIYXOBOI'O armapara;

HAyIIHUKA C TEXHOJIOTMEH KOCTHOM MPOBOAMMOCTH Uil DIyXux M cinabocnbimamux AfterShokz
Sportz M3;

cucrema Comfort Contego;

akyctudeckas cucrema Front Row to Go (B xommiekte 2 MUKpogoOHA, CeTeBble KaOeH, KOMIUICKT
KpeTICHUH ).

- C HapYLIECHUSIMH OMIOPHO-JABUTATENBHOTO arlapara:
pEeryJIupyeMbI€ TIO BBICOTE CTOJIBI C SJIEKTPOIPUBOIOM;
MOILEMHHUK JIECTHUYHBIN I'yCEHUYHBI;

CHCTEMa aBTOMAaTH4YE€CKOr0 OTKPBIBAHMS ABEPEN;

CHeIMaIbHO 000pyIoBaHHAs caHUTapHas KomHara Juist mul ¢ OB3.

JluneH3noHHOE U CBOOOHO pacHpOCTpaHsIeMOe MPOrpaMMHOE 00ecTieYeHHE:

Kaspersky Endpoint Security mist 6usneca - Cranpaptaeiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Omneparmonnas cuctema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccronanbhsrii mioc 2007

ITpodeccronanbhbie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHbBIE CUCTEMBI:

1. ONEeKTPOHHBIN KaTrajor @yHIaMEHTaIbHON OubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYuuBepcuTeTckas OMONMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru

3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru
4. Hayunas snexrponnas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccwuiickas rocynapcrBenHas 6ubnuoreka. — URL: https:/www.rsl.ru
6. Poccuiickas HarmoHanpHas 6nbamoreka. — URL: http://nlr.ru
7. Hayunas oanektpoHHas OuOnmuorexka Poccuiickoit  akamemun — ectectBo3HaHms. —  URL:
https://www.monographies.ru
8. Ilpesunenrtckas oubnmoreka umenu b.H. Enpimaa. — URL: https://www.prlib.ru
9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library
Hoctyn k wuHGOpPMAMOHHBIM M OuOMUorpaduueckuM pecypcaMm B ceTd VHTEpHET s KaKIoro
o0y4aromerocss MHBAJIMAA WM O0ydYaloNIerocss ¢ OTPAaHUYCHHBIMUA BO3MOXKHOCTSIMHU 3II0OPOBbsI 0OecrieueH
MPEJOCTABICHUEM €My HE MEHee YeM OJHOTO y4eOHOTro, METOIUYECKOTO MEYaTHOTO W/WIIH AJIEKTPOHHOTO
W3IaHUsS TI0 TpaKTHKe (BKJIIOYAs AJIGKTPOHHBIE 0a3bl NEPUOAUMYECKHX H3[daHui), B (dopmax,
aIaTHPOBAHHBIX K OTPAHUYCHUSM UX 370POBBS M BOCIPHUATHS HH)OPMAIIHN:

Jnist o0ydaronuxcst ¢ HapyIeHUsIMU 3PSHUS:

- B MeyaTHOU (popme yBeIMUEHHBIM MIpUQTOM;

B (hopMe IEKTPOHHOTO IOKYMEHTA;
B (opme aynuodaiina;
B nieyatHoi (¢opme mpudTom bpaiins.

Jnst oOygaronmxcsi ¢ HapyIISHUSIMU CITyXa:
- B mieyatHoi ¢opme;
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- B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

- B opme aynuodaiina.

Jnist o0y4daronuxcst ¢ HapyIeHUs MU OMTOPHO-ABUTaTeIbHOTO amrapara:

- B meyatHou (opwme;

- B (popMe AIIEKTPOHHOTO JOKYMEHTA;

- B opme aymuodaiina.

OOyyaromuecs: 00eCIeYMBAIOTCS CIEAYIOUIMM KOMIUIEKTOM JIMIIEH3MOHHOTO MPOrPAaMMHOTO 0OecredeHus,

aaalTUPOBAHHOIO JJIA 06yqa}oumxc;1 C OrpaHUYCHHBIMU BO3MOXHOCTAMHU 3HO0POBBIA U 06yqa}oumxc;1
HWHBAJIUOB:

- MAGIC (mporpamma aJis 5KpaHHOTO YTCHHS M YBEJIIMUEHUSA);
- JAWSforWindows (mporpamma ajisi UTeHHS € 9KpaHa KOMITBIOTEpa);
- BCTPOCHHBIC MTPOrPAMMBI OMIEPAITUOHHBIX CUCTEM.

DJIeKTpPOHHAs HH(POPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpernomaBaTenss W CTy[JCHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM
MYJIBTUMEIHUHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, HUCIOJIB3YEMBIX B

ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



